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Drone and Cybersecurity in the News

December, 2018, London 
Gatwick Airport

 April, 2020, SolarWinds – Supply Chain Attack

May, 2021, Colonial Pipeline – Ransomware Attack

Aug, 2021, Canada: Police drone hits plane approaching 
runway; ‘major damage’ reported
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UAS Cybersecurity – Componentry 
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UAS Cybersecurity – Standardization

* American National Standards Institute (ANSI)
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UAS Cybersecurity – UAS Traffic Management 
(UTM)
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UAS Cybersecurity – Urban Air Mobility (UAM) 
and Advanced Air Mobility (AAM) 
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UAS Cybersecurity – Technology Trend

5G/LTE

Edge – Cloud

AI/ML

Highly automated /Autonomous UA

Internet of Thing (IOT)

Connected Sky / Smart Airport/ 
Smart City/ Connected Transportation 
Ecosystem



“All views and opinions expressed in this brief are the personal opinions of the author and not necessarily those of FAA.” 

8

UAS Cyber Resilience
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FAA Cybersecurity Governance

Cybersecurity 
Steering 

Committee

FAA CISO

ATO

ANG

AVSASH

ARP

DOT
CISO

 Chartered 2014
 Enterprise Cybersecurity 

Approach
 Risk Executive Function
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FAA Cybersecurity Initiatives

FAA uses NIST Framework 
for Cybersecurity 
Governance.
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FAA Cyber Community Engagement

Private Sector
• Aviation Sector Coordinating Council 

(ASCC)
• Aviation Information Sharing & Analysis 

Center (A-ISAC)
• Aerospace Industries Association (AIA) 
• Airports Council International North 

America (ACI-NA)
• Standards Development Organizations

U.S. Government
• Aviation Government Coordinating Council 

(AGCC)

• Aviation Cyber Initiative (ACI)
Department of Homeland Security (DHS) 

National Cybersecurity & Communications 
Integration Center (NCCIC/US CERT)

Department of Defense (DoD)
National Air and Space Intelligence Center 

(NASIC)
The U.S. Intelligence Community (IC)

National Intelligence Manager- Aviation 
(NIM-A)

Air Domain Intelligence Integration and Analysis 
Center (ADIAC)

International
• International Civil Aviation Organization 

(ICAO)

• Single European Sky ATM Research 
(SESAR)

• European Aviation Safety Agency (EASA)

The list above identifies primary engagement entities. It is not all-inclusive.

 SSGC
 TFSG
 …

RTCA DO-326A/ED-202A 
RTCA DO-356A/ED-203A
RTCA DO-355/ED-204A
RTCA DO-178C/ED-12C
RTCA DO-254 / ED-80
…
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Thank You

Questions?
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