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• Founded in 2015 

• Operations in North America 

And Asia 

• Award Winning Technology 

• Core team with 50+ years of 

aviation, DoD, Communications 

and Robotics Experience 

• Official NASA Collaborator 

• Featured In 
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First of its 

kind “Open” 

Drone 

Operations 

Solution 

 

Tied in with key 

stakeholders 

Highly 

Experienced 

Team 

Official NASA 

Collaborator 

 

Fully 

Functional 

Field tested 

Platform(s) 

DRONE AGNOSTIC, Low cost, Open, scalable and 

adaptable to future requirements and regulation 

changes 
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Two Complementary Platforms For Los and BVLOS Operations 

DroneOSS™ & DroneUSS™  
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Autonomous 

Execution 

Auto Data  

Collection 

Cloud Based 

Data 

Analysis 

Share and 

 Collaborate 

Plan 

Assign 

An off the shelf, real-time, field proven, cloud 

based Regulation Compliant end to end drone 

operations platform 
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Multiple Drone Control, Real Time Media and Data 

  

Airspace and Traffic Management 

 

Separation Assurance, Flight Data Management 

  

Incident Management, Fleet Management 

 

Compliance And Reporting 
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• What is needed for UTM? 

– planning of UAS operations 

– Deconfliction of the UTM airspace 

– Providing supplementary data to UAS 

Operators during operations 

– Bridging communication between UAS 

Operators and ANSPs 

– Authentication & Authorization 

– Registration and Remote Identification 

– Life cycle management 
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• Why? 

– How does it help 

• Managing authority 

– Allocation and Color List Management 

• Potential Ids 

– Leverage known concepts 

• Identification Channels 

– Local and Network 

• Security 

– Multiple Issues 
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• Required for the human 

stakeholders  

– Law Enforcement and Public 

 

• to make strategic decisions 

related to mission management  

– launch, execution, and/or termination 

of airspace operations.   

 

• ensure Authenticity 

– Only authenticated and approved UAS 

can operate in the given airspace. 
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Issuing 

Authority 

Drone 

Manufactur-

ers 

UAS Service 

Suppliers 

Lookup 

Service 

Users 

Blacklists 

RID 

Allocation 

Whitelists 

RID 

Database 

RID 

Allocation 

Confirmations 

RID 

Status 

Queries 

RID 

Allocation 

Requests 

RID 

Allocation 

Requests 

RID Allocation Management  RID color list Management  

IMEI Like 
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Existing Or 

Modified 

C2/Data Links 

Or 

New 

Protocols 

Network 

Based 

Identification 

Comprehensive 

Capability 

No one solution fits all – Need multi 

pronged approach 
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• Traditional C2 and Data Link Technologies 

– In addition to long and medium range RF 

links, low power and range technologies 

such as dsrc and Class 1Bluetooth need be 

considered.  

 

• More deterministic mechanism for 

discovering other devices 

– an active low cost sniffer to issue frequent 

Inquiry packets on all channels.  

– Bluetooth operates in public spectrum, so 

active sniffers would violate no FCC rules 

or laws. 
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• Cellular 

– Leverage commercial wireless 

broadband solutions for C2, real 

time sensor data and drone ID 

transfer.  

– need to support a highly diverse 

range of new applications, user 

requirements, and connected devices 

• Heterogeneous Networks 

– These next generation networks will 

be heterogeneous networks using a 

myriad of wireless technologies 

such as cellular, millimeter wave, 

wifi etc. 



Fixed Station 

RID Link 

Internet 

ANSP 
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UAS service supplier 

Public  

Portal 

Other USS Systems 

Operator 

Interface 

Operator 

Interface 

RID Link 

No Fly Zone 
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• HETNET 

– drone solution developers will be able to design their 

products with direct access to the cloud & 

capabilities for peer to peer communications. 

• Alternate Trust Models 

– alternative trust models are required that allow 

flexibility in establishing trust models across 

heterogeneous devices, access technologies, network 

domains and communication modes. 

• Asymmetric Keys 

– going forward using asymmetric keys should also be 

considered. 
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• Policy Based Access 

– The established identity can be the basis to 

accomplish further security goals, such as policy-

based access control decisions to resources 

• Hardware Trust Points 

– Drones need to be identified as hardware trust 

anchors 

• Provisioning, Validation and Revocation 

– identities need to be defined, provisioned, maintained, 

validated, revoked,  
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• BOTNET 

– Drone networks will be exposed to DoS targeting the 

limited resources of specific services, much like 

botnet-driven distributed denial of service attacks in 

the Internet. 

• Multiple Interfaces 

– plan for mitigation of such attacks by having 

redundant interfaces as well as extensive fail-safes 

integrated in the solution. 
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