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PURPOSEPURPOSE

To invite a claim to a set of identity attributesTo invite a claim to a set of identity attributes 
and identity related attributes to enable an 
assessment of the claimed identity to a level 
of assurance sufficient to allow a 
passport/driver’s licence/identity card to be 
i d h i d t it ffi iissued having regard to security, efficiency 
and client impact outcomes.
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VERIFICATION OF “CLAIMS”
It is up to the service provider to verify the citizen’s p p y
claimed identity by checks of:
• what they “have” (ie credentials and tokens that 
h bi hi l d/ bi i hi hshow biographical and/or biometric  matching the 

identity being claimed); and
• what they “know” (ie verifiable information• what they know  (ie verifiable information 
currently and/or previously associated with the identity 
being claimed); and

• who they “are” (ie biometric identifiers).
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EFFICIENT/EFFECTIVE VERIFICATION OF 
“CLAIMS”
It is up to the service provider to verify the claimed 
identity by checks of:
• what they “have” (ie credentials and tokens that 
show biographical and/or biometric  matching the 
identity being claimed); and

Database validation, PKI checks for ePassports, 
forensic examination.y g );

• what they “know” (ie verifiable information 
currently and/or previously associated with the 
d b l d) d

× Interview and supporting documentation.
identity being claimed); and

• who they “are” (ie biometric identifiers).

pp g

y ( )
Automated biometric comparisons of fingerprints, face 
and iris images and voice prints.
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THE “ASSOCIATION” CHALLENGE
Why checks of what applicants “have” and who they “are” may not always 
be enough.

Identity Attributes:
Biographic

Identity Attributes:
Biometric Markers

• Name
• Date of Birth
• Place of Birth
• Gender

• Face
• Fingerprints
• Iris
• Voice

Identity Related Attributes
• Place
• TimeGender

• Nationality
Voice

• Transactional 
Behaviour

Year 0 - enrol Year 10 – 1st renewal Year 20 – 2nd renewal

Identity Timeline
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Our biological identity is immutable.  

In contrast, the identity attributes and identity related attributes we use to 
t l i t id tit t blsupport a claim to an identity are mutable.

Identity verification is a complex task, within a complex system that is subject to 
error and fraud.  

Assessment of identity is inherently probabilistic and can’t be determinative.

The identity verification challenge is to reliably and accurately 
associate biographic and biometric identity attributes with 
each other and with the identity related attributes that help 
establish a credible “context” and “continuity” for the identity 
being claimed.  

Identity verification must in addition be able to be undertaken 
over time, in different places, and in different transactional 
contexts.
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Our biological identity is immutable.  

In contrast, the identity attributes and identity related attributes we use to 
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association 
gone 
wrong…
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Step 1 – Collect 
 

Step 2 – Collate 
 

Step 3 ‐ Assess 

Identity Attributes 
 

• Biographic 
o Family name 
o Given name 
o Date of birth 
o Place of birth 
o Gender

 
 
 
 
 
 
 

 
 

I ‐Context of claim to 
identity? 

 
• pattern analysis is 

transaction dependent
 

o Nationality 
 

• Biometric 
o Face 
o Fingers 
o Iris 
o Voice  

 

 
 
 
 

associate  attributes 
 
& 
 

compare to prior identitycompare to prior identity 
claims 

 
Identity‐related Attributes 
 

• Place 
o Address 
o Telephone # 
o IP address 

 
• Time 

 
 
 

II ‐ Continuity of claim to 
identity? 

 
• Frequency of token      

re‐issue 

• Transactions 
 

• Verification thresholds
for transactions 
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Identifying suitable datasets and private sector Identifying suitable datasets and private sector 
identity verification partnersidentity verification partnersy py p

Datasets that:
• include identity and 

identity related Banking (via credit checkingidentity related 
attributes;

• are transacted regularly 
and frequently;

Banking (via credit checking 
agencies = data 
aggregators)

T l i i
q y;

• have explicit or implicit 
revalidation of identity or 
identity related 

Telecommunication 
providers

Utilities
attributes;

• have extensive coverage;
• have a geo-spatial nexus 

h i b i

Ut t es

Airline loyalty programs

Social mediato the service being 
delivered; and

• incorporate time 
stamping features

Social media

stamping features

10



Identity Attributes: Identity Attributes:Biographic
• Name
• Date of Birth
• Place of Birth

Identity Attributes:
Biometric Markers
• Face
• Fingerprints

I iPlace of Birth
• Gender
• Nationality

• Iris
• VoiceIdentity Related Attributes

• Place
• Time• Time
• Transactional 

Behaviour

Year 0 - enrol Year 10 – 1st renewal Year 20 – 2nd renewal

Identity Timeline
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There are no silver bullets in identity management:
Improved enrolment practice is necessary but not 
sufficientsufficient.  
Improved document security is necessary but not 
sufficient.  
Improved application of biometric comparisons is 
necessary but not sufficient.  
Improved verification to establish context and p
continuity of identity is necessary but not sufficient. 

…and our citizens need to be assured that achieving 
better identity security will not come at the cost ofbetter identity security will not come at the cost of 
efficient delivery of services, their customer experience 
and their right to privacy.
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