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SUMMARY

ICAO has recently developed a proposed amendment to Annex 9 -
Facilitation and adopted an amendment to Annex 17 - Security. States
have been made aware of these changes via ICAO State L etters and have
been invited to provide comments and notifications regarding
implementation. This Working Paper is to remind States of these
changes and to invite them to provide responses to ICAO.

1. INTRODUCTION

11 The ICAO Air Transport Committee, on 25 January 2013, considered proposals for
Amendment 24 to Annex 9 - Facilitation. These proposals arise from the review of Annex 9
conducted by the Facilitation (FAL) Panel during its seventh meeting held in Montréal from 22 to 26
October 2012 related to, inter alia, issues such as the facilitation of the transport of persons with
disabilities, air cargo facilitation, the security of the travel document issuance process, the inspection
of travel documents at airports, the utilization of Advance Passenger Information (API) and Passenger
Name Record (PNR) data systems and procedures relating to the removal of inadmissible persons and
deportees.

12 The ICAO Council, on 13 November 2012, adopted Amendment 13 to Annex 17 -
Security. The amendment became effective on 15 March 2013 and will become applicable on 15 July
2013. Amendment 13 arises from the proposals of the Aviation Security (AVSEC) Panel and
recommendations of the High-level Conference on Aviation Security (Montréal, 12-14 September
2012). The amendment includes a revision to access control measures with respect to persons other
than passengers. The amendment also introduces a definition of and security requirements for transfer
cargo and high-risk cargo, and establishes common baseline measures for cargo carried on passenger
and all-cargo aircraft.
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2. DISCUSSION

21 ICAO State Letter EC 6/3-13/14, regarding the proposed amendment to Annex 9, was
sent to States on 28 February 2013. The letter provides details of the changes and invites States to
comment on the proposals by 30 July 2013. A copy of the letter, and its two attachments, are
provided as an Appendix A to thisworking paper (in Arabic and English).

22 ICAO State Letter AS 8/2.1-12/63 Confidential, regarding the adoption of
amendment 13 to Annex 17, was sent to States on 22 November 2012. The letter provides details of
the changes and asks States to inform ICAO, before 15 June 2013, of: 1) any differences that will
exist on 15 July 2013 between their national regulations or practices and the provisions of the whole
of Annex 17, as amended by al amendments up to and including Amendment 13, and thereafter of
any further differences that may arise; and 2) the date or dates by which the State will have complied
with the provisions of the whole of Annex 17, as amended by all amendments up to and including
Amendment 13. A copy of the letter, and its four attachments, are provided as an Appendix B to this
working paper (in Arabic and English).

3. ACTION BY THE MEETING
31 The meeting isinvited to:
a) note ICAO State Letter EC 6/3-13/14, regarding the proposed amendment to
Annex 9, and to encourage States to comment on the proposals to ICAO by 30
July 2013 Appendix A to this working paper; and
b) note ICAO State Letter AS 8/2.1-12/63 Confidential, regarding the adoption of

amendment 13 to Annex 17, and to remind States to inform ICAO about their
implementation status before 15 June 2013 Appendix B to this working paper.
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Tel.:  +1514-954-8219 ext. 6300
Ref.: EC 6/3-13/14 28 February 2013
Subject: Proposed amendment to Annex 9

Action required: Comments to reach Montréal
by 30 July 2013

Sir/Madam,

I have the honour to inform you that the Air Transport Committee, at the first meeting of its
198th Session on 25 January 2013, considered proposals for Amendment 24 to Annex 9 to the Convention on
International Civil Aviation — Facilitation. These proposals arise from the review of Annex 9 conducted by
the Facilitation (FAL) Panel during its seventh meeting held in Montréal from 22 to 26 October 2012 related
to, inter alia, issues such as the facilitation of the transport of persons with disabilities, air cargo facilitation,
the security of the travel document issuance process, the inspection of travel documents at airports, the
utilization of Advance Passenger Information (API) and Passenger Name Record (PNR) data systems and
procedures relating to the removal of inadmissible persons and deportees. In this regard, it was agreed that
the views of States and relevant international organizations would be solicited. Attachment A presents the
proposed Amendment 24.

The subsequent work of the Air Transport Committee would be greatly facilitated by
specific statements regarding the acceptability of the proposals. Please note that comments received by the
Committee are normally classified as “agreement with or without comments”, “disagreement with or without
comments”, or “no indication of position”, as indicated on the response form in Attachment B. If the
expressions “no objections” or “no comments” are used, they will be taken to mean “agreement without
comment” and “no indication of position”, respectively.

I wish to request that comments on the proposed amendment be dispatched to reach me not
later than 30 July 2013. Comments received after that date may not be considered by the Committee. Should
you anticipate a delay in your reply, please advise in advance of the due date.

Accept, Sir/Madam, the assurances of my highest consideration.

sl

Raymond Benjamin
Secretary General

Enclosures:
A — Proposed Amendment 24 to Annex 9
B — Response form

999 University Street Tel.: +1 514-954-8219 E-mail: icaohq@icao.int
Montréal, Quebec Fax: +1 514-954-6077 www.icao.int
Canada H3C 5H7
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ATTACHMENT A to EC 6/3-13/14

PROPOSED AMENDMENT 24 TO ANNEX 9 — FACILITATION

NOTES ON THE PRESENTATION OF THE PROPOSED AMENDMENT

The text of the Amendment is arranged to show deleted text with a line through it and
new text highlighted with grey shading. The following illustrates the various amending methods:

textto-be-deleted-is-shown-with-atine-through-it new text to replace existing text
followed by the new text which is highlighted with grey

shading

new text to be inserted is highlighted with grey new text to be inserted

shading

textto-be-deleted-isshown-with-atine-through-it existing text to be deleted
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TEXT OF THE PROPOSED AMENDMENT 24 TO THE

INTERNATIONAL STANDARDS
AND RECOMMENDED PRACTICES

FACILITATION

ANNEX 9
TO THE CONVENTION ON INTERNATIONAL CIVIL AVIATION

Amend Annex 9, Chapter 1 as follows:
Chapter 1. Definitions and General Principles

A. Definitions

Authorized Economic Operator (AEO). A party involved in the international movement of goods in
whatever function that has been approved by or on behalf of a national Customs administration as
complying with the World Customs Organization’s or equivalent supply chain security standards.
Authorized Economic Operators include, inter alia, manufacturers, importers, exporters, brokers, carriers,
consolidators, intermediaries, ports, airports, terminal operators, integrated operators, warehouses and
distributors.

Automated Border Control (ABC). An automated system which authenticates the electronic machine
readable travel document or token, establishes that the passenger is the rightful holder of the document or
token, queries border control records, then determines eligibility for border crossing according to
pre-defined rules.

Escort. An escort is an individual, authorized by a Contracting State or an aircraft operator to
accompany inadmissible persons or deportees being removed from that Contracting State.

Interactive API (iAPI). A type of system — also known as ‘Board/No Board’, ‘Red Light/Green Light’
and ‘Authority to Carry’ — whereby required data elements are collected and transmitted by aircraft
operators to public authorities at the time of check-in. A response message for each passenger and/or crew
member (e.g. ‘OK to Board’ or ‘Not OK to Board’) is sent, within existing business processing time for
passenger check-in, and transmitted back to the aircraft operator.

B. General principles
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1.6 Recommended Practice— Contracting States and aircraft operators should exchange information
as to the appropriate point(s) of contact(s) to whom border control and customs queries should be
directed.

Amend Annex 9, Chapter 3 as follows:

CHAPTER 3. ENTRY AND DEPARTURE OF PERSONS
AND THEIR BAGGAGE

A. General

3.4bis Recommended Practice— Contracting States utilizing Automated Border Control (ABC)
systems should ensure that gates are adequately staffed whilst operational to ensure a smooth passenger
flow and respond rapidly to safety and integrity concerns in the event of a system malfunction.

C. Security of travel documents

3.8 Contracting States shall establish controls en-the-ereation-and-issuance-of travel documents—in-order
to safeguard against the theft of their steeks blank travel documents and the misappropriation of newly
issued travel documents.

3.8.1 Contracting States shall establish appropriate controls over the entire travel document application,
adjudication and issuance processes to ensure a high level of integrity and security.

D. Travel documents

3.10 All passports issued by Contracting States shall be begin-issuing-onty Machine Readable Passperts;
in accordance with the specifications of Doc 9303, Part 1;-ne-laterthant-April 2016,

I. Inspection of travel documents

3.33bis 3-46 The public authorities of each Contracting State shall seize fraudulent, falsified or
counterfeit travel documents. The public authorities shall also seize the travel documents of a person
impersonating the rightful holder of the travel document. Such documents shall be removed from
circulation immediately and returned to the appropriate authorities of the State named as issuer or to the
resident Diplomatic Mission of that State.

3.33.ter Contracting States shall not require aircraft operators to seize documents referred to in Standard
3.33bis.

3.33quater Contracting States shall not require an aircraft operator to carry a passenger from a point of
departure or transit when the travel document presented by that passenger is determined by the State to be
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fraudulent, falsified, or counterfeit, or is held by a person other than to whom the document was
legitimately issued.

Note.— Nothing in this provision is to be construed so as to prevent the return of inadmissible passengers
whose travel document(s) are fraudulent, falsified or counterfeit or held by an imposter, and have been
seized by a Contracting State, in accordance with Standard 3.33bis and who are travelling under a
covering letter issued in accordance with Standard 5.7.

K. Entry procedures and responsibilities

3.47.X1 Recommended Practice— Contracting States’ and aircraft operators’ API systems, including
iAPI, should be capable of 24/7 operation, with procedures in place to minimize disruption in the event of
a system outage or failure.

3.47.X2 Recommended Practice— Contracting States and aircraft operators should, where
appropriate and, as applicable, on a 24/7 (continuous) basis, provide operational and technical support
to analyze and respond to any system outage or failure in order to return to standard operations as soon
as practicable.

3.47.X3 Recommended Practice— Contracting States and aircraft operators should establish and
implement appropriate notification and recovery procedures for both scheduled maintenance of
information systems and non-scheduled system outages or failures.

3.47.8 Recommended Practice— Contracting States seeking to implement an Interactive Advance
Passenger Information (iAPI) system should.:

a) seek to minimize the impact on existing aircraft operator systems and technical
infrastructure by consulting aircraft operators before development and
implementation of an iAPI system,

b) work together with aircraft operators to develop iAPI systems that integrate into the
aircraft operator’s departure control interfaces, and

¢) conform to the Guidelines on Advance Passenger Information (API) adopted by
WCO/ICAO/IATA when requiring iAPL

3.48 Recommended Practice— Contracting States requiring Passenger Name Record (PNR) access
should eenform reference their data requirements and their handling of such data to the guidelines
developed-by indicated in ICAO Document 9944, Guidelines on Passenger Name Record (PNR) Data,
and in PNRGOV message implementation guidance materials published by the WCO and endorsed by
ICAO and IATA.
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3.48.1 Recommended Practice— Contracting States and aircraft operators should provide the
appropriate level (where practicable, a 24/7 arrangement) of contact support.

3.48.2 Recommended Practice— When specifying requirements for the transfer of PNR data,
Contracting States should consider the adoption and implementation of the PNRGOV message as a
method of transferral of PNR data.

Note.— The PNRGOV message is a standard electronic message endorsed jointly by WCO/ICAO/IATA.
Depending on the specific aircraft operator’s Reservation and Departure Control Systems, specific data
elements can be provided.

Amend Annex 9, Chapter 4 as follows:
Chapter 4. Entry and departure of cargo and other articles

A. General

4.9.1 Recommended Practice.— Contracting States should consider the introduction of programmes
for Authorized Economic Operators, allowing for specific security controls. Specific security controls
should be based on the shipment information provided to the appropriate authorities in advance and a
continuous validation process conducted by the appropriate authorities, and should be in accordance
with a risk assessment carried out by the relevant national authorities.

4.9.2 Recommended Practice.— Contracting States should encourage the establishment of
agreements/arrangements for mutual recognition of their respective Authorized Economic Operator
programmes.

B. Information required by the public authorities

4.17.1 Recommended Practice— Contracting States should consider the introduction of
arrangements to enable all parties involved in air cargo operations to submit all the information required
by public authorities, including advance cargo information, in connection with the arrival, stay and
departure of an aircraft and cargo, to a single entry point (Single Window).

4.17.2 Recommended Practice.— Contracting States should encourage all participants in the
transport, handling and clearance of air cargo to simplify relevant procedures and documents and to
cooperate or participate directly in the development of air cargo electronic community systems using
internationally agreed standards and other means, with a view to enhancing the exchange of information
relating to such traffic and assuring inter-operability between the systems of all participants.

D. Release and clearance of import cargo

430 Recommended Practice.— For authorized importers traders and other authorized persons who
meet specified criteria, including an appropriate record of compliance with official requirements and a
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satisfactory system for managing their commercial records, Contractzng States should establish special
procedures; : G 2 e, which provide for the immediate release
of goods en—aqqéwa-l—

4.30.1 Recommended Practice.— Special procedures for authorized traders and other authorized
persons may include:

a) release of the goods on the provision of the minimum information necessary to
identify the goods and permit the subsequent completion of the final goods
declaration;

b) clearance of the goods at the authorized trader’s or other authorized person’s
premises or at another place authorized by Customs;

¢) lodgement of a goods declaration based on the entry into the records of the
authorized trader or another authorized person, or

d) lodgement of a single goods declaration for all imports or exports in a given period
where goods are imported or exported frequently by the same person.

431 Recommended Practice.— Goods not afforded the simplified or special procedures referred to in
provisions 4.27 to 4.30.1 should be released or cleared promptly on arrival, subject to compliance with
customs and other requirements. Contracting States should establish as a goal the release of all goods
that do not need any examination, within three hours of their arrival and the submission of the correct
documentation. Public authorities, and aircraft operators and importers or their authorized agents,
should coordinate their respective functions to ensure that this goal is met.

I. Human remains

4.59 Contracting States shall facilitate the prompt release of human remains being imported by air,
provided that applicable laws and regulations governing the importation of human remains are complied
with.

Note.— The advance notification, either in paper form or electronically, of the transport of human
remains would likely facilitate the entry of human remains at the State of destination.

4.60 Human remains shall be accompanied by a laissez-passer for human remains, reproduced in
Appendix 14, issued by the appropriate public authority of the State of origin.

4.61 The laissez-passer shall be issued by the appropriate public authority referred to in 4.60, after it
has ascertained that:

a) all the medical, health, administrative and legal requirements of the regulations in
force in the State of origin relating to the transfer of human remains and, where

appropriate, burial and exhumation, have been complied with; and

b) the coffin contains only the remains of the person named in the laissez-passer and
such personal effects as are to be buried or cremated with the human remains.
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Amend Annex 9, Chapter 5 as follows:

Chapter 5. Inadmissible Persons and Deportees

B. Inadmissible persons

54 Recommended—Praetice— Contracting States, through their public authorities, shewld shall
consult the aircraft operator on the time frame for removal of the person found inadmissible, in order to
allow the aircraft operator a reasonable amount of time during which to effect the person’s removal via
its own services or to make alternative removal arrangements.

Note.— Nothing in this provision is to be construed so as to allow the return of a person seeking asylum
in the territory of a Contracting State, to a country where his life or freedom would be threatened on
account of his race, religion, nationality, membership in a particular social group or political opinion.

5.5 Contracting States shall ensure that a removal order is issued to the aircraft operator in respect of a
person found inadmissible. The removal order shall include information regarding the inbound (arriving)
flight carrying such person and, if known, the name, age, gender and citizenship of the person in question.

C. Deportees

5.18bis Recommended Practice— Contracting States and aircraft operators should, where
practicable, exchange information as to the appropriate 24-hour point(s) of contact(s) to whom deportee
inquiries should be directed.

5.19.bis The aircraft operator and/or the pilot-in-command shall have the option to refuse to transport a
deportee on a specific flight when reasonable concerns relating to the safety and security of the flight in
question exist.

Note.— Reference is made to the ICAO Aviation Security Manual (Doc 8973), paragraphs 12.2.1.3 and
12.2.1.6.

5.19ter Contracting States, when making arrangements for the removal of a deportee, shall take into
consideration the aircraft operator’s policy concerning the number of such persons that may be

transported on a given flight.

Note.— Contracting States are to consult with the aircraft operator regarding the most practicable flight
or alternate method of transportation.

Amend Annex 9, Chapter 6 as follows:

Chapter 6. International Airports — Facilities and Services for Traffic
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E. Unruly passengers

6.44 ReecommendedPraectice— Each Contracting State shewld shall, to deter and prevent unruly
behaviour, inerease promote passenger awareness of the unacceptability and legal consequences of unruly
or disruptive behaviour in aviation facilities and on board aircraft.

6 45  Recommended—Practice— Each Contractmg State shea—ld shall take measures to ensure that
§ relevant personnel are provided

tralnmg to 1dent1fy and manage eeneemmg—the—tderﬁﬁe&&en—and—maﬁagemeﬂ{—ef unruly passengers

situations.

Note.— Guidance material on the legal aspects of unruly/disruptive passengers can be found in
Circular 288 — Guidance on the Legal Aspects of Unruly/Disruptive Passengers.

Amend Annex 9, Chapter 8 as follows:

Chapter 8. Other facilitation provisions

H. Facilitation of the transport of passengersrequiring-speecial-assistanee persons with disabilities

I. General

8.22 Recommended Practice.— When travelling, persons with disabilities should be provided with
special assistance in order to ensure that they receive services customarily available to the general
publzc Asszstance should be provzded in a manner that respects the dzgmty of the individual. Sweh

8.23 Recommended Practice— Contracting States should cooperate with a view to taking the
necessary measures to make accessible to persons with disabilities all the elements of the chain of the
person’s journey, from beginning—to—end arrival at the airport of departure to leaving the airport of
destination.

8.24 Recommended Practice.— Contracting States should take the necessary steps with aircraft
eperators, airports and ground handling operators to establish and publish minimum uniform standards
of accessibility with respect to transportation services for persons with disabilities, from arrival at the
airport of departure to leaving the airport of destination.

8.25 Recommended Practice.— Contracting States should take the necessary steps with aircraft
operators, airportss and ground handling operators and travel agencies to ensure that persons with
disabilities are given the information they need, in formats that are accessible to those with cognitive or
sensory disabilities, and should take the necessary steps to ensure that airlines, airports; and ground
handling operators and—travel—agencies are in a position to give those passengers the assistance
necessary for them, depending on their needs, to help them in their travel.

8.26 Recommended Practice.— Contracting States should take all necessary steps to secure the
cooperation of aircraft eperators, airports and ground handling operators in order to establish and
coordinate training programmes to ensure that trained personnel are available to assist persons with
disabilities.
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II.  Access to airports

8.27 Contracting States shall take the necessary steps to ensure that airport facilities and services are
adapted to the needs of persons with disabilities.

8.28 Recommended Practice.— Contracting States should ensure that lifting systems or any other
appropriate devices are made available in order to facilitate the movement of elderby—and—disabled
passengers persons with disabilities between the aircraft and the terminal on both arrival and departure
as required where telescopic passageways are not used.

8.29 Recommended Practice.— Measures should be taken to ensure that the hearing- and vision-
impaired are able to obtain flight service-related information.

8.30 Recommended Practice.— i eing—set—down—o
Designated points for the pick-up and drop oﬂ of persons wzth dlsablhtles ata termznal buzldzng—lﬂeser—ved
peints should be located as close as possible to main entrances. To facilitate movement to-the—various
areas-of within the airport, access routes should be free of obstacles.

8.31 Recommended Practice.— Where access to public services is limited, every effort should be
made to provide accessible and reasonably priced ground transportation services by adapting current
and planned public transit systems or by providing special transport services for people with mobility
needs.

8.32 Recommended Practice— Adequate parking facilities should be provided for people with
mobility needs and appropriate measures taken to facilitate their movement between parking areas and
the terminal buildings.

8.33 Recommended Practice.— D&%Hraﬁsfe&ﬁe&kefw—aﬁem%e—am%heﬁef—passeﬁgeﬁrp&meu}aﬂy

provzded to transfer persons wzth dlsabllltzes from one aircraft to another it should be provided as
efficiently as possible, with due regard for connecting flights.

III. Access to air services

8.34 Contracting States shall take the necessary steps to ensure that persons with disabilities have
adeguate equivalent access to air services.

8.35 Recommended Practice— Contracting States should introduce provisions by which aircraft
coming newly into service or after major refurbishment should conform, where aircraft type, size, and
configuration permit, to minimum uniform standards of accessibility with respect to equipment on board
aircraft which would include movable armrests, on-board wheelchairs, accessible washrooms taveatories
and suitable lighting and signs.

8.36 Recommended Practice— Wheelchairs—special—apparatns—and—eguipment Disability aids
required by persons with disabilities should be carried free of charge in the cabin where—intheview—of

the-aireraft-operator; space, weight and safety requzrements permzt or should be carrzed free of charge
and deszgnated as prlorlly baggage Sery : 0 . "
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8.36bis Recommended Practice.— Service animals accompanying persons with disabilities should be
carried free of charge in the cabin on the floor at the person’s seat, subject to the application of any
relevant national or aircraft operator regulations.

8.36.1 Contracting States that restrict the transport of battery-powered devices, including mobility aids
containing spillable batteries, shall notify ICAO promptly of such restrictions so that they can be included
in Doc 9284, Technical Instructions for the Safe Transport of Dangerous Goods by Air and ensure that
aircraft operators make such information publicly available and in accordance with Chapter 2, 2.5 of
Annex 18.

8.37 Recommended Practice— In principle, persons with disabilities should be permitted to

dete#mme—whe&kei;w;ne{—#%ey—need—a-n—eseeﬁ—aﬁd—te travel Wlthout the requzrement for a medical

clearance. H ed- Aircraft

014

operators should only be permltted to require passengers persons wzth dlsabllztles to obtain a medical
clearance in cases of a medical condition where it is not clear that they are fit to travel and could
compromzse their safely or well- bezng or that of olher passengers e&meet—be—g&a%am-eed FH—FFh&FH‘tQFe—

8.38 Recommended Practice— In principle, persons with disabilities should be permitted to
determine whether or not they need an assistant. If the presence of an escort assistant is required,
Contracting States should encourage aircraft operators to offer discounts for the carriage of that
assistant accompanyingperson. Furthermore, aircraft operators should only be permitted to require an
assistant when it is clear that the safety or well-being of a person with a disability or that of other
passengers cannot be guaranteed.

8.38.1 Recommended Practice.— Advance notice should strongly be encouraged where assistance or

lifting is required.

Insert a new Appendix 14 in Annex 9 as follows:
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APPENDIX 14. LAISSEZ-PASSER FOR HUMAN REMAINS

Certified International Document — Repatriation of Human Remains

Deceased Details

Family Name:

Given name(s):

Address:

Country: Nationality:

Date of Birth: Date of Death:

Place of Death: Cause of death (if available):
Shipper:

Telephone: e-mail:

Consignee:

Telephone: e-mail:

Flight Details

Origin Airport: Departure Time:

Destination Airport: Arrival Time:

Company: Telephone:

Company Contact: e-mail:

Flight Number: Date:

Air Waybill Number: Accompanying Person:
Document Details

Death Certificate: Embalming Certificate (if applicable):

Freedom From Infection Certificate (if applicable):

Funeral Director Declaration (if applicable):

Out of Country Declaration (if applicable):

Transportation Permit:

Other:

Done at

on

Signature of the competent authority

Official stamp of the competent authority




ATTACHMENT B to EC 6/3-13/14

RESPONSE FORM
TO BE COMPLETED AND RETURNED TO ICAO
TOGETHER WITH ANY COMMENTS YOU MAY HAVE
ON THE PROPOSED AMENDMENTS

To: The Secretary General
International Civil Aviation Organization
999 University Street
Montréal, Quebec
Canada, H3C 5H7

State:

Please make a checkmark (V) against one option for each amendment. If you choose the option
“agreement with comments” or “disagreement with comments”, please provide your comments on
separate sheets.

Agreement | Agreement | Disagreement | Disagreement No
without with without with position
comments | comments* | comments comments

Amendment to Annex 9
(Attachment A refers)

* “Agreement with comments” indicates that your State or organization agrees with the intent and overall
thrust of the amendment proposal; the comments themselves may include, as necessary, your reservations
concerning certain parts of the proposal and/or offer an alternative proposal in this regard.

Signature: Date

—END —
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Tel.: +1514-954-8219 ext. 6324
Ref.: AS 8/2.1-12/63 Confidential 22 November 2012
Subject: Adoption of Amendment 13 to Annex 17

Action Required: a) Notify any disapproval before
15 March  2013; b) Notify any differences and
compliance before 15 June 2013

Sir/Madam,

1. I have the honour to inform you that Amendment 13 to Annex 17 to the International
Standards and Recommended Practices, Security (Annex 17 to the Convention on International Civil
Aviation) was adopted by the Council at the seventh meeting of its 197th Session on 13 November 2012. A
copy of this Amendment, with the associated Resolution of Adoption, is available as an attachment to the
electronic version of this State letter on the ICAO-NET (http://portal.icao.int).

2. When adopting the amendment, the Council prescribed 15 March 2013 as the date on which
it would become effective, except for any part concerning which the majority of Member States have
registered their disapproval before that date. In addition, the Council resolved that Amendment 13, to the
extent it becomes effective, will become applicable on 15 July 2013.

3. The subjects of Amendment 13 are shown in the amendment to the Foreword of Annex 17, a
copy of which is provided in Attachment A.

4. Amendment 13 arises from:
a) the proposals of the Aviation Security (AVSEC) Panel; and

b) recommendations of the High-level Conference on Aviation Security held in Montréal
from 12 to 14 September 2012.

5. The Council, when reviewing Amendment 13 to Annex 17, decided that due to the need for
urgent action to mitigate risks to the security of civil aviation, the proposals would not be sent to States for
their comments. In taking such a decision, the Council applied the principle of Resolving Clause 6, Appendix
A, Formulation of Standards and Recommended Practices (SARPs) and Procedures of Air Navigation
Services (PANS) of Resolution A37-15, Consolidated statement of ICAO continuing policies and associated
practices related specifically to air navigation, which resolves that “Contracting States shall be consulted on
proposals for the amendment of SARPs and PANS before Council acts on them, except when the Council
may deem urgent action to be necessary.”

999 University Street Tel.: +1 514-954-8219 E-mail: icaohq@icao.int
Montréal, Quebec Fax: +1 514-954-6077 www.icao.int
Canada H3C 5H7


http://portal.icao.int/

-2-
6. To ensure the highest degree of compliance, guidance material for the implementation of
SARPs contained in Amendment 13 to Annex 17 will be made available before the Amendment’s proposed
applicability date of 15 July 2013.

7. In conformity with the Resolution of Adoption, may | request that:

a) before 15 March 2013, you inform me if there is any part of Amendment 13 concerning
which your State wishes to register disapproval, using the form in Attachment B for this
purpose. Please note that only statements of disapproval need be registered and that if no
reply is received, it will be assumed that your State does not disapprove of the
amendment; and

b) before 15 June 2013, you inform me of the following, using the form in Attachment C
for this purpose:

1) any differences that will exist on 15 July 2013 between the national regulations or
practices of your State and the provisions of the whole of Annex 17, as amended by
all amendments up to and including Amendment 13, and thereafter of any further
differences that may arise; and

2) the date or dates by which your State will have complied with the provisions of the
whole of Annex 17, as amended by all amendments up to and including
Amendment 13.

8. With reference to the request in paragraph 7 a) above, please note that a registration of
disapproval of Amendment 13 or any part of it does not constitute a notification of differences; a separate
statement is necessary if any differences do exist, as requested in paragraph 7 b) 1).

9. Guidance on the determination and reporting of differences is given in the note on the
notification of differences provided in Attachment D. Please note that a detailed repetition of previously
notified differences, if they continue to apply, may be avoided by stating the current validity of such
differences.

10. I would appreciate it if you would also send a copy of your notifications, referred to in
paragraph 7 b) above, to the ICAO Regional Director accredited to your State.

11. As soon as practicable after the amendment becomes effective, on 15 March 2013,
replacement pages incorporating Amendment 13 will be forwarded to you.

12. Accept, Sir/Madam, the assurances of my highest consideration.

-

Raymond Benjamin
Secretary General
Enclosures:
A — Amendment to the Foreword of Annex 17 — Security
B — Notification of disapproval of all or part of
Amendment 13 to Annex 17
C — Notification of compliance with or
differences from Annex 17
D — Note on the notification of differences to Annex 17
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ATTACHMENT A to State letter AS 8/2.1-12/63

AMENDMENT TO THE FOREWORD OF ANNEX 17 — SECURITY

Add the following at the end of Table A:

Adopted

Effective

Amendment Source(s) Subject(s) Applicable
13 Proposals of the Committee on This amendment includes a 13 November 2012

Unlawful Interference with the
assistance of the Aviation
Security Panel (AVSECP), the
recommendations of the 2012
High-level ~Conference on
Aviation Security, and Council
action in  pursuance of
Assembly Resolution A37-17.

revision to access control measures
with respect to persons other than
passengers. The amendment also
introduces a definition of and
security requirements for transfer
cargo and high-risk cargo, and
establishes common  baseline
measures for cargo carried on
passenger and all-cargo aircraft.

15 March 2013
15 July 2013




ATTACHMENT B to State letter AS 8/2.1-12/63

NOTIFICATION OF DISAPPROVAL OF ALL OR PART OF AMENDMENT 13 TO ANNEX 17

To: The Secretary General
International Civil Aviation Organization
999 University Street
Montréal, Quebec
Canada H3C 5H7

(State)

hereby wishes to disapprove the following parts of

Amendment 13 to Annex 17 (please use extra sheets as required):

Signature

Notes.—

Date

1)

2)

If you wish to disapprove all or part of Amendment 13 to Annex 17, please dispatch this
notification of disapproval to reach ICAO Headquarters by 15 March 2013. If it has not
been received by that date it will be assumed that you do not disapprove of the
amendment. If you approve of all parts of Amendment 13, it is not necessary to
return this notification of disapproval.

This notification should not be considered a notification of compliance with or

differences from Annex 17. Separate notifications on this are necessary (see
Attachment C).



ATTACHMENT C to State letter AS 8/2.1-12/63

NOTIFICATION OF COMPLIANCE WITH OR DIFFERENCES FROM ANNEX 17
(INCLUDING ALL AMENDMENTS UP TO AND INCLUDING AMENDMENT 13)

To: The Secretary General
International Civil Aviation Organization
999 University Street
Montréal, Quebec
Canada H3C 5H7

1) No differences will exist on 15 July 2013 between the national regulations and/or practices
of (State) and the provisions of Annex 17, including all
amendments up to and including Amendment 13.

2) The following differences will exist on 15 July 2013 between the regulations and/or
practices of (State) and the provisions of Annex 17,
including Amendment 13 (please see Note 3 below):

a) Annex Provision | b) Category | c) Description of the Difference | d) Remarks

(Please give the exact | (Please (Please describe the difference | (Please indicate the reasons
paragraph reference) | indicate A, B | precisely) for the difference)
or C)*

*Guidance on the categories of differences is found in Attachment D, paragraph 2.2

(Please use extra sheets as required)



C-2

3) By the dates indicated below, (State) will
have complied with the provisions of Annex 17, including all amendments up to and including
Amendment 13, for which differences have been notified in 2 above.

a) Annex Provision b) Date ¢) Comments
(Please  give the  exact
paragraph reference)

(Please use extra sheets as required)

Signature Date

Notes.—
1) If paragraph 1 above is applicable to you, please complete paragraph 1 and return this
form to ICAO Headquarters. If paragraph 2 is applicable to you, please complete
paragraphs 2 and 3 and return the form to ICAO Headquarters.

2) Please dispatch the form to reach ICAO Headquarters by 15 June 2013.

3) A detailed repetition of previously notified differences, if they continue to apply, may be
avoided by stating the current validity of such differences.

4) Guidance on the notification of differences to Annex 17 is provided in the Note on the
Notification of Differences in Attachment D.

5) Please send a copy of this notification to the ICAO Regional Director accredited to your
State.



ATTACHMENT D to State letter AS 8/2.1-12/63

NOTE ON THE NOTIFICATION OF DIFFERENCES TO ANNEX 17

(Prepared and issued in accordance with instructions of the Council)
1. Introduction

11 The Assembly and the Council, when reviewing the notification of differences by States in
compliance with Article 38 of the Convention, have repeatedly noted that the state of such reporting is not
entirely satisfactory.

1.2 With a view to achieving a more comprehensive coverage, this note is issued to facilitate the
determination and reporting of such differences and to state the primary purpose of such reporting.

13 The primary purpose of reporting of differences is to promote safety and efficiency in air
navigation and air transport by ensuring that governmental and other agencies, including operators and
service providers, concerned with international civil aviation are made aware of all national regulations and
practices in so far as they differ from those prescribed in the ICAO Standards.

14 Member States are, therefore, requested to give particular attention to the notification before
15 June 2013 of differences with respect to Standards in Annex 17. The Council has also urged Member
States to extend the above considerations to Recommended Practices.

15 Member States are asked to note further that it is necessary to make an explicit statement of
intent to comply where such intent exists, or where such is not the intent, of the difference or differences that
will exist. This statement should be made not only to the latest amendment, but to the whole Annex,
including the amendment.

1.6 If previous notifications have been made with respect to this Annex, detailed repetition may
be avoided, if appropriate, by stating the current validity of the earlier notification. States are requested to
provide updates of the differences previously notified after each amendment, as appropriate, until the
difference no longer exists.

2. Notification of differences to Annex 17, including Amendment 13

2.1 Past experience has indicated that the reporting of differences to Annex 17 has in some
instances been too extensive since some appear merely to be a different manner of expressing the same
intent.

2.2 Guidance to Member States on the reporting of differences to Annex 17 can only be given in
very general terms. Where the national regulations of States call for compliance with procedures that are not
identical but essentially similar to those contained in the Annex, no difference should be reported. Although
differences to Recommended Practices are not notifiable under Article 38 of the Convention, Member States
are urged to notify the Organization of the differences between their national regulations and practices and
any corresponding Recommended Practices contained in an Annex. States should categorize each difference
notified on the basis of whether the corresponding national regulation is:

a) More exacting or exceeds the ICAO Standard or Recommended Practice (SARP)
(Category A). This category applies when the national regulation is more demanding
than the corresponding SARP, or imposes an obligation within the scope of the Annex
which is not covered by a SARP. This is of particular importance where a State requires
a higher standard which affects the operation of aircraft of other Member States in and
above its territory;



2.3

3.

3.1

b)

D-2

Different in character or other means of compliance (Category B). This category
applies when the national regulation is different in character from the corresponding
ICAO SARP, or when the national regulation differs in principle, type or system from
the corresponding SARP, without necessarily imposing an additional obligation. This
category would be applied to a national regulation which achieves, by other means, the
same objective as that of the corresponding ICAO SARPs and so cannot be classified
under a) or c); and

Less protective or partially implemented/not implemented (Category C). This category
applies when the national regulation is less protective than the corresponding SARP, or
when no national regulation has been promulgated to address the corresponding SARP,
in whole or in part.

For States that have already fully reported differences to Annex 17 or have reported that no
differences exist, the reporting of any further differences occasioned by Amendment 13 should be relatively
straightforward. However, attention is called to paragraph 1.5 wherein it is indicated that this statement
should be made not only to the latest amendment but to the whole Annex, including Amendment 13.

Form of notification of differences

Differences should be notified in the following form:

a)

b)

c)

d)

Reference: the number of the paragraph or subparagraph in Annex 17 as amended which
contains the Standard or Recommended Practice to which the difference relates;

Category: the category of the difference as A, B or C in accordance with paragraph 2.2
above;

Description of the difference: Clear and concise description of the difference and its
effect; and

Remarks: the reasons for the difference and intentions, including any planned date for
implementation.



AMENDMENT No. 13

TO THE

INTERNATIONAL STANDARDS
AND RECOMMENDED PRACTICES

SECURITY

SAFEGUARDING INTERNATIONAL CIVIL AVIATION
AGAINST ACTS OF UNLAWFUL INTERFERENCE

ANNEX 17

TO THE CONVENTION ON INTERNATIONAL CIVIL AVIATION

The amendment to Annex 17 contained in this document was adopted by the
Council of ICAO on 13 November 2012. Such parts of this amendment as have
not been disapproved by more than half of the total number of Contracting
States on or before 15 March 2013 will become effective on that date and will
become applicable on 15 July 2013 as specified in the Resolution of Adoption.
(State letter AS 8/2.1-12/63 Confidential refers.)

NOVEMBER 2012

INTERNATIONAL CIVIL AVIATION ORGANIZATION



AMENDMENT 13 TO THE INTERNATIONAL STANDARDS
AND RECOMMENDED PRACTICES

ANNEX 17 — SECURITY

RESOLUTION OF ADOPTION

The Council

Acting in accordance with the Convention on International Civil Aviation, particularly with
the provisions of Articles 37, 54 and 90 thereof, and taking into consideration the recommendations of the
High-level Conference on Aviation Security held in Montréal, from 12 to 14 September 2012,

1. Hereby adopts on 13 November 2012 Amendment 13 to the International Standards and
Recommended Practices contained in the document entitled International Standards and Recommended
Practices Safeguarding International Civil Aviation Against Acts of Unlawful Interference, Security, which
for convenience is designated Annex 17 to the Convention;

2. Prescribes 15 March 2013 as the date upon which the said Amendment shall become
effective, except for any part thereof in respect of which a majority of the member States have registered
their disapproval with the Council before that date;

3. Resolves that the said Amendment or such parts thereof as have become effective shall
become applicable on 15 July 2013; and

4. Requests the Secretary General to:

a) notify each Member State immediately of the above action and immediately after
15 March 2013 of those parts of the Amendment which have become effective;

b) request each Member State to:

1) notify the Organization (in accordance with the obligation imposed by Article 38 of
the Convention) of the differences that will exist on 15 July 2013 between its
national regulations or practices and the provisions of the Standards in the Annex as
hereby amended, such notification to be made before 15 June 2013, and thereafter to
notify the Organization of any further differences that arise; and

2) notify the Organization before 15 June 2013 of the date or dates by which it will
have complied with the provisions of the Standards in the Annex as hereby
amended; and

c) invite each Member State to notify additionally any differences between its own
practices and those established by the Recommended Practices, when the notification of
such differences is important for the safety and security of civil aviation, following the
procedure specified in subparagraph b) above with respect to differences from
Standards.



NOTES ON THE PRESENTATION
OF THE PROPOSED AMENDMENT 13 TO ANNEX 17

The text of the amendment is arranged to show deleted text with a line through it and new text underlined, as
shown below:

1 Fedtobedeletedis shown with-alinethroush-it tedto-bedeleted
2. New text to be inserted is underlined. new text to be inserted
3. Textto-be-deleted-isshown with-a-line through-itfollowed by new text to replace

the replacement text which is underlined. existing text




TEXT OF AMENDMENT 13 TO THE INTERNATIONAL STANDARDS
AND RECOMMENDED PRACTICES

ANNEX 17 — SECURITY

CHAPTER 1. DEFINITIONS

| Transfer cargo and mail. Cargo and mail departing on an aircraft other than that on which it arrived.

High-risk cargo or mail. Cargo or mail presented by an unknown entity or showing signs of tampering shall
be considered high risk if, in addition, it meets one of the following criteria:

a) specific intelligence indicates that the cargo or mail poses a threat to civil aviation; or

b) the cargo or mail shows anomalies that give rise to suspicion; or

c) the nature of the cargo or mail is such that baseline security measures alone are unlikely to detect
prohibited items that could endanger the aircraft.

Regardless of whether the cargo or mail comes from a known or unknown entity, a State’s specific
intelligence about a consignment may render it as high risk.

CHAPTER 4. PREVENTIVE SECURITY MEASURES

4.2 Measures relating to access control

4.2.6 Each Contracting State shall ensure that persons other than passengers, together with items
carried,_prior to being-granted-aceess entry into_airport security restricted areas serving international civil

aviation operatlons are seFeenedsumect to screenlnq and securltv controls—heweve##—the—pnnerple—ef—l@@

4.6 Measures relating to
cargo, mail and other goods

4.6.1 Each Contracting State shall ensure that appropriate security controls, including screening
where practicable, are applied to cargo and mail, prior to their being loaded onto an aircraft engaged in
| passenger-commercial air transport operations.
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4.6.3 Each Contracting State shall ensure that cargo and mail to be carried on a passenger |
commercial aircraft are protected from unauthorized interference from the point screening or other security
controls are applied until departure of the aircraft.

4.6.3bis Each Contracting State shall ensure that enhanced security measures apply to high-risk
cargo and mail to appropriately mitigate the threats associated with it.

4.6.4 Each Contracting State shall ensure that operators do not accept cargo or mail for carriage on
an aircraft engaged in passeager-commercial air transport operations unless the application of screening or
other security controls is confirmed and accounted for by a regulated agent, or sueh—eensrlgnments—ape
subjected-to-sereeningan entity that is approved by an appropriate authority. Censignments-Cargo and mail
which cannot be confirmed and accounted for by a regulated agent or an entity that is approved by an
appropriate authority are-teshall be subjected to screening.

4. 6 7 Each Contractlng State shall ensure that seeunty—eentpels—te—be—applwd—te—cargo and mall for

Felevant—nattenal—euthetme& that has been conflrmed and accounted for shaII then be |ssued Wlth a securltv

status which shall accompany, either in an electronic format or in writing, the cargo and mail throughout the
secure supply chain.

4.6.8 Each Contracting State shall ensure that transfer cargo and mail has been subjected to
appropriate security controls prior to being loaded on an aircraft engaged in commercial air transport
operations departing from its territory.

4.6.9 Recommendation.— Each Contracting State should establish appropriate mechanisms to
confirm that transfer cargo and mail entering its territory has been subjected to appropriate security
controls. Note.— Guidance material on this issue can be found in the Aviation Security Manual (Doc 8973

— Restricted).

— END —
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