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Questions from vendor 

 
We would like to clarify the below question: 
 
3. 6 Detail any country to country data restrictions that may apply for data that is transported by an IP 
Network. 
 
Is ICAO’s requesting service providers to advise if there are legal or regulatory restrictions that may 
apply for data transfer between certain countries within the CRV? 
 
Or to inform ICAO if there are technical limitations for data transmission between certain countries such 
us a data connectivity service not being available in a particular country? 
 
 
Answers 
 
It should cover both aspects. 
 
The detail of what has to be provided is given in the site schedule, worksheet “Data Flow & Restriction 
Matrix” as follows: 
 

In the Green cells record the indicative Country to Country data restriction EG: no direct IPSEC 
VPN, no inter country connectivity allowed, etc. 
 
For no country to country connectivity format the cell colour Pink and insert N.  
 
For restricted country to country connectivity format the cell colour Mustard and insert R. 
 
For no restriction leave the cell colour green. 
 
Orange cells with a Y reflect current data flows. Please note that in the CRV data could interflow 
between any country. 
 
For any restrictions, please use the table below called reasons to explain restrictions 
 

Your choice is thus between: 
• no restriction 
• no direct IPSEC VPN,  
• no inter country connectivity allowed (in that case explain restrictions) 
• no country to country connectivity (in that case explain restrictions) 
• restricted country to country connectivity (in that case explain restrictions) 
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