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Radio Equipment Directive and it’s Implications for Aeronautical Standards

(Presented by John Mettrop)

	SUMMARY

	This paper brings to the attention of the FSMP a change in the European regulations with respect to placing aeronautical equipment on the market within Europe..

ACTION
The FSMP-WG is invited to:
· Review the content of this paper.
· Consider the impact on the development of standards for aeronautical radio equipment
· Endorse that this paper be submitted to the RPASP for further consideration due to potential impacts on UAS command and non-payload communication as well as detect and avoid systems operating in non-aeronautical frequency bands



INTRODUCTION
In 2014 the EU adopted the Radio Equipment Directive (2014/53) which established a regulatory framework for placing radio equipment on the market in the EU. All radio equipment within the scope of this directive that is placed on the EU market must be compliant with the directive that came into force on the 13 June 2017. 
discussion
Whilst the Radio Equipment Directive (RED) applies to aeronautical ground equipment, and hence ETSI is developing standards for aeronautical ground equipment, however, airborne equipment was via the EASA Regulation (2016/2008 exempted from the RED. However recent changes to the EASA regulation and the introduction of a new Delegated Regulation that supplements the RED in  the area of cyber security have changed the regulatory map within Europe as summarised in the following table.
	
	EASA Regulation 2018/1139
Requirement for Security
	Radio Equipment Directive 
2014/53 as Amended
	Delegated Regulation 
(EU) xxxx/xxx

	Equipment located on manned aircraft
	No
	Exempt
	Exempt

	Equipment located on Un-manned Aircraft
	That is intended to operate only on frequencies allocated by the Radio Regulations for protected aeronautical use
	No
	Exempt
	Exempt

	
	That operates on frequencies that are not allocated by the Radio Regulations for protected aeronautical use
	No
	Included
	Included 
Article 1 (1) applies

	Equipment located on the ground Providing ATM/ANS
	Within the Single European Sky airspace
	Included 
Annex VIII 
Para 3.3.1 & 3.3.4
	Included 
Article 3 3 (d)
	Included 
Article 1 (1) applies

	
	Outside of the Single European Sky airspace
	No
	Included 
Article 3 3 (d), (e) & (f)
	Included 
Article 1 in total applies

	Equipment not providing ATM/ANS
	No
	Included 
Article 3 3 (d), (e) & (f)
	Included 
Article 1 in total applies


For a more detailed explanation of the situation see the attached internal briefing note on the issue.
Conclusions
The recent changes in the European radio regulatory framework has brought more aeronautical equipment under the scope of the RED especially when considering unmanned aircraft using frequencies not allocated to an aeronautical service.
Additionally, the inclusion of the cyber-security requirements through the Delegated Regulation may have wider reaching implications especially when considering the requirement being not only place on equipment that can be directly connected to the internet but also that which can indirectly be connected.  For instance what is the implication for ADS-B that may be a closed system within aviation but because it is also received by various internet based display services?
Whilst I have not had the chance to consider in conjunction with various other entities within the CAA the implications and therefore provide a definitive brief I believe it is valuable to bring this to the attention of the group at the earliest possible opportunity.
ACTION BY THE MEETING
The FSMP is invited to:
· Review the content of this paper.
· Consider the impact on the development of standards for aeronautical radio equipment
· Endorse that this paper be submitted to the RPASP for further consideration due to potential impacts on UAS command and non-payload communication as well as detect and avoid systems operating in non-aeronautical frequency bands
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BRIEF ON

COMMISSION DELEGATED REGULATION

supplementing of Directive 2014/53/EU of the European Parliament and of the Council with regard to the application of the essential requirements for radio equipment referred to in Article 3(3), points (d), (e) and (f), of that Directive

IMPLICATIONS FOR AVIATION

INTRODUCTION  

In 2014 the European Commission published Directive 2014/53/EU, commonly referred to as the Radio Equipment Directive (RED), establishing a regulatory framework for placing radio equipment on the market in the European Union. All radio equipment within the scope of the Directive must be compliant with the directive from 13th June 2017 to be placed on the market within the European Union. Within the RED (2014/53), Annex I lists the equipment exempted from the Directive. That list, at the time of initial publication, includes point 3 “Airborne products, parts and appliances falling within the scope of Article 3[footnoteRef:1] of Regulation (EC) 216/2008 on common rules in the field of civil aviation and establishing a European Aviation Safety Agency”. [1:  In Article 3 of Regulation (EC) 216/2008 & 2014/53/EU product and parts & appliances are defined as:
‘product’ shall mean an aircraft, engine or propeller;
‘parts and appliances’ shall mean any instrument, equipment, mechanism, part, apparatus, appurtenance or accessory, including communications equipment, that is used or intended to be used in operating or controlling an aircraft in flight and is installed in or attached to the aircraft. It shall include parts of an airframe, engine or propeller;] 


Regulation (EC) 216/2008 replaced the original Regulation (EC) 1592/2002 that originally established EASA. This regulation has in turn been superseded by Regulation (EC) 2018/1139 which in Article 138 amends Annex I point 3 of the RED (2014/53) to read:

“3. The following aviation equipment, where that equipment falls within the scope[footnoteRef:2] of Regulation (EU) 2018/1139 of the European Parliament and of the Council and is intended exclusively for airborne use: [2:  Scope is contained in Article 2 of Regulation (EC) 2018/1139 a copy of which is included in Annex 1 to this document] 


(a) aircraft, other than unmanned aircraft, as well as associated engines, propellers, parts and non-installed equipment;

(b) unmanned aircraft, as well as associated engines, propellers, parts and non-installed equipment, the design of which is certified in accordance with Article 56(1) of that Regulation and which are intended to operate only on frequencies allocated by the Radio Regulations of the International Telecommunications Union for protected aeronautical use”

Effectively all radio equipment located on a civil aircraft located on a manned aircraft and radio equipment operating in frequency bands allocated for protected aeronautical use located on unmanned aircraft are exempted from RED (2014/53). However, the RED (2014/53) will apply to radio equipment located on the ground or an un-manned aircraft operating in a frequency band not allocated for protected aeronautical use and radio equipment that falls outside the scope of EASA Regulation (2018/1139) as detailed in Annex 1 to that document which is reproduced in Annex 2 to this document.

It should be noted that the UK equivalent of the RED (2014/53), the Radio Equipment Regulations 2017 has not carried over the changes to Annex 1 as introduced by the latest EASA Regulation (2018/1139), point 3 of the RED. It therefore still refers to “Airborne products, parts and appliances falling within the scope of Article 3 of Regulation (EC) 216/2008 on common rules in the field of civil aviation and establishing a European Aviation Safety Agency”. The UK legislation therefore does not take account of the changes made to the RED (2014/53) by the EASA Regulation ( 2018/1139) that accommodated the introduction of unmanned aircraft nor does it take account of any change to airborne equipment covered by the latest version of the EASA Regulation (2018/1139). A further complication is that the Radio Equipment Regulations 2017, by retaining the original wording in the RED (2014/53) that talks about “falling within the scope of Article 3 of Regulation (EC) 216/2008” which make reference to an Article that now addresses definitions rather than scope. Scope being dealt with in Article 1. How the UK Regulation should be interpreted is therefore not clear.



PROPOSED NEW LEGISLATION

The European Commission has now adopted a new Delegated Regulation on 29th October 2021 that supplements Article 3 points (d), (e) and (f) of the RED that address cyber security and applies to any radio equipment that can communicate itself over the internet, whether it communicates directly or via any other equipment (‘internet-connected radio equipment’):

3.  Radio equipment within certain categories or classes shall be so constructed that it complies with the following essential requirements:

(d) radio equipment does not harm the network or its functioning nor misuse network resources, thereby causing an unacceptable degradation of service;

(e) radio equipment incorporates safeguards to ensure that the personal data and privacy of the user and of the subscriber are protected;

(f) radio equipment supports certain features ensuring protection from fraud;

The proposed Delegated Regulation, the Articles of which are contained in Annex 3 to this document, whilst providing derogation from Articles 1(2) & 1(3) for equipment within the scope of the EASA Regulation (2018/1139) or in the UK the EASA Regulation (216/2008) it does not exclude Article 1 (1). “The essential requirement set out in Article 3(3), point (d), of Directive 2014/53/EU[footnoteRef:3] shall apply to any radio equipment that can communicate itself over the internet, whether it communicates directly or via any other equipment (‘internet-connected radio equipment’).”. However, given that equipment that falls under the EASA regulation are exempt from the overall RED (2014/53). I believe means that this text is therefore effectively meaningless. [3:  Directive 2014/53/EU 	Harmonisation of the laws of the Member States relating to the making available on the market of radio equipment] 


SUMMARY

Equipment that is not exempted from the RED (2014/53) EASA Regulation 2018/1139 will be  subject to standards developed by ETSI and now includes some airborne systems for the first time. The table below summarises the overall situation.
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		EASA Regulation 2018/1139
Requirement for Security

		Radio Equipment Directive 
2014/53 as Amended

		Delegated Regulation 
(EU) xxxx/xxx



		Equipment located on manned aircraft

		No

		Exempt

		Exempt



		Equipment located on Un-manned Aircraft

		That is intended to operate only on frequencies allocated by the Radio Regulations for protected aeronautical use

		No

		Exempt

		Exempt



		

		That operates on frequencies that are not allocated by the Radio Regulations for protected aeronautical use

		No

		Included

		Included 
Article 1 (1) applies



		Equipment located on the ground Providing ATM/ANS

		Within the Single European Sky airspace

		Included 

Annex VIII 
Para 3.3.1 & 3.3.4

		Included 

Article 3 3 (d)

		Included 
Article 1 (1) applies



		

		Outside of the Single European Sky airspace

		No

		Included 

Article 3 3 (d), (e) & (f)

		Included 
Article 1 in total applies



		Equipment not providing ATM/ANS

		No

		Included 

Article 3 3 (d), (e) & (f)

		Included 
Article 1 in total applies



		Equipment located on the ground associated with Unmanned Aircraft

		No

		Included 

Article 3 3 (d), (e) & (f)

		Included 
Article 1 in total applies



		Equipment exempted from the EASA Regulation 2018/1139

		No

		Included 

Article 3 3 (d), (e) & (f)

		Included 
Article 1 in total applies










Annex 1

REGULATION (EU) 2018/1139 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 4 July 2018

on common rules in the field of civil aviation and establishing a European Union Aviation Safety Agency, and amending Regulations………

Article 2

Scope

1. This Regulation shall apply to:

(a) 	the design and production of products, parts and equipment to control aircraft remotely by a natural or legal person under the oversight of the Agency or a Member State, to the extent not covered by point (b).

(b)	the design, production, maintenance and operation of aircraft, as well as their engines, propellers, parts, non-installed equipment and equipment to control aircraft remotely, where the aircraft is or will be:

(i) 	registered in a Member State, unless and to the extent that the Member State has transferred its responsibilities pursuant to the Chicago Convention to a third country and the aircraft is operated by a third country aircraft operator;

(ii) 	registered in a third country and operated by an aircraft operator established, residing or with a principal place of business in the territory to which the Treaties apply;

(iii) 	an unmanned aircraft, that is registered neither in a Member State nor in a third country and that is operated within the territory to which the Treaties apply by an aircraft operator established, residing or with a principal place of business within that territory;

(c) 	the operation of aircraft into, within, or out of the territory to which the Treaties apply by a third country aircraft operator;

(d) 	the design, production, maintenance and operation of safety-related aerodrome equipment used or intended for use at the aerodromes referred to in point (e) and the provision of groundhandling services and AMS at those aerodromes;

(e) 	the design, maintenance and operation of aerodromes, including the safety-related equipment used at those aerodromes, located in the territory to which the Treaties apply, which:

(i)	 are open to public use;

(ii)	 serve commercial air transport; and

(iii) 	have a paved instrument runway of 800 metres or more, or exclusively serve helicopters using instrument approach or departure procedures;

(f) 	without prejudice to Union and national law on environment and land-use planning, the safeguarding of surroundings of the aerodromes referred to in point (e);

(g) 	the provision of ATM/ANS in the Single European Sky airspace, and the design, production, maintenance and operation of systems and constituents used in the provision of those ATM/ANS;

(h) 	without prejudice to Regulation (EC) No 551/2004 of the European Parliament and of the Council ( 1 ) and the responsibilities of Member States with regard to airspace under their jurisdiction, the design of airspace structures in the Single European Sky airspace.

2. 	This Regulation shall also apply to the personnel and organisations involved in the activities referred to in paragraph 1.

3. 	This Regulation shall not apply to:

(a) 	aircraft, and their engines, propellers, parts, non-installed equipment and equipment to control aircraft remotely, while carrying out military, customs, police, search and rescue, firefighting, border control, coastguard or similar activities or services under the control and responsibility of a Member State, undertaken in the public interest by or on behalf of a body vested with the powers of a public authority, and the personnel and organisations involved in the activities and services performed by those aircraft;

(b) 	aerodromes or parts thereof, as well as equipment, personnel and organisations, that are controlled and operated by the military;

(c) 	ATM/ANS, including systems and constituents, personnel and organisations, that are provided or made available by the military;

(d) 	the design, production, maintenance and operation of aircraft the operation of which involves low risk for aviation safety, as listed in Annex I, and to the personnel and organisations involved therein, unless the aircraft has been issued, or has been deemed to have been issued, with a certificate in accordance with Regulation (EC) No 216/2008.

As regards point (a), Member States shall ensure that activities and services performed by the aircraft referred to in that point are carried out with due regard to the safety objectives of this Regulation. Member States shall also ensure that, where appropriate, those aircraft are safely separated from other aircraft.

Without prejudice to the obligations of Member States under the Chicago Convention, aircraft covered by Annex I[footnoteRef:4] to this Regulation and registered in a Member State may be operated in other Member States, subject to the agreement of the Member State in the territory of which the operation takes place. Such aircraft may also be maintained, and their design may be modified, in other Member States, provided that such design modifications and such maintenance activities are carried out under the oversight of the Member State where the aircraft is registered and in accordance with procedures established by the national law of that Member State. [4:  See Annex 2 to this document ] 




…………




Annex 2

REGULATION (EU) 2018/1139 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 4 July 2018

on common rules in the field of civil aviation and establishing a European Union Aviation Safety Agency, and amending Regulations………

ANNEX I

Aircraft referred to in point (d) of Article 2(3)

1. 	Categories of manned aircraft to which this Regulation does not apply:

(a) historic aircraft meeting the following criteria:

(i) aircraft whose:

— initial design was established before 1 January 1955, and

— production has been stopped before 1 January 1975;

or

(ii) aircraft having a clear historical relevance, related to:

— a participation in a noteworthy historical event,

— a major step in the development of aviation, or

— a major role played into the armed forces of a Member State;

or

(b) aircraft specifically designed or modified for research, experimental or scientific purposes, and likely to be produced in very limited numbers;

(c) aircraft, including those supplied in kit form, where at least 51 % of the fabrication and assembly tasks are performed by an amateur, or a non- profit making association of amateurs, for their own purposes and without any commercial objective;

(d) aircraft that have been in the service of military forces, unless the aircraft is of a type for which a design standard has been adopted by the Agency;

(e) aeroplanes having measurable stall speed or the minimum steady flight speed in landing configuration not exceeding 35 knots calibrated air speed (CAS), helicopters, powered parachutes, sailplanes and powered sailplanes, having no more than two seats and a maximum take-off mass (MTOM), as recorded by the Member States, of no more than:

		

		Aeroplane/Helicopter/ Powered parachute/ powered sailplanes

		Sailplanes

		Amphibian or floatplane/ helicopter

		Airframe mounted total recovery parachute



		Single-seater

		300 kg MTOM

		250 kg MTOM

		Additional 30 kg MTOM

		Additional 15 kg MTOM



		Two-seater

		450 kg MTOM

		400 kg MTOM

		Additional 45 kg MTOM

		Additional 25 kg MTOM



		When an amphibian or a floatplane/helicopter is operating both as a floatplane/helicopter and as a land plane/ helicopter, it must fall below the applicable MTOM limit.





(f) single and two-seater gyroplanes with a MTOM not exceeding 600 kg; 

(g) replicas of aircraft meeting the criteria of points (a) or (d), for which the structural design is similar to the original aircraft;

(h) balloons and airships having a single or double occupancy and a maximum design volume of, in the case of hot air not more than 1 200 m3 , and in the case of other lifting gas not more than 400 m3 ;

(i) any other manned aircraft which has a maximum empty mass, including fuel, of no more than 70 kg.

2. 	Furthermore, this Regulation shall not apply to:

(a) tethered aircraft with no propulsion system, where the maximum length of the tether is 50 m, and where:

(i) the MTOM of the aircraft, including its payload, is less than 25 kg, or

(ii) in the case of a lighter-than-air aircraft, the maximum design volume of the aircraft is less than 40 m3 ;

(b) tethered aircraft with a MTOM of no more than 1 kg. 




Annex 3

DRAFT COMMISSION DELEGATED REGULATION (EU) …/...

of 29.10.2021

supplementing Directive 2014/53/EU of the European Parliament and of the Council 
with regard to the application of the essential requirements referred to in Article 3(3),
points (d), (e) and (f), of that Directive

Article 1

1. 	The essential requirement set out in Article 3(3), point (d), of Directive 2014/53/EU[footnoteRef:5] shall apply to any radio equipment that can communicate itself over the internet, whether it communicates directly or via any other equipment (‘internet-connected radio equipment’). [5:  Directive 2014/53/EU 	Harmonisation of the laws of the Member States relating to the making available on the market of radio equipment] 


2. 	The essential requirement set out in Article 3(3), point (e), of Directive 2014/53/EU shall apply to any of the following radio equipment, if that radio equipment is capable of processing, within the meaning of Article 4(2) of Regulation (EU) 2016/679[footnoteRef:6], personal data, as defined in Article 4(1) of Regulation (EU) 2016/679, or traffic data and location data, as defined in Article 2, points (b) and (c), of Directive 2002/58/EC[footnoteRef:7]: [6:  Regulation (EU) 2016/679	Protection of natural persons with regard to the processing of personal data and on the free movement of such data]  [7:  Directive 2002/58/EC	Processing of personal data and the protection of privacy in the electronic communications sector] 


(a) internet-connected radio equipment, other than the equipment referred to in points (b), (c) or (d);

(b) radio equipment designed or intended exclusively for childcare;

(c) radio equipment covered by Directive 2009/48/EC[footnoteRef:8]; [8:  Directive 2009/48/EC	Safety of toys] 


(d) radio equipment designed or intended, whether exclusively or not exclusively, to be worn on, strapped to, or hung from any of the following:

(i) any part of the human body, including the head, neck, trunk, arms, hands, legs and feet;

(ii) any clothing, including headwear, hand wear and footwear, which is worn by human beings;

3. 	The essential requirement set out in Article 3(3), point (f), of Directive 2014/53/EU shall apply to any internet-connected radio equipment, if that equipment enables the holder or user to transfer money, monetary value or virtual currency as defined in Article 2, point (d), of Directive (EU) 2019/713[footnoteRef:9]. [9:  Directive (EU) 2019/713	Combating fraud and counterfeiting of non-cash means of payment] 


Article 2

1. 	By way of derogation from Article 1, the essential requirements set out in Article 3(3), points (d), (e) and (f), of Directive 2014/53/EU shall not apply to radio equipment to which either of the following Union legislation also applies:

(a) Regulation (EU) 2017/745[footnoteRef:10]; [10:  Regulation (EU) 2017/745	Medical devices] 


(b) Regulation (EU) 2017/746[footnoteRef:11]. [11:  Regulation (EU) 2017/746	In vitro diagnostic medical devices a] 


2.	By way of derogation from Article 1(2) and Article 1(3), the essential requirements set out in Article 3(3), points (e) and (f), of Directive 2014/53/EU shall not apply to radio equipment to which any of the following Union legislation also applies:

(a) Regulation (EU) 2018/1139[footnoteRef:12]; [12:  Regulation (EU) 2018/1139  	Common rules in the field of civil aviation and establishing a European Union Aviation Safety Agency] 


(b) Regulation (EU) 2019/2144[footnoteRef:13]; [13:  Regulation (EU) 2019/2144	Type-approval requirements to ensure the general safety of vehicles and the protection of vulnerable road users] 


(c) Directive (EU) 2019/520[footnoteRef:14]. [14:  Directive (EU) 2019/520	Interoperability of electronic road toll systems and facilitating cross-border exchange of information on the failure to pay road fees in the Union] 


Article 3

This Regulation shall enter into force on the twentieth day following that of its publication in the Official Journal of the European Union.

It shall apply from …[OP please insert the date = 30 months after the date of entry into force of this Regulation].

This Regulation shall be binding in its entirety and directly applicable in all Member States. Done at Brussels, 29.10.2021








