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Draft new Recommendation ITU-T Y.loT-SFFS

Requirements and reference functional model of l10T-based smart forest
firefighting system

Summary

The frequent occurrence of forest fires has become a world-class problem. Although many countries
have invested a lot of money in numerous counter-measures there are still several remaining
challenges to be overcome. These challenges include the vastness of forest areas that cannot be fully
monitored, and the incomplete network coverage of forests preventing efficient information
transmission. Additionally, the performance of typical Internet of things (10T) devices often fails to
meet the actual requirements of forest applications. There are also a lack of early warning systems
for impending forest fires, which delays the fire-extinguishing and rescue operations when fires
occur, as well as a lack of adequate assessment and inspection of post-fire capabilities.

With the development of 10T and artificial intelligence (Al), forest firefighting systems have
become smarter. Smart forest firefighting systems are deployed in forest areas to enable real-time
monitoring and early warning before forest fires occur. They can predict, locate, evaluate and
extinguish fire when a fire occurs and provide inspection and damage assessment after a fire.

This Recommendation introduces the smart forest firefighting system based on 10T and specifies
the reference functional model and requirements. This Recommendation is intended to guide the
design, development and implementation of the loT-based smart forest firefighting system.

Keywords
Internet of things, reference functional model, requirements, smart forest firefighting, use cases.
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Draft new Recommendation ITU-T Y.loT-SFFS

Requirements and reference functional model of l10T-based smart forest
firefighting system

1 Scope

This Recommendation specifies requirements and a reference functional model of a smart forest
firefighting system based on Internet of things (loT).

The scope of this Recommendation includes:

— Overview of the smart forest firefighting system;

— Reference functional model of the smart forest firefighting system;
— Requirements of the smart forest firefighting system.

Use cases of 10T-based smart forest firefighting system are provided in Appendix II.

NOTE 1 — The smart forest firefighting system can also be applied to other wildlands firefighting scenarios,
such as scrublands, grasslands or rangelands, etc.

NOTE 2 — Unmanned aircraft system (UAS) flight and control requirements are out of the scope of this
Recommendation. Regulation and supervision are out of the scope of this Recommendation. Any
implementation based on this Recommendation should align with regional and national regulations.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T F.743.22] Recommendation ITU-T F.743.22 (2022), Requirements and architecture of
an algorithm-training system for intelligent video surveillance.

[ITU-T F.748.36] Recommendation ITU-T F.748.36 (2024), Requirements and framework of
multi-algorithm scheduling systems.

[ITU-T G.711] Recommendation ITU-T G.711 (1988), Pulse code modulation (PCM) of
voice frequencies.

[ITU-T H.264] Recommendation ITU-T H.264 (2021), Advanced video coding for generic
audiovisual services.

[ITU-T H.265] Recommendation ITU-T H.265 (2023), High efficiency video coding.

[ITU-T T.81] Recommendation ITU-T T.81 (1992), Information technology — Digital
compression and coding of continuous-tone still images — Requirements and
guidelines.

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of Internet of
things.

[ITU-T Y.4100] Recommendation ITU-T Y.4100/Y.2066 (2014), Common requirements of

Internet of things.
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[ITU-T Y.4101] Recommendation ITU-T Y.4101/Y.2067 (2017), Common requirements and
capabilities of a gateway for Internet of things applications.

[ITU-T Y.4113] Recommendation ITU-T Y.4113 (2016), Requirements of the network for
the Internet of things.

[ITU-T Y.4215] Recommendation ITU-T Y.4215 (2022), Use cases, requirements and
capabilities of unmanned aircraft systems for the Internet of things.

[ISO/IEC 15948] ISO/IEC 15948 (2004), Information technology — Computer graphics and

image processing — Portable Network Graphics (PNG): Functional
specification.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 device [ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment
with the mandatory capabilities of communication and the optional capabilities of sensing,
actuation, data capture, data storage and data processing.

3.1.2  geographical information systems (GIS) [b-1SO 23611-6]: In the strictest sense, a
computer system capable of assembling, storing, manipulating, and displaying geographically
referenced information, i.e., data identified according to their locations.

3.1.3 Internet of things (1oT) [ITU-T Y.4000]: A global infrastructure for the information
society, enabling advanced services by interconnecting (physical and virtual) things based on
existing and evolving interoperable information and communication technologies.

NOTE 1 — Through the exploitation of identification, data capture, processing and communication
capabilities, the 10T makes full use of things to offer services to all kinds of applications, whilst ensuring that
security and privacy requirements are fulfilled.

NOTE 2 — From a broader perspective, the 10T can be perceived as a vision with technological and societal
implications.

3.1.4 10T area network (IAN) [ITU-T Y.4113]: A network of devices for the loT and gateways
interconnected through local connections.

3.1.5 satellite network [b-ITU-R V.573-4]: A satellite system or a part of a satellite system,
consisting of only one satellite and the cooperating earth stations.

3.1.6  sensor [ITU-T Y.4000]: With regard to the Internet of things, this is an object of the
physical world (physical things) or the information world (virtual things), which is capable of being
identified and integrated into communication networks.

3.1.7 unmanned aircraft system (UAS) [b-ICAO]: An aircraft and its associated elements
which are operated with no pilot on board.

3.1.8  wide area network (WAN) [b-ITU-T Y.4409]: An IP based communication network that
covers a wide geographical area including the Internet and accommodates devices and local area
networks.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1  smart forest firefighting system: A system that uses Internet of things (1oT) and other
technologies to realize full time and full space forest environment data perception, and provide
users with forest firefighting intelligent services before, during and after forest fire occurrence.
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4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

2D
3D

Al
CO2
CoAP
DEM
DTLS
EMC
GIS
GNSS
HTTP
HTTPS
IAN
loT
JPEG
MQTT
MQTTS
02
O&M
PCM
PNG
PTZ
QoS
RTP
RTSP
RTSPS
SDGs
SRTP
TS
SIP
SIPS
UAS
UDP
WAN

Two Dimensional

Three Dimensional

Artificial Intelligence

Carbon Dioxide

Constrained Application Protocol
Digital Elevation Model

Datagram Transport Layer Security
Electromagnetic Compatibility
Geographical Information System
Global Navigation Satellite System
Hypertext Transfer Protocol
Hypertext Transfer Protocol Secure
loT Area Network

Internet of Things

Joint Photographic Experts Group
Message Queuing Telemetry Transport
Message Queuing Telemetry Transport Secure
Oxygen

Operation and Maintenance

Pulse Code Modulation

Portable Network Graphics

Pan, Tilt, and Zoom
Quiality of Service

Real Time Transport Protocol

Real Time Streaming Protocol

Real Time Streaming Protocol Secure
Sustainable Development Goals
Secure Real-time Transport Protocol
Transport Stream

Session Initialization Protocol
Session Initialization Protocol Secure
Unmanned Aircraft System

User Datagram Protocol

Wide Area Network
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5 Conventions
In this Recommendation:

— The keywords "is required to" indicate a requirement which must be strictly followed and
from which no deviation is permitted if conformance to this Recommendation is to be claimed.

— The keywords "is recommended" indicate a requirement which is recommended but which is
not absolutely required. Thus this requirement needs not be present to claim conformance.

— The keywords "can optionally” indicate an optional requirement which is permissible, without
implying any sense of being recommended. These terms are not intended to imply that the
vendor's implementation must provide the option and the feature can be optionally enabled by
the network operator/service provider. Rather, it means the vendor may optionally provide the
feature and still claim conformance with the specification.

6 Overview of smart forest firefighting system

Forests occupy one-third of the earth's land area and play an important role in mitigating climate
change, reducing air and noise pollution, providing people with livelihoods, food and water, and
protecting biodiversity. In recent years, the frequent occurrence of forest fires has become a world-
class issue. According to statistics, there are 220,000 forest fires in the world every year, and the
affected area is more than 90 million hectares, which has caused huge losses to the earth and human
beings. "United Nations strategic plan for forests, 2017-2030" [b-UNSPF] calls on countries to
actively seek to harness the power of science, innovation and technologies to advance solutions to
the root causes of forest destruction. At the same time, in United Nations Sustainable Development
Goals (SDGs), SDG 13 (Climate Action) and SDG 15 (Life on Land) clarified the importance of
forest protection.

NOTE 1 - Forest is defined as "land spanning more than 0.5 ha with trees higher than 5 m and a canopy
cover of more than 10 percent or trees able to reach these thresholds in situ, not including land that is
predominantly under agricultural or urban land use" [b-1SO 13065].

Forest firefighting is an action to prevent and extinguish forest fires.

At present, before the occurrence of forest fires, most fire monitoring is carried out by means of
artificial lookouts. However the use of artificial lookouts presents problems such as small
monitoring scope, inability to monitor in real time, and the fact that only large fires can be found. In
addition, when forest fires occur, rescuers and vehicles may not arrive at the site in time to carry out
firefighting and rescue operations due to the complex geographical environments. At the same time,
forest network coverage is often poor and prone to failure and data may not be transmitted
normally. After the occurrence of forest fires, the capacity for manual troubleshooting of potential
safety hazards is often insufficient, resulting in fire recurrence. Another consequence of the terrain
is that forest fire loss often cannot be accurately assessed.

As defined in clause 3.2.1, an Internet of things (1oT)-based smart forest firefighting system is a

system that uses 10T and other technologies to realize full time and full space forest environment
data perception, and provide users with forest firefighting intelligent services before, during and

after forest fire occurrence.

An loT-based smart forest firefighting system can assist rescuers in carrying out full time and full
space forest safety monitoring on forest fires, and in extinguishing fires (spraying extinguishing
agents, delivering firefighting materials, etc.). Such a system can also provide rescue assistance
(auxiliary lighting, personnel positioning, etc.) when forest fires occur. This is especially the case in
forest areas with complex geographical environments that are inaccessible to rescuers and vehicles
and where the value of an loT-based smart forest firefighting system could be particularly
important. On the other hand, it is worthwhile to note that the smart forest firefighting system can
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also be applied to other wildland firefighting scenarios, such as scrublands, grasslands or
rangelands, etc. [b-ISO/TR 24188].

NOTE 2 — Rescuer refers to forest firefighters and forest rangers.

NOTE 3 — Extinguishing agent refers to a substance that can effectively destroy combustion conditions and
stop combustion, including water, foam, powder, CO-, etc.

Figure 1 shows an overview diagram of an loT-based smart forest firefighting system. It consists of
four parts, including forest environment, smart forest firefighting system (devices, network and
platform), users and external systems for resource interaction.
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Figure 1 — Overview diagram of loT-based smart forest firefighting system

The forest environment is the target object of the smart forest firefighting system. The target object
can be sensed by sensors and executed by actuators. The categories and parameters of forest
environmental data and typical sensing devices for related data collection are listed and described in
Appendix I.

In the smart forest firefighting system, the devices include sensing devices, actuating devices,
mobile devices and gateways. The sensing devices include multimedia data collection devices,
sensor data collection devices, geographic and position information collection devices, which
collect forest environmental data, such as fire, smoke, temperature, humidity, wind direction, wind
speed, combustible gas concentration, light intensity, weather, position, etc. The actuating devices
include unmanned aircraft systems (UAS), which provide night lighting, fire extinguisher delivery
and temporary emergency network setup. The mobile devices provide notification and information
exchange between rescuers and platforms. The gateways are devices that connect the sensing and
actuating devices with the platform, providing protocol conversion, data processing, device
management and other functions. The gateways can operate as an independent device or be
integrated with sensing and actuating devices.

The network enables the exchange of information between the platform and the devices. The
network is constituted by different networks, including fixed networks, mobile networks, satellite
networks and other networks, in order to address the different forest scenarios. See Appendix Il for
detailed use cases.

The platform manages and analyses the collected data, and provides users with applications and
services such as disaster identification, early warning, fire position, spread analysis, situation
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plotting, path planning, fire prediction, command and dispatch, disaster damage assessment, and
fire risk level classification.

Users include forest regulatory authorities, managers, firefighters and rescuers.

At the same time, the smart forest firefighting system can exchange information and data with
external systems, such as forest wildlife monitoring systems, hydrological monitoring systems,
ecological environment monitoring systems and smart city systems. The interactive data usually
includes forest basic information data, forest maps, forest weather information data, forest
ecological environment distribution, etc.

7 Requirements of smart forest firefighting system

High-level requirements of 10T are identified in [ITU-T Y.4000]. Common requirements of 10T are
identified in [ITU-T Y.4100]. Requirements of the network for the loT are identified in [ITU-T
Y .4113].

In this Recommendation, requirements specific to the loT-based smart forest firefighting system
(hereafter "the system") are identified.

7.1 Functional requirements of smart forest firefighting system
7.1.1 General requirements
—  The system is required to support data and information sharing with external systems;

—  The system is required to support data collection from external systems, including but not
limited to basic forest information data, forest map (2D, 3D), forest weather information data
(real-time, future) and forest satellite remote sensing image data.

7.1.2 Requirements of devices

Forest firefighting devices refers to the devices in the forest environment, including but not limited
to multimedia data collection devices (e.g., visible light cameras and infrared thermal imaging
cameras), sensor data collection devices (e.g., temperature sensors, humidity sensor, light sensors,
wind sensors, weather sensors, and gas sensors), geographic and position information data
collection devices (e.g., Lidar, radar, global navigation satellite system (GNSS) locator), UASS,
mobile devices and gateways.

(@) General requirements

- Devices are required to support collection of data from forest environment which are relevant
to firefighting;

NOTE 1 - Forest environmental data and typical sensing devices for data collection are provided in
Appendix I.

- Devices are required to support real-time collection and collection duration of forest
environmental data;

NOTE 2 — Collection duration represents for the device the set time period of the collection.

- Devices are required to support uploading of device status, device position information and
collected data to the platform;

- Devices are required to support both fixed and mobile installation scenarios;
NOTE 3 — Forest environment is complex, the devices cannot be fixedly installed in some positions.

- Devices are recommended to support data processing capabilities, including but not limited to
threshold evaluation, and algorithm inference;
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NOTE 4 — The algorithms used for firefighting related data processing include, but are not limited to, fire
identification algorithms, and smoke identification algorithms.

- Devices are required to support unique identification;

- Devices are recommended to support temporary data storage, when a network outage occurs,
and support data retransmission after network recovery.

(b) Multimedia data collection device

—  The multimedia data collection device is required to support the collection of multimedia data
in the forest environment, including video, audio and image;

—  The multimedia data collection device is required to support 720P, 1080P, 2K, and 4K
resolution data collection;

—  The multimedia data collection device is required to support JPEG [ITU-T T.81] and PNG
[ISO/IEC 15948] image format data collection;

—  The multimedia data collection device is required to support H.264 [ITU-T H.264] and H.265
[ITU-T H.265] video coding format;

—  The multimedia data collection device is required to support G.711a [ITU-T G.711], G.711n
[ITU-T G.711], and pulse code modulation (PCM) [ITU-T G.711] audio coding format;

—  The multimedia data collection device is required to support the collection of images in the
forest environment, as well as the artificial intelligence (Al) algorithm-based image
identification of fire, flame and smoke parameters;

—  The multimedia data collection device is recommended to support video and image data
collection to effectively filter interference information in the forest environment, including
but not limited to fog, haze, clouds, strong light, shadows, etc.;

—  The multimedia data collection device is recommended to support algorithm self-training
based on the data collected in the forest environment;

—  The multimedia data collection device is required to support infrared thermal imaging;

—  The multimedia data collection device is required to support temperature measurement and
positioning of targets in forest.

NOTE 5 — The temperature measurement and positioning may be supported by Al algorithm analysis or
other technologies.
(©) Sensor data collection device

—  The sensor data collection device is required to support the collection of combustibles, gases
and meteorological data in the forest environment;

—  The sensor data collection device is recommended to support dynamic adjustment of sensing
data upload frequency based on energy consumption and fire risk level.

NOTE 6 — This is particularly applicable to passive sensors and low-power devices.
(d) Geographic and position information data collection device

—  The geographic and position information data collection device is required to support the
collection of forest geographic information, fire areas and position information of key focus
objects in the forest environment.

NOTE 7 — The collection of forest geographic information may benefit from the presence of a forest
geographic database. Forest geographic information may support the prediction of fire spread trends and
decision-making for the rescue path. The key focus objects position information may support the firefighting
decision-making.
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(e) Unmanned aircraft system
—  The UAS requirements are aligned with [ITU-T Y.4215];

—  The UAS is required to support emergency network setup (see use case in Appendix 1.1 for
detail).

()] Mobile device
NOTE 8 — Mobile device refers to hand-held communication devices carried by rescuers in the forest.

—  The mobile device is required to support receiving real-time video and image data, decision
commands, rescue routes and geographical information system (GIS) forest maps;

—  The mobile device is required to support the reporting of real-time position information of
rescuers;

—  The mobile device is required to support sending controlling information to other devices;
—  The mobile device can optionally support forest environmental data collection.

(0) Gateway

—  The gateway is required to support data storage, pre-processing and edge computing;

—  The gateway is required to support the aggregation of sensing data to the platform;

—  The gateway is required to support transferring platform commands to devices;

—  The gateway is required to support protocol conversion [ITU-T Y.4101] between loT area
network (IAN) and wide area network (WAN);

—  The gateway can optionally be a stand-alone device or integrated with sensing and actuating
devices (e.g., UAS can be considered as a sensing or actuating device and also can be
considered as a gateway device).

7.1.3 Requirements of network

—  The network is required to support one or more communication technologies, including but
not limited to wide area network, local area network, and low power wide area network
(LPWAN);

—  The network is recommended that the fixed network and mobile network are both supported
in the forest area, in order to support fixed terminals, e.g., camera, wind sensor, temperature
sensor, humidity sensor, and mobile devices, e.g., handheld terminals used by rescuers;

— For a large area of forest, there may be multiple fixed or mobile 10T area networks. The
interconnection between these networks is required to be supported;

- It is required to support audio, video and data communication functions and positioning
function;

NOTE 1 — This requirement can provide support for handheld devices, for example forest rescuers’ mobile
devices.

—  The network is required to have the ability to support emergency network setup using
communication satellites, emergency communication vehicles and UAS relays when the
forest network infrastructure is damaged or a forest area has no network infrastructure;

—  The network is required to support multiple network connections simultaneously, in order to
enable automatic selection of the appropriate networks;

NOTE 2 — As mentioned in clause 6, the communication infrastructure of the smart forest firefighting system
must be capable of supporting different networks at the same time. The system can automatically select the
most suitable network based on current conditions such as signal strength, network congestion, data
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transmission needs, and other factors. This can ensure continuous and reliable connectivity, which is crucial
for real-time monitoring and swift communication during firefighting operations.

—  The network is required to support automatic local networking;

NOTE 3 — The system must be able to establish a local network automatically. In remote forest areas where
network coverage might be weak or unavailable, the devices can form an ad-hoc local network among
themselves without manual intervention. This allows devices to communicate directly with each other,
sharing data and coordinating actions effectively, even in the absence of rich network connectivity.
Automatic local networking ensures that the system remains functional and efficient in all circumstances,
enhancing the reliability of fire detection, monitoring, and response efforts.

—  The transmission protocol for multimedia data (i.e., data from multimedia data collection
devices) is required to support the separation of signalling channels and media channels;

NOTE 4 — Session initialization protocol (SIP) [b-IETF RFC 3261], hypertext transfer protocol (HTTP) [b-
IETF RFC 9110] and real time streaming protocol (RTSP) [b-IETF RFC 7826] are widely used for the
signalling channels of multimedia data. Session initialization protocol secure (SIPS) [b-IETF RFC 3261],
hypertext transfer protocol secure (HTTPS) [b-IETF RFC 9110] and real time streaming protocol secure
(RTSPS) [b-IETF RFC 7826] are widely used for encrypted transmission in the signalling channels of
multimedia data.

NOTE 5 — Real time transport protocol (RTP) [b-IETF RFC 3550] over user datagram protocol (UDP) [b-
IETF RFC 768], real time transport protocol (RTP) [b-IETF RFC 3550] over real time streaming protocol
(RTSP) [b-IETF RFC 7826] and transport stream (TS) [b-ISO/IEC 13818-1] over UDP are widely used for
the media channels of multimedia data. Secure real-time transport protocol (SRTP) [b-IETF RFC 3711] and
TS over datagram transport layer security (DTLS) [b-IETF RFC 9147] are widely used for encrypted
transmission in the media channels of multimedia data.

NOTE 6 — Message queuing telemetry transport (MQTT) [b-1SO/IEC 20922] and constrained application
protocol (CoAP) [b-IETF RFC 7252] are widely used for transmission of 10T data (i.e., data from sensor data
collection devices, geographic and position information collection devices or other devices). Message
gueuing telemetry transport secure (MQTTS) [b-ISO/IEC 20922] and CoAP over DTLS are widely used for
encrypted transmission of 10T data.

7.1.4 Requirements of platform
7.1.4.1 Basic requirements

—  The platform is required to support device access, including multimedia data collection
device, sensor data collection device, geographic and position information data collection
device, UAS, mobile device and gateway;

—  The platform is required to support data collection, storage, processing and analysis;
—  The platform is required to support retrieval and playback of video, image and audio data;
—  The platform is required to support the real-time video data display of monitored positions;

—  The platform is required to support periodic display of fire status, types, and trends in the
form of videos and charts;

—  The platform is required to support sending data analysis results to users, sending decision
commands to mobile devices and sending control information to sensing and actuating
devices;

—  The platform is required to support statistical analysis of all sensing data, alarm events, fire
related data, number of rescuers, and number of online devices;

— The platform is required to support GIS forest maps;

—  The platform is required to display the device position information data, satellite map, device
collected data, device information on GIS forest maps;
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—  The platform is required to support algorithm inference;

—  The platform is recommended to support algorithm management by algorithm warehouse, and
support algorithm scheduling [ITU-T F.748.36] and deployment to devices on demand,;

NOTE 1 - The algorithm warehouse provides algorithm management, including algorithm storage, algorithm
addition, algorithm deletion, algorithm modification, algorithm query, algorithm version management,
algorithm type management, algorithm provider information management, etc.

NOTE 2 — The scheduling of algorithms is a process of algorithms dynamic allocation based on services and
tasks requirements. The scheduling may need to consider the utilization of computing power resources.

—  The platform is recommended to support algorithm training [ITU-T F.743.22] for updating
inference capabilities.

NOTE 3 — The platform uses algorithm training technology based on forest actual scene data. The algorithm
training may generate models used for inference in new scenarios or for upgrading existing models.

7.1.4.2 Application requirements
(@) Disaster identification and early warning

—  The platform is required to support automatic generation and transmission of alarm
information to users when environmental parameters exceed a certain risk threshold value;

—  The platform is required to support automatic generation and transmission of alarm
information to users and mobile devices when identifying fire, flame and smoke information
in the forest environment;

—  The platform is required to support automatic recording of alarm information and alarm video
and image;

—  The platform is required to support secondary confirmation and judgment of alarm
information.

NOTE 1 - The platform retrieves on-site video and image collected by other multimedia data collection
device for fire confirmation and judgment.

(b)  Fire positioning

NOTE 2 - Fire positioning refers to marking the fire coordinates on the GIS forest map based on the
information provided by UASs and satellite remote sensing system, etc. In order to assist users to quickly
understand the situation around the fire, analyses the nearest water source, rescue route and UAS firefighting
flight route, etc.

—  The platform is required to support the positioning of fires and smoke identified in the forest
environment;

—  The platform is required to support the calculation of the fire position based on the
coordinates of devices (e.g., pan, tilt, and zoom (PTZ) data), camera elevation angle, and
digital elevation model (DEM) data;

—  The platform is required to support the calculation of fire position based on satellite remote
sensing images data;

—  The platform is required to support the calculation of fire position based on UAS flight
attitude;

—  The platform is required to support manual reporting of fire position;

—  The platform is required to support sending the longitude and latitude coordinates of the fire
position to users and mobile devices;

—  The platform is required to support GIS forest map to display the fire position.
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(© Spread analysis

NOTE 3 — The development of forest fires is a dynamic process. According to the geographic and position
information, combustibles index factors and meteorological factors of forest fire, a mathematical model of
forest fire spread is established to dynamically estimate the area, direction and speed of forest fires.
Combined with GIS forest map technology, it is displayed to users in the form of images to assist users in
decision-making.

—  The platform is required to support dynamic simulation and prediction of the development
and spread of forest fires, including direction, speed and area;

—  The platform is required to support the GIS forest map to display the fire spreading trend in
real time;

—  The platform is recommended to support fire scene dynamic analysis.
NOTE 4 — This analysis may be enabled by digital twin technologies.
(d)  Path planning

—  The platform is required to support the planning of optimal rescue paths, firefighting paths
and rescue vehicle paths for forest firefighting;

—  The platform is recommended to support rescue strategy generation;
NOTE 5 — This may be enabled by digital twin technologies.

— The platform is required to support the GIS forest map to display optimal and alternative rescue
paths, firefighting paths and rescue vehicle paths.

(e) Situation plotting

NOTE 6 — The situation plotting map is a graphical representation of the information reflecting the current
situation and development situation of the forest fire. Map elements such as labels, markers, and color, etc.
that express information such as fire boundary, fire center, smoke center, spreading direction, rescue path,

and danger area, etc.

— The platform is required to support plotting on GIS forest maps with text and colors
annotations.

NOTE 7 — The elements to be plotted may include current fire situation, fire trend and direction, locations and
movement directions of firefighting teams, safe areas, other relevant areas, and firefighting resources such as
water sources and rescue supplies.

U] Command and dispatch

NOTE 8 — Command and dispatch is based on GIS forest map, users obtain information such as fire position,
fire area, spread analysis and geographic information, etc. to formulate the best firefighting strategic plan.

—  The platform is required to support sending optimal and alternative rescue paths, firefighting
paths and rescue vehicle paths to users and mobile devices;

—  The platform is required to support command and dispatch of UASs, rescuer and firefighting
materials.

(g) Disaster damage assessment
—  The platform is required to support the measurement of forest fire damaged areas;

—  The platform is recommended to support the survey and assessment of forest fauna and flora
data;

—  The platform can optionally support resource loss and economic loss estimation;

—  The platform can optionally support carbon emission statistics and calculation.
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NOTE 9 - Disaster damage assessment refers to the statistics and reporting of the area of forest destruction
and economic losses caused by forest fires, providing data support for post-disaster reconstruction.
(h) Fire risk classification

NOTE 10 — Fire risk level classification is to calculate the current and future fire risk level based on real-
time and future weather information, fire information and combustible data, etc.

—  The platform is required to support the calculation and classification of fire risk level;

—  The platform is required to support generating fire risk levels for different regions based on
forest environmental information data;

—  The platform is required to support displaying fire risk warning levels through different
colours on the GIS map.

7.1.4.3 Operation and maintenance requirements

—  The platform is required to support operation and maintenance capabilities, including user
management, device management, log management, network management, and security
management;

—  The platform is required to support audio and video data quality diagnosis of multimedia data
collection devices.
7.2 Adaptability, compatibility and performance requirements of smart forest firefighting
system
(@) Clock synchronization

—  The system is required to support clock synchronization capability, and the clock
synchronization accuracy is required to satisfy user requirements.

(b) Data collection accuracy and precision

—  The system is required to support high data collection accuracy and precision to satisfy user
requirements.

NOTE 1 - The accuracy and precision will affect the reliability level of applications and services of systems.
For different applications and services, the accuracy and precision requirements for various types of data are
different.

(© Device environmental adaptability

—  The device is required to support high environmental adaptability, including but not limited to
operating temperature, lightning protection, waterproof, dust-proof and corrosion resistance,
etc.

(d) Device electromagnetic compatibility (EMC)

—  The device is required to satisfy the requirements of EMC.

(e) Power supply

—  The system is required to support stable and reliable power supply;
—  The device is recommended to support battery power supply;

—  The system is recommended to support renewable power supply. For example, use the solar
power supply.

()] Network performance and quality

—  The network is required to provide appropriate network performance to satisfy data
transmission requirements for different types of data;
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NOTE 2 - For different types of perception data, network performance requirements are different, especially
for alarm events and related video clips when emergency situations happen such as forest fires, which require
very high network performance.

—  The network is required to support reliable data transmission in weak network conditions,
such as unstable or low signal strength conditions in disaster areas and densely forested
regions.

NOTE 3 — Mechanisms which can be used for reliable data transmission include resuming transmission upon
network reconnection, real-time monitoring and adjustment of network quality, and utilizing multiple
transmission paths.

8 Reference functional model of smart forest firefighting system
Figure 2 shows the reference functional model of smart forest firefighting system.
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Figure 2 — Reference functional model of 10T-based smart forest firefighting system
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NOTE - In figure 2, the frames with ellipses indicate that new functions might be included for potential
additional needs.

The reference functional model of smart forest firefighting systems consists of devices, IAN, WAN,
smart forest firefighting platform, external systems, users and forest environment.

The devices include sensor devices, geographic devices, multimedia devices, actuator devices,
mobile devices, UASs and gateways. The requirements of devices are specified in clause 7.1.2.

The requirements of IAN and WAN are specified in clause 7.1.3.

The smart forest firefighting platform includes basic functions, application functions, and operation
and maintenance (O&M) functions. The basic functions include device access, data storage, data
processing and analysis, retrieval and play back, statistical analysis, user management, network
management, GIS forest map, algorithm training, algorithm scheduling and algorithm inference.
The application functions include disaster identification, early warning, fire positioning, spread
analysis, path planning, situation plotting, command and dispatch, disaster damage assessment and
fire risk classification. The O&M functions include user management, device management, log
management, network management, and other functions. The requirements of smart forest
firefighting platform are specified in clause 7.1.4.

The external systems include basic forest information data interchange, 2D/3D forest map
interchange, forest satellite remote sensing data interchange and real time/future weather
information interchange. The requirements of data interchange with external systems are specified
in clause 7.1.1.

The users include forest regulatory authorities, forest managers, firefighters and rescuers.
The forest environmental data can be found in Appendix I.

Furthermore, the association between the reference functional model depicted in Figure 2 and the
10T reference model (and related layers) defined in [ITU-T Y.4000] can be categorized as follows:
devices, including gateways, can be mapped to the device layer; WAN and IAN can be mapped to
the network layer; the basic functions of the smart forest firefighting platform can be mapped to the
service support and application support layer; the application functions of the smart forest
firefighting platform can be mapped to the application layer; the operation and maintenance
platform can be mapped to the cross-layer management capabilities.

9 Security considerations

The common security requirements related to 10T refer to X.1352 [b-1TU-T X.1352] and X.1369
[b-ITU-T X.1369].

In the 10T-based smart forest firefighting system, assets with security risks mainly include: sensing
devices, actuating devices, mobile devices and gateways; wired networks, mobile communication
networks, and satellite communication networks; databases, application systems, or other software
and hardware.

The security threats to the devices mainly include: the attackers’ interception or destruction of data
through impersonation of identity and tampering with forest environmental data; the steal or
tampering of device information, resulting in the inability of devices in the forest to function
properly; the copy of data collected by sensing devices without authorization. The data security
level can be improved through data backup, encrypted storage, access permission settings, identity
authentication, and other methods. Security of data collected by devices is crucial for the
construction of forest firefighting databases.

The security threats to the network mainly include: data interception, tampering, forgery, and
eavesdropping, resulting in transmission interruption, transmission delay, data theft, and data loss.
Additionally, risks involve secret key information leakage and potential damage to network
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transmission equipment. By preventing and resisting possible attacks on network resources, it can
be ensured that network resources are not illegally used or accessed, as well as data transmission
security. This may be achieved through the implementation of data encryption mechanisms, secret
key management mechanisms, and access control mechanisms to enhance the level of data security
transmission. Specifically, for forest environmental data, including forest maps, encryption during
transmission is essential to ensure confidentiality and privacy.

The security threats to the platform mainly include: obtaining access permissions of the platform,
resulting in the leakage and tampering of user information and related data. Implementing regular
data backups helps mitigate data loss in emergencies, such as fire. Preventing security
vulnerabilities is crucial to thwart illegal control of the platform and prevent platform performance
degradation.
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Appendix |

Forest environmental data and typical sensing devices
(This appendix does not form an integral part of this Recommendation)

Table 1.1 shows categories and parameters of forest environmental data, and provides typical
sensing devices for related data collection.

NOTE - The definitions of parameters related to fire, flame, smoke, combustible and gas can be found in [b-

ISO 13943].

Table 1.1 — Forest environmental data and typical sensing devices

Categories

Parameters

Typical sensing devices

Fire, flame and smoke

Fire classification;

Shape of fire;

Burned area;

Damaged area;

Flame colour;

Flame height;

Fire propagation speed;
Fire propagation direction;
Smoke colour;

Smoke height.

Camera;
Smoke sensor.

Fire point temperature;
Smoke concentration.

Temperature sensor;
Infrared thermal imaging camera.

Combustible and gas

Types of combustibles;
Concentration of combustibles;
Flammability;

CO2 concentration;

02 concentration;

Toxic gas concentration.

Gas sensor.

Meteorology

Air temperature [b-1SO 16165];
Air pressure [b-1SO 10782-1];
Humidity [b-1ISO/TR 18931];
Wind direction [b-1SO 10596];
Wind speed [b-1SO 10596];
Light intensity [b-1SO 7686];
Radiation intensity [b-1SO
254571,

Precipitation intensity [b-IWA
33-1].

Air temperature sensor;
Alir pressure sensor;
Air humidity sensor;
Wind sensor;

Light sensor;

Water level sensor.

Geography and
position

Forest geographic information:
Terrain [b-1SO 10788];
Elevation [b-1SO 20524-1];
Slope [b-1SO 6707-1];

Longitude [b-1SO 22932-1];
Latitude [b-1SO 1998-6].

Lidar;

Radar;

GNSS locator;
UAS;

Camera.
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Geographic coordinates of fire
area and key focus objects [b-
ISO 7078]:

Fire area coordinates;

Rescuer coordinates;

Rescue vehicle coordinates;
Living body coordinates;
Natural reserve coordinates;
Residential area coordinates;
Important facilities coordinates;
Scenic spots coordinates;
Historical sites coordinates;
Mining area coordinates.
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Appendix 11

Use cases of 10T-based smart forest firefighting system
(This appendix does not form an integral part of this Recommendation.)
I1.1  Forest emergency network setup
Figure 11.1 shows the forest emergency network setup of smart forest firefighting system.
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Figure 11.1 — Forest emergency network setup

The geographical environment of forests is complex, and a network setup may not cover all forest
areas. Also, when forest fires occur, ground network infrastructure is vulnerable to fire damage. In
order to monitor fire related information in the forest environment in real time, a smart forest
firefighting system needs to establish a forest emergency network to ensure that data in the forest
environment can be transmitted in real time.

In Figure 11.1, the sensing and actuating system deployed in the forest in the smart forest
firefighting system consists of a series of UAS sub-systems and ground sub-systems (The number
and distribution density of each sub-system is according to the forest area and situation). The UAS
sub-system performs monitoring and firefighting tasks through the sensing and actuating units
mounted on the UASs, and performs flight and cruise tasks through the control of the UAS mobile
controller. The ground sub-system includes sensing devices deployed on the ground and mobile
devices carried by rescuer. At the same time, the ground sub-system can perform data transmission
through UAS relaying (Forest network A).

In the case of full network coverage of the forest, the UAS sub-system and the ground sub-system
can perform data transmission through the ground base station. When the devices are far away from
the ground base station or located in special terrain areas, the data transmission can be performed
through UAS relaying (Forest network B).
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In the case of partial network coverage of the forest or damage of the ground network infrastructure,
a satellite network can be established through emergency communication vehicles to perform data
transmission. The mobile device carried by rescuer can communicate directly with the
communication satellite (Forest network C).

The forest emergency network established through the smart forest firefighting system can upload
the data collected in the forest to the cloud platform in real time, providing users with a series of
intelligent applications and services, and enabling information interaction with external systems.

11.2  Intelligent forest mapping for firefighting

Figure 11.2 shows an example of intelligent forest mapping for firefighting, which includes fire
position, spread analysis, path planning, situation plotting, command and dispatch, etc.
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Figure 11.2 — Example of intelligent forest mapping for firefighting

Based on various types of data collected in the forest environment (audio and video data, sensor
data, geographic and position information data, etc.), the smart forest firefighting system can
provide users with intelligent forest maps that assist in firefighting, and can display the fire area,
fire position, spread trend, rescue routes, UAS flight routes, surrounding resource positions, key
focus object positions, rescuers’ positions, vehicle positions, UAS positions, etc.

As shown in Figure 11.2, based on the collected forest fire data, the smart forest firefighting system
generates a map of the fire area and fire shape automatically, predicting the fire spread trend, and
forming a one hour warning line and a two hour warning line. Based on the forest GIS data, the
system automatically marks the resources around the fire on the intelligent map, such as water
resources, etc., and automatically marks the key focus objects around the fire, such as residence
community, animal reserve areas, etc. The system automatically plans rescue routes based on forest
terrain information and displays them on the intelligent map, including rescuers' routes and vehicle
routes. The system automatically plans UAS flight routes and delivery points for firefighting
materials and supplies based on the centre position of the fire. The real-time positions of rescuers,
vehicles, and UASs can be also displayed.
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