DECLARATION ON CYBERSECURITY IN CIVIL AVIATION
DUBAI, UNITED ARAB EMIRATES
4 TO 6 APRIL 2017

We the Officials and representatives from the States and regional and international organizations listed
in the Annex, participating in the summit on cyber security in civil aviation convened by the
International Civil Aviation Organization (ICAO) in Dubai, United Arab Emirates from 4 to 6 April
2017, to address challenges to aviation resulting from cyber threats;

Recalling the Convention on the Suppression of Unlawful Acts Relating to International Civil
Aviation, and the Protocol Supplementary to the Convention for the Suppression of Unlawful Seizure
of Aircraft Done at Beijing on 10 September 2010 (Beijing Instruments);

Recalling further the ICAO Assembly Resolution A39-19: Addressing Cybersecurity in Civil
Aviation, and the importance and urgency of protecting civil aviation’s critical infrastructure systems
and data against cyber threats by, inter alia:

a) implementing global, regional and State-level strategies on cybersecurity in civil aviation
based on a shared vision;

b) increasing the resilience of the global aviation system against cyber threats that may
jeopardize the safety, security and efficiency of civil aviation; and

c) reaffirming the prominent role of ICAO as aviation’s highest-level forum for addressing
collaboratively cybersecurity in civil aviation;

Mindful of the challenges in safeguarding civil aviation against cyber threats in a demanding and
continuously evolving aviation cybersecurity environment;

Noting that in many cyber incidents affecting the safety and security of civil aviation, their actors are
focused on malicious intent, disruption of business continuity and theft of information for political,
financial or other motivations;

Recognizing that cyber incidents can affect critical civil aviation systems worldwide with
catastrophic consequences, including the availability of information and communications technology
systems, and the integrity and confidentiality of data, all of which the aviation sector is increasingly
reliant on; and

Considering the need to facilitate and encourage initiatives worldwide aimed at addressing
cybersecurity in a collaborative, comprehensive and cross-cutting manner;



Declare that:

1.

It is the responsibility of States to act in such a way as to mitigate the risk posed by cyber
threats, to build their capability and capacity to address such threats in civil aviation, and to
ensure their legislative framework is appropriately established to take action against actors of
cyber-attacks;

Cyber capabilities applied to aviation should be used exclusively for peaceful purposes and
only for the benefit of improving safety, efficiency and security;

Collaboration and exchange between States and other stakeholders is the sine qua non for the
development of an effective and coordinated global framework to address the challenges of
cybersecurity in civil aviation;

Cybersecurity matters must be fully considered and coordinated across all relevant
disciplines within State aviation authorities;

Cyber-attacks against civil aviation must be considered an offense against the principles and
arrangement for the safe and orderly development of the international civil aviation; and

The ratification and entry into force of the Beijing Instruments would ensure that a cyber-
attack on international civil aviation is considered an offence, would serve as an important
deterrent against activities that compromise aviation safety by exploiting cyber vulnerabilities,
and therefore it is imperative that all States and ICAO work to ensure the early entry into
force and universal adoption of the Beijing Instruments, as called for in ICAO Assembly
Resolution A39-10: Promotion of the Beijing Convention and Beijing Protocol of 2010; and

Reiterate our commitment to the development of a robust, efficient and sustainable civil aviation

system.

Done in Dubai, United Arab Emirates, on this 6th day of April 2017.

— END —



