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SUMMARY
This paper provides the Meeting with a review of the Global and
Regional AVSEC Developments and Activities.
References:
. AVSEC COMM/3 and 4
. State Letter SP 48/1-06/19 dated 24 March 2006
. Annex 17, Amendment 11
. Annex 9, Machine Readable Travel Documents
. Security Manual for Safeguarding Civil Aviation Against Acts
of Unlawful Interference (Doc 8973)
° ICAO Universal Security Audit Programme (USAP)
1. Introduction
1.1. This paper presents to the Meeting ICAO’s recent AVSEC global and regional activities
and developments.
2. Annex 17 and the Security Manual
2.1 On 30 November 2005, the Council adopted Amendment 11 to Annex 17 prescribing 10

April 2006, as the date on which it would become effective and 1 July 2006 as the applicability date.
Amendment 11 arises from the proposals o the sixteenth and seventeenth meetings of the Aviation
Security (AVSEC) Panel held in May 2004 and March/April 2005, respectively. It has been developed in
accordance with Council’s action in pursuance of Assembly Resolution A35-9, consolidated statement of
continuing ICAO policies related to the safeguarding of international civil aviation against acts of
unlawful interference. Annex 17 provisions were thoroughly reviewed in order to further clarify the
wording of exiting Standards and Recommended Practices (SARPs) to facilitate both their common
interpretation by Contracting States and their ease of auditing under the ICAO Universal Security Audit
Programme (USAP), as well as to ensure that the measures in Annex 17 are commensurate with the level
of threat. Amendment 11 covers the following: applicability of Annex 17; reinforcement of national civil
aviation security control programme provisions; In-Flight Security Officers (IFSOs); general aviation and
aerial work; one-stop security concept for passengers and baggage; risk assessment concept; security for
all-cargo operations; and definitions. The letter which was sent out to States on 30 November 2005 is set
forth in Appendix A to this paper.
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2.2 The Security Manual of Safeguarding Civil Aviation Against Acts of Unlawful
Interference (Doc 8973) offers leadership and detailed guidance to States relating to the interpretation and
implementation of the Standards and Recommended Practices contained in Annex 17. The manual as
most of you already know is restricted for distribution only to those individuals and organizations
authorized by their State’s appropriate authority. The manual is a highly useful tool for personnel
engaged in national airline or airport AVSEC programmes, as well as for consultants or other private
companies that specialize in the provision of AVSEC services and expertise. It provides detailed
information and guidance to enable compliance with Annex 17 provisions relating to:

. AVSEC operations and personnel training;
. Detection devices and other AVSEC technologies;
. General equipment selection, procurement and maintenance and procedures; and
. The development of an effective State AVSEC legal framework.
2.3 The Aviation Security and Facilitation Branch (S&F) is also currently developing a

guidance manual on “The Establishment and Management of a State’s Security Oversight System”, a
manual which would enable States in their effort to establish a robust aviation security oversight systems
and also prepare the road for the audit of State’s security oversight capability expected to commence in
2008. This manual is expected to be published during the third quarter of 2006.

3. Restructuring of the Security and Facilitation Branch
3.1 The Security and Facilitation Branch have been restructured into two branches,

Specification and Guidance Material (SGM) and Coordinated Assistance and Development Section
(CAD). The new CAD formerly the AVSEC Section is responsible for the management of:

a) the Aviation Security Coordinated Assistance Programme ;
b) future implications for aviation security; and
c) management of the Aviation Security Training Programme
3.2 The programme was recently approved by the ICAO Council and is intended to permit

Contracting States to:

a) remedy their aviation security deficiencies revealed during the course of the
ICAO aviation security audits conducted under the Universal Aviation Security
Audit Programme;

b) establish a sound aviation security infrastructure in accordance with ICAO
Annex 17 and all relevant ICAO aviation security guidance material; and
c) assist States to address emerging aviation security challenges.
3.3 The programme is being launched and implemented of its projects will commence in

April 2006. It will be coordinated with other regional aviation bodies and UN agencies that are involved
in combating acts of unlawful interference. The programme will be also coordinated with States that have
expert and financial resources in aviation security and are willing to join ICAO in assisting States.
Furthermore, CAD will continue to provide assistance under the Aviation Security Plan of Action.
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4, Future Implications for aviation security
4.1 In today’s world many facts have impact in the field of aviation security. These factors

include legislation changes, regulatory policy, field operations, technology, aircraft and airport design and
engineering as well as new and emerging threats. In an effort to stay ahead of its many challenges, ICAO
is launching an initiative to deal with those developmental issues that impact aviation security. This
initiative entails an outreach to Member States to introduce them to future challenges in aviation security,
and also collaboration with industry partners such as airport and aircraft operators, aircraft and security
equipment manufactures. This approach will help States keep up with all new and emerging challenges to
aviation security.

5. Recruitment of AVSEC Professionals

51 With the launch of a new ICAO strategy for aviation security assistance and
development, and considering the continuously evolving and increasingly challenging nature of the
aviation security field, the coordinated Assistance and Development Section (CAD) in the Aviation
Security and Facilitation Branch, and Technical cooperation Bureau, are in the process of compiling a
new roster of aviation security professionals. These professionals, if successfully recruited as short term
experts will carry out ICAO aviation security missions to help ICAO contracting States; a) develop a
sound aviation security infrastructure; b) correct aviation security deficiencies as revealed by the
universal ICAO Aviation security programme, c) deal with new and emerging threats; d) teach ICAO
aviation security training courses. The new list will be compiled based on merit and professional
experience in aviation and aviation security. The prerequisites included in Appendix B are required for
all potential candidates.

52 Anyone who meets these requirements and may be interested in carrying out aviation
security missions on behalf of ICAQ is encouraged to submit his/her resume to: Jhaidar@icao.int, and
copy Mrs. Wendy Kiley-Valiquet, wkiley-valiquet@icao.int. States are encouraged to forward this
information to anyone qualified individuals in their administrations.

6. Aviation Security Training Programme

6.1 ICAO has established a network of 16 designated Aviation Security Training Centres
(ASTC) around the world three which are in the CAR/SAM regions. Every year, ICAO publishes and
annual aviation security training programme incorporating courses in the various disciplines of the
aviation security field which are conducted at the ASTCs. The 2006 Regional ASTCs schedule is as
follows:

6.2 The course programme of the ICAO Regional Aviation Security Training Centre (ASTC)
in Port of Spain, Trinidad and Tobago, is as follows:
. Airport Security Programme Workshop
3-7 April 2006 (5 working days)
o Screener Certification Workshop

1-5 August, 2006 (5 working days)
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6.3 The course programme of the ICAO Regional Aviation Security Training Centre (ASTC)
in Quito, Ecuador (Spanish), is as follows:
. National Civil Aviation Security Programme Workshop
1-5 September 2006 (5 working days)

. Hostage Negotiation
1-5 October 2006 (5 working days)

6.4 The course programme of the ICAO Sub-Regional Aviation Security Training Centre
(ASTC) in Buenos Aires, Argentina (Spanish), is as follows:
. Airport Security Programme Workshop
15-19 May 2006 (5 working days)
. Instructors Certification

1-5 December 2006 (5 Working days)

6.5 CAD is responsible for the development of all Aviation Security Training Packages
(ASTP) that are provided to all members of the ASTC network. CAD is also planning to develop new
aviation security training packages during 2006, to include airport and aircraft security design, new and
emerging threats in civil aviation, screener certification and national quality control.

6.6 In 2005, the following new training packages were made available:
. ASTP/Airport Design (English, French, Spanish)
. ASTP/Quality Control (English, French, Spanish)
. ASTP/National Auditors-Inspectors (English, French, Spanish)
. ASTP/Certification of AVSEC Instructors (English, French, Spanish)
. ASTP/Certification of AVSEC Staff (English)

7. Annex 9 and Machine Readable Travel Documents

7.1 Through its Aviation Security and Facilitation Branch (S&F), ICAO pursues the
objective to facilitate and strengthen border clearance and security measures in airports and to reduce
landside congestion, with a three-part strategy: standardization of passports, visas and other travel
documents; improvement of inspection processes with the use of modern technology; and tackling of
related security problems. Priority of the programme include: updating of Standards and Recommended
Practices in Annex 9- Facilitation; development and implementation of specification for machine readable
travel documents (MRTDs) including identity confirmation with biometrics; modernization of border
control processes; security and facilitation of the international supply chain; and contingency measures to
address health emergencies of international concern.

7.2 The Facilitation Division and the Facilitation Panel assist the Council and Air Transport
Committee with amendments to Annex 9. The Technical Advisory Group on Machine-Readable Travel
Documents (TAG/MRTD) assists the Secretariat with updating the specifications for MRTDs in the Doc
9303 series. The Secretariat uses regional seminars, Universal Implementation of the MRTD Programme,
regional staff missions and a network of Facilitation contact persons to promote the implementation of the
aforementioned standards and specifications.
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7.2.1 Selected Relevant Documents:
. Annex 9- Facilitation (12 Edition, 2005)
. Doc 9303, Part 1 to 3: Machine Readable Travel Documents
. Circular 309: Passenger Name Record (PNR) Data (April 2006)
7.2.2 Reports of Recent Meetings:
. TAG-MRTD/16- Report of the Sixteenth Meeting of the Technical Advisory
Group on Machine Readable Travel Documents (26 to 28 September 2005)
. Symposium on ICAO-Standard MRTDs and Biometric Enhancement (with
exhibition):

Web site: http://www.icao.int/icao/en/atb/fal/MRTDsymposium/index.html
MRTD Web site: www.icao.int/mrtd

8. ICAO Universal Security Audit Programme (USAP)

8.1 The ICAO USAP AVSEC Audits in States commenced in November 2002 and are
currently being conducted on the basis of the audit schedule sent to States. As of 31 March 2006, 114
audit missions have been conducted, 40 of which took place in 2005. Five Follow-up visits in the region
were conducted in 2005, at Bolivia, Jamaica, Suriname, Trinidad and Tobago and Paraguay. Seven of
these Follow-up visits are scheduled for 2006, at Cuba, El Salvador, Honduras, Mexico, Nicaragua, Peru
and Venezuela. An audit activity report detailing the audits conducted is set forth in Appendix C to this

paper.

8.2 The audit schedule relating to missions to be conducted in 2006 and 2007 as attached to
this paper as Appendices D and E. Eight Audits are scheduled in the region for 2006, at Argentina,
Barbados, Dominican Republic, Grenada, Guyana, Saint Lucia, Saint Vincent and the Grenadines and
Uruguay. And three Audits are scheduled for 2007, at Belize, Haiti and Panama. Audit Schedule
involves actual mission dates which will be coordinated directly with the State concerned. Four to six
months prior to the date of the audit, Contracting States scheduled for an audit mission will be sent a
customized Memorandum of Understanding (MoU) for confirmation of agreement on its terms, based
upon the model bilateral MoU endorsed by the Council of ICAO.

9. Organization of American States (OAS) Counter Inter-American Committee
Against Terrorism (CICTE)

9.1 The Organization of American States (OAS) Counter Inter-American Committee Against
Terrorism (CICTE) offered thirty (30) fellowships for National Aviation Security Officials in the region
wishing to attend the Hold Baggage Screening Seminar/Meeting on 28 November 2005, at Monterrey,
Mexico. Twenty-four (24) fellowships were processed by OAS/CICTE for this event and their Director,
Kevin Newmeyer was in attendance. He recently stated that OAS/CICTE plan to continue to work with
ICAO and support ICAO sponsored AVSEC training events by offering more fellowships for 2006.

9.2 States have encountered difficulties in funding AVSEC/COMM members and National
AVSEC Officials wishing to attend annual meetings; therefore, the ICAO NACC Office plans to
approach OAS/CICTE to support this very important event to ensure the Regional AVSEC experts
attendance.
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10. ICAO/Canada Aviation Security Awareness Training Programme Phase 11
10.1 Transport Canada and ICAO are currently working to complete a proposal called

“Counter Terrorism Capacity Building Programme” which entails aviation security (AVSEC) workshops,
courses and seminars in the CAR/SAM Regions from 2006-2009, targeted for the Civil Aviation
Aeronautical Authorities and may include airports, air operators and airport policing authorities. The
AVSEC topics for these events will include but are not limited to Airport Security Programme, National
Civil Aviation Security Programme, National Quality Control Programme, Passenger Screening, Cargo
Security Programme and Human Factors.

11. Aviation Security/Facilitation Seminar at the Dominican Republic

111 The ICAO Technical Cooperation Bureau plan to host a Aviation Security and
Facilitation Seminar at Santo Domingo, Dominican Republic on 27-30 June 2006. The event is being
coordinated with the ICAO Security and Facilitation Branch (S&F) and the ICAO NACC Office. The
topics are Annex 17 Amendment 11, Annex 9, Quality Control, Biometrically Enhanced (ePassport),
Hold Baggage Screening, Changes in the S&F Branch, Machine Readable Travel Documents, USAP
Programme, AVSEC COMM Initiatives, Air Cargo Security, Border Control & Clearance, Threat and
Risk Assessment, Passenger/Baggage Screening and Human Factors.

12. Action Required by the Meeting
121 The Meeting is invited to note the content of this paper and take any action which is

considered appropriate to encourage regional cooperation and timely implementation by States of the new
AVSEC requirements.

DRAFT
CONCLUSION 5/X ANNEX 17, AMENDMENT 11 RESOLUTION OF ADOPTION
That the:
a) States which have not done so, inform ICAO of any part of Amendment 11
concerning which their Government register disapproval using the appropriate
form:;

b) States before 1 June 2006 inform ICAO of the following using the appropriate
form:;

1) any differences that will exist on 1 July 2006 between the national
regulations or practices and the provisions of the Annex 17 to include
Amendment 11 and thereafter of any further differences that may arise,
in accordance with the obligation imposed by Article 38 of the ICAO
Convention; and

2) the date or dates by which the States will have complied with the
provisions of Annex 17, including Amendment 11.
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DRAFT
CONCLUSION 8/X RECRUITMENT OF AVSEC PROFESSIONALS

That the States:

a) review the ICAO prerequisites and forward this information to AVSEC qualified
individuals in their administrations; and

b) encourage qualified individuals to apply with ICAO to assist States with the
enhancement of their AVSEC Programmes



AMENDMENT No. 11
TO THE

INTERNATIONAL STANDARDS
AND RECOMMENDED PRACTICES

SECURITY

SAFEGUARDING INTERNATIONAL CIVIL AVIATION
AGAINST ACTS OF UNLAWFUL INTERFERENCE

ANNEX 17

TO THE CONVENTION ON INTERNATIONAL CIVIL AVIATION

The amendment to Annex 17 contained in this document was adopted by the
Council of ICAO on 30 November 2005. Such parts of this amendment as
have not been disapproved by more than half of the total number of
Contracting States on or before 10 April 2006 will become effective on that
date and will become applicable on 1 July 2006 as specified in the
Resolution of Adoption.
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AMENDMENT 11 TO THE INTERNATIONAL STANDARDS
AND RECOMMENDED PRACTICES

SECURITY — ANNEX 17
RESOLUTION OF ADOPTION
The Council

Acting in accordance with the Convention on International Civil Aviation, and
particularly with the provisions of Articles 37, 54 and 90 thereof,

1. Hereby adopts on 30 November 2005 Amendment 11 to the International Standards and
Recommended Practices contained in the document entitled Security — Safeguarding International Civil
Aviation Against Acts of Unlawful Interference, which for convenience is designated Annex 17 to the
Convention;

2. Prescribes 10 April 2006 as the date upon which the said Amendment shall become
effective, except for any part thereof in respect of which a majority of the Contracting States have
registered their disapproval with the Council before that date;

3. Resolves that the said Amendment or such parts thereof as have become effective shall
become applicable on 1 July 2006;

4. Requests the Secretary General:

a) to notify each Contracting State immediately of the above action and immediately
after 10 April 2006 of those parts of the Amendment which have become effective;

b) to request each Contracting State:

1) to notify the Organization (in accordance with the obligation imposed by Article
38 of the Convention) of the differences that will exist on 1 July 2006 between its
national regulations or practices and the provisions of the Standards in the Annex
as hereby amended, such notification to be made before 1 June 2006, and
thereafter to notify the Organization of any further differences that arise;

2) to notify the Organization before 1 June 2006 of the date or dates by which it will
have complied with the provisions of the Standards in the Annex as hereby
amended;

c) to invite each Contracting State to notify additionally any differences between its
own practices and those established by the Recommended Practices, when the
notification of such differences is important for the safety of air navigation, following
the procedure specified in subparagraph b) above with respect to differences from
Standards.



NOTES ON THE PRESENTATION OF THE PROPOSED AMENDMENT TO ANNEX 17

The text of the proposed amendment is arranged to show deleted text with a line through it and new text
highlighted with grey shading, as shown below:

1. Fext-to-be-deletedisshown-with-aline-through-it text to be deleted

2. New text to be inserted is highlighted with grey shading new text to be inserted

3. TFext-to-be-deletedisshown-with-atine-throughitfollowed new text to replace existing text
by the replacement text which is highlighted with grey shading
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TEXT OF AMENDMENT 11 TO

INTERNATIONAL STANDARDS
AND RECOMMENDED PRACTICES

SECURITY

ANNEX 17

TO THE CONVENTION ON INTERNATIONAL CIVIL AVIATION

CHAPTER 1. DEFINITIONS

Airside. The movement area of an airport, adjacent terrain and buildings or portions thereof, access to
which is controlled.

Aircraft Security Check. An inspection of the interior of an aircraft to which passengers may have had

access and an inspection of the hold for the oses of discovering suspicious objects, weapons,
explosives or other dangerous devices
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Background Check. A check of a person’s identity and previous experience, including _
any criminal history; tate, as part of the assessment of an individual’s
suitability for unescorted access to a security restricted area.

Cargo. Any property carried on an aircraft other than mail, stores and accompanied or mishandled
baggage.

Human Factors Principles. Principles which apply to design, certification, training, operations and
maintenance and which seek safe interface between the human and other system components by proper
consideration to human performance.

Human Performance. Human capabilities and limitations which have an impact on the safety, security
and efficiency of aeronautical operations.

Regulated Agent. An agent, freight forwarder or any other entity who conducts business with an operator
and provides security controls that are accepted or required by the appropriate authority in respect of

cargos-eourier-and-express-pareels or mail.

Screening. The application of technical or other means which are intended to identify and/or detect
weapons, explosives or other dangerous devices which may be used to commit
an act of unlawful interference.

Note.— Certain dangerous articles or substances are classified as dangerous goods by Annex 18 and
the associated Technical Instructions for the Safe Transport of Dangerous Goods by Air (Doc 9284) and
must be transported in accordance with those instructions

Security. Safeguarding civil aviation against acts of unlawful interference. This objective is achieved by a
A combination of measures and human and material resources intended-to—safegunard—eivil-aviation



—

Security Control. A means by which the introduction of weapons, explosives or other dangerous devices,
which may be u&l-x—zed—- to commit an act of unlawful interference can be

prevented.

passenger departure areas between the screening checkpoint and the aircraft, the ramp, baggage make-
up areas,
cargo sheds, mail centres, airside catering and aircraft cleaning premises.

Unidentified Baggage. Baggage at an airport, with or without a baggage tag, which is not picked up by or
identified with a passenger.

CHAPTER 2. GENERAL PRINCIPLES
2.1 Objectives

2.1.1 [Each Contracting State shall have as its primary objective the safety of passengers, crew,
ground personnel and the general public in all matters related to safeguarding against acts of unlawful
interference with civil aviation.

2.1.2  Each Contracting State shall establish an organization and develop and implement regulations,
practices and procedures to safeguard civil aviation against acts of unlawful interference taking into
account the safety, regularity and efficiency of flights.



Editorial Note.— Existing paragraph 2.1.3 moved to Section 2.2.

2.1.4 Recommendation.— Each Contracting State should ensure appropriate protection of aviation
security information.

Note 1.— Guidance material on achieving civil aviation security objectives through application of the
Standards and Recommended Practices in the following chapters is to be found in the Security Manual
for Safeguarding Civil Aviation Against Acts of Unlawful Interference (Doc 8973 — Restricted).

Note 2.— The comprehensive aviation security training material to assist States in achieving civil
aviation security objectives is contained in the ICAO Training Programme for Aviation Security
comprising a series of Aviation Security Training Packages (ASTPs).

2.2 Applicability

2.2.1 Each Contracting States shall apply the Standards and shall endeavour to apply the
Recommended Practices contained in Annex 17 to international civil aviation operations.

2143222 Each Contracting State shall ensure that prineiples—governing—measures designed to
safeguard against acts of unlawful interference with—internationaleivilaviation are applied to domestic
operations to the extent practicable, based upon a security risk assessment carried out by the relevant
national authorities.

2:2-2.3 Security and facilitation

Recommendation.— FEach Contracting State should whenever possible arrange for the security
controls and procedures to cause a minimum of interference with, or delay to the activities of, civil
aviation provided the effectiveness of these controls and procedures is not compromised.

23-2.4 International cooperation

231241 Each Contracting State shall ensure that requests from other Contracting States for speetal
additional security eentrels measures in respect of a specific flight(s) erspeeified-flights by operators of
such other States are met, as far as may be practicable. The requesting State shall give consideration to
alternative measures of the other State that are equivalent to those requested.

232242 Each Contracting State shall cooperate with other States in—relation—to—theirrespeetive
national-eivi-aviation seeurity programmes-in the development and exchange of information concerning

national civil aviation security programmes, training programmes and quality control programmes, as

necessary.




234243 Each Contracting State shall establish and implement procedures to share with other
Contracting States threat information that applies to the aviation security interests of those States, to the
extent practicable.

235244 Each Contracting State shall previde establish and implement suitable protection and
handling procedures for sensitive security information shared by other Contracting States, or sensttive
security information that affects the security interests of other Contracting States, in order to ensure that
inappropriate use or disclosure of such information is avoided.

2.4.5 Recommendation.— Each Contracting State should share, as appropriate, and consistent with
its sovereignty, the results of the audit carried out by ICAO and the corrective actions taken by the
audited State if requested by another State.

ebfeeaws—[See 2 51]

237 24.6 Recommendation.— Each Contracting State should include in each of its bilateral

agreements on air transport a clause related to aviation security, taking into account the model clause
developed by ICAO.

238 2.4.7 Recommendation.— Each Contracting State should make available to other Contracting
States on request a written version of the appropriate parts of its national civil aviation security

programme.

2.4.8 Recommendation.— FEach Contracting State should notify ICAO where it has shared
information under 2.4.5.

2425 Equipment, research and development
2432.5.1 Recommendation.— Each Contracting State should promote research and development
of new security equipment, processes and procedures which will better achieve civil aviation security

objectives and should co-operate with other Contracting States in this matter.

2422.5.2 Recommendation.— Each Contracting State should ensure that the development of new
security equipment takes into consideration Human Factors principles.

Note.— Guidance material regarding Human Factors principles can be found in the Human Factors
Digest — Human Factors in Civil Aviation Security Operations® (Do¢c 9808) and in Part 1, Chapter 4 of
the Human Factors Training Manual (Doc 9683).

CHAPTER 3. ORGANIZATION

3.1 National organization and appropriate authority

3.1.1 Each Contracting State shall establish and implement a written national civil aviation security
programme to safeguard civil aviation operations against acts of unlawful interference, through

il-n—p*epaf&t—ieﬁ



regulations practices and procedures which take into account the safety, regularity and efficiency of
flights.

3.1.2 Each Contracting State shall designate and specify to ICAO an appropriate authority within its
administration to be responsible for the development, implementation and maintenance of the national
civil aviation security programme.

212and311]

344 3.1.3 Each Contracting State shall keep under constant review the level of threat to civil
aviation eperatiens—within its territory, and establish and implement policies and procedures to adjust
relevant elements of its national civil aviation security programme accordingly, based upon a security risk
assessment carried out by the relevant national authorities.

Note.— Guidance material regarding threat assessment and risk management methodologies can be
found in the Security Manual for Safeguarding Civil Aviation against Acts of Unlawful Interference
(Doc 8973 — Restricted).

3153.1.4 Each Contracting State shall require the appropriate authority to define and allocate tasks
and coordinate activities between the departments, agencies and other organizations of the State, airport
and aircraft operators and other entities concerned with or responsible for the implementation of various
aspects of the national civil aviation security programme.

3146 3.1.5 Each Contracting State shall establish a national aviation security committee or similar
arrangements for the purpose of coordinating security activities between the departments, agencies and
other organizations of the State, airport and aircraft operators and other entities concerned with or
responsible for the implementation of various aspects of the national civil aviation security programme.

31+73.1.6 Each Contracting State shall require the appropriate authority to ensure the development
and implementation of a national training programmes te-ensure-the-effeetiveness-efits-for personnel of
all entities involved with or responsible for the implementation of various aspects of the national civil

aviation security programme. These This training programmes shall-inelude—training—ofeivil-aviation
seetritypersonnelnhumanperformanee be designed to ensure the effectiveness of the national civil

aviation security programme.

3.1.7 Recommendation.— Each Contracting State should ensure that trainers and training
programmes meet standards defined by the appropriate authority.

3.1.8 Each Contracting State shall ensure that the appropriate authority arranges for the supporting
resources and facilities required by the aviation security services to be available at each airport serving
international civil aviation.



3.1.9 Recommendation.—— FEach Contracting State sheuld-shall make available to its airport and
aircraft operators operating in its territory and other entities concerned, a written version of the
appropriate parts of its national civil aviation security programme and/or relevant information or
guidelines enabling them to meet the requirements of the national civil aviation security programme.

3.2 Airport operations

3.2.1 Each Contracting State shall require each airport serving international civil aviation to
establish,—and implement and maintain a written airport security programme appropriate to meet the
requirements of the national €ivil aviation security programme.

3.2.2 Each Contracting State shall arrange—for—ensure that an authority at each airport serving
international civil aviation te-be-i§ responsible for coordinating the implementation of security controls.

3.2.3 Each Contracting State shall arrange—for-the-establishment-ef-ensure that an airport security

committee at each airport serving international civil aviation is established to assist the authority
mentioned under 3.2.2 in its role of coordinating the implementation of security controls and procedures
as specified in the airport security programme.

Editorial Note.— Existing paragraphs 3.2.4 and 3.2.5 have been moved to Section 5.1.

326 3.24 Each Contracting State shall ensure that airport design requirements, including the
architectural and infrastructure-related requirements necessary for the eptimum-implementation of eivil
aviation-the security measures in the national civil aviation security programme, are integrated into the
design and construction of new facilities and alterations to existing facilities at airports.

3.3 Aircraft operators

3.3.1 Each Contracting State shall require-ensure that commercial air transport operators providing
service from that State te-have established, and-implemented and maintained a written operator security
programme apprepriate-to-that meets the requirements of the national civil aviation security programme
of that State.

3.3.2 Recommendation— FEach Contracting State should ensure that each entity conducting
general aviation operations, including corporate aviation operations, using aircraft with a maximum
take-off mass greater than 5,700 kg, has established, implemented and maintained a written operator
security programme that meets the requirements of the national civil aviation security programme of that
State.



332 - Recommendation.— Each Contracting State should take into account the ICAO model

as a basis for operators’ security programmes

Séé—- Recommendation.— Each Contracting State should require operators providing service
from that State and participating in code-sharing or other collaborative arrangements with other
internationat operators to notify the appropriate authority of the nature of these arrangements, including
the identity of the other operators.

3.4 Quality control

3.4.1 Each Contracting State shall ensure that the persons implementing security controls are subject
to background checks and selection procedures.

3.4.2 Each Contracting State shall ensure that the persons implementing security controls
are appropriately trained u
duties and that appropriate records are maintained ﬁ Relevant standards of performance shall be
established and initial and periodic assessments shall be introduced to maintain those standards.
3.4.3 Each Contracting State shall ensure that the persons carrying out screening operations are
certified accordini to the reﬂuirements of the national civil aviation security programme _

3.4.4 Each Contracting State shall require the appropriate authority to ensure—the—development,
implementatien and main a national civil aviation security quality control programme to
the effectiveness of its national civil aviation security

programme.

Each Contracting State shall-arrange—for—surveys—to—identify—seeurity needs,—arrange—for

345




374—.6- Each Contracting State concerned with an act of unlawful interference shall require its
appropriate authority to re-evaluate security controls and procedures and in a timely fashion take action
necessary to remedy weaknesses so as to prevent recurrence. These actions shall be
te-ICAO.

CHAPTER 4. PREVENTIVE SECURITY MEASURES

4.1 Objective

Each Contracting State shall establish measures to prevent weapons, explosives or any other dangerous
devicesh which may be used to commit an act of unlawful interference, the carriage

or bearing of which is not authorized, from being introduced, by any means whatsoever, on board an
aircraft engaged in nternational civil aviation.

Editorial Note.— Section 4.7 has been moved to 4.2

4—7—1- Each Contracting State shall ensure that securlty restr1cted areas are estabhshed at each
a1rport servmg mtem&ﬁeﬁal ClVll aviation-and-tha dures-and-iden : sstems-are-implemented
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4—7—2- Each Contracting State shall ensure that apprepriate—seeurity—econtrols,—including
background checks i

on persons other than passengers granted unescorted access to security
restricted areas of the airport;-are-implemented prior h
4—7%- Each Contracting State shall i
W the movement of persons and vehicles to and from the aircraft

in order to prevent unauthorized access to aircraft.

475, Reeemmendation——FEach Contracting State shea}d—- ensure tha_

of persons other than passengers being granted access to security restricted areas, together with
items carried, are screenedl—at—faﬂdem in accordance with risk

assessment carried out by the relevant national authorities.

4.—7—.4- Recommendation.— Each Contracting State should ensure that identi
issued to aircraft crew members

documents

to the relevant specifications set forth in Doc 9303, Machine Readable Travel
Documents.

4—7—6- Recommendation.— Each Contracting State should ensure that checks specified in 472
- be reapplied on a regular basis to all persons granted unescorted access to security restricted
areas.

4.—2. Measures relating to aircraft

of originating aircraft

4.—2%—. Each Contracting State shall ensure that aircraft security checks
i i i i are performed

4—2—2- Each Contracting State shall M measures taken i
to ensure that—disembarking passengers
W do not leave items on board the aircraft-attransit-stops-on-its
HFpOFts.
4t.—ZéWntracting State shall require its _ operators to take adequate
measures

to ensure that during flight unauthorized persons are prevented from entering the
flight crew compartment.




43. Measures relating to passengers
and their cabin baggage

3= Each Contracting State shall establish measures to ensure that originating passengers .
and their cabin baggage are screened prior to boarding an aircraft

Lind el civil aviats :

3. Each Contracting State shall ensure that transfer and-transit-passengers of commercial air
and their cabin baggage are subjected—to—adequate——sectrity—eontrols—to—prevent

g takeh o boarGaifcratt-Chigaged H HitCthational Civit aviationopete

=—If mixing or contact does take place, the passengers
concerned and their cabin baggage shall be re-screened before boarding an aircratft.

-474-. Measures relating to hold baggage

4:4.—1—- Each Contracting State shall establish measures to ensure that _ hold baggage is
j i i prior to being loaded into an aircraft engaged in
operations

4:4.—2—- Each Contracting State shall establish-measures—to-ensure that . hold baggage intended
i i is protected from unauthorized

interference from the point it is
an-aireraft
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4—4%- Each Contracting State shall establish-measures—to—ensure that _

operators when-providingservice-from-that-State-do not transport the baggage of passengers who are not
on board the a1rcraft unless that baggage subjected to apprepriate
screening.

4 Each Contractlng State shall esfeabhsh—measafes—te—ensure that aircraft
operators waen e3P e 3 3 an

hold baggage which

4- Recommendation.— Each Contracting State should take—the—necessary—measnres—to
umdentlf ed baggage—w—piaeed—m—a—pm%eeted—and—:&slated
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45 . Measures relating to
cargo, mail and other goods

4é74—- Each Contracting State shall establish-measures—to—ensure that catering, supplies—and
operaters—stores and supplies intended for carriage on passenger flights are subjected to
appropriate security controls

476. Measures relating to
special categories of passengers
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4.63-4.7.2 Each Contracting State shall regquire—ensure that operators providing service from that
State;te include in their security programmes, measures and procedures to ensure safety on board their
aircraft when passengers are to be carried who are obliged to travel because they have been the subject of
judicial or administrative proceedings.

4:61+4.7.3 Each Contracting State shall establish-measureste-ensure that the aircraft operator and the
pilot-in-command are informed when passengers are obliged to travel because they have been the subject
of judicial or administrative proceedings, in order that appropriate security controls can be applied.

4:6:44.7.4 Each Contracting State shall ensure that the carriage of weapons on board aircraft, by law
enforcement officers and other authorized persons, acting in the performance of their duties, requires
special authorization in accordance with the laws of the States involved.

4.6:54.7.5 Each Contracting State shall consider requests by any other State to allow the travel of
armed personnel, including In-Flight Security Officers, on board aircraft of operators of the requesting
State. Only after agreement by all States involved shall such travel be allowed.

4.6:64.7.6 Each Contracting State shall ensure that the carriage of weapons in other cases is allowed
only when an authorized and duly qualified person has determined that they are not loaded, if applicable,
and then only if stowed in a place inaccessible to any person during flight time.

4.7.7 Each Contracting State that decides to deploy In-Flight Security Officers shall ensure that they
are government personnel who are especially selected and trained, taking into account the safety and
security aspects on board an aircraft and deployed according to the threat assessment of the competent
authority. The deployment of such officers shall be co-ordinated with concerned States and kept strictly
confidential.

4.624.7.8 Each Contracting State shall ensure that the pilot-in-command is notified as to the number
of armed persons and their seat location.

4.7—Measuresrelating-to-aceess-control

Editorial Note.— Section 4.7 has been moved to 4.2

CHAPTER 5. MANAGEMENT OF RESPONSE TO ACTS OF
UNLAWFUL INTERFERENCE

5.1 Prevention

5.1.1 Each Contracting State shall establish measures, when reliable information te-safeguard-aireraft
when—a—well-founded—suspicion—exists that the—an aircraft may be subjected to an act of unlawful
interference; to safeguard the aircraft if it is still while—on the ground and to provide as much prior
notification as possible of the arrival of such aircraft to relevant airport authorities and air traffic services
of the States concerned if the aircraft has already departed.

5.1.2  Each Contracting State shall establish-precedures,—which-include—neotification—to-the-operator;

for-inspeectingaireratt-whena-wel-founded-suspieion-ensure, when reliable information exists that the-an
aircraft may be the-ebjeet-of subjected to an act of unlawful interference, that the aircraft is searched for
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concealed weapons, explosives or other dangerous devices, articles or substances. Prior notification of the
search shall be provided to the operator concerned.

5.1.3 Each Contracting State shall ensure that arrangements are made forthe-to investigateion, render
safe and/or disposgal of, if necessary, efsuspected sabetage-dangerous devices or other potential hazards

at airports-serving-international-etvil-aviation.

324514 Each Contracting State shall ensure that contingency plans are developed and resources
made available to safeguard civil aviation against acts of unlawful interference. The contingency plans
shall be tested on a regular basis.

3255.1.5 Each Contracting State shall ensure that authorized and suitably trained personnel are
readily available for deployment at its airports serving civil aviation to assist in dealing with suspected, or
actual, cases of unlawful interference with civil aviation.

5.2 Response

5.2.1 Each Contracting State shall take adequate-appropriate measures for the safety of passengers
and crew of an aircraft, which is subjected to an act of unlawful interference, while on the ground in the

territory of the Contracting State, which-issubjected-to-an-act-of unlawfulinterferenee-until their journey

can be continued.

5.2.2  Each Contracting State responsible for providing air traffic services for an aircraft which is the
subject of an act of unlawful interference shall collect all pertinent information on the flight of that
aircraft and transmit that information to all other States responsible for the Air Traffic Services units
concerned, including those at the airport of known or presumed destination, so that timely and appropriate
safeguarding action may be taken en route and at the aircraft’s known, likely or possible destination.

5.2.3 Each Contracting State shall provide sueh—assistance to an aircraft subjected to an act of
unlawful seizure, including the provision of navigation aids, air traffic services and permission to land as
may be necessitated by the circumstances.

5.2.4 Each Contracting State shall take measures, as it may find practicable, to ensure that an aircraft
subjected to an act of unlawful seizure which has landed in its territory is detained on the ground unless
its departure is necessitated by the overriding duty to protect human life. However, these measures need
to recognize the grave hazard attending further flight. States shall also recognize the importance of
consultations, wherever practicable, between the State where that aircraft has landed and the State of the
Operator of the aircraft, and notification by the State where the aircraft has landed to the States of
assumed or stated destination.

5.2.5 Each Contracting State in which an aircraft subjected to an act of unlawful interference has
landed shall notify by the most expeditious means the State of Registry of the aircraft and the State of the
Operator of the landing and shall similarly transmit by the most expeditious means all other relevant
information to:

a) the two above-mentioned States;

b) each State whose citizens suffered fatalities or injuries;
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¢) ecach State whose citizens were detained as hostages;

d) each Centraeting State whose citizens are known to be on board the aircraft; and

e) the International Civil Aviation Organization.

5.2.6 Recommendation.— Each Contracting State should ensure that information received as a
consequence of action taken in accordance with 5.2.2 is distributed locally to the Air Traffic Services

units concerned, the appropriate airport administrations, the operator and others concerned as soon as
practicable.

5.2.7 Recommendation.— FEach Contracting State should cooperate with other States for the
purpose of providing a joint response in connection with an act of unlawful interference. When taking
measures in their territory to free passengers and crew members of an aircraft subjected to an act of
unlawful interference, each Contracting State should use, as necessary, the experience and capability of
the State of the Operator, the State of manufacture and the State of Registry of that aircrafi.

5.3 Exchange of information
and reporting

5.3.1 Each Contracting State concerned with an act of unlawful interference shall provide ICAO with
all pertinent information concerning the security aspects of the act of unlawful interference as soon as
practicable after the act is resolved.

5.3.2 Recommendation.— FEach Contracting State should exchange information with other
Contractlng States as conszdered approprtate— on the management of response at—t-ke—sa-me—ttme—s—uppljﬁng

safégna%dmg—eml—awa-tmn—agaﬁﬁt—to an acts—of unlawful lnterference at the same time supplymg such
information to ICAO.

Editorial Note.— The Attachments, which contain extracts from other ICAO publications, will
be updated when replacement pages are issued.




NOTE ON THE NOTIFICATION OF DIFFERENCES TO ANNEX 17
AND FORM OF NOTIFICATION
(Prepared and issued in accordance with instructions of the Council)

1. Introduction

1.1 The Assembly and the Council, when reviewing the notification of differences received
in compliance with Article 38 of the Convention, have repeatedly noted that the state of such reporting is
not entirely satisfactory.

1.2 With a view to achieving a more comprehensive coverage, this note is issued to facilitate
the determination and reporting of such differences and to state the primary purpose of such reporting.

1.3 The primary purpose of reporting of differences is to promote safety and efficiency in air
navigation by ensuring that governmental and other agencies, including operators, concerned with
international civil aviation are made aware of all national rules and practices in so far as they differ from
those prescribed in the ICAO Standards.

1.4 Contracting States are, therefore, requested to give particular attention to the notification
before 1 June 2006 of differences with respect to Standards in Annex 17. The Council has also invited
Contracting States to extend the above considerations to Recommended Practices.

1.5 Contracting States are asked to note further that it is necessary to make an explicit
statement of intent to comply where such intent exists, or where such is not the intent, of the difference or
differences that will exist. This statement should be made with respect to the whole of the Annex, i.e. not
only to the latest amendment but to the whole Annex, including the amendment.

1.6 If previous notifications have been made in respect of this Annex, detailed repetition may
be avoided, if appropriate, by stating the current validity of the earlier notification.

2. Notification of differences to Annex 17, including Amendment 11

2.1 Past experience has indicated that the reporting of differences to Annex 17 has in some
instances been too extensive since some appear merely to be a different manner of expressing the same
intent.

2.2 Guidance to Contracting States on the reporting of differences to Annex 17 can only be
given in very general terms. Where the national regulations of States call for compliance with procedures
that are not identical but essentially the same as those contained in the Annex, no difference should be
reported since the details of the procedures existing are the subject of notification through the medium of
aeronautical information publications. Although differences to Recommended Practices are not notifiable
under Article 38 of the Convention, Contracting States are invited to notify the Organization of the
differences between their national regulations and practices and any corresponding Recommended
Practices contained in an Annex when the knowledge of such differences is important for the safety of air
navigation. Broadly, the determination should be based on the following criteria in so far as they are
applicable:

a) When the national regulations of a Contracting State affect the operation of
aircraft of other Contracting States in and above its territory:
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1) by imposing an obligation within the scope of an Annex which is not
covered by an ICAO Standard;

2) by imposing an obligation different in character’ from that of the
corresponding ICAO Standard;

3) by being more exacting than the corresponding ICAO Standard;
4) by being less protective than the corresponding ICAO Standard;
b) When the national regulations of a Contracting State applicable to its aircraft and

their maintenance, as well as to aircrew personnel, engaged in international air
operations over the territory of another Contracting State:

1) are different in character* from the corresponding ICAO Standard,
2) are less protective than the corresponding ICAO Standard.
c) When the facilities or services provided by a Contracting State for international

air navigation:

1) impose an obligation or requirement for safety additional to any that may
be imposed by the corresponding ICAO Standard,

2) while not imposing an additional obligation, differ in principle, type or
system from the corresponding ICAO Standard;

3) are less protective than the corresponding ICAO Standard.

23 For States that have already fully reported differences from Annex 17 or have reported
that no differences exist, the reporting of any further differences occasioned by the amendment should be
relatively straightforward; however, attention is called to paragraph 1.5 wherein it is indicated that this
statement should be made with respect to the whole of the Annex, i.e. not only to the amendment itself
but to the Annex as amended.

3. Form of notification of differences
3.1 Differences should be notified in the following form:
a) Reference: The number of the paragraphs or subparagraph in Annex 17 as

amended which contains the Standard or Recommended Practice to which the
difference relates;

" The expression “different in character” in a) 2) and b) 1) would be applied to a national regulation
which achieves, by other means, the same objective as that of the corresponding ICAO Standard and so
cannot be classified under a) 3) or 4) and b) 2).



3

b) Description of the difference: Describe the difference precisely and include any
additional information necessary to make its effect clear;

c) Remarks: Under “Remarks” indicate any reasons for the “Difference”.

3.2 The differences notified will be recorded in a supplement to the Annex, normally in the
terms used by the Contracting State when making the notification. In the interest of making the
supplement as useful as possible, please make statements as clear and concise as possible and confine
remarks to essential points. Comments on implementation, in accordance with paragraph 4 b) 2) of the
Resolution of Adoption, should not be combined with those concerning differences.

33 A pro forma to facilitate the notification of differences is given in Attachment C to State
letter AS 8/2.1-05/101.

—END —
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APPENDIX B

REQUIREMENTS FOR THE RECRUITMENT OF AVSEC PROFESSIONALS

Dear colleagues:

With the launch of a new ICAO strategy for aviation security assistance and
development, and considering the continuously evolving and increasingly challenging nature of the
aviation security field, the coordinated Assistance and Development section (CAD) in the Aviation
security and Facilitation Branch, and Technical cooperation Bureau, are in the process of compiling a new
roster of aviation security professionals. These professionals, if successfully recruited as short term
experts will carry out ICAQO aviation security missions to help ICAO contracting States; a) develop a
sound aviation security infrastructure; b) correct aviation security deficiencies as revealed by the
universal ICAO Aviation security programme, c¢) deal with new and emerging threats; d) teach ICAO
aviation security training courses. The new list will be compiled based on merit and professional
experience in aviation and aviation security. The following prerequisites are required for all potential
candidates:

Required Experience:

1. A comprehensive and working knowledge of ICAQ's Annex 17 to the convention
on International Civil Aviation (Chicago convention).

2. A comprehensive and working knowledge of ICAO Security Manual for the
safeguarding of civil Aviation from Acts of unlawful Interference. (Doc.8973).

3. Working knowledge and familiarity with ICAO Annexes 6, (Aircraft Operations)
9, (Facilitation) 14, (Aerodromes) and 18, (Dangerous Goods).

4. 10 years of domestic and international working experience in aviation security
policy, planning, organizational and operational experience.

5. Strong command of one of the 6 ICAO working languages, Arabic, Chinese,
English, French, Russian and Spanish, and one of any of the others.

6. Managerial skills in project management.

7. Working knowledge in aviation security training and familiar with the ICAO
Aviation security Training programme.

8. Appreciation of, and ability to work with, people from different cultures.

9. Ability to travel anywhere around the world, including remote and high risk
destinations.
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Desirable experience:

1. Working experience in aviation management, airport operations (air and
Iandsiqle) operations, air carrier operations, aviation-related law enforcement
operations.

2. Completion of ICAQ aviation security training courses.

3. Certification as an ICAO aviation security auditing (USAP certification).

4. Risk and threat assessment (risk models and, geopolitical applications).

5. Airport security design and planning.

6. Cabin and flight deck experience.

Anyone who meets these requirements and may be interested in carrying out aviation
security missions on behalf of ICAO is encouraged to submit his/her resume to me at Jhaidar@icao.int,
and copy Mrs. Wendy Kiley-Valiquet, wkiley-valiquet@icao.int

Also, it would be greatly appreciated if you may forward this message to anyone
qualified individuals in your administration.

Finally, while we look forward to hearing from you with the Curriculum vitae of
appropriate candidates.

Jalal

Jalal Haidar

AJ/Chief

Coordinated Assistance and Development (CAD) Section
Aviation Security and Facilitation Branch

International Civil Aviation Organization

Montreal, Quebec, Canada

H3C 5H7

Tel: 514 954 5837

Fax: 514 954 6408
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ICAO UNIVERSAL SECURITY AUDIT PROGRAMME (USAP)
AUDIT ACTIVITY REPORT

PROGRAMME IMPLEMENTATION AS OF 31 March 2006

FoLLow-uUP VISIT

STATE AIRPORTS AUDITED DATE OF AuDIT DATES
1. Antigua and Antigua V.C. Bird International Airport November 2005 2007
Barbuda (ANU)
2. Argentina Buenos Aires Ministro Pistarini Airport January 2006 2008
(EZE)
3. Bolivia La Paz El Alto International Airport (LPB) March/April 2003 December 2005
4, Brazil Rio de Janeiro International/Galeao— June/July 2005 2007
Antonio Carlos Jobim Airport (RIO)
5. Canada Toronto Pearson International Airport May 2005 2007
(YYZ2)
6. Chile Santiago Arturo Merino Benitez Airport May 2005 2007
(SCL)
7. Colombia Bogota El Dorado International Airport August/September 2005 2007
(BOG)
8. Costa Rica San Jose Juan Santamaria International February 2005 2007
Airport (SJO)
9. Cuba Havana Jose Marti International Airport March 2004 March 2006
(HAV)
10. | Ecuador Quito Mariscal Sucre Airport (UlO) September 2005 2007
11. | El Salvador San Salvador El Salvador International August 2004 2006
Airport (SAL)
12. | Guatemala Guatemala City La Aurora International January/February 2005 2007
Airport (GUA)
13. | Honduras Tegucigalpa Toncontin International Airport | March 2004 2006
(TGU)
14. | Jamaica Kingston Norman Manley International September 2003 October 2005
Airport (KIN)
15. | Mexico Mexico City International (MEX) and January 2004 May/June 2006
Guadalajara Miguel Hidalgo (GDL)
Airports
16. | Nicaragua Managua Internacional Augusto C. Sandino | August/September 2004 September 2006
Airport (MGA)
17. | Paraguay Asuncion Silvio Pettirossi International December 2003 December 2005
Airport (ASU)
18. | Peru Lima Jorge Chavez International Airport May 2004 March 2006
(L1M)
19. | Saint Kitts and St. Kitts Robert L Bradshaw Airport (SKB) | November/December 2005 | 2007
Nevis
20. | Suriname Paramaribo John A. Pengel International July 2003 October 2005
Airport (PBM)
21. | Trinidad and Port of Spain Piarco International Airport June/July 2003 October 2005
Tobago (POS)
22. | United States New York John F. Kennedy International April 2005 2007

Airport (JFK)
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FoLLow-uP VISIT

STATE AIRPORTS AUDITED DATE OF AuDIT DATES
23. | Uruguay Montevideo Carrasco Airport (MVD) February 2006 2008
24. | Venezuela Caracas Simon Bolivar International Airport | November/December 2004 | 2006
(CCS)
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APPENDIX D

ICAO UNIVERSAL SECURITY AUDIT PROGRAMME (USAP)
AUDIT SCHEDULE

JANUARY TO DECEMBER 2006

First Quarter 2006 (January to March)

Second Quarter 2006 (April to June)

Argentina
Dominican Republic
Uruguay

Grenada
Saint Lucia
Saint Vincent and the Grenadines

Third Quarter 2006 (July to September)

Fourth Quarter 2006 (October to December)

NONE

Barbados
Guyana
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APPENDIX E

ICAO UNIVERSAL SECURITY AUDIT PROGRAMME (USAP)
AUDIT SCHEDULE

JANUARY TO DECEMBER 2007

First Quarter 2007 (January to March) Second Quarter 2007 (April to June)
Panama Spain
Third Quarter 2007 (July to September) Fourth Quarter 2007 (October to December)
Bahamas
NONE Belize
Haiti

—END —





