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SUMMARY

The secure and efficient movement of air cargo is critical to the proper
functions of the modern economy. To facilitate the movement of air
cargo it is critical that security and supply chain security measures be
harmonized on a global basis. This paper provides an outline of various
issues which IATA feels must be taken into account during the
development and implementation of air cargo security measures and
supply chain security initiatives.
References:

o Security Management Systems (SEMS) for Air Transport
Operators -- Cargo Security Addendum (September 2005)
(Appendix 1)

1. Introduction

1.1 The air cargo industry operates within a very complex system of operational and
regulatory requirements, with several component entities making up a typical shipment chain of custody,
each with their own security, regulatory and legal responsibilities.

1.2 Even the air carrier industry component itself has many sub-components. Some air
carriers operate both passenger and all-cargo aircraft, some operate only passenger aircraft which carry
cargo and still others operate only all-cargo aircraft. The security measures applicable to these various
sub-components can be quite different based on the assessed risk scenario applicable to each.

1.3 Air cargo is a critical element in the modern global economy, fuelling the “just-in-time
(JIT) inventory management systems currently in wide-spread use by industry, around the world.
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14 While only about 5 % of total cargo volume is transported by air; over 40 % of the total
value of cargo is transport by air. These numbers indicate that it is the highest value items that move by
air and this is borne out by the typical cargos transported by air. Almost all are time critical items and as
such the speed inherent in air transport must be maintained when implementing security or other related
regulatory measures.

15 Air cargo volumes are forecast to grow at between 5 and 7 %, as a global average, well
into the foreseeable future. In some regions this figure exceeds 15 — 20 % growth. These growth rates
are in excess of those forecast for passenger volumes and must also be accounted for when implementing
security or other related regulatory measures.

1.6 The air transport industry finds itself confronted with a multitude of security regulations
for air cargo at the national level around the world. These security measures are usually based on
international standards and recommended practices (SARPS) such as those found in ICAO Annex 17 -
Security, and EU/ECAC regulations, etc. and also incorporate additional requirements at the national
level

1.7 There is a substantial degree of disharmony in the security measures applied to air cargo
by various States around the world. This disharmony adds to an already complex operating environment
and substantially increases the cost of doing business in the air cargo industry. Some of the added cost is
passed on to the customer — though by no means all.

1.8 It therefore makes infinite sense for the sake of efficiency, not only of the air cargo
industry but of the global economy as a whole, to minimize the disharmony in security and related
measures around the world.

2. Necessary Guiding Principles

2.1 Security programs for air cargo must be effective, mutually accepted and unambiguous
and this means all stakeholders must be included in the development of such measures.

2.2 IATA realizes that it is quite necessary to retain flexibility to account for regional or
national issues. However, international standards must form the basis of these national and regional
programs and as such these international standards must be sufficiently robust to permit harmonization
and mutual recognition of measures by other States to avoid extra-territorial regulation. Again the input
of stakeholders in developing such standards and national programs is essential.

2.3 As mentioned there is currently a major disharmony in measures being implemented by
various States ranging from having no program in place to having programs that implement measures far
beyond what is required to deal with the risk/threat. 100 % screening of all air cargo, by technical or
physical means, is not currently operationally or technically feasible. As such IATA fully supports the
implementation of “regulated agent” or alternatively “known shipper/consignor” systems as required
under ICAO Annex 17 - Security.

2.4 Implementation of air cargo security measures in each State must be threat-based in order
to ensure that the burden on the air cargo system is kept to a minimum, while still maintaining an
adequate level of security. Resources available to be applied to air cargo security are very limited and as
such it is critical that risk management techniques be applied so that scarce resources are applied where
the risk is greatest. 1ATA is currently formulating an industry Air Cargo Security Risk Management
matrix that we hope will provide the basis for harmonization at various levels of risk/threat.
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2.5 IATA also fully supports efforts to secure the air cargo supply chain, however once
again, these efforts must be harmonized based on internationally agreed standards. It is critical that
implementation of so-called “supply chain security” measures at the national level, often undertaken by
Customs organizations are fully harmonized with transportation security measures, often undertaken by
transportation authorities.

2.6 It is also critical that air cargo security and supply chain security measures implemented
by States be non-discriminatory against industry components i.e. measures should be of such a nature that
they do not place an undue burden on small or medium shippers, intermediaries or air carriers. Again
such measures must be threat-based and in some cases customized to ensure an adequate level of security
while not placing an undue burden on any industry component.

2.7 In order to provide guidance to its Members and regulatory authorities, IATA has
developed a Cargo Security Addendum to its Security Management Systems (SEMS) template (Appendix
1). The document provides guidance material for security measures for the entire process. It takes into
account the unique nature of the environment as well as the various types of operations that operate with
cargo security.

3. Actions by the Committee
3.1 The Committee is invited to note the Cargo Security Addendum to its Security

Management Systems (SEMS) which can be used by Contracting States in the development of a national
air cargo security programme that is in line with industry best practices.
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Security Management Systems (SEMS) for Air Transport Operators
Cargo Security Addendum

1. General Considerations

Air cargo operates in a very unique environment and in order to ensure its security and the security of the
people and infrastructure involved, particular security requirements must be met. In order to be able to
expand significantly on recommended security procedures and measures necessary to meet these
requirements, an addendum covering the scope of air cargo, from acceptance to loading, has been drafted.
The present document contains recognised best practices based on, regulatory requirements, industry
positions and IATA Cargo Services Conference Recommended Practice 1630 (Appendix 1).

This document is to be used jointly with the main Security Management Systems (SEMS) for Air
Transport Operators document. The addendum only covers cargo operations. For all other security and
management components, please refer to the main SEMS document. The addendum has been separated
into 1) all-cargo aircraft operations and 2) passenger aircraft operations as the threat is quite different.

In general, the material provided here should be used as a guideline only and flexibility must be ensured
to allow for a wide variety of operational and business models.

The terms of reference are the same as all other SEMS publication and can be found in Chapter 1 of
Security Management Systems (SEMS) for Air Transport Operators.

2. Air Cargo Threat Assessment
There exist two main threats to the air cargo industry:

e The introduction of an Improvised Explosive Device (IED) in a cargo consignment that will be
loaded on board a passenger aircraft
e The commandeering of an all-cargo aircraft in order to use it as a weapon of mass destruction

The possibilities of introduction of IED in a cargo consignments is assumed to be a lower threat than it
would be the case for a piece of hold baggage due to a number of factors including the following:

o Itis very difficult to target a specific flight or air carrier. In some cases, cargo accepted by an air
carrier may be transported by ground transportation for all or part of the journey

o While air cargo is generally transported soon after acceptance because of time-sensitivity, it is
still difficult to predict the exact period of transit for a specific consignment

e Administrative security controls such as the use of regulated agents and known
shippers/consignors provides an added layer of security that provides additional scrutiny

e To manage the complex delivery process and permit quick and efficient clearance through
Customs and other regulatory formalities requires that many cargo operators (dependent on their
business model) have a substantial track and trace capability as well as management of a full
“paper trail” documenting the origin, destination, contents and location of shipments throughout
the entire process. These operators must also collect and maintain substantial information on
their customers (shippers and regulated agents) in large proprietary databases.

¢ Handling of cargo involves consignments changing hands on humerous occasions which provide
multiple opportunities to discover IED. Staff are trained to look for discrepancies and signs of
tampering
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e Targeted screening based on threat/risk adds an extra layer of security on cargo consignments

e The use of staff who have been subjected to background checks and who have to go through
security controls before entering areas where known cargo is located as well as monitoring via the
use CCTV and access control measures make it difficult to introduce an IED once a consignment
becomes known cargo

e All-cargo operators fully comply with appropriate security measures/controls for passenger
aircraft when such shipments are to be interlined with passenger air carriers or where it is not
known in advance whether the shipment will be transported on a passenger or all-cargo aircraft

The possibility of an all-cargo aircraft being commandeered in order to be used as a weapon of mass
destruction is another potential threat. It is believed that the possibilities of such an incident occurring is
less likely than on a passenger aircraft. Among the reasons to be considered:

o Very few passengers board all-cargo aircraft. Normally, those on board are authorised crew
members who have undergone rigorous background checks in order to be granted a crew
certificate and security restricted area access permit

e When passengers are allowed, normally these are employees of the air carrier, contractors or
known shippers/consignors who have undergone security controls. Further to that any passenger
boarding an all cargo aircraft will be screened prior to boarding

e In order to prevent intruders from hiding in consignments and being loaded on an aircraft,
security controls are applied to all cargo consignments and they are protected from interference
from that point up to they are loaded on the aircraft

The Cargo security measures above represent what is performed under normal threat level. Whenever,
the threat level increases, either for a specific flight or consignment or generally, appropriate additional
security measures should be implemented.

It is important to remain vigilant regarding air cargo security in order to prevent cargo from becoming an
avenue for acts of unlawful interference. Air cargo can be seen as attractive target because:

e Itisafairly complex industry that is perpetually growing
More and more staff are required as the industry grows, which increases the pool of knowledge
regarding cargo operations and its possible weaknesses

e More and more stringent security measures are being applied in more traditional avenues which
could make cargo more attractive, if security measures do not continue to adapt to the threat level
and the operating environment

3. Supply Chain Security

C - >

Figure 1. Air cargo supply chain for non-express shipments
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Figure 2. Air cargo supply chain for express shipments

The air carrier is only one component of the system that will bring the consignment from the shipper to
the consignee. It is then important that in order to ensure that each consignment is properly secured, that
security controls be implemented throughout the supply chain.

Therefore, security controls need to be in place to ensure similar and harmonised security in a manner that
does not impede the flow of cargo and does not reduce or eliminate the inherent speed of air cargo.
Known shippers/consignors, regulated agents and air carriers are the three key parties for a supply chain
security system. Advantages of having a supply chain security model include:

Shared security programme and measures

Shared security responsibilities

Seamless transit of consignment from one entity to another

Faster transit as there is no need to perform security controls at every point of transfer

In order to ensure that security is not compromised when a supply chain security programme is
established, it is important that the programme includes at least the following:

e A common validated security programme which includes a training programme for all staff
involved with handling of known cargo in line with the ICAO model (Appendix 2)

e Accreditation programme for known shippers/consignors with thorough entry requirements

o Regularly updated database of all known shippers/consignors and regulated agent that is shared
by all parties involved in the supply chain security programme

o Regular review of supply chain accreditation to ensure security controls are continually
performed as prescribed

Known shippers/consignors, regulated agents and air carriers as appropriate depending on the nature of
the supply chain are the minimum required in an air cargo supply chain security system. Ideally, other
freight methods such as trucking', maritime and rail cargo could be integrated. However, until security
controls of these methods of transport can be harmonised at a level equal to or superior to the air cargo
supply chain, when consignments are transferred from one of these modes of transport to the air cargo
they must treated as unknown and be subjected to the appropriate security controls.

4. Ground Security

! Trucking in this context is defined as long haul trucking operations. Truck delivery of consignment between entities in the supply
chain (known shippers/consignors, regulated agents, air carriers) should be performed by the entity or a trusted contractor that can
ensure that consignments are not subjected to unlawful interference during transit). Further to that, “air-trucking” is not included in
the present definition of trucking.
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Securing ground operations for air cargo presents similar challenges than passenger operations. As such,
ground security procedures should be similar than those for passenger operations. Procedures should be
put in place to protect cargo terminal buildings and air cargo infrastructure. These should include
measures for:

e Perimeter security
e Airside Security
o Protection of aircraft
o Personnel identification
0 Pre-flight aircraft searches and checks

Please refer to Section 6.1 of the Security Management Systems (SEMS) for Air Transport Operators
template for further information.

Whilst protection of the air cargo infrastructure is similar to passenger operations, additional security
controls need to be implemented on the ground to protect the cargo from the time it is accepted in the
cargo terminal to the time it is loaded on board the aircraft.

4.1 Storage of Cargo

In order to ensure secure storage of cargo, some security measures need to be established in cargo
terminals and buildings. These include the following:

e All cargo receiving and dispatching doors should have the capability of being closed and
locked when not in used. If doorways need to be kept clear for ventilation purposes,
metal screen doors that can be locked can be used as an alternative

e Cargo receiving and dispatching doors, if possible should be equipped with intruder
detection devices or other means of protection

o Doors intended for use by vehicle should not be used by any person to enter or exit
buildings as this may provide an avenue to circumvent security controls

o Personnel doors should be designed and located to ensure that entry and exit of personnel
can be controlled. These doors should also have the capability of being locked and
secured when not in use

e Signs indicating that all dangerous devices and weapons contained in a consignment must
be declared should be posted at the cargo acceptance point to deter inadvertent or
innocent of an item such as dangerous goods, weapons, etc.

Consignments that have been secured (through security controls) or that are in the process of
being made secure must be held in secure premises until they are loaded on board the aircraft. If
a secure consignment is held momentarily in a non-secure location?, it will have to be subjected
to screening before it can be loaded on a passenger aircraft.

Known cargo must be held in cages, compartments, rooms or buildings that are secured against
unauthorized access or made tamper-evident using seals or locks or otherwise protected using
intruder detection systems, etc. for periods when consignments are left unattended. Access points
must be made tamper-evident using seals, access cards or biometrics.

% Area accessible to persons who have not undergone appropriate vetting and security controls
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For consignments that allow stand-alone security, they can be stored outside buildings or cages
provided that the consignment itself is equipped with tamper evident seals or locks and remains
under supervision (by guards, CCTV or intruder detection system) for the entire storage period.
If tamper evident seals or locks are used, prior to loading the integrity of the seal or locks should
be verified.

4.2 Ground Transportation of Cargo
Air cargo should only be transported by:

e A known shipper/consignor’s, a regulated agent’s or an air carrier’s own transport; or
e Transporters whose operating procedures and security measures have been approved by
the regulated agent or the air carrier

The driver should be required to present a valid security permit or company identity document
from the cargo dispatcher, before any cargo is loaded. The credentials should adhere to
requirements similar to those of a restricted area pass.

Immediately prior to loading the cargo compartment of the vehicle should be searched and the
integrity of the compartment should be maintained until loading is complete.

Unless consignments have been individually secured or affixed with tamper evident seals, the
cargo compartment should be secured or made tamper-evident using seals or locks installed
immediately following completion of loading. Curtain-sided vehicle should be secured with
cords.

The driver should not leave the vehicle unattended or make unscheduled stops (except to present
documents or in case of emergency). When returning to the vehicle, prior to continuing on his
journey, the driver should verify the integrity of the seals and/or locks.

Before a cargo consignment is transported to either the aircraft or its next storage point, it should
be checked by an appointed, trained staff member to ensure that it was not tampered with in any
obvious way.

Within a cargo terminal, there would normally be two types of vehicles allowed to operate on the
premises: Facility work vehicles, mainly small trucks and cargo handling and loading vehicles
and ground service equipment (GSE) and cargo delivery and pick-up vehicles.

Facility vehicles will usually remain in a controlled area however, if it becomes necessary for
them to leave the premises, the exit should be recorded. When they return, they should be
checked.

Cargo delivery and pick-up vehicles should be checked in and out with records maintained to
ensure that they are the authorized the vehicle for particular regulated agents or
shippers/consignors and are authorized to carry the particular shipment(s). The identity of the
driver should also be verified, to ensure that they represent the regulated agent or
shipper/consignor.
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Cargo carrier vehicles should be inspected upon arrival and/or departure of airside by physical or
electronic means.

Before a cargo consignment is transported to either the aircraft or its next storage point, it
should be checked by an appointed, trained staff member to ensure that it has not been
interfered with in any obvious way.

4.3 Loading and Handling of Cargo

Despite the fact that the transit of cargo consignments from the storage facility and/or cargo
terminal will normally take place in a security restricted area, it is still important to ensure that the
integrity of the shipment is maintained until the aircraft is ready for take-off.

In addition to normal procedures to protect parked aircraft (Section 6.1.2.1 of the Security
Management Systems for Air Transport Operators document), it is also important that during the
loading of the aircraft all loading and handling personnel should:

e Have authorised security restricted area access
Visibly wear their security restricted area permit at all times

e Prior to loading, search the cargo hold to ensure that there are no suspicious items or
persons

o Ensure that, as they load consignments on the aircraft, there is no evidence of tampering

e Ensure that no unauthorised personnel has or gains access to cargo consignments on the
apron or inside the aircraft

e Challenge anyone not in possession of a visible valid security restricted area permit in the
vicinity of an aircraft or cargo consignments

Security Controls for Cargo to Be Transported on a Passenger Aircraft
5.1 Acceptance Procedures
Air carrier should only accept cargo from regulated agents under the following conditions:

e The shipment is delivered by an established employee of a regulated agent

o If the consignor delivers or arranges for delivery of the cargo, the employee receiving the
cargo verifies that it was delivered by the person nominated on the Consignment Security
Declaration

e There is no sign of tampering with the shipment

e The regulated agent has provided a Consignment Security Declaration that the cargo has
been cleared in accordance with the Regulated Agent Security Programme; or

e Another regulated agent has provided a notice that the cargo has been partially cleared® in
accordance with the Regulated Agent Security Programme. Partially cleared cargo may
be accepted from other regulated agents or forwarded to air carriers for security
clearance. Details of the partial clearance should accompany the air waybill.

3 Partially cleared cargo shall be deemed to mean cargo not able to be fully cleared by a regulated agent due to size
and shape, heavy volume or equipment breakdown. Another regulated agent or air carrier capable of screening the
consignment may do so to ensure that the consignment is fully screened.
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Once the cargo has been accepted, the air carrier should:

o Determine the level, if any, of security controls to be applied to any given consignment
Carry out appropriate security controls to the required level

e Protect the consignment from unlawful interference while it is in the air carrier’s custody,
particularly after it has been made “known cargo”

o Ensure that all consignments have been secured to an appropriate level before being
placed in the aircraft

o Ensure that all consignments placed on board the aircraft are recorded on the aircraft

5.2 Known vs. Unknown Cargo
Known cargo is best defined as being:
o A consignment of air cargo accepted from a regulated agent directly from a known
shipper/consignor to which appropriate security controls have been applied, or
¢ A consignment of unknown cargo that has subsequently been subjected to appropriate

security controls.

Therefore, a consignment can only be classified as known cargo when it is originating from an
approved source or through active screening or searching.

Consignments received from non-regulated agents must therefore:
o Be treated as unknown cargo, and

e Have appropriate security controls applied such as, screening, searching or other
approved methods, prior to being accepted for transport by air.
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Figure 3. Known and unknown cargo flow prior to acceptance

If known cargo passes out of the custody of an air carrier, regulated agent, known
shipper/consignor or their sub-contracted agent, it reverts to being unknown cargo and must be
treated accordingly.

5.3 Regulated Agent

In order to be designated as a regulated agent, the entity (freight forwarder, courier service, air
carrier, etc.) needs to produce and demonstrate continued compliance with a Regulated Agent’s
Security Programme (Appendix 2) and have this programme approved and recognised by the
appropriate authority of the State where business will be conducted. The programme may be in
one of the following forms:

e Regulated Agent’s Security Programme, written by the freight forwarder, courier service
or model, etc. and its compliance acknowledged by the appropriate authority.

e Manuscript Security Programme, drafted by the appropriate authority for acceptance and
adherence by entities wishing to become a regulated agent.

In the case of air carriers acting as freight forwarders wishing to become a regulated agent, their
regulated agent security programme will be based on the air carrier’s freight forwarder security
programme and also bound by the provision of the National Civil Aviation Security Programme.
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The Regulated Agent Security Programme should detail the method the organisation will use to
meet requirements of the National Air Cargo Security Programme in order to be registered or
listed by the appropriate authority in its database of regulated agents. A regulated agent should
be subjected to designation, approval, or listing by the appropriate authority at regular intervals
that should not exceed 5 years. All carrier security programmes should be recognised by the
relevant authorities as meeting the same standard as a Regulated Agent

Further to that, there needs to be a system in place that holds all parties involved in air cargo
operations accountable for their responsibility in ensuring the security of all consignments. As
such the system should consist of:

o A programme of specific operating procedures defining the role and responsibilities of
regulated agents (the above mentioned Regulated Agent Security Programme)

e Procedures to ensure that prior to being approved as regulated agents, the organisations
are inspected by the appropriate authority to ensure that:

o All buildings, premises, transport facilities and vehicles involved in the
processing or movement of air cargo are secure at all times or searched prior to
being placed into service

0 A security training programme, including refresher training at specified intervals,
for those involved in the handling of air cargo is developed and its content be
approved by the appropriate authority.

There needs to be clear written provision for protecting the details of a carrier security
programme, the details of which could be used to circumvent these programmes

The purpose of the regulated agent concept is to place the emphasis for the practical
implementation of security controls onto regulated agents and move away from the costly time-
consuming process of attempting to screen all cargo at airports.

A regulated agent should be required to:

o Establish and register the identity of consignors and establish the credentials of the
person who delivers the consignment as an agent of the consignor
o Ensure that the consignor delivers a full description of the contents of the consignment
Ensure that consignments are safeguarded from unauthorized interference after reception
and that access to the cargo is controlled
o Ensure that reception, processing and handling of cargo are carried out by properly
recruited and training staff
e Designate one or more persons to be responsible for implementation, application and
supervision of the required security control
o Ensure that, for the purpose of security controls, each consignment tendered to an air
carrier or another regulated agent be accompanied by documentation, either on the air
waybill or on a separate declaration, providing the following information:
0 Name, address and contact details of regulated agents
o Name and address of consignor
0 Contents of the consignment
o0 Consignment Security Declaration
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5.4 Known Shipper/Known Consignor

A regulated agent or an air carrier may recognize a customer or consignor as a known
shipper/consignor and register its identity, address and the agent(s) authorized to carry out
deliveries on the shipper/consignor’s behalf.

The consignor must also declare that:

e Consignments are prepared in secure premises

e Consignments are prepared by reliable staff members

e Consignments are protected against unauthorised interference during preparation, storage
and transportation for which it is responsible

e |t accepts that packaging and contents of any consignment may be examined for security
reasons

o Certifies in writing that, to the best of its knowledge, the consignments does not contain
any prohibited articles or dangerous devices or substances

Once a shipper meets the necessary requirements, the regulated agent or air carrier can declare the
person or organisation a known shipper/consignor and add its name to the official registry held by
the agent or air carrier

Consignments from known shippers/consignors may be security cleared and accepted as long as:

e The employee accepting the cargo is satisfied that the person delivering the cargo is or
represents the known shipper/consignor

e There is no sign of tampering with the cargo

e Descriptions of the consignment on the paperwork match the consignment

5.5 Consignment Security Declaration

One of the tools to ensure that cargo is protected throughout its entire movement in the supply-
chain and to ensure regulated agents are held accountable is the use of Consignment Security
Declarations.

This declaration is proposed by the entity that makes the cargo known and is passed in the chain.
A Consignment Security Declaration should contain at the very least the following information:

e The identity of the regulated agent, shipper/consignor or other entity forwarding the
consignment

e A unique means of reference (Air waybill number, invoice number, tracking number,
etc.)

e The destination of the consignment

e A declaration that the consignment has been searched or screened or a declaration that
the originator of the freight is known and that the contents of the shipment are safe for
transport to best of the entities” knowledge.

e A declaration that the consignment has been secured and has not been interfered with
while in their custody

e A ssignature of a staff member who has the proper training and authority to do so.
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e Adisclaimer stating that any false declaration will lead to criminal prosecution.

The Consignment Security Declaration plays an important part in ensuring that known cargo
remains known throughout the supply chain by providing an unbroken and verifiable trail of
accountability. Consignments, other than those exempt from security controls, not covered by a
valid Consignment Security Declaration must be treated as unknown cargo.

An example of a suitable consignment security declaration can be found in Attachment A of
Appendix 1.

5.6 Screening

Cargo shipments transported by air include a wide range of products of different size, weight and
density. Screening all cargo consignments would require such a wide variety of technical means
and methods that it is in effect technically, operationally and economically unrealistic, at this
time, to screen 100% of cargo.

Therefore, through the use of regulated agents and known shipper/known shipper/consignors, the
goal is to perform security screening on consignments for which the security cannot be verified.

As we have seen earlier, the shipments that must be screened are:

e Consignments received by regulated agents from unknown shippers/consignors
e Consignments received by passenger air carriers from non-regulated agents or directly
from unknown shippers/consignors

Further to that, screening of the following should be required:

e Specific categories of cargo considered to pose a higher risk (e.g. unaccompanied
baggage)

e Consignments on specific flight under special circumstances (e.g. high risk flight, when
requested by the air carrier, in case of a bomb threat, etc.)

e Some States may require random screening (not based on threat) of a percentage of
known cargo

Screening can be performed either before or after consolidations of shipments. Generally, if
screening takes place prior to consolidation, more screening options will exist as packages will
not yet be placed in containers or on pallets. Large items of individual cargo can also pose some
difficulties. Screening after consolidation may in some cases be less cost effective and
operationally practical as it may force the screening entity to break up shipments and re-constitute
them following screening.

Screening can be performed when the cargo is in the custody of the regulated agent or when it is
under the control of the air carrier (if they are different entities).

There are two types of screening methods:

e Threat detection techniques, the purpose of which is to detect one or many components of
an improvised explosive device (IED) (detonator, energy charge, explosives)
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Hand-search
Conventional X-rays
Explosive Detection Systems (EDS)
Metal detection
Explosive trace and vapour detection
Explosive detection dogs
Very large X-rays

0 Advance Technology x-ray or other wave based systems
e Threat activation techniques, which are designed to activate an IED before the

consignment is loaded on board the aircraft

0 Decompression chambers

o Full flight simulation systems

0 Security storage (Security storage should only be used when it is not feasible to
apply any other method of screening due to the particular nature of the
consignment. Holding a shipment will impede on the advantage that air cargo
has on other modes of freight shipping, namely its speed. When it is used, the
hold period should be of at least 24 hours and no more than 48 hours.)

OO0OO0OO0OO0OO0O0

Threat detection techniques may be the most appropriate screening solutions where screening
takes place prior to consolidation. It may be difficult to effectively use the screening equipment
on large consignments and depending on the contents of the consignment. Whilst proper training
of screeners may eliminate some of the weaknesses, the screening methods are still limited in
what they can detect.

Threat activation techniques are immune to human factors and, in most cases, issues involving
size of shipments. However, the process can be time consuming and may not trigger all types of
IED unless full flight simulation systems are used and even then, will not detect an IED which is
not triggered by pressure, vibration, etc. These systems can be very costly to purchase and
operate.

All screening methods can be inefficient when they are not suited to the type of consignment
being screened. In some cases, a single screening method may not be sufficient to screen all
types of cargo. Therefore, more than one method should be readily available. The keys to
screening are to constantly apply the most appropriate screening method for each consignment
and ensure that the screening staff applying these methods has been properly trained.

The screening method used, should cause as little delay as is possible to the transport of cargo.
5.7 Exemption to Screening

Because of the special nature of some types of cargo transported by air, they may be exempted
from screening, in accordance with the national security programme of the host state or other
regulatory authority such as:

e Livestock, pets or live animals (accompanying materials such as feed bags, cages and
containers should be subjected to security controls)

o Life-sustaining items such as blood, blood products, bone marrow and human organs for
transplant

e Vaccines and other perishable medical items
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Diplomatic bags and mail

Human remains and the necessary packaging
Special nuclear materials

High value goods

The above categories of cargo can be exempted from screening provided that they are:

Clearly declared on shipping documents as such;

Physically checked upon receipt for signs of tampering;

Subject to documentary checks and direct verification (e.g. by telephone call to the
shipper) to establish their bona fides

Continually protected from unlawful interference

Further to that the following types of cargo can also be exempted from screening

o Packages less than 5mm thick and/or less than 450g (sometimes 2509) (or other criteria
as set by the appropriate authority

e Packages weighing less than a certain pre-determined weight (usually 4509 or 2509)

e Transhipment cargo, if coming from a State where appropriate security controls have
been performed and provided that the shipment remains protected from unlawful
interference throughout the transfer/transit period

e Cargo coming from known shippers/consignors and regulated agents

Special Categories of Cargo

6.1 High Value Cargo (HVC)

All valuable cargo should be handled as a separate category, distinct from regular air cargo.
Special service and protection should be provided to valuable cargo by air carriers and special
charges should be applied to compensate for the expense of this special protection.

Details about value, contents, routing and storage should be kept confidential and only those
details which are absolutely necessary for handling purposes should be made available to the

personnel directly involved.

Specific background checks for staff handling valuable cargo should be rigorously applied as
permitted by local law.

Valuable cargo means a consignment, which contains one or more of the following articles:

. Any article having a value for carriage of 1,000 USD (or equivalent) or more, per
gross kilogram; the consignor should advise the value of the shipment and specify the
contents.

. Gold bullion (including refined and unrefined gold in ingot form), dore bullion,

gold specie and gold only in the form of grain, sheet, foil, powder, sponge, wire, rod,
tube, circles, mouldings and castings, platinum, platinum metals (palladium, iridium,
ruthenium, osmium and rhodium) and platinum alloys in the form of grain, sponge, bar,
ingot, sheet, rod, wire gauze, tube and strip (but excluding those radioactive isotopes of
the above metals and alloys which are subject to restricted articles labelling requirements)
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. Legal banknotes, traveller’s cheques, securities, shares, share coupons and stamps
(excluding mint);

. Diamonds (including diamonds for industrial use), rubies, emeralds, sapphires,
opals and real pearls (including cultured pearls);

. Jewellery consisting of diamonds, rubies, emeralds, sapphires, opals and real
pearls (including cultured pearls);

. Jewellery and watches made of silver and/or gold and/or platinum-plated.

In addition the following items should be regarded as vulnerable cargo and be handled as
valuable cargo if the shipper consents to the appropriate additional charges or if the carrier deems
such additional protection to be in the carrier’s best interest::

. Goods for which no value is declared but which obviously require security
handling

. Blank air carrier documents, e.g. MCOs, AWBS, tickets, etc. shipped to air carrier
offices/stations or General Sales Agents

. Diplomatic bags (when declared as valuable)

Narcotics (drugs such as opium and derivatives), etc. if required
6.1.1 Acceptance, Storage and Delivery

The air carrier should make rules covering:

Advance arrangements, bearing in mind that the consignment should arrive
during normal business hours to facilitate at the airport of destination customs
clearance and quick delivery

Delivery times prior to scheduled flight departure

Pick-up times by the consignee at the airport of destination (which should be as
soon as possible after flight arrival)

Security arrangements for the storage and delivery of the shipment to the
consignee

Routing via non-stop flights whenever available

As a general rule, valuable cargo should be booked and any special arrangements made
for its security prior to acceptance.

When valuable cargo arrives at an air carrier’s cargo terminal for shipment, delivery or
transfer, the valuable cargo should be immediately checked against the air waybills and
be placed in an area secured against unauthorized entry. For any valuable cargo, which,
due to its size or other reason cannot be stored in the air carrier’s security area, the air
carrier should make special arrangements for its security.

A log should be maintained by each air carrier of all valuable cargo. The following
should be recorded:

Package identification

Date and time placed in the security area and identity of person who enters area
Date and time removed from security area and identity of person who enters area
Known shipper/consignor status
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e Any other pertinent data as the circumstances or local laws may require. The log
should be countersigned by an authorized individual

A physical inventory should be taken periodically by each air carrier with sufficient
frequency to ensure maximum security of all valuable cargo contained or held in an area
secured against unauthorized entry.

The air carrier should ensure that a dedicated escort is provided in each instance in which
transportation is required between the cargo terminal and the aircraft or other cargo
terminal. A means to communicate to raise an alarm should be provided.

Valuable cargo should be released by air carriers only during normal office hours, unless
special arrangements have been made by the consignee with the air carrier to have a
particular shipment picked up at a different time.

All hand-overs from one handling party to another handling party should be recorded and
signed for.

6.1.2  Security Stowage Devices and Preparation for Loading
Use and design of valuable cargo pouches or security boxes are as follows:

o Whenever dimensions of items permit, shipments of valuable cargo should be
stowed into specially designed valuable cargo pouches or security boxes

e Several shipments of valuable cargo may be packed together in the valuable
cargo pouch or security box if consigned via the same routing from the same
airport of loading to the same airport of unloading

o Each valuable cargo pouch or security box should have a label attached showing
the airport of unloading and air waybill number(s) of shipment(s) contained in the
pouch

e Valuable cargo pouches or security boxes should be constructed of bright orange
canvas or similar opaque material

e The pouch or security box should be capable of being locked/sealed

Security Controlled Containers and Lockers - If special security controlled containers
or lockers are to be used, such containers and lockers should be constructed and equipped
in such a manner that:

e No goods can be removed from, or introduced into the sealed part of the
container without leaving visible traces of tampering or without breaking the
carriers seal

Air carriers locks and seals can be simply and effectively affixed to them

They contain no concealed spaces where goods may be hidden

All spaces capable of holding goods are readily accessible for inspection

They should be constructed of a material that does not inhibit x-ray inspection
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Use and Control of Seals - All specially designed security controlled stowage devices
should be capable of being locked/sealed with an appropriate air carrier seal or operated
only by authorized staff. These seals should be kept under safe custody and a check
record maintained liable to auditing, showing:

e Seal number
o Name of person receiving the seal, time and date
e Flight number and destination

If the seals of the aircraft security controlled stowage device have to be broken to load or
unload shipments of valuable cargo it should only be done by authorized staff and the
numbers of the seals removed and re-affixed must be handled according to the provisions
of this Section.

Transport from Cargo Terminal to Aircraft - The detailed procedures for safeguarding
valuable cargo shipments during transport from the cargo terminal to the aircraft, also
prior to and during loading, should be agreed and arranged locally between those
responsible for the cargo handling and for the ramp handling. Such consignments should
always be accompanied to the aircraft by a dedicated escort.

Information/Check Procedures - The station of loading should give notice to the
captain, to the station of unloading, and to transit stations regarding all shipments of
valuable cargo. Appropriate means may be by use of a special warning message or other
means designated by the air carrier. The air carrier should wait until it receives a
confirmation from the destination station to the VAL-message before transportation in
order to guarantee reception of the incoming VAL notification. The sending and
receiving of messages should be confined to only those persons directly involved. SITA
addresses and location should be regularly checked and the printer should be located in a
security restricted area where only authorized personnel has access.

6.1.3 Aircraft Loading and Stowage

The person in charge of the ramp handling for valuable cargo should check that the seals
affixed to the valuable cargo pouches, or to the security controlled container, are intact,
before they are loaded into the security locker or in the cargo compartments.

Pouches and Security Boxes - Each pouch should be stowed into a specially provided
security controlled stowage device or air carrier’s designated area on board the aircraft.
Valuable cargo pouches for different destinations may be loaded in the same aircraft
security device.

Security Controlled Containers - Containers identified as security controlled containers
should be loaded into the position designated by the air carrier.

Lockers - If the aircraft is fitted with a security locker, this should, if possible, be used
for the stowage of loose valuable shipments/pouches. Locking/sealing of this locker shall
be handled according to Section 6.1.2.
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Supervision - No loading or off-loading of any valuable cargo shipment should take
place without attendance/supervision of authorized personnel. Supervision should remain
in place until the aircraft is pushed back.

6.1.4 Transit

Shipments of valuable cargo remaining on board the aircraft, whenever accessible, should
be checked by authorized staff for their general condition and seals.

6.1.5 Unloading

Detailed procedures for the safeguarding of valuable cargo during unloading of the
aircraft and delivery to the cargo terminal should be arranged by the air carrier or, on its
behalf, the dedicated valuable cargo handling agent.

The pilot in command is responsible for the safety and security of aircraft and load if an
unscheduled stop is made at an airport where the air carrier has no appointed handling
agent until such time as the air carrier can appoint a responsible handling company.

The seals of the security containers or valuable cargo pouches should be checked during
unloading by the air carrier or, on its behalf, the authorized ramp handling staff, and any
irregularities noted.

If the seals of the security container and valuable cargo pouches have to be removed
before acceptance in the cargo office or customs premises, it should be done in the
presence of authorized staff.

6.1.6 Irregularities

In the event of any item of valuable cargo showing signs of being tampered with or
missing, it should immediately be considered as having been pilfered or stolen, and
immediate action is to be taken to trace, locate and report the state of the consignment.

Air carriers or the dedicated valuable cargo agent upon authorization from the air carrier
may advise the public authorities of an irregularity.

6.1.7 Airport Risk Assessment

A continuous risk assessment process of airports should be carried out for the transport of
valuable cargo through the airport concerned by the airport authorities in conjunction
with the enforcement authorities and the carriers.

The risk assessment should include:

e A dedicated access point or, where this is not possible, designated gate(s) where
the valuable cargo is received should exist

e Handling times should be minimised

e |If not loaded directly into the aircraft, and depending on the risk assessment,
valuable cargo should be stored in high security strong rooms
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o Where a valuable cargo facility is provided, access should be limited to
authorized staff. Consideration should be given to access at specified times only

o Dependent on the risk assessment, CCTV-Surveillance with recording should be
considered in the valuable cargo storage and loading areas

6.1.8 Contingency Plan

A contingency plan should be developed by the airport authorities in conjunction with the
enforcement agencies and the air carriers to deal with incidents related to valuable cargo.
It is the airport’s responsibility to initiate the response to valuable cargo incidents. The
airport authorities should consider the air carrier’s policy when defining the security
measures, risk assessment and contingency plan related to valuable cargo.

6.2 Diplomatic Mail
Concurrent with the Vienna Convention, Diplomatic mail shall not be screened if:

) Properly identified
o Accompanied by a certificate signed by an official of the sending
State

Material that is classified by appropriate government agencies shall be inspected only to the
extent necessary to ensure the absence of weapons or dangerous articles. If, in the view of the air
carrier, the safety of the aircraft is put in doubt by carriage of classified material, the air carrier
has a right to refuse carriage.

6.3 Unaccompanied Baggage

Unaccompanied Baggage is defined as any baggage that is transported as cargo and is not carried
on the same flight as the person to whom it belongs.

The increased risk posed by this type of cargo is obvious and therefore stringent security
measures should be implemented. The following security measures should be implemented:

e The baggage will be treated as unknown cargo and will be subjected to appropriate
screening and security controls

e The shipper/consignor must be the holder of a valid air carrier ticket to the destination to
which the baggage is directed

e The baggage will be handled by a regulated agent or directly with the air carrier, either
through cargo or passenger operations, on which the passenger is scheduled to travel

In cases where the passenger has had no control over being separated from his baggage (i.e.
mishandled baggage), the air carrier may not have to subject the unaccompanied bag to additional
security screening depending on national regulations
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6.4 Dangerous Goods / Hazardous Materials

Cargo shipments containing dangerous goods or properly prepared and packaged hazardous
materials must be appropriately identified as such and declared prior to acceptance.

Consignments containing dangerous goods and or properly prepared and packaged hazardous
materials should normally be subjected to the same security controls as would any other
consignments. However, it is important to keep in mind the following:

e Some dangerous goods cannot be searched by hand as they would present a hazard to the
health of screeners
e Applying X-ray or other technical means to some types of dangerous may render them
unstable or could be harmful and therefore cannot be performed
e Opening consignments containing dangerous goods is not recommended or may be
prohibited because it could:
0 Expose staff members to harmful or hazardous materials
0 Prevent the shipment from being sent if the integrity of the packaging is damaged
and no longer compliant with IATA Dangerous Goods Regulations packaging
requirements

It is therefore recommended that as far as possible, dangerous goods and hazardous material
consignments be accepted via regulated agents and/or known shipper/consignors to ensure that
administrative procedures fulfill all the security controls requirements.

6.5 Live Animals

Live animals transported as cargo are exempt from screening.

However, prior to acceptance of the consignment, the air carrier should ensure that contents of the
shipment match the description on the air wayhbill.

Further to that, all accompanying equipment such as feedbags, cages and containers should be
subjected to effective and appropriate screening and security controls.

6.6 Treatment of Suspect Cargo

Initially, a determination needs to be made as to what is causing the suspicion. If an item is
suspicious because it is too opaque for proper analysis or cannot be understood, using one
screening methodology, different methodologies should be employed. If an item is suspicious
because it appears to be an explosive device (with all the necessary components):

Suspect cargo should be treated as unknown cargo and subjected to additional screening to ensure
that no suspicious or potentially dangerous items are found within the consignment.

If it cannot be confirmed with certainty that the consignment does not contain any potentially
dangerous item the air carrier should not carry it.

If a suspicious item is found in a consignment while security controls are being applied, it is
important that:
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Staff members do not touch it

The security department and the explosive ordinance disposal (EOD) unit are contacted
The consignment is not moved by anyone except EOD unit personnel

The security department determine which areas are at risk and evacuate them

The EOD should determine whether or not it is necessary to detonate the consignment
basing their assessment solely on the threat posed by the suspicious device

Once the situation is resolved, if a dangerous item has been positively identified, all consignments
destined for the same flight and/or accepted from the same shipper, should then be screened as
these should be considered as being higher threat consignments. Government regulators should
be notified, as well as, any other passenger and cargo carriers at the facility.

Mail

Mail needs to be treated differently than other cargo consignments. Generally, the confidentiality of mail
is protected by national legislation which prohibits physical or technical screening. Further to that, the
lower threat level that individual mail items (falling in particular categories) may represent and the
technological and operational difficulties of screening every mail item make it impractical to apply 100%
screening to mail.

Still, much like other cargo consignments, some security controls need to applied to all mail shipment in
order to ensure only known mail is carried on board aircraft.

7.1 Regulated Postal Authority / Administration

A Regulated Postal Authority is one that conducts business with air carriers and provides security
controls that are required by the appropriate authority regarding mail.

A Regulated Postal Authority should:

Be approved by the Appropriate Authority for Security as required by ICAO Annex 17
Fulfill their obligations towards air carriers

Employ suitably trained staff

Protect mail from unauthorised interference while it is in their custody

Regulated Postal Authorities are members of the Universal Postal Union (UPU), a sub-committee
of the United Nations. The UPU Convention is the mechanism in place that sets security standard
and forms for the purpose of forwarding mail.

Regarding security, a postal service regulated by the UPU shall:

o Deliver mail to the air carrier in a prescribed UPU mail bag
Mail items will be tagged with “Airmail” bag labels and secured with the prescribed
secure tie

o A “delivery bill” will accompany all airmail shipments
A copy of the “delivery bill” will be signed by the air carrier and returned to the postal
authority
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7.2 Acceptance Procedures
At the moment of acceptance of mail from a postal authority the air carrier should:

Make sure that the consignment is clearly identified as mail

The number of bags stated in the delivery bill coincide with the number of bags received
Visually inspect all bag for signs of tampering

Store the consignment in dedicated secure areas to protect them from unlawful
interference

e Ensure that only persons with authorised access and a reason to be in the area, be
permitted into mail storage areas.

7.3 Screening

While screening of all mail is impossible because of particular legalities and potential operational
and technological constraints under normal conditions, the authority to inspect should be
provided by the appropriate authority when the threat assessment would justify such measures.

Mail needs to be subjected security controls in the same manner as cargo shipments unless it is
known mail, transhipment mail or letters under 5mm thick or is exempted due to its contents.

Generally, for legal reasons, security controls and screening can only be performed by the postal
authorities. However, the following guidance is provided in the event a controlling postal
authority requires carriers to conduct screening.

Security controls applied to known mail only need to be applied to a proportion of the mail, to be
determined by the appropriate authority and the postal authority and based on a risk assessment.
Mail selected for screening will be selected at random or through a targeted approach.

High risk mail should be segregated during the sorting and distribution process to facilitate
subsequent security procedures. High risk mail include:

o Mail from unknown or specifically designated sources
e Mail to targeted destinations
e Parcel mail meeting an identified security profile

Packages and letters weighing 750g or more (or 500g in some States and depending on the threat
level) should be treated as regular cargo consignments.

Time sensitive mail (up to 48 hour delivery) can be subjected to additional or more stringent
security controls by the postal authority as it needs to be uplifted in a shorter amount of time
which may increase the threat level. Those involved in the movement of time sensitive mail,
should not provide booking details to shippers unless they are known shippers/consignors or
regulated agents.

The air carrier has the right to refuse uplift of airmail during times of increased threat level or if it
believes that the contents of the mail shipments pose a risk to safe operations of the aircraft.
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7.4 Treatment of Suspect Mail

Initially, a determination needs to be made as to what is causing the suspicion. If an item is
suspicious because it is too opaque for proper analysis or cannot be understood, using one
screening methodology, different methodologies should be employed. If an item is suspicious
because it appears to be an explosive device (with all the necessary components):

Suspect mail consignments should be treated as unknown mail and submitted to additional
screening or security controls permitted by legislation on the confidentiality of mail to ensure that
no suspicious or potentially dangerous items are found within the consignment.

If it cannot be confirmed with certainty that the mail consignment does not contain any
potentially dangerous item the air carrier should not carry it.

If a suspicious item is found in a consignment while security controls are being applied, it is
important that:

Staff members do not touch it

The security department and the explosive ordinance disposal (EOD) unit are contacted
The consignment is not moved by anyone except EOD unit personnel

The security department determine which areas are at risk and evacuate them

The EOD should determine whether or not it is necessary to detonate the consignment
basing their assessment solely on the threat posed by the suspicious device

Once the situation is resolved, if a dangerous item has been positively identified, all consignments
destined for the same flight and/or accepted from the same shipper, should then be screened as
these should be considered as being higher threat consignments. Government regulators should
be notified, as well as, any other passenger and cargo carriers at the facility.
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Appendix 1

IATA Cargo Services Conference Recommended Practice 1630

RECOMMENDED PRACTICE 1630

CARGO SECURITY
CSC (2041530
CSC(22)1630

RECOGHISING the aclion taken by Contracting Mamber
Slates ofthe International CivilAvialion Crganisation{1CAC)
and recognising that 1CAO has accorded the highest prioty
to this subject In adopting and malntalning Annex 17 0
reflect worldwide concam over acts of unlawrul Intarerance
agalnst alrcraft;

RECOGHISING ALSO thelmportance placed on the subject
by the IATA Executive Committes and the resulting Recom-
mended Sacurlly Slandards presentad 12 the 1ICAC Avialion
Sacurty Pansl; and

AS A RESULT OF these developments and action taken
by the IATA Cargo Agency Conference In amending the
cargo Agency Rukes to specifically require adnerance to
alrline cargo sacurlty measuras.

RECOMMENDED that:

1. SCOPE OF RECOMMENDED
PRACTICE

All Mermbers should acknowledge and respect aiiing sacur-
Ity measunes adopted by govarnments and thoss embodisd
In ICAD Annax 17. Mambers should Implament the meas-
ures descrbed In this Recommendad Practice fo protact
alring oparations against acts of uniawiul Interferenca. In
Increasad ihreat siuations, supplementary measures may
be Implementsd.

This cargo securty Recommendsd Practics |s Infended
o protect alr camer operalions against acts of unlawrul
Intarference. All Members should Implement the cargo
secunty measures descred In this Recommended
Practice. All Members should acknowledge and raspect
cango security measures accepted or required by gavern-
ments and those embodied In ISAT Annex 17. In
Increased threat stuations, supplementary measuras
miay be Implementsd.

2. DEFINITIONS
The Tollgwing definitions are adopted:

2.1 CAIRSIDE™. The movement area ofan alrport, adjacent
terrain and oulldings or portlons thereol, access towhlch 1s
corirolled.

2.2 "KMOWN SHIPPER". The originator of property for
transportation oy alr for nis own account and who has astab-
lIshed business with a reguiatad agent or an alr carrer on
the basls of the following critera:

2.21 Establishing and registering his Identity and address
andthe agent authorsed to carmy out del verles on his behall.

2.22 Decianng thal ne:
2,221 Prepares conslgnments In secure premisss,

2.222 Employs reflable  stalt In preparng  the
consignments;
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2223 Protects the conslgnments aganst unauthorissd
Inferference  dunng the preparation, storage  and
transpartation;

2224 CeriMas In writing that the conslgnment does nal
contaln any pronioited arficles as Isted In Annex 17,

2.225 Accepts that the packaging and contents of tha
conslgnment may be examinad Tor secunly reasons.

22 "KMCOWHM SHIPPER o KNOWRN CONSIGNOR".
The arginator of proparty for transportation by alr who
has established direct business with a regulated agent
or an alr carrer on the basls of agreed critara.

221 Estabishing and registernng his dentty and
addrass andthe agent authorisad to camy out dalveries
on his behall.

221 Declaring that he:
2214 Prepares conslgnments In sacure premises;

2212 Eﬂglws rellable  staff In prgparing  the
conslgnmarts;

221.2 Protects the consignments against unauthor-
I=2d Intererence durng the preparation, storage and
transportation;

2214 Certiflas In writing that the conslgnmeant doas
not contaln any prohlobed articles as listed In Annex 17;

221.5 Accepls that the packaging and contents ofthe
conslgnment may be examined Tar securty reasons.

2.3 "REGULATED AGEMNT'. An agent, fralght Torwarder
aor any oiher entity who corducts business with an operatar
and provides securtty controls that are acoepted or required
by the appropriate authority In respect of cango, courlar and
Spress parcals, or mail.

2.2 “REGULATED AGENT". An agent, fralant
forwarder or any other enfity who conducts business
with an alr camer and provides sscurty controls that
are accaptad or required by the approprlate authorty In
respect of cargo, courler and express pamels, or mall,

2.4 "SCREENING™. The application of technlcal or other
means which are Intended (o delecl weapons, exploslves
or other dangerous denices which may be used to commil
an act of unlawiul Interfarence.

2.5 "SECURITY". A combination of measures and human
and materlal resoumas Intended 1o safaguard Intermaticnal
civil aviation against acts of unlawrul Intarference.

26 "SECURITY COMTROL" A means by whichthe Intro-
ductlon ofweapors, exploshves or artizlas liksly o beullllzsd
o commit an act of unlawul Interference can be prevented.

2.7 "SECURITY PROGRAMME". Measures adopled 1o
sateguard Intemational chll aviation against acts of unlawrul
Interfarance.

3. SECURITY PROCEDURES
3.1 General

311 Measures and procedurss should be In place to
prevent explosives or ofner dangerous devices, which may
b Usad to commit acts of unlawTul Interference, from being
acceplad for carfage by alr by maans of cargo, courer,
epress parcal or mall conslgnments.

3.1.2 Members should support fully Industry consultation
prior to govemnment lcencing of all companies engaged In
the acceptance, storage and forwarding of cargo, courler,
express parcel andmall conslgnmeants, Intended forcarmage

by alr.

312 Each lienced company should have a securty
programme approved by e appropriate autharty |0 respact
ofthe acceptance, storage and forwarding of cargo, courler,
express parcel and mall consignmants.

1.1 Each known shipper ar known consignar shoul
establish and reglster|ts Kdentiy and address and certiy
In writing that:

21.1.1 Its conslgnments are prepared In securg
premisss’ conditlons;

#1.1.2  Its consignments are protected agalnst unau-
thonsed Interference during preparatlon, storags and
fransportation;

31.1.3 It accepts that the packaging and contents of
tha conslgnmant may be examined for secunty reasons.

3.1.2 Each regulated agent should have a sscurty
programme approved by the approprate authorty In
respect of the acceptance, storage and forwarding of
cargo, courker, express pancel and mall conskanments.

3.1.3 Personnel accepting or handing cargo should be
sublectad to pre-employmeant chacks and be tralnad to
an appropriate level of proficlency.

3.1.4 The appropriats authorty should conduct perlodie
checks to ensure that the sscurtty programme has baen
Implemented and Is malntalned.

3.2 Right of Inspaction and Refusal
of Carriage

221 Carrlers resens the right to examineg, or cause o
b examined, the packaging and contents of all cargo, cour-
ler and express parcel conslgnments and 1o enguire Into the
corractness or sufficlency of Information or documentation
terderad In respect of any conslgnmeant.

3.2.2 Camers reserva ihe nght, without assuming any lab-
IItty, to refuse, delay or return any cargo, courler, SXpress
parcel or mallconsignmants when clcumstances so rquire
or for sacunty reasons. If It 18 suspacted that they may
contain explosives of dangerous devices orwould be frans-
portad In violation of applicable laws and regulatiors.

2.2.2 Ccamrlers resarva the right, wihout assuming any
llabiity, to refuse, delay or relurn any cargo, courar,
c¥press pamsel or mall consignments when clrcum-
stances so require or for security reasons.

3.2 Acceptance of Cargo, Courier
and Express Parcel Consignments

231 Al conslgnments accepted from known shippers
and/or regulated agents will ba desmead to have met required
securty provisions.
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3.3.2  Alconslgnments accepted from parsans other than
known shippers ar regulated agents must be physicaly
seamched, elecironically screened or screened by oiher
means. In addilon, a person ofher than a known shipper
of reguiatad agent must provide acceptable documantation
as to Identity, the defalls of which shall be recorded.

334 Unaccompanied baggage shipped as cargo should
be treated as onginating from a persan other than a known
shipper or regulated agent.

3.2.4 Al courler frafic moving as cargo or baggage and
eXpress parcel consignments shoulkd ba x-rayed, physically
seamhed or screensd by olher means prior to camage.

2.3.4  All courler traffic moving as cargo or baggage
and express pamel conslgnments should be x-rayed,
physlcally searched of screened by other means prior o
camags.

3.4 Acceptance of Mail

341 The responsibility for the securty screening and
sealing of mall Is that of the pastal authortles.

3.4.2 Carrlers must ensure that mall 1s recelved by thelr
authonsed personnel who will establish the Identity of the
parson presanting the mall that the ssals are Intact and that
the bags do not show slgns of having been Interferad with.

3.5 Safe Custody

Carrers must ensure that from the time of acceptance and
uritll completion of alrtranspartation, cargo, courler, spress
pamzel and mall conslgnments ans subject to securty. Addl-
tionally, carmer sscurlly programmes must contral acoess
to cargo storage areas.

Alr Carrlars must ensure that from thetime of acceptance
and untll completion of air ransportation, cargo, courlar,
express parcal and mall conslgnments are kept In a
secUre area and free from unlawiul Intarfarence.

3.6 Security Screening Equipment

361 Any equipment used to screen cango, courer or
express parcel conslgnmeants must be capable of asslsting
Its fralnIng operator Inthe datection of exploshies of danger-
ous devices.

362 The equipment used must be approved by the
responsiole authorlty as being sultable Tor ihe task and shall
be malntained and senviced S0 as to meast manufacturers’
specilications as wall as local health, safety and regulatary
requirsments.

Any equipment usad to Screen cargo, courler of eXpreass
parcel conslgnments must be approved by the appropri-
ate authorty as belng sultable for the task and shall be
malntalned and serviced so as to mast manuracturers'
spaciications as well as local health, safaty and ragu-
latory requiramants.

A.7 Security Screening Personnel

Persons Involved In the function of handiing or scresning
cfizango, courler, express parcel or mall conslgnments elther
by physical, electronic or other means should be subject to
pre-employment chacks, andcapable of fulfiling thalr dutles
and tralned o a level of proficlency sstablizhed by the
regponsble auihority.

Persons Involved Insecurty screening of cargo, courlar,
express parcal or mall conslgnments should be subject
to pre-employment checks and be trained to a level of
proficlency established by the appropriate authorty.

3.8 Standard Security Declaration
Form

Governments and/or alfinas may require a secunty daclara-
tlon form as a furlher securty measure, which raquires the
forwarding agent to provide and certity the orgin and history
of 1ha conslgnment. Whers not atherwlse specified, t &
recommended that the form o be usad 15 1he standard
“Security Daclaration” form shown 0 Atachment 4

The appropriats autnonty andior alr carmears may raquire
a sacurty declaration form to be provided.  Under any
other clrcumstances, It 1s recommendad that the “Secur-
Ity Declaration™ farm shown In Altachment 4" be usad.

4. 1ATA CARGO AGENTS

41 Inordartoensurs that appropriate measures ars taksn
to protect alrine operations against acts of unlawrul Interer-
ance, IAT A agents should ensure that the security standards
dascribed In this Recommendsd Practics are followead. In
Increasad threat sttuations, supplementary sscurty meas-
ures may be required by alfings, thelr statas of registry or
by the securty authoritias at the alrport of departure.

4.2 The Cargo Agency Conference Resolutlons, which
embody the rules for accreditation of cargo agants, INcluds
text specifeal iy relating to securty. This requires ad herance
by the agent to securily control measures as prescribed by
the responsible authontles and which may be supplemeanted
by Member anines,

4.3 The IATA Agency Administrator k& vested with the
authorlty to conduct an examination of an agant, elther at
his own Inltlative or at the request of a Member alrding, to
determing that such sacurty control measures prescribed
by tne appropriate authorly are appiled.

Cargo agents' securlly procedurss should embody those
In this Recommended Practice and INclude the fallowing
recommendad provisions:

41 IATA Cargo Agants should ensura that the sscurty
standards described In this Recommendad Practice ars
followed. In Increased threat stuations, supplemeantary
sacurty measuras may be raquired by alr carmars or ihe
appropriate authartiss.

4.2 The Cargo Agency Conference Resolutions, which
embody the rules for accredifallon of cargo agents,
Include text specttically ralating to securty. This requiras
the agent to Implemant securty controls as required by
the appmopriate authortlies and which may be sUppls-
meanted by Mambsr alr carrars.

WP/10
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4.3 The IATA Agency Adminisirator s vested with the
authortty to conduct an examination of an agent, atther
at nis own Intlatve or at the request of a Member alr
carmer, fo detarming that such securtty control measuras
prescibed by the approprate authorty are applisd.

431 securty requirements forthe packing, storages, rans-
portation and delivery ofconslgnmentsto an approved agent
of carmkr;

4.3.2 edablished procedures Tor the dentincation and
varficallon of parsons athar than known shippers or regu-
lated agents and the recording of thelr datalls;

433 requirements for the physical protectlon and safe-
keeping of conslgnments held In thelr custody prior to dellv-
ry fo the camlar;

434 crterla for the training and recurment training of
agents' staff Invoheed with sscurty screening, storage, trans-
portation and delivery of conslgnments.

4,21 securty requirements for the packing, storage,
transportation and delivery of conslgnments to an
approved agant or carrar;

4,22 establizhed proceduras far the [dentifization and
verification of persons other than known shippers of regu-
lated agents and the recording of thalr detalls;

4.2.2 rmequiremeants far the physical protection and safe-
kesping of consignments hald In thelr custody prior to
dellvery to the carrlar;

4.24 ecrterda for the training and recurrent traning of
agents” staff Involved with securty screening, storage,
transportation and delivery of consignments.

5. GUIDELINES

Guldellines for the practical Implementation of cargo securlty
procedures are described In Attachment ‘B
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RECOMMENDED PRACTICE 1630
Attachment ‘A’

{Forwarding Agent's Letterheacd)
SECURITY DECLARATION

BT WYL 0.2 e ettt ottt sttt e 1 8RR 8 e 8 B R84 £ e e e
DIBEHIMALIIN: ..ot ettt ettt ettt ettt et 2o e £ et 5 e £ £t 2o e £t Re sttt 2t
Thig above shipment is tendared for cariage by air. The undersignad, on behalf of (name of agent), hereby confirms that:

1. The originator of the freight is known to me and | am salisfied that the contents are as stated and safe for camiags;
OH
the originator of the freight & known to me and, o the best of my knowladge, the contents are safe for camiage.
AND

2. The goods have been prolectad during storage and transporiation used at all stages of fransit has been secured.
b = L= TSR

[ =TSR

RECOMMENDED PRACTICE 1630
Attachment ‘A°

{Forwarding Agent's Letterheacd)
SECURITY DECLARATION

L o Y OO

=1 TSP

The above shipment is tendarad for carmiage by air. The undersignaed, on behalf of (name of agent), heraby confirms that:

1. Theonginator of the freight is known to me and | am satisfied that the contents are as stated and safe for carriage;
AND

2. Tha goods have been securad and protectad during all stages of storage and transportation.

] 3= = U



AVSEC/COMM/5
WP/10

- A30 -

RECOMMENDED PRACTICE 1630
Attachment ‘B’

GUIDELINES FOR THE PRACTICAL
IMPLEMENTATION OF
RECOMMENDED PRACTICE 1630

1. AIRLINE PROCEDURES

Cargo may be tenderad for camiage by ancther airling, a
forwarder, or a direct shipper. If the cargo is tendered by
a ‘known shipper or regulated agent”, as defined in this
Recommended Practice it can be acceptad. If not:

1.1 obtain a signature from whosver delivers the cargo
against a positive identification;

1.2 check that all documentation is in onder;

1.2 submitihe cargo to appropriate sereening procedures.
{This may be simply a check of outer packaging, a visual
check of contants or even X-ray);

1.4 reconcile the cargo with its documents, particulary by
its characteristics and appearance as well as number of
pieces and waight;

1.5 submitthe cargo to further security checks as raquired.

It iz recommendad that ailines do not accept consolidations
from forwarders, unless they are “known shippers or regu-
lated agents” according to the definition.

2. FORWARDERS PROCEDURES

Cargo may be tendered for camiage by another forwarder
{eo-loading), an airine (break-bulk for reconsolidation), or
a shipper. If the cargo is tendered by a “known shipper or
regulated agent”, it can be accepted. If not, items 1 1o 4
outlined above under Aidine Proceduras should be applied.
Item & will also apply, but this will be carrier-specific and
will vary according to the chosen carmier.

It is recommended that forwardars do not provide booking
details to shippers, unless they arz “known shippers or regu-
lated agents” according to the definition of this Recom-
mendad Practica.

1. AIRLINE FROCEDURES

Cargo may be tendered for carriage by anather aifing,
a forwarder, or a direct shipper. If the cargo is tendered
by & “known shipper or regulated agent”, as defined in
this Recommendead Practice it can be accepted. If not:

1.1 obtain a signature from whosver dalivers the cargo
against a positive identification;

1.2 check that all documentation is in order;

1.3 submit the cargo to appropriate screening proced-

ures. (This may be simply a check of outer packaging,
a visual check of conterts or evan X-ray);

1.4 reconcile the cargo with its documants, particu larly
by its characteristics and appearance as well as number
of pieces and weight;

1.5 submit the cargo to further security checks as
racuirad.

It iz recommended that airlines do not acoapt consolida-
tions from forwardars, unless they are “known shippers
or regulated agents” according 1o the definition.

2. FORWARDERS PROCEDURES

Cargo may be tendered for camiage by another forwarder
{co-lcading), an aifine (break-bulk for reconsolidation),
of ashipper. If the cargo is tenderad by a “known shippar
or regulated agent”, it can be accepted. If not, itams 1
to 4 outlined above under Airline Procedures should be
applied. ltem 5 will also apply, but this will be carrier-
specific and will vary according to the chosen carmier.

It is recommended that forwarders do not provide book-
ing details to shippers, unless they ara “known shippars
or regulatad agents” according to the definition of this
Recommendad Practice.

1. Camo fendered by a known shipper, known
consignar or regulated agent, as defined in this Recom-
mended Practice can be accepted provided:

1.1 the identity of the person delivering the cargo is
varifiad;

1.2 acheck is undertaken that all documentation is in
order;

1.3 the cargo is reconciled with its documents, particu-
lary by its characteristics and appearance as well as
number of pisces and weight;

1.4 cargo tendered by ancther air carrier may be
acceptad provided it has bean subjected to all security
contralz required by the appropriate authority(s).

The following additional requiremants apply in all cthar
Cases:

1.5 submit the cargo to  appropriate  scresning
proceduras;

1.6 submit the cargo to further security checks as
required;

1.7 booking details should not be providad to shippers,
uriless they are known shippers, known consignors or
regulated agents according to the definitions contained
in this Recommended Practice.
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Appendix 2

Air Carrier/Regulated Agent Cargo Security Programme Template
(ICAO Model)

International Obligations and Organizations

1.1 The structure and roles of ICAO, EU and ECAC.
1.2 The purpose of the various Conventions, ICAO Annex 17, EU Regulations and ECAC
Doc. 30.

National Obligations and Responsibilities

2.1 The relevant appropriate authority for the State of registration.
2.2 The relevant appropriate authority for the host State of operation.
2.3 The national aviation security programme of the host State.

Air Carrier / Regulated Agent Security Policy and Organization

3.1 Air carrier / regulated agent security policy.

3.2 The roles and responsible for aviation security in the air carrier / regulated agent.
3.3 Information and communication.

3.4 Description of air carrier / regulated agent’s operation.

Security of Aircraft (Primarily for Air Carrier)

4.1 Purpose of security measures.
4.2 Searches and checks of aircraft.
4.2.1 Standard of searches and checks.
4.2.2 Details of service provider.
4.3 Control of access to aircraft.
4.3.1 Standard of access control.
4.3.2 Details of service provider.

Security of Cargo, Courier, Express Parcels and Mail

5.1 Purpose of Measures.
5.2 Description of Measures for Cargo.
5.2.1  Procedures for acceptance.
5.2.2  Regulated agent scheme and criteria.
5.2.3  Known consignor scheme and criteria.
5.2.4  Standard of screening and physical examination.
5.2.5  Location of screening and physical examination.
5.2.6  Details of screening equipment.
5.2.7  Details of operator or service provider.
5.2.8  List of exemptions from security screening or physical examination.
5.3 Description of Measures for Unaccompanied Baggage and Personal Effects Carried as
Cargo
5.3.1 Standard of screening and hand-searching.
5.3.2 Location of screening and hand-searching.
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5.3.3 Details of operator or service provider.
5.4 Description of Measures for Courier and Express Parcels
5.4.1 Procedures for acceptance.
5.4.2 Standard of screening and hand-searching.
5.4.3 Details of screening equipment.
5.4.4 Details of operator or service provider .
55 Description of Measures for Mail
5.5.1 Procedures for acceptance.
5.5.2 Regulated postal authority/administration scheme and criteria.
5.5.3 Known consignor scheme and criteria.
5.5.4 Standard of screening.
5.5.5 Location of screening.
5.5.6 Details of screening equipment.
5.5.7 Details of operator.
5.6 Safeguarding of Cargo, Courier, Express Parcels and Mail
5.6.1 Description of measures.
5.7 Procedures for Carriage of Diplomatic Mail
5.8 Treatment of Suspect Cargo or Mail

6. Recruitment of Staff
6.1 Description of procedures for recruitment of security staff, including background checks.
7. Training of Staff

7.1 Description of initial training for the following groups of staff:
7.1.1  Aircrew (Air Carriers Only).
7.1.2  Security staff who carry out screening, searching or checking duties.
7.1.3  Awareness training for other staff, including ground-handling staff.
7.1.4  Air carrier / regulated agent security managers/officers.

7.2 Description of recurrent training for the following groups of staff:
7.2.1  Aircrew (Air Carriers Only).
7.2.2  Security staff who carry out screening, searching or checking duties.
7.2.3 Awareness training for other staff, including ground-handling staff.
7.2.4  Air carrier / regulated agent security managers/officers.

8. Contingency Planning

8.1 Description of plans to deal with the following contingencies:
8.1.1  Aircraft hijacking (Air Carrier Only).
8.1.2 Bomb threat.
8.1.3 Discovery of a suspect or prohibited article.
8.1.4 Equipment failure.
8.1.5 Enhanced measures for an increase in the level of threat.
8.1.6  High risk flights.

9. Incident Reporting

9.1 Description of air carrier / regulated agent incident reporting procedures.
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10. Supervision and Performance Monitoring

10.1  Description of air carrier / regulated agent arrangements for monitoring implementation
of security measures and quality control.

11. Local Airport/ Regulated Agent Facility Procedures

-END -



