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ECCAIRSS5 — Configuracion de Red

* Crear el usuario “E5Administrator”
« Hacerlo miembro de “DCOM Services”

« Habilitar servicios DCOM con DCOMCNFG o COMEXP.MSC -
32

 Habilitar el “Repository Manager”
« Crear una regla en el Firewall para ESRSServer.exe
« Crear una regla para abrir el puerto 135 que es DCOM
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Creacion del Usuario EBAdministrator

Administrator

Documents
Pictures

Music

Computer

Control Pam Manage

B  Scanforthreats...
Devices and
Map network drive...

Default Prog Disconnect network drive...

Help and 5u Show on Desktop

Rename

Properties
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Crar nuevo usuario

| & Computer Management (Local
F '[f'é System Tools

puter Mar

File Action View

e 20 c = BE

B E‘-} Task Scheduler
v @ Event Viewer
b gi| Shared Folders

- & Local Users and Groups

| Name Full Name
.ﬁhdministratar

AEsAdministr...  E4Administrator
#, Guest

& HomeGroup... HomeGroupUsers
A camuser

_| Useq
] Groy
o (59 Perform
g4 Device !

4 52 Storage
=8 Disk Mj

= a
b Senvices an

Mew User...

View

Refresh

Export List...

Description
Built-in account for administering...
E4Administrator
Built-in account for guest access t..,
Built-in account for homegroup a..
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Completar datos de acurdo a la ventana

-

New User [ )

User name: ESAdministrator

Full name:

Diescription:

Passwond: EREREARNEER RN
Corfim passwaord: T T T I

[ ] User must change password at next logon
User cannot change password

Password never expires

Accourt is disabled

Create ] [ Olose
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Ecoger propiedades para ESAdministrator

File Action View Help

&= #EXE = HE

ﬁ Computer Management (Local

4 'ﬁ’g Systermn Tools
i (£) Task Scheduler
[ E Event Viewer
i @a| Shared Folders
a I Local Users and Groups
7] Users
" Groups
[> @ Performance
ﬂ Device Manager
4 % Storage
= Disk Management
> fﬁ Services and Applications

Marme

& pdministrator
A B4 Administr...

ES&dministr...

Full Mame

Edadministrator

ES&dministrator

Description

Built-in account for administering...

EdAdministrator

#,| Guest

Al HomeGroup...

,EISEFI"ILISEF

HomeGroupUsers

Set Password...
All Tasks

Delete

Rename
Properties

Help

=ct access L.,

Megroup a..
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Escoger pestana “Member of”

ESAdministrator Properties W )

Gono| MO [

Member of:

ﬂUm

Changes to a user's group membership
i n‘iﬂ... Il Bemove | are not effective until the next time the

user logs on,

[oc ) comed J[ sy |[_bew ]
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Presionar Advanced

[ Select Groups I l&“1

Select this object type:

Groups Object Types...
From this location:

LIMWL-SMLEXMN Locations...

Erter the object names to select (examples):

Advanced. .. OK || Cancel |
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Sbect s object type:

Groups

From this lncation:
LIMWLSHLENMN1T

Ciomman: Dusrisg

Unmywth ~ |
H Desciplon | Statywth =

[Eadbind accaris

"] o esxpinng passsond

Buscar y seleccionar ESAdministrator
o ——

. Cristograghic Openton LMWL

H emetsar LIMWL-SE 22041
¥5_IUSAS LMWL 3L

| B Netwns: Canfiguration Crtons LIMW LS 30
Pesformance Log Lisers LMWL SN

HE Peformance Mongor Users LIMWL-S0 41
Pawer Ubers LMWL
Rermota Desdop Liea LMW LML

ey [_ox || Conce
Mara [AON} n Foldder -
Admeresimton LIV LS E

Backun Opsrator LIMWL-SM 3
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Presionar OK para continuar

-
Select Groups ‘ @u

i
Select this object type:
(Groups | Object Types... |
From this location:
LIMWL-SNLEXN | Locations... |

Enter the object names to select (examples):

LIMWL-SNLEXN 1"Distributed COM Users| | Check Mames |
Advanced... OK | | Cance | ,
— aad )

10



International Civil Aviation Organization

Presionar OK para terminar

| | Member of:
&% Distributed COM Users
ﬂl.lm
: D'mgutnamu;'smm
[_Add. || Bemove | arenoteffective unti the next ime the

" userlogs on,

oK

l
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Buscar herramienta “Run”

Programs (1)

| 13] Run

Control Panel {10)
5 Run programs made for previous versions of Windows
F’ View recommended actions to keep Windows running srmioothby
184 Show which operating system your computer is running
1B Vigw running processes with Task Manager
B View list of running gadgets

Documents (375)

A org.echpse.coreuntime
#) ansp related evamples - narratives 17-25.doc
) ECCAIRS 5 - Instalarion - Paso a Pase.ppt
[ ] TARGA Instructions.bet
|| Macro Secunty. td
Files (169)

| hitp--www.question-defense.com-2000-07 -15-upgrade-php-v...
E] ansp related examples - naratrves 17-25.doc

B ansp related examples - narratives 17-25.doc

L ECCAIRS 5 - Instalacion - Paso & Paso,pdf

4 See more results

Trun -Shuhm-l|
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Observerse opciones de acuerdo a la arguitectura

del SO

=/

Open:

=/

Open:

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

decomconfg -

'@' This task will be created with administrative privileges, 3 2 B I tS

Cancel | | Browse.. |

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

64 Bits

comexp.msc -32 -

@ This task will be created with administrative privileges.

13
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&.ﬁanﬁmmmﬂmm

| :
e 2EAXD 0L BE 0=

Escoger “Properties” de “My Computer”

| £ Console Root Marme
4 & Component Services ] COM- Applications
g e B 1 DCOM Config
4 % My Computer ' s Diiriu
» [ COM~+ Ap Refresh all components I i S
» ) DCOM Co ransaction Coordi...
» [ Running P View K
» | Distibutec Mew Window frem Here
E Event Yiewrer (Locad) ~
| 4 Services (Local) g
| Properties
Help

I

14
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Escoger pestana “COM Security” y “Edit

b

| Genel | ;Hn_l Defau Preperties
| Dicfoult Protocols | M Sacuty | M50TC
Accesa Permasions

Yo may el whe s alowed defaul access to spplcations. You may
alsa get imits on apphcations thal determing their cwn pemissicns

Caustion: Madifying accass pemmiesiors can affect the abilty
of applcations to sart. connect. function and./'or un

| Edtlemts. | | EdtDefat. |

Launch and Activalion Pesmissions

You may adil who i allowed by defaull to launch apolcations or
acirvate chiects. You may also set limils on applications that
defermine (her own pemissions.

Cauttion; Madfyng lsunch and activation permissions can
affiect the abity of applications 1o start, connact, function

and.or run securly,
| Edtbems. | | EdeDefa. |
Lz mwceres abeout geting theoes penperiens.
ook, || Coos || Hooh
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Todos los accessos para DCOM

Group or user names:

5# Everyone
82, Pedformance Log Users (LIMWL-SNLEXN1'\Peformance Lo_.. |
Distributed COM Users (LIMWL-SNLEXN 1 \Digtributed COM

| £2 ANONYMOUS LOGON

Permizsions for Distributed COM
Users Allow Darny
Local Access |

16
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En “Access
Default”

permissions” escoger “Edit

b

| Genel | ;Hn_l Defau Preperties
| Dicfoult Protocols | M Sacuty | M50TC
Accesa Permasions

Yo may el whe s alowed defaul access to spplcations. You may
alsa get imits on apphcations thal determing their cwn pemissicns

Caustion: Madifying accass pemmiesiors can affect the abilty
of applcations to sart. connect. function and./'or un

| Edtlemts. | | EdtDefat. |

Launch and Activalion Pesmissions

You may adil who i allowed by defaull to launch apolcations or

acirvate chiects. You may also set limils on applications that
defermine (her own pemissions.

Cauttion; Madfyng lsunch and activation permissions can
affiect the abity of applications 1o start, connact, function

and.or run securly,
| Edtbems. | | EdeDefa. |
Lz mwceres abeout geting theoes penperiens.
ook, || Coos || Hooh
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Todos los accesos para “SELF”

82 Administrators (LIMWL-SNLEXN 1" Administrators)

rAmss_Pﬂrrissiun_ [ [ %
| Defaut Securty |
Group or user names:
Fdser ]
#2 SYSTEM '

| Add.| [ Remove ]
Permissions for SELF Allowe Dierry
' Local Access il |
Remote Access ¥ ™

OK || Cancel
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Todos los accesos para “SYSTEM?”

Defaut Security |
(Group or user names:

&2, SELF

83, Administrators (LIMWL-9NLEXN 1"\ Administrators)

Permissions for SYSTEM Allaw Disrry
Local Access =
Remote Access ¥ Il

e 19
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Escoger “Edit Limits” de “Launch and Activation
Permissions’__

| Generl |  Otiors | Defaut Propeies

| DefatPolocs | COM Secuty MsOTC |

Yo may edit wha is allovwed defaul socess 1o applcalions . You may
alsa sef s on apphcations that determine their own pemigsons

Caution: Modifiying accaes pemmissions can affect the abity
i ! of applcations to Sart. connect. funciion and.or un

' | Edtimts. | [ EctDefat. |

Launch and Activation Permasions
Yo may adit who @ allowed by defaull ta launch applications or
ascireats chiscts. You may also set imits on applications that
dalemming (heir pwn pemissions.

Caution; Madifying launch and activation permissions cen
: affect the abity of applications o star, connect, funchion

and.‘or run secunsy,
| Edtbmw. | | EdtDefast. |
Lz mocere about gefing thepe peoparies.
| Ok || Caesl || soobv |
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Todos los para DCOM

MMﬂM
Securty Limits

Group or usar namaa:

5% Everyone

52, Administrators (LIMWL-SNLEXN 1" Administrators)

82 Performance Log Users (LIMWL-SMLEXN1\Performance Lo . |

Distrbuted COM Uisers (LIMWL-SNLEXN 1 \Distributed COM ...
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Escoger “Edit Default” de “Launch and Activation

Permissions”

i

General | Optiors | Defaut Properties

Defout Protocols | COMSecuny | MsDTC |

Access Permasions

Yioid miay adll whea i alowed defaul access 1o applcations. You may
also set imits on applications that determine their own pemissions

Caution: Modifiying accass pemrissions can affect the abity
of appications fo sart, connect, funcion and.far un

| Edtlmts. | | EdeDefaul. |

Launch and Activation Pesmissona

You may edit who & alovwed by defaul 1o launch apobcations or
activate chiects. You may also set imits on applications that
disterming ther pwn permissions.

iﬁn:ﬂhu abity of applications 1o start, connect, funchion
and.or run securdy,
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Todas los accesos para SYSTEM

52, Admiristrators (LIMWL-SNLEXN 1" Adminéstrators)
i&tN'I'EFIHI'ITI.I'E
Permissions for SYSTEM Allowe Dierry
Local Launch @ A
Remote Launch ] |
Local Activation ¥
Remate Activation ¥
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Todos los accesos para “INTERACTIVE”

Defaut Securty |
Group or user names:

82, SYSTEM
H2, Admnistrators (LIMWL-SNLEXN 1\ Administrators)

Permissions for INTERACTIVE Allaw Dierry
Local Launch El |
Remcte Launch ¥ ™
Local Activation
Remate Activation &

24
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Presionar OK para terminar

Gereral | Optiors | Defmit Propedies

Defoult Protocols | COM Securty | MsDTC |

Access Permasions

Yioid may et whe s allowed defaull access 1o spplcations. You may
also get limits on apphcations that determing their own pemissiong

Caution: Modifying accaess pemiesiors can affect the abilty
of applcations to Sari. connect. function and./ar un

| Edtlmts. | | EdaDefaut. |

Launch and Activalion Pemasons

You may adil who i allowed by defaull to launch apolcations or
acivate chiects. You may also set imis on applications that
dafliemmins ther own pemissions,

Cauttion; Madfying lsunch and activation parmissions can
affiect the abiity of applications 1o start, connect, funciion
and.‘or un securly,

[ Edums. | [ EmDefar. |

Leaen mare about getling thees properies.

Lok J| Cancel || ooty
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Escoger “Properties” de ECCAIRS 5 Repo..”
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t‘w -mls & i

#Fhﬂdtun'ﬁu'ﬁ"lrdﬁul-ﬂ;

==

e« 2@X0cBED| LS
(2] Censale Roct -
4 B Component Senices |E:|
a | Computers
« (& My Computer

v [ COMs Applications
4 | DCOM Config
v @ Eccairsd Attachments Tunnel Ser
& Eccairs d Repositary Senaces
« f& Eccairs 4 TARGA Server
. @ Eccairs § Web Session
& Eccairs 5 Repository Services
& Eccairs 5 Web Session

‘ ﬁ:qrdrrrl'n-utﬁ'l,:yﬂ.ﬂrﬂz‘l_cDIDM|
o @ YSystemPoot¥\Systema2\fveuid
i Seystemsoat 3o\ system3Tuntl.epl
o Hsystemnpaticisystem3Zhipksetu|
b eystemnook T\ System3ZilserA
B Hsystemroot 3\ System3UserAc
» & 32-bit Preview Handler Surrogate |
B " AccessibiltyCpladmin
. @ AccStore Class
b ‘ H.pi
» @ acppage.di
v & AcroBroker
» & AcrolEHelperShim .

Mame

ﬁ Eccairs 4 Attachments Tunnel Server
& Eccairs 4 Repository Senvices

& Eccairs 4 TARGA Server

B Eccairs 4 Web Session
Eccairs 5 Repository Senvices
B Eccairs 5 Web Session
& wsyemReot¥\oytemd appwir.cpl
& Yeeysternroot B aysternd T caloruidil

Application 1D -
{1EAIATAI-169E-464 B-04 F1-D2EASSTSF| F]
{AARSA9] -CA25-4289-8F1 C- 728791 Fod
{DOSBEDLE-0356-4 ACE-IAZF-IIEL4CR4
{THCEH'JI-‘BBE 41FF BNC DEI’.SEH-

E[M-—IFEI AZFA- ?EEQBEIE
Oal-ddeb-befl2-bTal 2 cd 721
20374 2fb-BEYF- TCES3BADC

& %fysternfioot %)\ System i fueui.dil
& Sesystemroot %\ system3iintl.opl
& Faystermroot % systemIZ Iplsetup, ene

& 32-bat Preview Handler Suragate Host
& AccessibibtyCpladmin

& AccStore Class

& acpi

& acppage.dil

& AcroBroker

& AcrolEHelperShim

& teraPDF

& Add b Windows Media Player list
= sdmin

& Adobe Acrobet Document

& AESTACap

& BESTARen

i

B Ssystemroot 35 System3Z UserfcoountControlSettings. .
& Hsystemroot®\ System3X UserAccountControlSettings. .

‘| .

{ATABIESC-3BTT-4840-B727-C1EARDT A
{214B5E3] - 5536422 F-BEIE- DB046468;
{ICTA58ET - 5580 -4B65-3E72-6413F3372

- {00CTS2F8 621 2-4F39-BFN)-EBCOACIE

{EAZCEB24-C5090-457B-BACE-4 ADFIEL:
{33481 E02-D5EF-4410-B58B8-36CBED28:
143485274 -C539-4 E3-58FC-44.206004.
{DESDECDC-1044-4 che-24 D5-0C21044
{EC4C308]-ESBA-4E158- ABSL -1TIE360A
{513D515F -2 ARE-4F51 -AEAB-DCBCTEFE
{F2383816-917A-46C C-ADZA-501IBED:
{77 AEAE12-5411 -4EAS-BAIT-TTADOF23(
{BEAMEN -3862-40C-BEE3-AC202D6]
{45507 08-S0 45404 H-T52 cfSheddi
{67OSERE-071 A-4404-94E7-TODTDEEET
{ES01 CAGS-AIFC-11D0-85A0-4445535
{S4EBBFG0-1EB2-49c0-BR1E-0114CASEE
HEEBFHEWM-BFEI-BWEBEEF

e

] b
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En la pestana “General” escoger Connect

General | Location | Securly | Endpoints | identiy |

Genasl propaties of the DCOM application
Appication Mame:  Eccars 5 Repostony Senvices

Fopication 1D VAFD14DTE- 3097-44559-5C 35 FARSEARF 2P0
Appiication Type: Local Sesver

Auhentication Level: |Defaul el
Local Path v

Cal

Packet

Packet intagrty

Packet Pavacy
Leam more about satting fhass propames.

Lok || Cmece || Ak

fccoirs S Repostory Servces Properties -l

27
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En la pestana “Location” escoger “Run application on this

computer”

fccoirs S Repository Servces Properies |-l

| General | Locaton | Securty | Endpornts | identty|

The following seflings allow DCOM 1o locate the comedt computer for thia
application . ¥ you make more than one selection, then DCOM uses the firs
[7] Fun application on the computer whane the data is located,

[¥] Ruin application on this computer

[7] Fun application on the folowng computer

| [owe. |

28
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frcars 3 epostorySeves Propertes. el

Clicl sobre la pestana “Security”

| Genesal | Location | Securty | Endpoints | Identty|
i Lawnch and Activation Pemmizsions
i Lz Defaul

Leam mome about gafiing fess propaies.

Edit

= |
JRE |

Lok || Coce || Acol
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Click sobre “Edit” de “Customize” para buscar el

usuario “E5Administrator”

| General | Location | Secuty | Endpoints | identiy |

Launch and Activation Pemmissons
1 Uses Dot

* oo

1) Cuslomize £

30
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Click sobre “Advanced”

Select this object type:
Users, Groups, or Builtin securty principals | Object Types... |
From this location:
|| LIMWL-SNLEXN1 | Locations... |

Enter the object names to select (examples):

| Check Names |

Advanced... 0K || Cancsl
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[ Dnsshied acoounts
Mo Exgng paaswoe

Stewin wih -

Seleccionar “E5Administrator”

I Foldar e

LEWLSNLEXNT
LWL-SHLEXN1

LIWL-SMLEMNT
LBV L-SHLEEN1

LIMWL-SHLEXNT

LIMWL-SHLERNT
LIMWLSNLEXN
LIMWL-SHLIDINT
LIMWL-SNLEXNT

32
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Todos los accesos para el “E5Administrator”

i S emm— .
Launch and Activation Permission )

Secu |

Group or user names:

52, SYSTEM

H2, Administrators (LIMWL-SNLEXN 1" Administrators)

2 E5Administrator (LIMWL-SNLEXN1\ESAdministrator)
82 INTERACTIVE

33
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Seleccionar “Customize” y “Edit” de “Access

Permissions”

fccas S Repostory Servies Properbies i

| General | Location | Secuty | Endpoints | identty |

Launch and Activation Pemiasona
) Use Defoub
@ Customizs

Leam moee about gatting thass propartes.

Lok J[ Cwce || Mook |
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Escoger “Add” para buscar y anadir al “E5Administrator”

[Aespemisor T =)

oy |

Group or user names:

82, SYSTEM
83, Administrators (LIMWL-SNLEXN1\Administrators)
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Presionar “Advanced”

( Select Users or Groups = ' Waner [ﬁwﬂ

Select this object type:

Users, Groups, or Builtin securty principals [ Object Types... ]
From this location:

LIMWL-NLBXN | Locations... |

Enter the object names to select (examples):
| | Check Names |

| Advanced.. ok || Canesl ]
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Seleccionar al “EBAdministrator”

Users, Groups, or Buit+n securily pincpals
LIMYLSNLEXHT Locatiors
Common Quseres Il

Hlaires Starswith = ko

Dagcophior: | Satswih =

Disabied scoounis
Non expring password

a 1 lagoe w
Nime (ROM) I Frlder -
B CREATORG..
B CREATORD...

B Crptographic LIMWL-SNLEXN1
B Detgger Us..  LIMWL-SNLEXN

Disinbuged C...  LIMWL-3HLEXN1

Evert Log Re..  LIMWL-GNLEXN1
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Presionar OK

[ Select Users or Groups = l o lﬁ“-!

Select this object type:
Users, Groups, or Builtin securty principals [ Object Types... l

From this location:
LIMWL-INLBXN | Locations... |

Enter the object names to select (examples):
LIMWL-9NLEXN 1"\E5Administrator]| [ Check Names l

Advanced.. OK || Canesl ]
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T =)
Access Permission

Secury |
(Group or user names:

£, ESAdmiristrator (LIMWL-SNLBXN1\E5Administrator)
82 SELF

82 SYSTEM
B2, Admirustrators (LIMWL-SNLEXN 1" Administrators)

[ Add. || Remove |
Permissions for ESAdministratar Allow Dierny
Local Access [

39
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En la pestaina “ldentity” escoger “The launching user” y

presionar OK

m=w_M 5 |

| General | Locaion | Secuty | Endports | entty

Which user accourt do you want 1o use to run this application?

1) The interactive user
@ The launching user.

7 This user.

Lz Brovmesn

Pligrrin

rinm pawonn

The system accourt [services only)
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Configuracion del Firewall
Seleccionar el “Control Panel”

— g g —

Administrator

Documents

C ompUter

== Repository Manager

Control Panel

I'P? Microsoft PowerPomt 2010
(SE
E Tearm\Viewer T

== 50L Server Tog!

Default Programs

Help and Suppo

i 0 : . I
-1#; Broweer
ngkE

== Batchelor

|2 All Programs

| Search programs and files

ganer.dll

Date cr

41
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Seleccionar “System and Security”

Adjust yousr computer's settings

System and Security
Review your computer’s stabu
Back wp your compsstes

Find and fm problems

Metwark and internet
Wiew reetwenrk stotus and tasks:
Chogse homegroup end thaning cpiigns

Hardware and Sound

Wiew chevaces: snd printen

idd » device

Connect bo a projecton

Al commordy ured mohiity settmgs

Programs
LisiFritall & pragram

e § &

Viewby: Cmtegory =

User Accounts and Family Safety

W Add or e @ scoounts
E‘ St up panenial Conbrols Por sy user

Appearance and Personalizaton
Change the theme

Change deskiop backgrourd

dudpert wrreen resolution

Clock, Language, and Region
Change kepbcah or cther mput mathoch

Ease of Access
L=t Windown yaggest wetbran
Qpbrge aiguel displey
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Seleccionar “Windows Firewall”

MO » comtpme » sppemuntsecny s [ [t

Control Panel Home:

?- Action Canter
Raview poasr compuber's satus and resolve ssoes | B Change User Accownt Controd sestings
L] mﬂm
i Troubleshoot commen compater problems Restore powr compuber to an earlier Broe
Metwork and Inbermet
H & ‘ Windowes Firewall
Check frewall ststus  Alinw & sennram thimunk Windows Firewsll
ngrurnu: | Windews Frmaall
1 Systerm | Set finewall secunty options to kelp
Lser A coans anad Family
ﬂ ‘e armpu| PIOEect your cemputer from hackers by tha Windows Esparience Inde
R T & flow rep and malicious softaee. puter | 8§ Device Manager
Penoralmation . a. Windows Update
Clek, Laguig, and Aegian . Tetn ptomaiic vpdabing om or il Check for updaiss Vet inslaled update:
Epge of Sconss

-w Power Options
Changi Balbiry sltmgs Pingers & plil beniid sehis thi Campatir wakil

Changs wial the povest bulflons de Chasyge whsin tha cempuler dleepu

,}# Backup and Restore

Back up yeur empuled Rawters filed Irom backup

:"- Windows Anytime Upgrade

Gt mers Taature with & niee aditicn ef Wndows 7

f_lh Adminastrative Tooks
.§: Fiew up ik space Dalrigrint your kand drrs ﬁ'l:'uulr and Tedirat haid ik paditcrn
ﬂ View event logs ﬂ‘:l:hedult basks

Flash Playes
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Seleccionar “Advanced....”

¢ Control Panel # Systern and Secunty » Windows Firewall

File Edt Wiew Tools Help

Control Panel Home

Allow a program or feature
through Windows Firewall

ﬂ Change notification settings

E Tum Windows Firewall on or
off

) Restore defaults
# Advanced seitings
Troubleshoat rmy network

Help protect your computer with Windows Firewall

Windeows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

Haow does a firewall help protect my computes?

What are network locations?
l @ Home or work {private) networks Connected (&)

Metworks 8t home of work where you know and trust the people and devices on the netwark

Windows Firewall state: COn

Incoming connections: Block all connections to programs that are not on the
list of aliowed programs

Active home or work (private) netweorks: E icaolan

Motification state: Motify me when Windows Firewall blocks a new
program

l & Public networks Not Connected ()|
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Seleccionar “Inbound...”

File Action View Help
| s = HE
P windows Firewall with Advancd [

A
I Jehouna Estes Name Group : Profile  Enabled  Acti * E
B} Outbound Rules
Bl Connection Security Rules @ Actuslizacitn de Trend Micro Client/Serv... Public  'Yes Al e
b E Monitering ﬂCha:l: Point Endpoint Security GUI &l Yes Alla =il 3
Check Point Endpoint Security Service &dl Yes Al
@ CyberLink PowerDVD DX &l Yes Al ¥
'ﬂ‘:jl‘h!llil‘lk PowerDVD DX Resident Progra... All Yes Allo 9
ﬂleunﬁn de Trend Micro Chent/Server Se... Public Yes Al
ﬂ[cuils 4 Repository Services - Server Private  Yes Allo
@ Eccairs 4 Repository Services - Server Private  Yes Allg 5
.E:Hiﬂ 4 Repository Serices - Server Domain Mo Al =
@ Eccairs 4 Repository Services - Server Domain Mo Alle E
ﬂFa:mnlt. Video Calling Plugin &ll Yes Al
& Google Earth Private  Yes Alle h
@ Google Earth Private  Yes Allo 4
@ iminent Firewall Rule Al Yes Ao || 4
@ iminent. Messengers Firewall Rule All Yes Allg 3
) Intemet Explorer Private  Yes a2
ﬁlrrl::mﬂ Explorer Private  Yes Alle ’
D iTunes Al Yes Al || E
& Mcafee Framework Service Private  Yes Alo ||
8 Acafee Framework Senvice Private  Yes Al
ﬂl‘.‘licru-snﬂ: Office Live Meeting 2007 Domain Yes Al
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Click derecho y seleccionar “New rule”

File  Action View Help

s 20 = BB

) e ]|
1;:;‘;:1:‘ Rl Riilie... Group Profile  Enabled  Ach "_ h
& Connection Filte by Profile , de Trend Micro Client/Serv... Pubhe Wi Aller

™ Monitoring . Endpoint Secunty GUI ANl g Al =
Filter by State * bt Endpoint Security Service AN Yes AID'J

Filter by Group ¥ [PoweDVD DX All Yes e
View . [ Resident Progra... =11] s Al
Trend Micre Client/Serser 5e... Public Yies Allgr
Refresh tory Senices - Server Provate  Yes Ao
| Export List.. :rtnr_-,rSu'u':ncu.-Smtr Pniwlf ies Aler
asitory Services - Senver Domain Mo Al
Help itory Services - Server Domain Mo Alicr
weo Callsng Plugin Al ies Ao

& Google Earth Private  Yes Ao h
€ coogle Fath Private  Yes Al
B iminent Firewall Rule aal Yes Al
ﬂhrliunt.Msungm Fiewwall Fule Al s Ao
£ inzernet Explorer Private  Yes Ao
Hhﬂﬂn:’c Explorer Private  Yes Al
i Tunes Al Yes Aldicr
W3 M cafee Framework Senvice Private  Yes Alic
8 MciFee Framework Service Private  Yes Allce
€0 Microsalt Office Live Mesting 2007 Domain  Yes Al
ﬂMicfmuﬁ. Offsce Live Meeting 2007 Domain  Yes Ao
€ Microsoft Office Live Meeting 2007 Private  Yes Al
i ene it Pilar s hes Rllasbins WAT [T Vs Alla
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Presione “Next”

i Mew Inbound Rule Wizard

Rule Type
Select the type of frewall nule fo create.,

Shegs:
& Fus Typs
& Frogram
@ Pchon
@ Profile
@ Mame

What bype of nue would you o io ceate 7

‘@ Program

Ruda that controls connections for @ program.

Rige that controls connechions for a TCP or LIDP post
I Predefined:

| BranchCashe - Coslert Retzval (Uses HTTF)

FAude that cortrols connections for & Windows axpedence,
" Cuslom

Cussiom nie.

[ O e
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Seccionar “Browse”

@ Mew Inbound Rusle Wizard

Program

Sheps:

& FRula Type
@ FProgrem
@ Achion
@ Profila
& MName

Does this e apply o 2l progrems or & specific program 7

Ride apoliss to all conmesctions an iha compuiar thal match other Ads propediss.

Q-qum

Leam more ghouk soeciving programa
[ <gock J[ Motz |[ coce

Specify the ful program path and executable name of the program that ths rule matches

T e e e ae e =  —  w —
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En esta ruta escoger ESRSServer.exe

X
i Open - -
i
W‘lj.ltnmﬂﬂlﬂi[cﬁlﬁugmmﬁhur&:uﬁrﬂlnl -Iigllﬁe.:rr_h.‘im ,nr"
o e L DT R R e B e D e Ra i T ——ar ] Eoaoeiies ——
Organize = Hiew foider == T i .
Y Favorites * Marne . Date modified Type ]
B Deskiop B ESPMDictionany.exe 31/08/2012 08:49 a... Applcation "
18 Downloads ESPMEMail.exe 3L/08/201208:49 a...  Application
gy Racast Phitas "' E-anlﬂ:rg:.l:u 31 /082012 08:49 a... Apphcation
i o ESPMOccumence. e F1/08,/20012 O8:49 5. Applscstion
= |ibrades == ESPMQupery.ene 308200 2 08:49 a...  Applcation
ﬂ-i] Docis st d ESPMCueryl ibrary.exe i1 /08,2012 08:49 a... Applhcation
;_.' s I:-’ ESPhSecunty e 11./08,2012 0849 5. Apphcation
usic
- E |3 Ehﬂmplﬂt,ur 31082002 08:49 a... Apphcation
B i ESPMTunnel.exe I 08/ M012 08:49 a...  Applcation
EP ESPMView.eve 31082012 08:49 a...  Apphcation
4 Ha . ﬁ ESPKIVieaFilter.exe 31DE 012 0849 a...  Application
g @ ESFRWeb.exe 3 08012 08:45 8.  Applcstion E
B Compubir By ESQueryConverterFromEdl s 4,/052002 0848 a...  Apphcaticn
‘ 05 (2] - ESRepositoryhanager.exe IL08/2012 0&:50 2 Apphcation
= ER. (04 | § ESRSServer exe 31/068, 2002 06:50 8... Applecalion
3 CD Drive (F) = A BSTawonomyBrowser. s 31/08,2002 08:50 a...  Applcation |
,; My Web Sites an MSN E ESUDPMonitorSerice e 30/DE 2011 D%3T a...  Apphcation
’ . i ESWebManages.exe 3108/ 1.2 08:50 5... Applecation -
55 5AM on authonng2010.ica.mt T e | .
File name: SRS Server exe - |me-fa{'.nﬂ -J
[ Open [r] [ concet |
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Prograim
Specily the ful program path and exscutable name of the program that thes rule matches

Shepes:
Dioes this nile apply to al progrems or 2 specific program ¥

(1]

@ This program path:

Fule spoles ta &l sonnections on the compulsr that mateh other s propediss.

%FrogramFies &\ Eccars 5 Bin' ESRS Server exe '
Exavepia \program s |
. iﬁaﬂnﬂ‘hﬂnﬂ:’mm |
|
[
!
[
[
|
|
|
|
Legm mors 3besr soocfiung progrma |
|
| cBock |[ tees || conce

im:m:ﬂmhwmm E 1_ L- . “ﬁ” :|
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Presionar “Next”
[ |

Action i
! Specify the achon to be taken when & connechion maiches the condibons spectfied n the ruls, |

@ FRula Tipe ‘What actian should be taken when a connechon matches the speched conditions 7
@ Protocol and Pors )
@ Mlow the: connection
® Aoy Thes indludes connechions that are protected with [Psec 25 well 2s thoss ane not,
& Froide
s I Miow the conneclion i 1| iz secums
. This inchuckes only connections that have been autherbcated by vang Pesc. Connactions
veill b pacuned Lsing The settings in IPeec properies and rues in the Connection Secirdy
Ruda rode.
_ Block the conmection
Leam more gbout actiors
[ cBsk |[hee: ]| cocd |
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Presionar “Next”

@ New Inbound Rule Wizard - |
| Profie
Specify the profiles for which ths e apobes.
Sheps:
# FProgrem
& Action ¥ Domain
& Frofla HApplies when a computer is connected to s comporste doman,
# HName 4| Private
Hpples when 8 computer i connscied 1o & prvate retwodk localion.
¥ Public
Fpplies when a compuier is connected to @ publc network location,
Legm more abour profiles
[ <Back |[ bes: || conca |
E——

T e e e
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Introducir un Nombre de regla y presionar “Finish”

MName
Specify the name and descrption of ths e

Shepm:

& Rula Type
# Program
& Achion
& Froide
& MName

Plame:

ECCAIRS Programal

[ sBack |[_Enen )| conce |

i Mew Inbound Rule Wizard E_ E:: I nﬁ:..

o e ——

T e e e — = = —
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Crear una nueva regla para el puerto DCOM

=206

File Action View Help

' Windows Htmai_l with Advanc

Inbownd Rul{ — B
g'a;.;a;;n'aii iz fermp
hi Conniection Filker by Profile . in de Trend Micm (Ii-mtﬁtrv.,.

» %, Monitoring Filer by State * in de 'I'r.eml Mlcr_n Client/Serv...
Endpoint Security GLUI
Filter by Group * | Endpoint Security Service
View » [owerDVD DX
lowerDVD DX Resident Progra...
Refresh Trend Micro Client/Server Se...
Export List.., positary Services - Server
bository Services - Server
Help postory Services - Server

P‘Eccaiml Repasitory Services - Server
@ Facebook Video Calling Plugin
ﬂﬂu-ngl: Earth
ﬂﬁuﬂgle Earth
& iminent Firewall Rule
{8 Iminent.Messengers Firewall Rule
ﬂlntund Explorer
ﬂlnterntt Explorer
ﬁi‘l’uns
0 McAfee Framework Service
-~ . il

Profile
Private
Public
Al

Al

Al

All
Pukbslic
Private
Private
Domain
Dizmain
All
Private
Private
AR

Al
Private
Private

Private

Enabled

Yes
Yes
Yes
Yes
Yes
Yes
Yes
e

Yes
Mo
No
Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

At *

Ao

ﬂlln’:E
Al
Mo
Alle
Aller
ey
Al
Al
Al
Aller
Ml
Alle
Aller
Al
Al
Al
Allor
Aller
Aller

- i

1 Inbound Rules
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Escoger “Port”
[@revroomeraewas TR =

Rule Typa i
| Select the type of frewall nis to create., II
| G
& PRula Type wm'ﬁﬂtﬂ.ﬂwhhm}!
# Protocad end Poris
& PAction . Program
& Proile Ruda that cortrols connections for a program.
@ MName 2 Port
Rude that cortrols conneciions for a TOP or LIDP post
. Predefined:
[ BranchCache - Contert Retrievl (Lses HTTP) = '
Flude that cortrols connections for & Windows sxpetence.
o Cuslom
Cussiom e,
Leam more gbedk nis types
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Escoger “Specil..” en introducir 135

Protocol and Pors

Sheps:

& Hula Type

& Protocol and Pods
@ Pction

@ Profily

@ MName

'| Spescfy the: protocols and ports bo which this e applea

Dioes this e apply to TCP or UOF?
|_' w

Dines this e apphy to sl local ports or specific local pords 7
M local ports

8P New b ke W

@ Specific local ports: 135
Excample: B0, 443, 5000-5010

| <ok |[hees ][ Concd |
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Presionar “Next”

T =

Action i
! Specity the: action to be taken when & connection matches the conditons spectfied in the s, |
@ Fuda Typs ‘What action should be faken when a connection matches the speched condiions?
& Protocol and Porls _
@ Allow the connection
@ Aoty Ths incudes connectons that are prméected with [Psec 25 well as those ane not,
& Fmide
s I Mlow the connection il il i secure
s Thia inchucles only connections that have been autherbcated by uang Peec. Connechons
villl be pacuned using the settings in Peec properties and rules in tha Connection Secusty
Ruda pesde.
_ Block the connection
Leam more: about actions
| clack |[ te=> ][ comes |
R ————— — — = —
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Presionar “Next”

|
Profie
| Specty the profies for which the nie appies.
& Protocd and Pords
@ Action ¥ Domain
& Frofla Appli=s when a computer is connecled to ks comporste: doman,
# HNeme 4| Private
Hpples when 8 computer i connscied 1o & prvate retwodk localion.
¥ Public
Fpplies when a compuier is connected to @ publc network location,
Legm more abour profiles
A ———— e

|
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Introducir un nombre de regla y presionar

(44 - - 77
Finish ) |
s ==
Mame
Specty the name and description of this nie

Sheps:
& FRula Type
& Protocad and Pors

& Achon

R _EIIJ;RSDCUHPm
& MName
Bescripion foptionall:

| cBack |[ o ][ Cocd |
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ECCAIRSS5 — Configuracion de Red

FINAL
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