
 

 

 

 

 

 

 

Av. Víctor Andrés Belaúnde No.147 

Centro Empresarial Real,  

Vía Principal No.102 

Edificio Real 4, piso 4, San Isidro 

Lima 15073 – Perú  

Web page: www.icao.int/SAM 

Email: icaosam@icao.int 

Tel.: +51 1 611-8686 

Fax.: +51 1 611-8689 

 

Ref.: LT 2/3.2 – SA371 Lima, 11 July, 2023 

 

To: Mr. Yves Tatibouet, Regional Director of Civil Aviation Authority (DSAC) 

 for French Antilles and French Guiana 

Mr. Philippe Versi, Regional Director, West Indies and French Guiana 

 Lt. Col. Egbert Field, Director General, Guyana Civil Aviation Authority  

 H.E. Albert Egbert Jubithana BBA, Minister of Transport, Communication and Tourism, 

 Suriname 

 

Subject:  Invitation to Air Navigation Cyber Resilience Tabletop Exercise (TTX)  

 Lima, Peru, from 9 to 12 October 2023 

 

Required 

action: Your registration by 8 September 2023 

 

 

Dear Sir/Madam: 

 

  I am pleased to invite your Administration to participate in the Air Navigation Cyber 

Resilience Tabletop Exercise (TTX) that will be hosted by ICAO South American (SAM) Regional office to 

be held in Lima, Peru, from 9 to 12 October 2023.  

 

 In this regard, please confirm the participation of your Administration by nominating two (2) 

candidates, recommending technical personnel working in the cybersecurity area related to ANS context.  Please 

complete the online registration through the following link: https://forms.office.com/r/3u7JmJiD3a as soon 

as possible and, in any case, before 8 September, 2023.  It should be noted that the number of participants is 

strictly limited to two (2) per State. 

 

 The Provisional Agenda of the Exercise is in Attachment A.  Your comments on the attached 

Provisional Agenda, including any amendment you may wish to suggest, would be appreciated.  

 

The Tabletop Exercise is a useful tool to test existing air navigation cyber resilience and 

communication procedures. The objectives of this exercise are: 

 

1. Eliminate confusion and streamline decision-making during air navigation cyber-

emergencies, enabling prompt and proactive actions by the personnel involved. 

2. Develop awareness and promote a common understanding of air navigation systems cyber 

vulnerabilities, and resultant risks affecting operations. 

3. Empower participants with measures to mitigate the exploitation of systems by identifying 

and promoting mechanisms for information sharing.  

 

http://www.icao.int/SAM
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Should you require more information about the event, please contact Mr. Roberto Sosa 

Regional Officer, ATM/SAR at:  rsosa@icao.int.  

 

  Accept, Sir/Madam, the assurances of my highest consideration.  

 

  

 

 

 

 

 

Fabio Faizi Rahnemay Rabbani 

Regional Director 

ICAO South American Office 

Lima 

 

 

 

cc: Mr. Patrick Pezzeta, Deputy Director, Antilles-Guyane, French Antilles 

Mr. Alain Kerhascoet, Head of French Guiana Air Control Centre Cayenne-Félix Eboué Airport, Head 

of the Aircraft Search and Rescue RCC 

Mr. Frederic Danlouox, Adjoint au Chef du SNA, Martinique, French Antilles-Guyane 

Mr. Damien Cazé, Director General of Civil Aviation, France  

Mrs. Estrea Noordzee, Permanent Secretary, Directorate of Transport, Suriname 

Mrs. Cindy Toemin, Acting Head of Civil Aviation Department, Suriname 

 Mr. Brian de Souza, Director a.i, Civil Aviation Safety Authority Suriname, CASAS, Suriname 

 Mr. Marcus Doller, Air Safety Support Intl. (ASSI), United Kingdom 

 Mr. Bruce D’Ancey, Policy Specialist, Flight Ops, Air Safety Support International (ASSI), United 

Kingdom 

 ICAO EUR/NAT (For retransmission to DGAC France) 
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ATTACHMENT  A 

 

The Provisional Agenda of the TTX 

 

Day 1:  

1. Registration 

2. Opening Session   

3. Introduction  

4. Regional perspectives and activities  

5. Setting the cyber scene  

6. International Aviation Trust Framework (IATF) Facilitated discussion. This activity performed by 

ICAO HQ will introduce IATF and promote global benefits for the aviation Ecosystem by being part 

of the (IATF).  

Day 2: 

1. TTX introduction 

2. TTX: Scenario 1 

3. TTX: Scenario 2 

 

Day 3: 

1. Summary of the previous day  

2. Continuation of   TTX: Scenario 2 

3. TTX: Scenario 3 

4. Review of TTX, lessons learned and round-table Q&A   

 

Day 4: 

1. Summary of the previous day  

2. Fundamentals of Communication Strategy and Stakeholder management workshop 

3. How to create and run your own Tabletop Exercise workshop  

4. Workshop summary and wrap-ups 

 

 

 


