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Cyber Security in Brazil



Brazil

National Cyber Security Strategy – Decree 10.222/2020.
National Law for Data Protection – Law 13.709/2018.
National Network for Cyber Incidents Management – Decree 10.748/2021.

GSIArmy



Cybernetic Guadian
Exercise 4.0
(ComDCiber)

• Constructive Simulation
• Virtual Simulation (red team x blue team)
• Study Group – Air Transport Industry:

• 2021: ISAC – Information Sharing and Analysis 
Center.

• 2022: Study of a Framework to Audit 
Cybersecurity in Civil Aviation (UK‐CAAi). 



Cyber Security in ANAC



Regulation 
Responsibilities

‐ Air Space Control is an Air Force responsibility.
‐ DECEA.

‐ ANAC is responsible to regulate:  airports, air carriers, aircraft
maintenance companies, aeronautical products companies, 
crew certification and passengers rights and duties.



Regulation

RBAC 108 EMD 03 – Aviation Security for Air Carriers:
108.17(a) ‐The air operator must identify the
information, data and communication technology
systems deemed critical for its operation and implement
measures to protect them, through a risk assessment.

RBAC 107 EMD 03 – Aviation Security for Airport Operators:
107.17(a) ‐ The aerodrome operator shall design and
implement an ongoing risk assessment process, with the
objective of guiding airport security planning.



ANAC Cyber Structure

• Brazilian Aviation Security Team ‐ BASeT
(ICAO GASeP)
• Working Group 4 of BASeT dedicated to

cybersecurity;
• Projects promoted by industry and

government authorities.

• Data Protection and Information
Security Committee (CSIP)
• Internal focus at ANAC.

• GTSC (Work Group of Cybersecurity)
• Dedicated to regulate cybersecurity for the

ANAC attributions.



•
• Composed of Civil Aviation Authorities, 

associations and industry in general. 
• 2020/2021: Cyber Security Guidance Manual for 

Civil Aviation;
• 2021/2022: Study of a Cyber Security 

Framework for Civil  Aviation Organizations.

Industry Participation



Study of a Cyber Security 
Framework for Civil  Aviation 
Organizations.

• Translated to portuguese
the UK CAA Framework.

• Created a Guidance in
portuguese to explain how
to complete the
Framework.

• Industry were fostered to
use and give feedback.

• ANAC specialists are
testing this framework with
ANAC systems in order to
analyse the use of this
framework with the
operators in the future.



ANAC’ Internal 
Organization  

Data Protection and Information
Security Committee (CSIP). 

Formed by a group of ANAC 
employees responsible for 
proposing standards and 
supervision of information 
security and internal 
communications in ANAC.



ANAC’ Working Group of Cyber Security



ANAC’ Working Group of Cyber Security
•Established on August 2020.
•Today: 22 members from 11 ANAC’ Organizational Units.
•Motivation:

• Cyber technologies in air modal organizations;
• Cyber threats with criminal or terrorist intent to cause damage to civil aviation;
• Responsibilities of ANAC related to safety, security and efficiency of air transport.
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Working Plan of WG – 2020/2021



Working Plan
• 2020/2021:

1º Step: Diagnosis of Cyber Risk Scenarios in Civil Aviation

2º Step: Diagnosis about Cybernetics in each Unit of the
Agency: Regulation, events and organizational structure.

3º Step: International Benchmarking.

4º Step: Analysis of Diagnosis and Benchmarking, with
Suggestions for ANAC.



Step 1 – Risk Assessment



14 Door lock system with keys through digital accreditation or biometrics.  Violation of the accreditation or door lock reading 
system.  Medium Medium RBAC107 107.93 SIA 

Cyber Risk Assessment Framework - Risk Matrix 

Number Risk Source: Technology and Database  Risk Scenarios  Impact Probability  Existing regulation 
ANAC 
Branch

Comments

14
Door lock system with keys through 
digital accreditation or biometrics. 

Violation of the accreditation or door 
lock reading system. 

Medium Medium RBAC107 107.93 SIA

44
Equipment (tablet, cell phone, etc.) for 
passengers connected to the network 

provided by the aircraft

Intrusion by passenger equipment 
with subsequent theft or damage of 
data (loss of confidentiality and 

integrity), using the aircraft's system 
(entertainment). 

Low Very Low ‐ SAR

62
Calibration control system for the tools 
used by the maintenance organization 

Loss of the calibration control system 
can impair the calibration of 

measurement and test equipment 
used to maintain the articles and 

periods which the equipment must be 
calibrated. Maintenance may be 
performed with uncalibrated 

equipment.

High Medium
RBAC145.211 
(C)(1)(viii)

SPO

93
Ticket Sales and Customer Service 

Systems of Airlines

Unavailability of systems for a long 
time due to technical problems and/or 

hacker attack.
Medium Medium ‐ SAS



Item ANAC’ 
Branch

Number of 
Scenarios (Total)

Number of 
Internal  
Scenarios

percentage of
internal scenarios

(%)

percentage of
external scenarios

(%) 

1 SIA 40 4 10 90

2 SAR 31 18 58 42

3 SPO 47 3 6 94

4 SAS 10 1 10 90

5 SFI 12 12 100 0

6 SRA 9 9 100 0

7 ASSOP 5 1 20 80

8 SPL 9 7 78 22

9 all 163 55 34 66

Cyber Risks Assessment 



Impact \ Probability Very Low Low Medium  High Very High

Very Low 2.4(%)  0.6(%) 1.2 0.0(%) 1.2(%)

Low 6.1(%) 3.1(%) 6.7(%) 0.0(%) 0.6(%)

Medium 6.1(%) 17.2(%) 8.6(%) 1.8(%) 1.2(%)

High 8.6(%) 12.9(%) 12.9(%) 0.0(%) 4.9(%)

Very High 0.6(%) 1.8(%) 0.6(%) 0.0(%) 0.0(%)

Cyber Risks Assessment 



Step 2 – Internal Evaluation



Regulation
Events
Organizational structure
Training

ANAC Internal Diagnosis



Step 3 - Benchmarking



- Websites research of various 
cybersecurity and aviation institutions. 
- Relevant experiences identified, in 
particular:

- United Kingdom CAA.
- IATA.
- EASA.
- USA (TSA/FAA/CISA).

Benchmarking



- CAP 1753 – Cyber 
Security Oversight Process
for Aviation
- CAP 1850 – Cyber 
Assessment Framework for 
Aviation (CAF)

United Kingdom



Compilation of 
Cyber Security 
Regulations, 
Standards, and 
Guidance 
Applicable to Civil 
Aviation 

IATA



IATA

WG adapted the 
IATA compilation 
for Brazil through 
a “Power BI” 
solution.



IATA

WG adapted the 
IATA compilation 
for Brazil through 
a “Power BI” 
solution.



USA

- Cyber Security:
- Best Practicess;
- Responsabilities;
- Regulation;
- Oversight;
- Challenges. 



Working Plan of WG – 2021/2022



Working Plan
• 2021/2022:

1º Step: Producing a Gap Analysis on the Application of the
Decree that creates the National Network to Manage
Cibernetic Incidents.

2º Step: Creation of a Cybersecurity Training Program at
ANAC.

3º Step: Studying and monitoring of the ICAO
Cybersecurity Strategy Action Plan (CyAP).

4º Step: Interaction with Subgroup 4 of BASeT (Filling of a
Framework).

5° Step: Monitoring EASA Regulatory Developments.



1º - Federal Network to Manage Cibernetic 
Incidents

• As regulator, ANAC recieved new atributions to
coordinate the cyber incidentes in Civil Aviation 
Industry.

• The Network:
• National Information Security Department –

CTIR Gov;

• Setorial Coordenation Team  - ANAC;

• Main Teams - Operators Groups.

• This task is promoting a new cybersecurity 
structure at ANAC.



2º - Cybersecurity Training Program

• Research of a training programs: 
• Courses List.

• Basic and advanced Cybernetics aspects of cyber security;
• Cyber in Aviation;
• Cybersecurity regulation;
• National and foreign institutions.

• Exchange knowledge and experience with other authorities and organizations.

Institution Type Course Hours Value



3º - Studying and Monitoring ICAO CyAP

• WG was organized in 7 subgroups:
• SG1 – International Cooperation
• SG2 – Governance
• SG3 – Effective Legislation and Regulation
• SG4 – Cybersecurity Policy
• SG5 – Information Sharing
• SG6 – Information Management and Emergency Planning
• SG7 – Capacity Building, Training and Cybersecurity Culture



4º Step: Interaction with Subgroup 4 of BASeT (Filling 
the Framework).



5º - Monitoring EASA Regulatory Developments

• Specific regulations for aeronautical 
products.

• Wide regulation for other institutions:
• (NPA 2019-07): Management of

Information Security Risks (ISMS); 
• Similar to SMS/SeMS;
• Based on ISO 27001.



Thank you!
Cyber Security Coordination ‐ ANAC


