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Pillars of Information Security & Air Space Co_ntrol'

Information Security
Governance
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Integrity
Authenticity
Confidentiality

Availability
Non Repudiation

( ] [ ] ( L ] [

R K =X

Airspace Control is based on information and communicati

y Security

Staff, Processes, Standards, Culture, Technology
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Technological Evolution

Analog technology;
Independent systems;
Physically limited access.

(jamming, power suply problems, physical attack)

good & easy times...
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VolIP;
* |nfrastructure evolution:

Satellite communication.
(virus, radio frequency interference)

New technologles stlll good & easy
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Technological Evolution
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VHF & HF voice.
Remote reglons lacki
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Pilot and flight controller digital commi

« Flight real time data sent for analysis ar
monitoring (ACARS); |

 Online weather data (REDEMET);

« Aeronautical Information available on the Internet

(AISWEB).

Como a aeronave é acompanhada I
GPS: Mostra aos pilotos
sua posigao
L
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Radar secundario: \
registra 0 movimento do ’\F\ )
avi&o e sua identidade !

VHF & HF volce radio
communications can be
supplemented by using CPDLC
text messages.

Remote regions lacking radar
coverage can be supplemented by
using digital position reports.
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be supplemented by using ADS digital position reports.
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Radar primario: Capaz apenas de apontar posi¢do aproximada. Nao ha cobertura de
radar a partir de 240 km da costa




Technological Evolution

== resent t|me__, f.‘ - Performance based navigation (PBN);
| « Air Traffic Flow Management System (ATFM);,

Greater efficiency in ATM, but Increasing thi
ag. 4 dependence on digital information and technolog
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\ T “ Also a big increase of attack surfaces !
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Technological Evolution

We are invited to exercise creativity...

7\ Federal Aviation
) Administration
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Potential Malicious acts against ATM

Insertion of malware
infected USB key on
Online ATC system

Login usurpation on
ATC system technical
position

Remote intrusion in
ATC system Local Area
network (LAN)

Spoofing of ADS-B
radio signal

Spoofing of radar data
over inferconnection
network
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Airport iperaﬁc.n

Surveillance & Navigation
infrastructure

Aeronautical Information

Airline Operational

Many attack surfaces...
Dealing with it each day!

Controller or Pilot
usurpation over
Datalink

Malware injection
during maintenance

Spoofing of GPS time

Management
Denial of Service on
Aeronavutical
Information server

Providers

THALES_ Malware injection in
§ 'z software supply chain
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Actual Scenario

Applying regulations, standards and best practices.

B \1odelo de Governanca de TI
Governanca corporativa

Governanca Corporativa
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Informacao

Arquitetura de TI

Recursos

Como implementar a Governanca de TI
Operacional e Tatico
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Actual Scenario

CGTEC

DECEA has implemented the Technical Management Center,
wich Is able to centralize network data communication
momtormg and coordlnate correctlve actlons nationally.
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Actual Scenario

Monitoring... Connecting...
Security Operations Network Operations
Center (SOC) Center (NOC)
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Indicadores SOC DECEA
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Chalenges for the Future

Apply High Availability across the entire ATM Iinfrastructure;
Apply network segregation and defense in depth;

Simplify and standardize infrastructure and services;

* Prepare services for SWIM approach.

il

SWIiM-enabled
Application

Information
Exchange
Sender
Current
Situation

) Information
Exchange Models

Governance

~ SWIM
| Infrastructure J
&
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Thanks for you time !!!
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Questions are welcome!
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