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EUROCONTROL

EUROCONTROL is an inter-governmental, pan-European, civil-
military organisation dedicated to supporting European aviation.
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EUROCONTROL/EATM-CERT

EUROCONTROL HISTORY

1960s

1980s

1990s

2000s

2010s

41 Member States &
the European Union

2 ‘Comprehensive Agreement’ 
States: Morocco & Israel

“The designations employed and the presentation of the material on maps in this presentation
do not imply the expression of any opinion whatsoever on the part of EUROCONTROL concerning
the legal status of any country, territory, city or area or of its authorities, or concerning the delimitation of its frontiers or boundaries.”
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Building the Single European Sky !

Provide air traffic services in upper airspace
of Benelux & North west of Germany

Manage the pan-European network

R&D => Deployment

Products
Collect route and 
terminal charges 

EUROCONTROL/EATM-CERT
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MUAC
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Ransomware in aviation (global)
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2020
One/week

2021
2,5/week

Out of 1.260 events

Amount of money earned monthly

Number of ransoms paid monthly
All sectors



Ransomware in aviation
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Aviation worldwide:

2021: 2,5 ransomware/week

2020: 1 ransomware/week



Ransomware in aviation
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ISMS implementation
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SOC implementation
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European ANSPs in 2020European ANSPs in 2021



Regional sectorial (ATM) CERT:
combine cyber and domain expertise
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EATM-CERT: catalogue of services
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Security Assessment

Alerts & Warnings

Incident Response

Cyber Threat Intelligence



EATM-CERT services
1. Penetration test (EUROCONTROL services & products + Aviation stakeholders)
2. Bank transfer scams via email
3. Credentials leaks detection
4. Sensitive document leaks detection
5. Cyber Threat Intelligence (CTI) and feeds for aviation
6. Quarterly cyber threat landscape report for senior management
7. Annual report “cyber in aviation”
8. Support to incident response / Artefacts analysis
9. TLP:WHITE CTI tools – raising awareness

• Cyber events map, tweeter 
10. Vulnerability scanning of Aviation Stakeholders
11. IOC Scanner
12. Training exercises (table-top & technical)  - EACCC-CYBER22
13. Phishing awareness campaigns
Soon
1. Test of Anti-DDOS solutions
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Report is 
TLP:GREEN



Source of events
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Source of events in 2020

Source of events in 2021



Aviation threat landscape
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2021

2020



Aviation – attack types
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2020

2021

2020

2021



Overview
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2021

2020
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Quarterly cyber threat landscape report
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421 organisations

1,223 individuals



Penetration test

EATM-CERT



Service of pentest on aviation systems

• Able to conduct max 8 to 12 pentests on stakeholders systems
• Free of charge for Aviation stakeholders of EUROCONTROL Member States
• Collaborative

• 3 steps:
1. Scoping document: collaborative definition of scope, objectives, scenarios, schedule 
2. One-week pentest on-site. No risk of operational impact. Joint activity.

COVID-19: need to adapt to local restrictions
3. Final report subject to review-approval

• 2 categories of findings:
• Local: only for stakeholder
• Generic: de-identified and shared with aviation community on a need to know basis
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Pentests 2021 - Constituents
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TOTAL=11 Pentests



Pentests 2021 - Findings
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CYBER THREAT INTELLIGENCE & 
INNOVATIVE CYBER-SECURITY 
SERVICES
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TLP:WHITE CTI tools – raising awareness
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Quarterly cyber threat landscape report

47

421 organisations

1,223 individuals



High
8%

Medium
21%

Low
71%

SEVERITY
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TLP:GREEN

EATM-CERT 2022 report on cyber in aviation 
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Ransomware in aviation (global)
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2020
One/week

2021
Two/week

Out of 1.260 events

Amount of money earned monthly

Number of ransoms paid monthly
All sectors



MISP



Data on MISP (all sectors)
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Data on MISP (all sectors)
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Top10 MITRE ATT&CK techniques on MISP
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MISP - Integration

SIEM



Compromised accounts
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Scams impersonating EUROCONTROL Staff
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From: Veronique Martou] mailto:vmartou.eurocontrolcrco.int@gmail.com [
Sent: Tuesday, January 30, 2018 9:08 AM
To: XXXX
Subject: RE: Payment Query/Eurocontrol Charges

Dear    Sirs  ,
we have sent a couple of emails to your accounts payable team without receiving any responses. please 
kindly avail us with the status of the invoices sent to you for the months of September to December 2017, 
to enable us reconcile our accounts and update your records in preparation of the upcoming audit of 
accounts. we regret all inconveniences and plead that you bear with us.note also that EUROCONTROL 
will not hesitate to take a strict enforcement measures and possible detention of your aircraft will be the 
inevitable consequence if you delay further to comply with this demands.

NB;PLEASE KINDLY FORWARD A COPY OF YOUR RESPONSES TO TO OUR ACCOUNTS TEAM AT 
r3.crco@euro-control.net FOR PROMPT ACTIONS.

thanks for your cooperation and understanding.

we await your prompt response.

my best regards

Veronique Martou
Finance and Revenue Manager
Collection of Charges
CRCO/R4 EUROCONTROL
96 Rue de la Fusee 1130
Brussels  .
Email:r3.crco@euro-control.net
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Reported scams using this email @ r3.crcoeurocontrol.ints@gmail.com :  5 



Phishing awareness campaigns
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• Tested within EUROCONTROL (2 campaigns)

• Available for your own use by Q2/2021



Fraudulent websites impersonating airlines
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Fraudulent websites impersonating airlines
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Annual number of fraudulent websites impersonating 
Airspace Users and Airports as detected by EATM-CERT



Fraudulent websites impersonating airlines
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Monthly number of fraudulent websites impersonating Airspace Users, 
members of IATA or A4E, as detected by EATM-CERT
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Fraudulent websites impersonating airlines

Yearly financial impact : ~1Bn$ (IATA)



MITRE ATT&CK : Techniques most commonly used to attack 
aviation

2022 report on cyber in aviation 63



Top 10 Mitigation Means

2022 report on cyber in aviation 64



Top Detection Means
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• For APTs targeting aviation, only 75% of 
techniques have Mitigations Means

• 25% of the techniques are very 
hard/impossible to mitigate

• Detection is vital
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EASY
75%

Hard/Not 
Possible

25%

MITIGATION POSSIBILITY




