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EUROCONTROL

EUROCONTROL is an inter-governmental, pan-European, civil-
military organisation dedicated to supporting European aviation.
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EUROCONTROL HISTORY

1960s
1980s
1990s
2000s

41 Member States &
the European Union

2 ‘Comprehensive Agreement’
States: Morocco & Israel
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Building the Single European Sky !

Provide air traffic services in upper airspace
of Benelux & North west of Germany

ARTA TRACKER AND SERVER L
Collect route and

terminal charges
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Manufacturing giant Aebi Schmidt hit by

Leonardo
chp.ny I Kopt.r & Secretdatalink: Hidden @ Password. Higden ransomware
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Airbus hit by series of cyber attacks on suppliers
NEWS ' n u n
Aerospace Giant Embraer Downed by Suspected .

Ransomware

}Tech Giant GE Discloses Data Breach After Service Provider Hack

By Sergiu Gatlan March 23, 2020 05:47 BM 0

salyrday, 12 December 2020 08:38

Dassault subsidiary in US hit by Windows Ragnar
Locker ransomware reatues




SFO CONNECT

Home About SFO Badging & Security Forms

Home / About / SFO News / NOTICE OF DATA BREACH: March 2020

L D-JACK! 1 _—

ORMATION BACKONLINE | STORY NOTICE OF DATA BREACH: March 2020

' AFTER RANSOMWARE ATTACK
— Click Here for Notice

Source: Hacker holding Cleveland Hopkins International

AprL 7. 2020 Airport systems hostage demands ransom via Bitcoin

Israeli Flight Attendant Sold Access to Private E—
Passenger Information and Airline Systems in ST R G B
Major Security Breach

@ TTHJUNE 2020

TO: All Airport Commission Employees

EasyJet admits data of nine million
hacked

1y Jane Wakefield

@15y

By Paul Orlousky | Apeil 25 2019 at 4:20 PM EDT - Updated April 26 at 10:46 AN

British Airways fined £20m over data
breach

European Airport Systems Infected With Monero-Mining Malware

By Sergiu Gatlan October 17,2019 11:47 AM 0



A Cyberattack on Garmin Disrupted More Than Workouts

, inciuding flight planning

A ransoemwars hit and subssguant sutage caused problams in the

Man hijacks Portland airport monitor to play
video games, until PDX officials declare ‘game

over’
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ONLY THE BNITED STATES. JAPAN, RESTRICT CHINA'S PAWN
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Airline forced to cancel flights in
Alaska after cyberattack

December 23, 2019 | 12:16pm

By Associated Press

CYBERSECURITY  wews - 4 MIN READ

Impact of Cyber Attacks on RavnAir More
Damaging Than First Thought; Flights
May Be Grounded for a Month

7/ SCOTTIKEDA - JANUARY 14, 2020
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pDoS cyber attate
reported o . 29.2022: ﬂmm“ Oiltanking and Wisag: Hacker attacks on German
4 ot i whar 29. 2{:.'22334_?1“1%5{{}":5____ Companies
e 2/1/2022, 45354 PM

nooon

.tem The attacks from the network are not decreasing: Now it hits an airport service
S provider and an oil logistician - this apparently can no longer fill tankers.

Russian hackers target Czech websites in a series of
cyberattacks

I,
Czech railroads, regional airports, and a public administration portal have been facing cyberattacks from a pro-Russian hacker
group Killnet.

written by CTK

@ Published on 20.04.2022 15:07 (updated on 21.04.2022)

Reading time: 4 minutes
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g Swissport
@swissportNews

I A part of #Swissport’s IT infrastructure was subject
to a ransomware attack. The attack has been largely
contained, and we are working actively to fully resolve
the issue as quickly as possible. Swissport regrets any

impact the incidence has had on our service delivery.

o + vangomwalr C
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Israeli Defense Company E.M.L.T. Aviation
Consulting Targeted by LockBit 2.0 Ransomware

(© October 4,2021 @ CIM Team )
L’Ecole Nationale de I’Aviation Civile frappée avec le

E.M.IT. Aviation Consulting Ltd, an Israeli aerospace and defense company, was targeted by the LockBit ransomware Hive
2.0ransomware gang. Cyber attackers claim to have stolen information from the firm and threaten to
L'ENAC a été frappée, durant le week-end du 12 mars, par une cyberattaque

release it on the gang’'s dark web leak site if the firm does not pay a ransom.
impliquant le ransomware Hive. Ses activités sont fortement perturbées. Une rangon

E.M.LT. Aviation Consulting Ltd came into existence in 1986. The firm has designed and assembled de 1,2 million de dollars est demandée. gg:r':g;:t:;ﬁ?l &

complete aircraft, tactical and sub-tactical UAV systems, and portable integrated reconnaissance systems.

According to the threat intelligence firm Cyble, the ransomware gang has stolen databases containing over
&TB of data and is asking a $50M ransom: 10
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Ransomware in aviation (global)

2020 2021
One/week 2,5/week

Ransomware af

Amount of money earned monthly

Data theft
36%

All sectors
Number of ransoms paid monthly

Ransomware ‘ Malware 1%
5% Bt 5%

16% 2%

Out of 1.260 events
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Ransomware in aviation

disclosed Aviation
39 stakeholders
10%

Aviation worldwide:

Ransomware
Source

2021: 2,5 ransomware/week

EATM-CERT
87%
2020: 1 ransomware/week
Airports
12
10%
Airs pa;’; usars Airports
22%
Ransomware
affecting aviatio Ransomware o
2021 affecting aviatiol 1
OFMs ANSPs "2::‘" 2020 "
79 1 63%
56% Cans 1%

2022 report on cyber in aviation 12



Ransomware affecting aviation 2021

Vice Society
0.8%
Unknown
8.4%
Team
0.8%
Supernova
0.8%
Spook ransomware
0.8%

Snatch ransomware
1.7%

REvil ransomware
7.6%
RansomExx
3.4%

Pysa
1.7%

Netwalker W” -.

Mount Locker
1.7%

MIDAS

1.7%

LV ransomware
2.5%

LockBit
185%

2022 report on cyber in aviation

Ransomware in aviation

Ransomware affecting aviation (2020)
Avaddon Ransomware

5.0% Ragnar
Avos 3.8%
1.7% LockBit
K 3.8%
B{BI;J Mount Locker
Blackmatter 1.7%
0.8%
CLOP
34% SunCrypt
CobaltStrike 3.8%
0.8%
CONTI
13.4%
Cuba
0.8% Egregor
DarkSide 19.2%
34%
DoppelPaymer
5.9%
Egregor
1.7%
Everest
Avaddon Ransomware
3.8%
Maze
3.B%

Metfilim

T.7%

Darkside

T.7%

REwil r

19.2%

DoppelPaymer

19.2%
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ISMS implementation

Aviation organizations with an ISMS

P
{% No
27%
Yes
73%
ISMS certified
Yes
-~ 42%
No__—
58%

2022 report on cyber in aviation

Scope of the ISMS certification

Partly
Operational: 13%

Operational Only:

37%
Operational &
Administration:
50%
Type of ISMS certification
National
Framework: 13% __ ——— _4
T 15027k: 75%
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planned; 20%

mops m planned

no

SOC implementation

ops; 56%

European ANSPs in 2021

2022 report on cyber in aviation

€

ops

planned no

no; 28%

ops; 46%

planned; 26%

mops mplanned no

European ANSPs in 2020
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Regional sectorial (ATM) CERT: e
combine C)leer and domain expertise |

Cyber |

EACCC Cyber |
Cyber
intelligence

Provider
) ATM CI Provider
Alerts/Inciden EATM _C E RT ] Cyber (Us ig::izﬁ%gions

- intelligence Intelligence EE-ISAC

| ER-ISAC I

Ale.rts/ Intelligence A-ISAC
Incidents| /services
[ommmmmmemmeede e e e e m e ———— 1 ) OT-ISAC
1 1
Significant Incidents Alerts/other E EUROCONTROL/NM SOC E _
- intelligence - intelligende/services i EUROCONTROL/MUAC SOC | ! _
1
o N I I ‘ T
Logs Recommendations
|_' SOC I » Manufacturer
SOC I
SoC | Manufacturer |
ATM Stakeholder
‘ System | Manufacturer

- - —
ATM TF-CSIRT
Stakeholder EUROCONTROL Trusted In%oducer




EATM-CERT: catalogue of services

Incident Response Security Assessment

annin
m @

17



€

EATM-CERT services

Penetration test (EUROCONTROL services & products + Aviation stakeholders)
Bank transfer scams via email

Credentials leaks detection

Sensitive document leaks detection

Cyber Threat Intelligence (CTI) and feeds for aviation

Quarterly cyber threat landscape report for senior management

Annual report “cyber in aviation”

Support to incident response / Artefacts analysis

TLP:WHITE CTI tools — raising awareness
Cyber events map, tweeter

10. Vulnerability scanning of Aviation Stakeholders

11. 10C Scanner

12. Training exercises (table-top & technical) - EACCC-CYBER22
13. Phishing awareness campaigns

Soon

1. Test of Anti-DDOS solutions

© 0o NOOR Wh =



2022 report on cyber in aviation

SUPPORTING EUROPEAN AVIATION

JRNT UNDERTRAG

-

EUROCONTROL

NETWORK
MANAGER

Report is
TLP:GREEN

€
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Source of events

2%
oy
1400
SOURCE
EATM-CERT 1000
61%
800
Source of events in 2021
600
by , 400
viation
200
0
SOURCE 2020 2021

B Aviation stakeholders ~ WEATM-CERT  m Publicly disclosed

EATM-CERT
63%

Source of events in 2020

2022 report on cyber in aviation 20



CAMAs

Airports
27%

ATTACK

SURFACE
2021

-.'-III\1:“'|||||||”I
9%

Chds
Goy 2%

Airparts
14%

ATTACK
SURFACE
2020

2022 report on cyber in aviation

Aviation threat landscape

space use
54%

1200

1000

800

600

400

62%

200

Ay .

Airspace users
OEMs
Airports
ANSPs
s

2021

Critical
3 High
0% 173
8%
I||I|" Medium
441
20%
SEVERITY
1546
72%
High
12%
SEVERITY
]
_ it
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Aviation — attack types

Supply Chain N/A Ransomware
Compromise 1% 8%

0% ot | | E—

26%

THREAT VECTOR

O\

41%

Hacking
2%

2021

Data theft
k%

Ransomware e
5% 5%

% %

2020

2022 report on cyber in aviation
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A —_— -— — Supply Chain Compromise
—_— -— r N/A
aa A Webh application attack
A A A— — DDoS
yF 4 — 4 Error
— — — Fraudulent websites
4 * 4 A Hacking
— [ 4 Malware
— Misuse
_— — Phishing
A -_— Ransomware
Airports  Airspace  ANSPs CAAs OEMs
users 2 02 1
S— — Fraudulent websites
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fr - Phishing
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- & = 9 Ransomware
— — — — A wWeb application attack
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Overview

Service di s Unknown
Ser \.rlcelslagruullan a0
1%
4%
26
1%

Financial loss
243

Legal impact 21%

24%
143
4%
Reputation impact Theft of sensitive data
985 776
25% 20%

Cyber espionage 20
i )

B
tegal impacts
2
Lol
s
750
Fr

Thelt of sevriitive data

0%

152

2022 report on cyber in aviation

Systems/Network:
2021 S emSlGBE Orks

N/A 10% Unknown
18 478
22%

9
Sensitive Data

216
10%
POTENTIAL ‘Credentials
TARGETS i
End user
699 476
32% 22%

End user system
%

Access | Sensitive
Data
23%

POTENTIAL
TARGETS - 5%

posad systems
15%

2020
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KEY CYBER THREAT
INDICAT®RS

Fraudulent websites ; Fraudulent websites

alrfines | /7 impersonating

IATA and AAE mombers) aviation stakeholders
. B

Sharing Platfo

| New

Total

EATM-CERT 9

ra e s Mo

ECCNE L

EUROCONTROL
EATM-CERT

3" Quarter 2019 Cyber Threat Landscape
& Activity Report for Senior Management

Edition: 1.0
Edition data: 01110/2019
Referance: ThreatlandscapeNCERT-20019/3
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Quarterly cyber threat landscape report

m_'::“i\‘ -
=& N _
-

421 organisations

1,223 individuals

EATM-CERT

EUROCONTROL
EATM-CERT

3™ Quarter 2019 Cyber Threat Landscape
& Activity Report for Senior Management




Penetration test

EATM-CERT



Service of pentest on aviation systems

* Able to conduct max 8 to 12 pentests on stakeholders systems
* Free of charge for Aviation stakeholders of EUROCONTROL Member States
« Collaborative

« 3 steps:
1. Scoping document: collaborative definition of scope, objectives, scenarios, schedule
2. One-week pentest on-site. No risk of operational impact. Joint activity.
COVID-19: need to adapt to local restrictions
3. Final report subject to review-approval

» 2 categories of findings:
* Local: only for stakeholder
+ Generic: de-identified and shared with aviation community on a need to know basis

EUROCONTROL/EATM-CERT 27
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2710212020 17:06:45
 RemAR:

08:10 08:10
10:55 10:55 ' DOHA

— T
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Pentests 2021 - Constituents e

Type of Pentests

= INTERMATIOMAL; 1; 9% ®» AIRPORT; 1; 9%

1 EUROCONTROL-PHYSICAL; 1; 9% m CAA-1- 9%
Pentests/Year
" 2022;1; 2% W 2017; 6: 10%
m 2021; 11, 18%
u 2018;10;17%

= EUROQCONTROL-NETWORK; 2; 18%

= 2020; 14; 24%

= 2018; 16; 268%

= EUROCONTROL-APF; 5; 46%

TOTAL=11 Pentests

42



Pentests 2021 - Findings

Risk Level Distribution
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Vulnerability Category Distribution
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CYBER THREAT INTELLIGENCE &
INNOVATIVE CYBER-SECURITY
SERVICES

OOOOOOOOOOO



TLP:WHITE CTI tools — raising awareness

871 EATM-CERT Aviation Cyber Events Map
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KEY CYBER THREAT
INDICAT&RS

Fraudulent websites ; Fraudulent websites.
alrfines Impersonating
{IATA and AJE members) aviation stakeholders

EATM-CERT M:
Sharing Platfo

EATM-CERT 9

ra e s Mo

ECCNE L

EUROCONTROL
EATM-CERT

3" Quarter 2019 Cyber Threat Landscape
& Activity Report for Senior Management

Edition: 1.0
Edition data: 01110/2019
Referance: ThreatlandscapeNCERT-20019/3
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Quarterly cyber threat landscape report
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421 organisations

1,223 individuals

EATM-CERT

EUROCONTROL
EATM-CERT

3™ Quarter 2019 Cyber Threat Landscape
& Activity Report for Senior Management




EATM-CERT 2022 report on cyber in aviation

CAAs
1% High

4%

10%

Aviation stakeholders

38%

Airports
26%

ATTACK
SURFACE
2021

Medium

SEVERITY 21%

SOURCE

2021

Low
71%

EATM-CERT
58%

1400

2022 repogt on

1200 cyberinaviation.—

800
600
400

200

2020 2021

M Aviation stakeholders B EATM-CERT Publicly disclosed I L P i G I 2 E E N
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g Swissport
@swissportNews

I A part of #Swissport’s IT infrastructure was subject
to a ransomware attack. The attack has been largely
contained, and we are working actively to fully resolve
the issue as quickly as possible. Swissport regrets any

impact the incidence has had on our service delivery.

o + vangomwalr C
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Israeli Defense Company E.M.L.T. Aviation
Consulting Targeted by LockBit 2.0 Ransomware

(© October 4,2021 @ CIM Team )
L’Ecole Nationale de I’Aviation Civile frappée avec le

E.M.IT. Aviation Consulting Ltd, an Israeli aerospace and defense company, was targeted by the LockBit ransomware Hive
2.0ransomware gang. Cyber attackers claim to have stolen information from the firm and threaten to
L'ENAC a été frappée, durant le week-end du 12 mars, par une cyberattaque

release it on the gang’'s dark web leak site if the firm does not pay a ransom.
impliquant le ransomware Hive. Ses activités sont fortement perturbées. Une rangon

E.M.LT. Aviation Consulting Ltd came into existence in 1986. The firm has designed and assembled de 1,2 million de dollars est demandée. gg:r':g;:t:;ﬁ?l &

complete aircraft, tactical and sub-tactical UAV systems, and portable integrated reconnaissance systems.

According to the threat intelligence firm Cyble, the ransomware gang has stolen databases containing over
&TB of data and is asking a $50M ransom: 49
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Ransomware in aviation (global)

2020 2021
One/week Two/week

Ransomware af

Amount of money earned monthly

Data theft
36%

All sectors
Number of ransoms paid monthly

Ransomware ‘ Malware 1%
5% Bt 5%

16% 2%

Out of 1.260 events
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@ Aviation Stakeholders

“Austria - AU TROCONTROL[ANEP
Bulgaria - BULATSRA [ANSF)
Denmark - NAVIAIR [ANSPF)

Europs - ECCSA [teat)

Franes = CERT-AIRBUS A/C

Franoe - Groups ABP

‘Francs - DGAC

Franos - Cer-8T { Thalea)

@armany - DLH-DA -Lufthansa Group
Garmany = Frankiurt Alror

@rescs - HANSP

Hungary - HungareControl LANSP)
Intsrnational = EURSSONTROL
international - EUROCONTROL-NM
Interpnational - EUROSON TROL-MUAC
“nternational — OTIBAC
International - IATA

intsrnational = AMADEUE

Htaly = Aeroporto Di Roma

Kexioo - Aere Maxioe Aiflines
Netherlands - Sohiphel Akrpert
Romania - CAA-RO

*Serila - BMATSA [ANDF)

“Sweden - Bwedavila {alrperts}
Turkey - CERT-THY {Turkish Alrlines}
Turkey - DHMI [AHEP}

“Turksy - @4 [stankul Alport
*Turkey = Celebi Ground ops

Turkey = 85G1A Alrpore

UK - Britlsh Alreays

UK = Heathrow Alrport

“UK — Manchestar Alrport Group

M I S P o ,(\" gl_:_rl?gxacn Energy ISAC e

e
)/ | B NATIONAL CERT/NCSC

Austria (CERT.at)
Balglum {CERT.bs}
Cyprus [CBIRT-CY)
*Czechrapublic (CBIRT.c2)
Eurepe .eu (CERT-ELU}
Estonia (CERT-EE}
Germany [CERT-Bund)
Ireland {C8IRT-E)

Israel (CERTGOVIL)
Latvia {CERT.LY)
Luzembourg (CIRTL)*
Netherlande ([NCEC-NL)
Poland (CERT.GOV.PL}
Pertugal (CERT-PT)
Remanla {CERT-RO})
8lovenla (8-CERT)
Bpain (INCIBE-CERT)
Bpain [CCH-CERT)
Turksy (TR-CERT}
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Data on MISP (all sectors)

2022 report on cyber in aviation
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Data on MISP (all sectors

T1566-Spearphishing Attachment
T1553-Subvert Trust Controls
T1068-Exploitation for Privilege Escalation
T1059-Command-Line Interface
T1140-Deobfuscate/Decode Files or Information

T1598-Phishing for Information

T195-Supply Chain Compromise

T190-Exploit Public-Facing Application

Top10 MITRE ATT&CK techniques on MISP

2022 report on cyber in aviation

ip-dstiport
domain

ip-dst

tlsh

sha256

mime-type

ssdeep

T1566-Phishing zeinb
size-in-bytes

T1056-Input Capture

1\
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FIREWALL

2022 report on cyber in aviation

MISP - Integration

Threat Sharing

Last 30 days MISP CERT Activity

51

SLOWENLA NATIONAL CER

Inskowsil-tach.oom

Bund

Crhulhu P

=
DEM.CERT
CERT BHO B8

camichel.com

SIEM

7 splunk -

MISP High Level Alerts

evenLinfo ¢

Daily Emotst IoCs and Notes for 01/13/28
Daily Emotet IoCs and Notes for 12/38/13
Daily Emetet ToCs and Notes for 91/26/28

What the continued escalation of tensions in the Middle &

t means for security
[PT £5C7 TAS0S
THALLTUM/Kimsuky_Infrastructure

1Ps from APT34 Leaked Tools and Expanded I

structure monitoring page from RiskIQ
OSINT 291912318: Microsoft Thallium Sinkhole Domain Siblings by ThreatComnect

OSINT - More than a Dozen Ubfuscated APT33 Botnsts Used for Extreme Narrow Targeting

Dustman samgles

_1Es -

MISP Events Trend - YESTERDAY

658 =

count

4
1634
1628

1]

54

percent 3
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978042

306672

140227
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200574

200048
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Compromised accounts

197103
190012
177960
152409
151280
129130
76837
43739.
& P & & g & E?
© © o o o o a
2 8 2 g IR K
Number of leaked credentials

73

2022 report on cyber in aviation

200533 233422

2020 Q.

266795 291045

310493 370939

74 Constituents
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Scams impersonating EUROCONTROL Staff

From: Veronique Martou] mailto:vmartou.eurocontrolcrco.int@gmail.com [
Sent: Tuesday, January 30, 2018 9:08 AM

To: XXXX

Subject: RE: Payment Query/Eurocontrol Charges

Dear Sirs,

we have sent a couple of emails to your accounts payable team without receiving any responses. please
kindly avail us with the status of the invoices sent to you for the months of September to December 2017,
to enable us reconcile our accounts and update your records in preparation of the upcoming audit of
accounts. we regret all inconveniences and plead that you bear with us.note also that EUROCONTROL
will not hesitate to take a strict enforcement measures and possible detention of your aircraft will be the
inevitable consequence if you delay further to comply with this demands.

NB;PLEASE KINDLY FORWARD A COPY OF YOUR RESPONSES TO TO OUR ACCOUNTS TEAM AT
r3.crco@euro-control.net FOR PROMPT ACTIONS.

thanks for your cooperation and understanding.
we await your prompt response.
my best regards

Veronique Martou

Finance and Revenue Manager
Collection of Charges
CRCO/R4 EUROCONTROL
96Rue de la Fusee 1130
Brussels.
Email:r3.crco@euro-control.net

EUROCONTROL/EATM-CERT

EATM-CERT

Fighting fraudulent scams
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7711

1.174
& o
@ A
Server Mame
- *.0zbirtr.com
From: Domain P PTR
eurocontrol.int 185.104.112.181 server.ozhirtr.com

Country ~ Messages

Subject: Unpaid Inwoices

To: me <ri.crco@eurocontrol.ints

From: ri.crco <r3.croogeurocontrol.ints

Date:r Sun, B6 Dec 2828 28:49:85 -2888

Reply-To: ri.crco €ri.crcosurccontrol.ints@email., com:

¥ou will mot see this in a MIME-aware mail reader.

MIME-Version: 1.8
Content-Transfar-Encoding: guoted-printable
Content-Description: Mail message body

Dear Accounts Team, Would you please let us know the status of your Oct=
ober November and December inwoices. On review of wour files, We discoveres
d that these invoices are still in arrears. Kindly please confirm the st=
aZtus of these dnvoices below. SE1B18I9H123 SOIBZHEY91G28 LA1SHR1BONIR ==
Please let us know if payment has been paid or not. Provide the copy of th=
e proef of payment with Invoice number and smount. 30 as to emable us rec=
oncile and wpdate your accownt accordingly. In order to make swre that th=
e bills you receive are authentic, please consult and download them from th=
2 CRCO Extranet For Airspace users (CEFA): https:/Swww.eurccontreol.intftool=
fcefa Kindly send us a copy stamped by return mail from now on. We have s=
ent out new invoices for your reference Kindly notify us by return mail whe=
m you receive it. Thanks once again for your understanding and cooperat=
fon. Kimd Regards, Nancy Coveliers Collection of Charges CECO/R4 EUROCONT=
ROL 96 Ruwe de 13 Fusee 1138 Brussels Email: ri.crco@ewrccontrol.int Teleph=
one: +32 488 I2F 485

From: domain count Message count

1 9,021

DKIM DKIM DKM SPF
Override Reason DMARC Raw d= DKIM Selectors DMARC
none fail none none fail

Reported scams using this email @ r3.crcoeurocontrol.ints@gmail.com : 5

EUROCONTROL

SPE
Raw

fail

IP count

SPF
Domain

eurocontrolint
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Phishing awareness campaigns

«  Tested within EUROCONTROL (2 campaigns)

* Available for your own use by Q2/2021

Reported: 11%

—_— l Reported: 15% l Reported: 18%‘
Clicked: 31% _~ Clicked: 22% _~ /
| Nothing63% Clicked: 21%
Nothing: 58%
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Fraudulent websites impersonating airlines
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2022 report on cyber in aviation

Fraudulent websites impersonating airlines

Fraudulent websites
Impersonating

Alrspace users and Alrports

- . 3
< 58,9% -

2020 2021

Annual number of fraudulent websites impersonating
Airspace Users and Airports as detected by EATM-CERT

€
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Fraudulent websites impersonating airlines

Fraudulent websites
impersonating Airspace Users

EUROCOMIRGL SIATES-187
NORTH AMERICA-405

SOUTH AMERICA-Z

AUSTRALIA AND NEW FEALAND-¢
AFRICA-12

AS1A-15

FrErE.

Monthly number of fraudulent websites impersonating Airspace Users,
members of IATA or A4E, as detected by EATM-CERT
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Fraudulent websites impersonating airlines

115

it A [FAL) P 012

Yearly financial impact : ~1BnS (am)

EUROCONTROL/EATM-CERT
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MITRE ATT&CK : Techniques most commonly used to attack
aviation

External Remote Services Brute Force Pass the Ticket Data from Local System By -:"' n'-ul.-“l Resource Hijacking
O
Spearphishing Link New Service New Service Credentials in Files Remote Services Screen Capture Connection Prowy »
External Remote Access Token
[Drive-ty Compromise 5 Manipulation Account Manipulation Windows Admin Shares. Email Collection Web Senvice Data Transfer Size Uimits
Exploit Facing DL Search Order Credentials from Web Data Standara N
Application tion i lcking Code Sigaing e Layer Protocol
Exploitation for Client OUL Search Order Registry Run Keys [ System Network = Standard Cryprographic
Trusted Relationship " Son \acking P Folder DL Side-Loading Network Sniffing v .
Sunaly Chain Sarvice £ Sharroue o Faaturee = Network Sanice Scanning pon °"“‘F,_,A E D-,' = Unrammanty Liced Port
- - - - - Disbuted COM Shared Drive y
Dunamic arn Purhanse Wen thait et Ly AR Moty Basicony Ouuaey Bagicony o4 Bamnen i Capees Dara Farnding
Bununy Mrcaseimiting Fastues | DUl Gidetonding v’""’"":"'m' SRR Vidan fampuen Dasa Ontierarinn
2 comseibiliny foaties DU Side-londing wsen 1 gjfememfebessfocesnd 0 Vdeefeeee | Deslebecae
Mshta _ OWSide-loading |  WebShell | Access Token Manipuistion | | MuitihopProey |
cuscre reeteidend e Pramy =
. Oecbfuscate/Decode Files Virtualization/Sandbox Custom Command and
e sl L —— = or Easien
Lomponent ObjectMode! | - Permission Groups
and Distributed COM e | - - Discovery _
‘mm\
At DL Search Order Hijacking Network Share Discovery Domata anerlon
Graphical User interface | Winlogon Helper DLL | Indicator Removal on Host Device Faliback Channels
| Application Shimming | Network
Windows Remote o Rondiinz
Bootit [ Software Pocking |
Component Firmware Web Service
Higden Files and Msh
Directories
Redundant Access
SR
Execution Guardrails
Hidgen Window
Network Share Connection
Removal
| SenayPeding
| ___Smsiobs ____|
| Clear Command Higtory |
Compile After Delivery
Compiled HTML File
Component Firmware
Hidden Files and
Indicator Removal from
Process Hollowing
Regsws2
Rootkit
| Template injection |
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Top 10 Mitigation Means

TOP 10 MITIGATIONS

Application isolation and
Sandboxing
™ Privileged Accoust
Rlpitagement
16%

Update Soltware
™=

Multi-facter Authentication
B%

Uver Acoount Management
12%

Audit

Metworkintrudsn Prevention

MNetlwork Sepgmentatbon
0%

Emecuthon Prevention
10%
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Top Detection Means

TOP 10 DETECTION SOURCES

APl monitoring

Netflow/Enclave netflow 5%
5%

Windows Registry

= Process monitoring

30%

Packet capture
6%

Process use of network
%

Process command-line
parameters
20%

File monitoring
15%

2022 report on cyber in aviation
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MITIGATION POSSIBILITY

Hard/Not
Possible
25%

EASY
75%

2022 report on cyber in aviation

il Tactic

Defense Evasion

Technigue

Code Signing

Discovery Systern Metwork Connections Discovery
Collection Input Capture

Discovery Cuery Registry

Discovery Security Software Discovery

Discovery System Service Discovery

Collection Data from Local System

Discovery Remote System Discovery

Collection Screen Capture

Defense Evasion

Virtualization/Sandbox Evasion

Defense Evasion

Deobfuscate/Decode Files or Information

Discowvery Permission Groups Discovery

| Discovery Network Share Discovery
Exfiltration Data Encrypted

Collection Data from Network Shared Drive
Defense Evasion |Network Share Connection Removal
Discovery Peripheral Device Discovery
Impact Systemn Shutdown,/Reboot
Collection Audio Capture

Defense Evasion |Binary Padding

Defense Evasion

Compile After Delivery

Persistence Component Firmware
Execution Graphical User Interface
Persistence Hidden Files and Directories

Defense Evasion

Indicator Removal from Tools

Defense Evasion

Process Hollowing

Impact Resource Hijacking
Defense Evasion |Rootkit
Collection Video Capture

For APTs targeting aviation, only 75% of
techniques have Mitigations Means

25% of the techniques are very
hard/impossible to mitigate

Detection is vital
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