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ICAO - International Civil Aviation Organization

» UN Specialized Agency established in 1947 (Chicago Convention 1944)

» 193 Member States

» Assembly, Council, Commission, Committees supported by the Secretariat

» Issuing Conventions, Protocols, Resolutions, Standards and Recommended Practices
(SARPS) addressed to States

» Auditing of States

» Providing assistance, training and capacity
building to States
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Why Cybersecurity in Civil Aviation ?

Digitalization is KEY to Civil
Aviation INTEROPERABILITY and

Future Development Across ALL
Domains




’ Satellite Communications
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chain
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. Source: Airbus

Inter-connection &
Interoperability of

digital systems
between aviation
stakeholders increases
cyber threats by
increasing the
potential attack
surface




RECONNECTINGTHE} q\RL‘ )

e

=

Why Cybersecurity in Civil Aviation ?
Dozens of aircraft VANISH from
air-traffic control radars
sparking HACKING fears
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Why Cybersecurity in Civil Aviation ?

Efforts to address aviation cybersecurity should be:
Consistent

Clear

Harmonized

Trusted

Cross-cutting across aviation domains

In line with global priorities

YV V VYV V VY

Coordinated with concerned stakeholders
outside the Aviation Sphere
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Historic Development of ICAO’s Work on Aviation Cybersecurity

Two Additional
s . . . Guidance Material
Civil AV|at|o.n Cybersecurity Dubai Assembly Resolution New Mechanism
Action Plan Declaration A40-10 to Address Cybersecurity Action
Global ATM T T Buch T Cybersecurity Plan (2" ed.)
Operational Assembly Resolution ucharest Cybersecurity inICAO Establishment of
Concept A39-19 Communique Action Plan (1%t ed.) CYSECP
Establishment of Aviation Guidance on
ICAO SSGC Cybersecurity Using TLP
Strategy | First ICAO Aviation

Establishment of Cybersecurity Course

ICAO TFSG
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ICAO’s Work on Aviation Cybersecurity & Cyber Re5|I|ence

» Legal Instruments:
* The Beijing Convention and The Beijing Protocol of 2010




ICAO’s Work on Aviation Cybersecurity & Cyber Re5|I|ence

Governments’ Adoption of the Beijing Instruments is an Important
DETERRENT of Cyber-Attacks Against Civil Aviation

PROTOCOL

SUPPLEMENTARY TO THE CONVENTION FOR THE
SUPPRESSION OF UNLAWTUL SEIZURE OF AIRCRAFT

0 makes o et o comme e offence s S8 & paraggt | oS Arce

Y sl e meecealy comes e pence 1@ e mch 4

e e ik mdcE B te tees o Tedie




Beijing Convention 2010
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ICAO’s Work on Aviation Cybersecurity & Cyber Resilience

Beijing Protocol 2010

e Defines air navigation
facilities to include
signals, data, information
or systems.

e Such facilities could be
directly applicable to
cyber means of carrying
an attack.

e Broadens scope to aircraft
in service instead of in
flight, adds or by any
technological means to
Article 1.

e No requirement for the
offender to be on board.
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ICAO’s Work on Aviation Cybersecurity & Cyber Resilience
» Legal Instruments:
* The Beijing Convention and The Beijing Protocol of 2010

» Standards and Recommended Practices:
* Annex 17 — Aviation Security: Standard 4.9.1 and Recommended Practice 4.9.2
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ICAO’s Work on Aviation Cybersecurity & Cyber Resilience

Annex 17 to the Chicago Convention — Aviation Security
» Standard 4.9.1

Each Contracting State shall ensure that operators or entities as defined in the national civil
aviation security programme or other relevant national documentation identify their critical
information and communications technology systems and data used for civil aviation purposes
and, in accordance with a risk assessment, develop and implement, as appropriate, measures to
protect them from unlawful interference.

» Recommended Practice 4.9.2

Recommendation— Each Contracting State should ensure that the measures implemented
protect, as appropriate, the confidentiality, integrity and availability of the identified critical
systems and/or data. The measures should include, inter alia, security by design, supply chain
security, network separation, and the protection and/or limitation of any remote access
capabilities, as appropriate and in accordance with the risk assessment carried out by its
relevant national authorities.
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ICAO’s Work on Aviation Cybersecurity & Cyber Resilience

» Legal Instruments:

* The Beijing Convention and The Beijing Protocol of 2010
» Standards and Recommended Practices:

* Annex 17 — Aviation Security: Standard 4.9.1 and Recommended Practice 4.9.2
» Assembly Resolutions:

* A39-19 and A40-10 Resolutions on Cybersecurity
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ICAO’s Work on Aviation Cybersecurity & Cyber Resilience

ICAO 40t Assembly Resolution A40 — 10: Addressing Cybersecurity in Civil Aviation
» Recognizes that cybersecurity risk can simultaneously affect a wide range of areas;
» Reaffirms the obligations States have under the Chicago Convention;

» Highlights the need for global universal adoption and implementation of the Convention
on the Suppression of Unlawful Acts Relating to International Civil Aviation (Beijing
Convention) and Protocol Supplementary to the Convention for the Suppression of
Unlawful Seizure of Aircraft (Beijing Protocol);

» Recognizes the need for aviation cybersecurity to be harmonized; and
» Calls upon States to implement the Cybersecurity Strategy.



International Cooperation

Governance

Effective Legislation & Regulations

' Cybersecurity Policy

Information Sharing

Incident Management & Emergency Planning

Capacity Building, Training, & Cybersecurity Culture

https://www.icao.int/cybersecurity/Pages/Cybersecurity-Strategy.aspx
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The Cybersecurity Action Plan

First Edition published in November 2020.
Second Edition published in January 2022.
TLP Green (asp@icao.int to request a copy) + Published on ICAO-NET.

Provides the Foundation for ICAO, States and stakeholders to work together, and
proposes a Series of Principles, Measures, and Actions to achieve the objectives of
the Cybersecurity Strategy’s seven pillars.

YV V V V

» Develops the Seven Pillars of the Aviation Cybersecurity Strategy into 32 Priority
Actions, which are further broken down into 51 Tasks to be Implemented by ICAQO,
States, and Stakeholders.



RECONNECTINGTH

The Cybersecurity Action Plan (Examples)

ope . D f
m By Specific Measures/Tasks Priority In?;t)::ne?\tt‘:::on

Develop guidance material to support organizations in

ICAO, implementing coordinated cybersecurity management
CyAP 2.3 Member frameworks to support the es‘ta?llshment of ) d Publication of guidelines. High 2023
States, and systematic approach to manage aviation cybersecurity
Industry risks and assess those frameworks’” maturity and
effectiveness.
'CAO'b ICAO to develop risk profiles for each operational domain.
Member A . . .
States,and  Member States and Industry to contribute by developing Availability of risk profiles. High 2023
Industry similar risk profiles at national and organizational levels.
Member Member States to establish targets and minimum levels of  Publish a list of targets and minimum
CyAP 6.1 States, and functionalities essential to the civil aviation sector. acceptable levels of functionalities for High 2022 - 2023
Industry Industry to apply the targets developed. aviation continuity.
ICAO, Develop guidance for civil aviation cyber-incident .PU?IISh guidance for civil aviation cyber-
Member incident response and recovery

High 2022 - 2023

CyAP 6.3

response and recovery capabilities, including contingency

capabilities, including contingency and
and emergency response plans. P g gency

emergency response plans.

States, and
Industry
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ICAO’s Work on Aviation Cybersecurity & Cyber Resilience

» Legal Instruments:

* The Beijing Convention and The Beijing Protocol of 2010
» Standards and Recommended Practices:

* Annex 17 — Aviation Security: Standard 4.9.1 and Recommended Practice 4.9.2
» Assembly Resolutions:

* A39-19 and A40-10 Resolutions on Cybersecurity
» Guidance Material:

* Doc 8973 — Aviation Security Manual

*  Doc 9985 — ATM Security Manual

* Aviation Cybersecurity Strategy

* Cybersecurity Action Plan

* Using Traffic Light Protocol

*  Cybersecurity Culture in Civil Aviation

*  Cybersecurity Policy Guidance
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Cuidance on
Traffic Light Protocol

Facilitates Cybersecurity
information sharing using Traffic
Light Protocol.

Minimizes Human Error in sharing
sensitive information.

Supports cybersecurity & Cyber
resilience objectives.

Cybersecurity Policy Guidance

Calls to focus resources and actions
to achieve a systemic approach to
cybersecurity in civil aviation.
Supports the protection and
resilience of international civil
aviation’s critical infrastructure
against cyber threats.

Ed Bt £ ahad

Supports the design and
implementation of a robust
cybersecurity culture in civil aviation.
Builds on civil aviation’s record in
implementing successful aviation
safety & aviation security cultures.
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Aviation Cybersecurity Guidance Material — Traffic Light Protocol

TLP:RED

TLP:WHITE

Not for disclosure, restricted to Recipients only.

Sources may use TLP:RED when information cannot be effectively acted upon by additional parties, and could lead to impacts on a party's privacy,
reputation, or operations if misused.

Recipients may not share TLP:RED information with any parties outside of the specific exchange, meeting, or conversation in which it was originally
disclosed.

Limited disclosure, restricted to Recipients’ organizations.

Sources may use TLP:AMBER when information requires support to be effectively acted upon, yet carries risks to privacy, reputation, or operations
if shared outside of the organizations involved.

Recipients may only share TLP:AMBER information with members of their own organization, and with clients or customers who need to know the
information to protect themselves or prevent further harm. Sources are at liberty to specify additional intended limits of the sharing: these must
be adhered to.

Limited disclosure, restricted to the community.

Sources may use TLP:GREEN when information is useful for the awareness of all participating organizations as well as with peers within the broader
community or sector.

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, but not via publicly accessible
channels. Information in this category can be circulated widely within a particular community. TLP:GREEN information may not be released outside
of the community.

Disclosure is not limited.

Sources may use TLP:WHITE when information carries minimal or no foreseeable risk of misuse, in accordance with applicable rules and procedures
for public release.

Subject to standard copyright rules, TLP:WHITE information may be distributed without restriction.
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Aviation Cybersecurity Guidance Material — Cybersecurity Culture

» People are the weakest link in the
cyber chain, but also the first line
of defense.

» Cybersecurity Culture is a
cornerstone to protect aviation
against cyber threats and hazards.

4 )
A Robust aviation cybersecurity culture will
complement the sector’s efforts in ensuring

i f ity, Effici Resili . ®
its Safety, Security, Efficiency, and Resilience WHEN (T (OMES DOWN To 1T, JIM, )
\_ J SECURITY |9 A PERSONAL RESPONSIBILITY,

|

NN




Core Elements of a Robust Cybersecurity Culture
in Civil Aviation

Benefits of a Robust Cybersecurity Culture:
» Enhanced cybersecurity maturity of the organization;

» Appropriate handling of information by everyone.

» improved cybersecurity posture that supports the
effectiveness and efficiency of the organization in
mitigating cyber risks.

» enhanced awareness of all personnel to cyber risks and
the role that they individually play in identifying and
mitigating those risks.

» willingness to report personal oversight in applying
organizational cybersecurity processes and procedures
as well as reporting of suspicious cyber activities,

\ leading to pro-activeness and better detection of cyty
risks.

/ Positive
Work

Environment

Cybersecurity

/ Continuous
Review &
Improvement/

/ Reporting

Systems

Culture

)

/

Awareness,
Training &
Education

Cross-
Domain
Links

/.

Communication/
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Aviation Cybersecurity Guidance Material — Cybersecurity Policy
Governance & Organization

W ET
Elements of
an Aviation

Cybersecurity

Policy
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Aviation Cybersecurity Guidance Material — Cybersecurity Policy
» States should designate an Appropriate Authority for Aviation Cybersecurity (AA/Cyber)

with an overall mandate and responsibility for aviation cybersecurity and cyber

resilience.

ﬁe Appropriate Authority for Aviation Cybersecurity should: \
» determine, in coordination with the national competent authority for cybersecurity, the roles and responsibilities

to be undertaken by each authority;

lead the development of aviation cybersecurity regulations;

clearly define roles and responsibilities for the different civil aviation domains within the national competent
authority for civil aviation;

coordinate the definition of roles and responsibilities of civil aviation entities overseen by the national competent
authority for civil aviation through the national safety and security programmes;

define the elements of civil aviation cybersecurity culture and monitor its implementation;

define regulations, processes, requirements, and roles for cybersecurity crisis management, including testing
requirements and frequencies; and

coordinate cross-cutting aviation cybersecurity issues with relevant non-aviation stakeholders involved in aviation
cybersecurity such as information sharing and incident investigation. J
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Aviation Cybersecurity Guidance Material — Cybersecurity Policy

Risk Management - -

\/_\s‘\\ﬂ:ff

Main Data Security . |

. Continuity of Critical Functions

Cybersecurity Culture

“

Elements of

an Aviation
Cybersecurity
Policy

ICT Security
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Enhanced Governance Structure for Aviation Cybersecurlty & Cyber Resilience in ICAO

D o

Ad-hoc

Cybersecurity ‘

Coordination
Committee

Cybersecurity AVSEC Concerned
Panel Panel ATC Panels

Trust
Framework
Panel

Concerned
ANC Panels

TFSG SSGC
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ICAO’s Work on Aviation Cybersecurity & Cyber Resilience

» Legal Instruments:

* The Beijing Convention and The Beijing Protocol of 2010
» Standards and Recommended Practices:

* Annex 17 — Aviation Security: Standard 4.9.1 and Recommended Practice 4.9.2
» Assembly Resolutions:

* A39-19 and A40-10 Resolutions on Cybersecurity
» Guidance Material:

* Doc 8973 — Aviation Security Manual

*  Doc 9985 — ATM Security Manual

* Aviation Cybersecurity Strategy

* Cybersecurity Action Plan

* Using Traffic Light Protocol

*  Cybersecurity Culture in Civil Aviation

*  Cybersecurity Policy Guidance
» International Aviation Trust Framework (IATF)
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International Aviation Trust Framework (IATF)

Develop a common set of principles, policy, and guidance, and a
transition strategy for a globally harmonized framework that will
enable trusted ground-ground, air-ground and air-air exchange of
data and information among relevant aviation stakeholders with
the level of resilience and interoperability needed to support
increased capacity and efficiency for the continued safe
operation of the civil aviation system
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International Aviation Trust Framework (IATF)

=

Digital identity

» Technical requirements

» QOperational considerations
» Qversight needs

'  Network
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ICAO’s Work on Aviation Cybersecurity & Cyber Resilience

» Legal Instruments:

* The Beijing Convention and The Beijing Protocol of 2010
» Standards and Recommended Practices:

* Annex 17 — Aviation Security: Standard 4.9.1 and Recommended Practice 4.9.2
» Assembly Resolutions:

* A39-19 and A40-10 Resolutions on Cybersecurity
» Guidance Material:

* Doc 8973 — Aviation Security Manual

*  Doc 9985 — ATM Security Manual

* Aviation Cybersecurity Strategy

* Cybersecurity Action Plan

* Using Traffic Light Protocol

*  Cybersecurity Culture in Civil Aviation

*  Cybersecurity Policy Guidance
» International Aviation Trust Framework (IATF)
» Training & Capacity Building
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Training & Capacity Building

» Foundations of Aviation Cybersecurity Leadership and Technical Management

v’ Partnership between ICAO and Embry-Riddle Aeronautical University
(ERAU)

» Conducted Sessions

v' 4 — 15 October 2021 (Virtual)

v' 6—17 December 2021 (Virtual)

v' 14 — 29 March 2022 (Virtual)

v' 23 =27 May 2022 (Physical —Frankfurt)

v 27 June — 01 July 2022 (Physical — Frankfurt)
» Planned Sessions

v 3 =7 October 2022 (Physical — Singapore)

v 29 October — 4 November 2022 (Physical — Miami)
Link to Course (Upcoming sessions)

https://www.enrole.com/erau/jsp/course.jsp?categoryld=5586BD00&courseld=SGC-1102




Training & Capacity Building

* How technology underpins all aviation systems
* Interdependencies between aviation safety, security, and cybersecurity
*  Why and how adversaries attack systems

* Identifying and scoping cybersecurity critical systems in aviation

* Regulatory and legal considerations of aviation cybersecurity

* The importance and value of aviation cybersecurity culture

Dayl Day2 Day3 Day4d

8

Cybersecurity governance and oversight
Cybersecurity risk management and assessment
Managing supply chain risk

Information sharing

Staff awareness and training

Organizational resilience and incident response

— Leadership Track

* Building a Cybersecurity Strategy

* Tabletop Cybersecurity Incident Exercise
» Combining Leadership & Technical Aspects
» Aviation-Based Scenario

L

I

Technical Track

Identity and access management > Brings all Course Elements into Practice

Data Security
System Security
Resilient networks and systems



Training & Capacity Building

» Managing Security Risk in ATM (Virtual)
= Partnership between ICAO and EUROCONTROL.

= Combines physical security and cybersecurity in ATM.

Finalized & Planned for Delivery (7 to 11 November 2022)
Link to Course Description

https://learningzone.eurocontrol.int/ilp/pages/description.jsf#/users/@self
/catalogues/4728296/coursetemplates/11291217/description

» Cybersecurity Oversight in Aviation
= Partnership between ICAO and UK CAAI

= Focuses on all aspects related to cybersecurity oversight
Under Development for Delivery in 2022 — 2023
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Unmanned
" Aircraft Internet
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Things
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Digitalization is ESSENTIAL for the Growth of the Civil Aviation Sector




Thank You

ICAO European and
Headquarters North Atlantic
Montréal [EUR/NAT) Office Asia and Pacific

PY Paris [APAC) Sub-office
. Beijing
Middle East
[MID) Office ®

Western and Eairg

Central African .
S X (WACAF) Office
orth American Dakar

Central American . . .
and Caribbean : o

4 Asia and Pacific
[NAQCl Office [APAC) Office
Mexico City Bangkok

. Eastern and
. Southern African
South American (ESAF) Office
(SAM) Office Nairobi
Lima




