Workshop Summary

First Meeting on Cybersecurity in Air Navigation Services

(Online, from August 31 to September 2, 2022)

1. Introduction

1.1 The first meeting on cybersecurity in air navigation services was held from August
31 to September 2, 2022, using the zoom platform, attended by representatives of the Authorities
and air navigation service providers of the South American region; as well as representatives of
international organizations including CANSO, EUROCONTROL, and COCESNA. The participant
register is attached to this summary.

1.2 Mr. Fabio Rabbani, Regional Director of the SAM office, opened the event. The
Regional Air Traffic Services Officer, Mr. Roberto Sosa, was in the Secretariat, accompanied by
Officers Pablo Lampariello, Francisco Almeida, and Leonardo Boszczowski.

2. Background

21 The first cybersecurity meeting in air navigation services was held as part of the
ICAO SAM Office program in support of the region States for the implementation of a
cybersecurity strategy in civil aviation in response to Resolution A40-10 — Ways to address
cybersecurity in civil aviation, encouraging States to implement a Cybersecurity Strategy,
underlining the importance of developing a sustainable plan to implement it, as well as continuing
to work on the formulation of a strong cybersecurity framework.

2.2 The following objectives were defined for the meeting:

a) Improve the participants' knowledge about the importance of cybersecurity in air
navigation services.

b) Familiarize the participants with the ICAO safety strategy.

c) Familiarize the participants with the ICAO Safety Action Plan.

d) Promote cooperation between all stakeholders regarding cybersecurity in air navigation

services
3. Development
3.1 The workshop agenda was divided into three sections to achieve the meeting

objectives: Presentation from ICAQO, Industry, and States.

3.2 ICAO Cybersecurity Officer, Mr. Rashad Karaky, presented the progress in the
implementation of cybersecurity in aviation, which included a summary of the development related
to cybersecurity in ICAO, including the legal and regulatory aspects associated with this matter.
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3.3 It emphasized the importance of establishing a cybersecurity culture in the
organizations; for this purpose, ICAO has facilitated the cybersecurity culture document as a
framework for States and the industry.

3.4 The importance of developing a cybersecurity policy as a fundamental element of
a cybersecurity strategy was highlighted during the presentation. For this matter, ICAO has
developed the document for the Cybersecurity Policy as guidance for States and the industry.

3.5 During Mr. Karaky's presentation, it was emphasized that implementing a
cybersecurity strategy could require organizational changes; even ICAO has updated its structure
to address this implementation.

3.6 As part of the elements related to cybersecurity, the progress made in the "Aviation
Trust Framework" was presented as an element that will support the air navigation system,
making it safer and more robust.

3.7 In conclusion, Mr. Karaky addressed the importance of training and education as
a fundamental element for establishing a solid cybersecurity strategy, for which ICAO has
developed several training programs. The information is available on the organization's website.

3.8 During the meeting, an online survey was carried out among the attendees
regarding the awareness and access to the cybersecurity documents developed by ICAO,
specifically the Cybersecurity Strategy and the Cybersecurity Plan. Only 44% of the meeting
attendees were aware of the strategy, and 29% of the ICAO Cybersecurity Plan, showing that it
is necessary to improve the provision of the documents. Considering the above, the documents
have been made available to attendees on the meeting website.

3.9 Mr. Pablo Lampariello and Mr. Leonardo Boszczowski from SAM Office addressed
the matters related to aviation security and cybersecurity, including the Annex 17 Requirements
and Recommended Practices and the USAP protocol questions directly related to the aspects of
cybersecurity.

3.10 One of the aspects emphasized in the presentation is the need for collaboration
among all authorities and stakeholders, including aviation security and safety authorities and
service providers.

3.1 In the agenda section related to the industry, there were presentations made by
EUROCONTROL, CANSO, and COCESNA.

3.12 EUROCONTROL showed the work carried out by this organization to support its
associated States on cybersecurity issues, including cybersecurity assessments, the aviation
cybersecurity report, training programs, and other elements supporting the civil aviation of the
EUROCONTROL Member States.

3.13 Among the essential aspects highlighted by EUROCONTROL was the education
and training of all air navigation services personnel; for this matter, the organization has
developed some specific training programs available on the EUROCONTROL website.

3.14 CANSO presented the developments achieved regarding cybersecurity,
highlighting the Standard of Excellence for cybersecurity and the Guide for Developing a
Cybersecurity Policy in service providers; both documents have been made available on the
meeting website.
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3.15 The CANSO presentation highlighted the importance of establishing an adequate
cybersecurity policy at the service provision level.

3.16 COCESNA presented the progress made to strengthen the safety and security of
the air navigation system in the Central American region through the implementation of a
cybersecurity strategy

3.17 Among the fundamental aspects of COCESNA's cybersecurity strategy it was
highlighted the training and education, which have been an essential part of the policy established
by this organization to address the issue of cybersecurity in air navigation; likewise, the networks
segregation used for air navigation services and the purging of obsolete assets, among other
actions that have been implemented as part the cybersecurity program.

3.18 Venezuela shared the progress achieved in developing the cybersecurity program,
highlighting the identification of responsibilities, and developing the regulatory framework,
including information circulars, inspection procedures, and other documents.

3.19 As part of the actions presented by Venezuela, the training of inspectors and
specialists involved in cybersecurity was highlighted as an essential element of the program.

3.20 Among the lessons learned shared by Venezuela, it was the importance of
identifying the ANS critical assets, which is an activity that requires considerable time, for which
it is necessary to plan this task properly.

3.21 Chile presented its progress in cybersecurity, emphasizing the importance of
establishing adequate governance at the authority level; the risk analysis of the assets that form
part of the air navigation service provider's network, considering confidentiality, integrity, and
availability as fundamental pillars.

3.22 The integration of the different management systems, establishing a regulatory
framework, and creating a multidisciplinary team with adequate governance were essential
elements of the cybersecurity strategy implemented by Chile.

3.23 Brazil presented the progress in establishing cybersecurity actions in support of air
navigation services, highlighting the importance of education and training for which they have
developed a dedicated program for this purpose.

3.24 The establishment of performance indicators that support decision-making related
to cybersecurity matters was part of the experience shared by Brazil during the presentation.

3.25 All presentations and the videos were uploaded to the event page at the following
address: https://www.icao.int/SAM/Pages/MeetingsDocumentation.aspx?m=2022-CIBER

4, Conclusions

The following conclusions were discussed with the attendees as part of the issues addressed
during the meeting:

41 Establishing a regulatory or guiding framework for establishing the cybersecurity
strategy at the State level is essential; for this development, the Authority can rely on the
documents developed by ICAO or other organizations.
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4.2 It is essential to establish a cybersecurity policy with a State scope that includes
service providers and operators. The Policy Guide document developed by the ICAO could
support States and service providers for this purpose.

4.3 It is necessary to improve the dissemination of the ICAO cybersecurity documents.
The office will make them available on the meeting website and will work with the SAM States
and providers to raise awareness.

4.4 The States, including the Authority and service providers, must implement a
process to identify critical air navigation assets. This task is a fundamental pillar in the
cybersecurity process in air navigation services; likewise, they must work on adequate
segregation of air navigation services networks as part of the strategy.

4.5 It is essential to establish a work team at the State level involving Authority and
service providers, including aviation security, safety, and IT stakeholders, with the proper
governance and processes.

4.6 ICAO and the States must promote cybersecurity education depending on the
functions and responsibilities of the personnel. Reviewing the training programs and plans for
technical personnel at all levels is recommended. The office will coordinate with the States to
carry out this task.

4.7 It is essential to consider integrating the different management systems, including
QMS, SMS, and Cybersecurity, to achieve an efficient and sustainable system in civil aviation.
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