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Overview

* [ATA’s Global & Regional response to GASeP
* Closer look at global initiatives
* Closer look at regional implementation

* IATA regional AVSEC strategy

* Key takeaways
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Industry’s response to GASeP

Acknowledge ICAO’s coordinating role — 1/3 of the task activities
pertain to industry

Actively encourage partnerships and collaboration — stronger together
From GASeP’s purpose statement: ““sustainable, effective resource
allocation, meeting shared objectives and a promotion of a security
culture™

Support knowledge transfer

Wonderful opportunity to move forward, improve effectiveness,
effeciency, and encouraging risk-based approach that is outcome focused
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—— Global Development / Regional Delivery

IATA HQ Security Department

27 activities (delivery or follow up)
Coordination and report to AVSEC Panel

APCS Global (smart Security, Border
Security, Cargo Security)

SFO Global (0sA TGs, SFO)

Regional APCS, SFO, MER

Regional activities will be reported to the
AVSEC Panel within the IATA contribution
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Priority Outcome #1

DRAFT

(Enhance risk awareness and response)

(7) tasks/activities for IATA (Security Department) engagement (Delivery or Keep Track)

=  Advocacy with AVSEC Panel and WGs (WGA17, WGGM, WGTR)
= |ATA new Security Forum (information sharing)
= |ATA new Security incident reporting and taxonomy (STEADES)

= JATA New SeMS Manual and Risk Assessment Methodology (TRAM)

(Ty'pe of engagement

Other IATA

Other S5takeholders to

AS Timin Potential IATA actions
GASeP Rnadmap MEESUFE}‘TESI{ Delivery |KEEDtI3I:_H: rtments to en engaze with
1. Enhance Risk Awareness and Response
1.D¥ 5tates’ authorities work together with industry to most appropriately and
effectively allocate responsibilities for the delivery of measures to counter the  |ongoi X Passengers, Cargo G HOME ACI
threat from landside attacks.
1.F States’ Mati | Awiation 5 ity C itt d iat i
auth :ri:iZE aeir:djtanlar;i?exs:in:: EITF:ET;EI::'IE'; ::d fo;z:::n:ri?is;::nds Passengers [Smart AVSECE - Risk
P =1 Ry £ _ * |engoi X g DG HOME Aszessment, TRAM and

baszed on national risk assessments, to ensure that they are appropriate, Security), Cargo . . .

. . . . information sharing
effective and using up-to-date technolosies and technigues.
1..H Enhance and prl}mnt.e global platforms for sharing of security information 2018 X e
with, from and between industry.
.:l.WIDﬁ.Dtnlssueg.u@am:E and training materials on recognizing and reporting S0 ¥ " G HOME AWECPWGGH-IncldEHt
iszsues of concern within the workforce. reporting?
L.X Consider new Recommended Practice on continuous vetting. 2019 X IO5ASECTG AﬁECP“!‘Gﬁl?-Drupgradeuf

existing RF 4.2.9
1.C When considering aviation security risks and measures, ensure appropriate
holistic |:_1:| nsiderati_cln [?-f the .aviati.l::-n.s,e Ctor. ".".'hF_TrE rEI.Eva_nt, early EI'!I:? . T ¥ Passengers, Carzo I0SA SECTG, DG HOME AVSECP WGETR - Risk
appropriate coordination with aviation safety, air navigation and facilitation BEIEEEMENt
experts to take place at global and national levels.
1.7 Subject to AVSECP consideration, develop a Manualunﬁ.matlu.nﬁe.l:urlt]r 2019 X IOSASEC TG, UK CAA AVSECF - 52MS Manual
IManagement Systems at the level of the 5tate and relevant organizations
5 14 May 2018




Priority Outcome #2

DRAFT

(Develop security culture and human capability)

(8) tasks/activities for IATA engagement (Delivery or Keep Track)

= Advocacy with AVSEC Panel and WGs (WGA17, WGGM)
= Development of a new ICAO Aviation Security Professional Managers course

= Standardized certification and accreditation (including IOSA/ISAGO auditors)

T of Tt
ﬂmin( ype of engagemen

Other IATA Other Stakeholders to . .

GASeP Roadmap Measure/Task : : Potential IATA actions
Delivery |KEEDtI3I:_H: rtments to en engaze with
2. Develop Security Culture and Human Capability
Z.E-D?velnpse:urltyawareness programmes that effectively promote a positive 2018 ¥ ECAC GMTF, ICAD [FMC) A\I‘SECF"\'.J'G.Al?-nr upegrade of
seCurity culture existing AF 3.1.10
2.EDE'\:I’E|DPEI‘II:| dlssem.lnatetl}all!}therstakehnlder.s|:-|:>mmun||:at||}n plans, 2015 ¥ ECAC GMTF, ICAD (PMC) AWECPWGGH-Incldem
reporting tools, promotional materials and model training reporting?
2.0 Define, revise and enhance guidance on Security Culture as required. 2019 X ICAD WGGEM AVSECP WGEGEM
L1 Includ isions i lit trol st itor the effecti
: nclu EFIH.:I'U'I ionsin q.ua ity control programs to monitor the effective 2018 ¥ |0SASECTE
implementation of security culture.
LK Implementation of ‘just culture’ * of reporting all security-related and 2010 ¥ ¥ 105A SEC TG, ECAC AVSECP WGEGEM - Incident
potential security issues without fear of reprimand to invelved parties. GMTF, 1CAD WGEGEM reporting?
.M D'E'A.I'E|I}|}HI'II:|II'II'Ip-|EITIEI'ItE|T|I'II'u'Er5-a|:!!ﬁ'u'latH:ll'!EEI:IJFIT'?I'AEEFEdIta‘tIﬂI'I 2019 ¥ Passenzers |Dl'-".D[FM|:.I_,5tFHItE§II: AVSEC FMC 2.0
Programme [UASAP) for all staff involved in security functions. Partners, ASSA-1/CoESS
2.0 |dentify optimum model and delivery plan for new global professional 2015 ¥ IEﬁ.D[FME,I,StrE!tEgu: AVEEC PMEC 2.0
gualifications. Partners, ASSA-|/CoESS
Z.Efldentlf\,rl:un‘aamatlun_=,E|:ur|t]r_=,klll_=,an|:| needs and revise training material and 2019 ¥ |CI'-".D[FM|:.I_,5'EFE!1:E5IE AVSEC FMC 2.0
guidance focusing on these. Partners, ASSA-1/CoESS
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Priority Outcome #3

DRAFT

(Improve technological resources and innovation)

(7) tasks/activities for IATA engagement (Delivery or Keep Track)

= Advocacy with AVSEC Panel and WGs (WGA17, WGIAS)

= Smart Security

= AVSEC World (workshops and showcases)

[

~

. Type of engagement Other IATA Other Stakeholders t . .
GASeP Roadmap Measure/Task Timin [ 1/Pe of engag = erstakeholdersto | potential IATA actions
Delivery |KEEptm|:k partments to engage engage with
3. Improve Technological Resources and Foster Innovation
3.B Encourage and support trials and tests of new processes and equipment. ongoing X b4 Fassen.gelrs[!i-mart DG HOME Smart Security
Security), Carso
3.CI.ZIr.53n!zE and support innovation E\rent.sand :halll?ngesand Eencourage e X " Fas,sen.gelrs[!i-mart AVSEC World Workst
participation of start-up and entrepreneurial companies. Security), Cargo
3.[1Er!5ure exchange of information between 5tates and industry on innovative et X ¥ Fassen.gelrs [Emart DG HOME BAVSEC World + WEIAS
technigues and technology. Security), Cargo
3.|5tEtE.5 and |n|:|u5tr~,rt|:.}|:|::-n|:||.J|:t outreach El:tl'l.l'ItIEE-.tl} prc:mutethe use of e ¥ " Fassenlgelrs [Smart Strategic Il“artners, AVSEC World + WEIAS
appropriate technology, including human factors considerations. Security), Cargo ASSA-|/CoESS
3.L 5tates and industry to encourage competition in the supplier market. ongoing X £ FHSEEHEETE[&'”—IEH Strategic I.’artners, AVSEC World + WGIAS
Security), Cargo ASSA-|/CoESS
3..M5tat|.zsan|:||n|.:|u5tr\,rt|:>|mprmre manage.mentnfse:urlr,reqmpmenteft s X ¥ Fassen.gelrs[&-mart Strategic I:-‘artners, Smart Security
airports (include site acceptance tests, routing testing and maintenance). Security), Carso ASEA-|/CoESS
3.U Continue consideration for possible SARPs in the appropriate ICAD Annex[es)
and related guidance on how to equip airports and aircraft with control systems 2018 ¥ Faszsengers, Cargo, 105A SEC, FLT, GRH,
bazed on video surveillance on-board aircraft, outside aircraft, on the ground, and Ground Ops, 5FO MNT TG
in flight.
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NEXTT

http://nextt.iata.org/




Priority Outcome #4 and #5

(Improve oversight and quality assurance)
(Increase cooperation and support)

DRAFT

(5) tasks/activities for IATA engagement (Delivery or Keep Track)

= Advocacy with AVSEC Panel and WGs (WGIAS)

= |ATA SeMS Manual

= Recognition of IOSA and ISAGO audits by security regulators

T of t
ﬁmin( ype of engagemen

Other IATA Other Stakeholders to . .
GASeP Roadmap Measure/Task : : Potential IATA actions
Delivery |KEEDtI3I:_H: rtments to en engaze with
4, Improve Oversight and Quality Assurance
4.C Develop best practices on :nndu::‘:lf‘lgquallt\r |:|}ntr|:.}l and :!:}l:.}r.dlnate. efforts APCS Regions, I0SASEC TG, ACI
between States, stakeheolders on auditing and peer review activities. This could | 2015 kS . ) SeMs Manual
. o Consulting International
include tools, models and QC training.
-I.D,'T:-tatestn E5Fab||5h 3 fra-mewnr.k towork with other 5tates and industry to 2019 ¥ APCS REgI.I}I'IS-_, AC] International AVSECP
rectify gaps and implement immediate response Measures. Consulting
A.F Industry partners to work with 5tates to assist with the development of action 2018 ¥ " APCS Regions, AC| International |54 and 1SAGD
plans and identify possible channels of assistance, training or knowledge transfer. Consulting, SFD
5. Increase Cooperation and Support
.E.CFIJIIHII.:IZE UNSCR 2209/2016 and GASePs objectives/roadmap to loval entities et ¥ " AFEE-REgllnns, AVSECP
involved in AVSEC Consulting
5.FEnh ity t id t k ledge transf i d APCS Regi
.n ance capacity to provide peer to peer knowledge transfer, review an 2014 " EaI.I}I'IE._, ACl International AVSEC World + WGIAS

audits. Consulting
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IATA'’s regional engagement & approach to GASeP

* Consistent with HQ/Global approach and aligned with GASeP

* TATA’s Security Strategy for the Americas — November 2017

Regional carriers’ request
Fact finding with major carriers operating in the region
15t Focus group meeting — November 2017

Development of regional airline risk context statement
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From ICAO Risk Context

Risk Context Statement — The Americas Region vz

Threats to
Civil Aviation

Risks to airlines in
the region

“Where we have a degree of
control and in the context of

Statement
our operations”
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What else can we
leverage?

Facilitation options

Promote the One Identity concept to
support the end to end travel initiative
Promote adoption of electronic travel
systems

Adoption of Recognition of Equivalence

4

To meet the
current & future

needs

v

Agree with GASeP priorities

a) Enhance risk awareness and
response.

b) Develop security culture and
human capability.

c) Improve technological
resources and foster

innovation.

d) Improve oversight and quality
assurance.

e) Increase cooperation and
support.

IATA Regional
Security Strategy
2017-2022

Purpose
Objectives

rl

Focus Group activities
Monitoring regional threats, challenges and
opportunities;

Encouraging and sharing industry best
practice;

Developing a security culture with all
stakeholders in the region;

Identifying sustainable (and where possible
harmonised) security measures;
Encouraging innovation and technology;
Balancing facilitation needs;

Adhering to risk based methodology to
manage risk

Coordinating effective regional lobbying;
Sourcing capacity and capability building
opportunities and;

Encouraging regional cooperation.




2"d Focus Group meeting (8-9 May) —
outcomes since first meeting

Point of Contact

Security Forum

Country/ port specific AVSEC dashboard

Establish priorities for the next two years
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AGREED PRIORITIES

1. Monitoring regional threats, challenges and opportunities
2. Adhering to risk based methodology to manage risk

3. Developing a security culture with all stakeholders in the region

. Coordinating effective regional lobbying

Balancing facilitation needs

Encouraging regional cooperation

Encouraging innovation and technology

. Encouraging and sharing industry best practice
0.Sourcing capacity and capability building opportunities

SOePNo v
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IATA

Focus Group priorities GASeP key priorities
Monitoring regional threats, 1. Enhance risk awareness and response
challenges and opportunities 5. Increase cooperation and support

2. Developing security culture and human
Developing a security culture capability.
with all stakeholders in the region

4. Improve oversight and quality assurance

1. Enhance risk awareness and response

Adhering to risk based

methodology to manage risk 3. Improve technological resources and foster

innovation
1. Enhance risk awareness and response

3. Improve technological resources and foster
innovation
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Key take aways

Partnership & Collaboration = stronger together
Harmonization of security principles where applicable
Industry’s commitment to enhance global AVSEC

Active industry engagement in State and airport decision-making
processes

Knowledge transfer

Willingness to embrace innovation and creativity

15
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Thank you for your attention.
Questions?




