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SUMMARY

This paper presents information on the progress made in the implementation of the
activities agreed upon at the last meeting of the Coordination Committee (RCC/20)
and to be included in the 2017 work plan.
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1. Background

1.1 The main activities agreed upon at the last meeting of the Coordination Committee
(RCC/20) to be included in the 2017 work plan and additional to those pertaining the operation, support
and maintenance of the network, were the following:

a) REDDIG Il training programme;
b) REDDIG Il operation and analysis to the implementation of new services.

1.2 Likewise, this working paper presents REDDIG logistics aspects during 2017.
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2. Analysis
REDDIG Il TRAINING PROGRAMME
2.1 With regard to training activities, the following courses were carried out:

a) Advance Course of the REDDIG Operations
b) Course on IP Networks applied to the REDDIG I
¢) Course on Network Fundamentals (basic) for the staff of NCC Manaus

Advance Course of the REDDIG Operations

2.2 This course was addressed to the technical personnel responsible for the operation and
maintenance of the REDDIG Il station that received the respective basic courses. Among the aspects that
were discussed, emphasis was placed on the operation and supervision of the Skywan 1070/7000 modem
with a theoretical-practical description of the ‘Line Up Manager' software as well as the ‘troubleshooting'
of the station's components. In Appendix A of this working paper, the content of the "Advanced Course
of the REDDIG Il Operations " is presented.

2.3 This course was held from June 13 to 16, 2017 at the facilities of the Instruction and
Technical Update Section (SIAT) of the Fourth Integrated Center for Aerial Defense and Air Traffic
Control - CINDACTA 1V, Manaus, Brazil. For this event a fellowship was granted per member state of
project RLA/03/901 and simultaneous interpretation was available.

2.4 The course was attended by 36 delegates from the States of Argentina, Brazil, Chile,
Colombia, Ecuador, Guyana, Paraguay, Peru, Suriname, Trinidad & Tobago and Venezuela. The digital
version of the content was provided to the participants of the course, as well as complementary electronic
files.

Course on IP Networks applied to the REDDIG 11

25 The course was addressed to the technical staff with knowledge of IP networks, who
participated in the courses "Interconnecting Cisco Network Devices Part 1 (ICND1)" and
"Interconnecting Cisco Network Devices Part 2 (ICND2)", and who has the responsibility of operation
and maintenance of the REDDIG Il station.

2.6 It was carried out from November 13 to 17, 2017 in the facilities of the Instruction and
Technical Update Section (SIAT) of the Fourth Integrated Center for Aerial Defense and Air Traffic
Control - CINDACTA 1V, Manaus, Brazil. For this event a fellowship was granted per member state of
project RLA/03/901 and simultaneous interpretation was available.

2.7 The content was based on the topics (Lessons) of the Cisco ICND1 and ICND2 courses
but focused on the equipment and services that are currently offered in REDDIG with virtual laboratories
using the "Packet Tracer". The content of the course is described in Appendix B.

2.8 The course was attended by 24 delegates from the States of Argentina, Brazil, Chile,
Guyana, Paraguay, Suriname, Trinidad & Tobago and Venezuela.

Course on Network Fundamentals (basic) for the staff of NCC Manaus

2.9 This course addressed to the personnel who carry out their daily tasks in the NCC Manaus
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and who corresponds to the commitment of ongoing training to which the project is committed. This
course was not included in the activity plan considered in the RCC/20, but it was considered necessary to
carry it out. It did not represent any cost to the project

2.10 The purpose of the course was to renew and complement the fundamental and advanced
concepts in transmission systems used in the transport of voice and data applied to civil aviation.

2.13. The proposed course outline was based on the fundamentals of networks oriented to the
aeronautical applications on IP of project RLA/03/901 of the ICAO SAM Office; in the CCNA (Cisco
Certified Networking Associate) theoretical-practical course Networking Fundamentals, and from
different sources which address issues in telecommunications in a logical way. The description and
content of the course is detailed in Appendix C.

REDDIG Il OPERATION AND ANALYSIS TO THE IMPLEMENTATION OF NEW SERVICES
REDDIG Il Brasilia Node

2.15 The node of Brasilia started its operations on April 2016, however during its operation
some news that had to be corrected were observed.

2.16 In that sense, a mission to Brasilia was held from 16 to 25 October, 2017 with the
participation of the REDDIG Administration, INEO Company and staff of CINDACT |I.

217 The tasks are described under the following topics:

a) checking the status of the serial cables and checking the operation of the B chain;
b) inconveniences with maintenance and administrative voice circuits

c) verification of coaxial cabling

d) causes of packet loss in the Skywan A modem

e) verification of the operation of the Gorgy timing

f) backup procedure of servers on external disks

0) general and integrated checking of the station and its components operation

2.18 The description of the tasks performed is detailed in the Appendix D.

2.19 The tasks carried out during the mission solved the last problems and inconveniences
pending in the REDDIG Il node of Brasilia, and it is still pending to definitively solve an inconvenient
with the 10Mhz connection. However, a temporary solution was implemented by installing a DC-Block
on the Tx path of the connection of 10MHz. A DC-Block was not enough.

2.20 This DC Block needed to be replaced by four definitive DC-Blocks, adapted to the
frequency range of the REDDIG system; for which INEO sent to the SBBR site four DC Blocks BLK-6-
N + (Mini-Circuits). These were finally installed on January 10, 2018, leaving the Brasilia station with all
the problems resolved (See Appendix E).

REDDIG Il Nodes

221 During the mission in Brasilia, other issues related to the general network were attended.
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2.22 In this regard, in addition to the tasks assigned and proper to the Brasilia node, the
following issues were addressed:

a) Verification of the operation of the Venezuela and Ecuador NMS
b) Analysis of instability in the operation of Venezuela

C) Support for NDSatCom

d) Verification of the La Paz node functioning

e) Disadvantages in the Ezeiza station

f) Establish a procedure for calculating bandwidth consumption

2.23 In the particular case of Ezeiza, it follows to an event that occurred and coincided with
the mission period, and that was a product of the weather conditions that affected the station during the
night from October 18 to 19, 2017.

2.24 Regarding the support for NDSatCom, it refers to the tasks that were carried out to
facilitate the remote access of the personnel of said company, to the modem Skywan A of Manaus to
intervene in the novelty freezing period suffered by this equipment. The description of the tasks
performed is detailed in Appendix D.

IBUC news of Suriname and Modem of Bolivia IBUC

2.25 On October 17, 2017, the IBUC B of the Paramaribo node (Suriname) went out of
service. Although all the inherent actions were carried out to recover the operation of the equipment, it
was necessary to coordinate with INEO to send it to be repaired in the factory and send a IBUC 80W
spare part equipment as a replacement from the Regional Office in Lima. The logistics operation was
registered as event OR-17005, with document SAMRO-77. The equipment is at Customs, in Paramaribo,
for its dispatch from December 27, 2017

2.26 In view of this critical situation, the Regional Office sent a note to the Suriname
Administration (Ref. SA5037), in order to accelerate the process that allows for the aforementioned spare
part equipment to be available as soon as possible.

2.27 El equipo con falla fue enviado desde Bolivia, por intermedio de INEO, a fabrica para su
reparacion. Regarding the modem of La Paz (Bolivia), it presented errors on June 15, 2017. This event
generated the OR-17003 logistics operation, with document SAMRO-75 (June 21, 2017), with the
purpose of replace the equipment with error. The modem sent from the Regional Office to La Paz, after
several logistical complications in Bolivia, was finally received in November and installed at the station
on November 20, 2017. The equipment with error was sent from Bolivia, through INEO, to the factory for
repair.

Level 3 terrestrial network

2.28 Regarding the work that has been done in cooperation with the Regional Office, Level 3
and the REDDIG Administration to achieve a stable and reliable terrestrial network, it should be
mentioned that on August 8, 2017, a meeting was held in the ICAO SAM Regional Office, with Eng.
Oliver Quifones, Service Client Manager of Level 3, where issues related to the performance of the
MPLS VPN terrestrial network were discussed.

2.29 The topics were as follows:

1) Definitive solution to the novelties of the nodes
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1.1) Manaus (Brazil)

1.2) Paramaribo (Suriname)

1.3) Maiquetia (Venezuela)

1.4) Piarco (Trinidad & Tobago)
1.5) Extended periods for solution

2) Level 3 Portal
2.1) History discrepancies
2.2) Access to the portal for the staff of the States
2.3) News on: time zone (GTM), duration of the novelty, responsible, status of the
ticket
2.4) Lack of nodes in the options presented in the portal (in general Brasilia is
missing) Network Access Points (NAPS)).

3) Service Desk
3.1) Update

4) Contacts matrix
4.1) Update

5) Last miles
5.1) Provide ICAO with the topology with the corresponding information (provider,
type of link, NAPs (Network Access Points), etc.)

6) Credit notes
6.1) Verify if the credit notes are being prepared based on the reported monthly
availability
6.2) Analyze, monthly, the availability discrepancies according to the SLA

2.30 Although the activities referred to the novelties are developed and described in Appendix
F, some general questions on this subject are briefly commented on (in particular, there were news in
Manaus and Maiquetia that were very repetitive).

2.31 It was concluded that, if the portal information is used to calculate the unavailability,
Level 3 should correct some items because the events are not being recorded accordingly. In addition, if it
is the way to obtain unavailability, it is not an acceptable method due to the discrepancies observed. Level
3 has been working on the issue and this situation has improved markedly.

2.32 The portal shows, in general, the presentation of the information according to the tickets,
the information presented is not precise. Although some issues of the portal have been corrected, is still
not very functional, since the information is not reliable. It can only be used to verify tickets and manage
users. It should be clarified that the report presented in Appendix F was prepared in September 2017 and
that to date several of the situations presented have been improved.

2.33 Nevertheless, the complaints are carefully monitored and all the events related to the
novelties presented by the nodes are recorded. Discrepancies that arise before an event are manifested and
highlighted.

2.34 The staggering of Level 3, provided in the contact matrix, is used to speed up the lack of
problem solving.
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2.35 The criticality of the events that arise is informed to Level 3 at all times, and the
imperative need for the company to comply with the optimum availability required.

2.36 The actions carried out and to which they are given continuity are described as follow:
a) Establish a constant dialogue with the company Level 3 in order to correct the novelties
observed by working together.
b) Penalize the Level 3 company for the observed breaches.
c) If this is the case, require the Level 3 company to change the local provider or reform the
last mile connections, ensuring a high redundancy and eventual desired availability.
d) Keep the contact matrix up-to-date, follow up on the news that has arisen, and coordinate

with the technicians of the local nodes.

2.37 Regarding the monthly unavailability in the terrestrial network (LEVEL 3), are presented
in Appendix G. One of the tasks carried out and in force was the update of the Matrix of Contacts made
in August 2017 which is shown in Appendix H.

2.38 One of the improvements observed in the recent months is the addition of the Century
Link system as of November 1, 2017. This system facilitates the automatic generation of tickets and has
facilitated rapid identification in the presence of a novelty in the terrestrial network.

Final acceptance tests (FNAT) of the REDDIG

2.39 The provisional acceptance tests of the REDDIG Il (document PSAT - NAT - 2022 NT -
2141167C Rev. H) were carried out from January 31 to February 05, 2015. Once the tests were
concluded, the focal points of the Member States of the REDDIG Il proceeded to sign the PSAT
certificate with comments on each of the nodes.

2.40 The results of the PSAT tests with the comments on each of the nodes were registered in
the PSAT document (version H). This document was published on the following web page
wwwl.lima.icao.int/reddig.

241 According to article 13.1 of contract No. 2250120 (Provision of a new regional tele-
communications network (REDDIG 1)), the INEO & Level 3 consortium had a period of 40 days to
correct the deficiencies found in the PSAT. In the 40-day period, the INEO & Level 3 consortium
proceeded to correct many of the deficiencies with the exception of the following major failures:

¢ Random freezing of the satellite modem (Skywan ID 1070) in some of the REDDIG 1|
nodes
o Random freezing of the satellite modem of Manaus chain A (Skywan 1D 7000)

2.42 These major errors, the INEO & Level 3 consortium completed at the end of 2017. In this
sense, from January 29 to 30, 2018, the final acceptance tests of the REDDIG Il (FNAT) were carried out.
On January 30, the FNAT certificate was signed. This activity was carried out at the CINDACTA IV
facilities in Manaus, Brazil, where the REDDIG Il node in Manaus and the NCC are located.
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243 The FNAT was carried out by: i) the head of the REDDIG Il project, Mr. Onofrio
Smarrelli (CNS Regional Officer of the ICAO SAM Office); the Administrator of REDDIG I, Mr. Javier
Vittor; and, representatives of INEO. The FNAT report and the certificate are presented as Appendix | to
this working paper.

Implementation of REDDIG Il new services

244 From the RCC/20 to date, the following AMHS circuits were implemented and entered
into operation in REDDIG II:

Brasilia - Bogota (May 2017)
Brasilia - Georgetown (July 2017)
Bogota - Caracas (December 2017)
Brasilia - Caracas (March 2018)

2.45 Likewise, other AMHS circuits were implemented, which are not yet in operation. It is
expected that they will start operating during 2018:

Ezeiza - Brasilia

Ezeiza - Lima

Ezeiza - Santiago

Ezeiza - Montevideo

LaPaz - Lima

Lima - Guayaquil

Bogota - Guayaquil

Caracas - Guayaquil

Bogota - Panama (Interconnection MEVAIII REDDIG 1)
Brasilia - Montevideo

2.46 In addition, connections were made at the network level for the exchange of radar data
between:

Ezeiza - Santiago
Ezeiza - Asuncion

It is expected that, in the course of 2018, the exchange of radar data between the indicated locations will
enter the operational phase.

REDDIG logistic aspects

247 The logistical operations, mainly originated by breakdowns in the node, include the
delivery of equipment or spare parts from the REDDIG storage site, located in the ICAO SAM Regional
Office in Lima, or from any other node, to the node requiring them, including coordination with the
factories for the repair of the equipment, payment for any transportation and costs involved, as well as
coordination and support to States for any import and export involved.

2.48 Since the RCC/20 to date, five (5) logistic operations were carried out with the new
REDDIG II. The summary of equipment failures and spare parts is shown in Appendix J to this working

paper.

2.49 The Appendix K presents the statistics corresponding to the number of the main
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attentions to the nodes of the network, as well as their distribution in terms of the type of equipment that
originated the attention service since the RCC/19.

2.50 The Appendix L presents the table of network availability from the year 2004 until the
end of the year 2017.

OTHER MATTERS
RTO-06

2.51 The Sixth Technical-Operational Meeting of the REDDIG Il (RTO/6) was held on June
12, 2017 at the Technical Training and Update Section (SIAT) of the Fourth Integrated Center for Air
Defense and Control of the Air Traffic - CINDACTA 1V, Manaus, Brazil.

2.52 The meeting was attended by 11 member States (Argentina, Brazil, Chile, Colombia,
Ecuador, Guyana, Paraguay, Peru, Suriname, Trinidad & Tobago and Venezuela) with a total of 40
participants, including ICAO specialists. During the development the following subjects were reviewed:

a) Performance of REDDIG

b) Review and update of procedures for the maintenance and operation of REDDIG

¢) Analysis of security in REDDIG and its recommendations

d) Purchase of redundant equipment (router / firewall / switch) to standardize the
connection and security in the REDDIG

e) Other matters: it should be mentioned that it was considered convenient to form
working groups in different areas, technologies and according to the experiences of the
personnel of each State.

3 Suggested action
3.1 The Coordination Committee is invited to:
a) take note of the information provided;

b) analyze the activities carried out since the RCC/20 to date that are presented in
section 2 an in the corresponding Appendixes to this working paper.
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ADVANCED COURSE OF OPERATION OF THE REDDIG
Manaus, Brazil, 13th to 16th June 2017
CONTENTS
1. Architecture
o Satellite network
e Support ground network
e Plan for Addressing IP (Global and domestic)
2. RF Equipment
e [BUC+LNB
¢ Redundancy

e  Supervision/Configuration via HHT, TCP/IP (Web) and Telnet

3. Modem Skywan

e Model 7000
e Model 1070
e Access via “LineUp Manager”
Software Upload
Set Parameters
Tests
Operations
Monitoring Screens
Log Files
e Performance, analysis of parameters
4. Ethernet Switch Netgear
5. Router Cisco

e Interfaces

VRRP redundancy protocol
OSPF routing protocol
VLANS

Commands on line
Interfaces monitoring
Settings

6. Baseband Commuter (RSS) and “Patch Panel”
7. NMS — WhatsUp Gold

NMS Central Server
NMS Remote Server (Local)
Web access
Modules and displays
Monitors

o Active Monitor

o Performance Monitor
e Alarms
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COURSE ON IP NETWORKS APPLIED TO THE REDDIG Il
(Manaus, Brazil, 13 to 17 November 2017)

CONTENTS
Day 1
1. InternetNetworking

e OSI model and TCP / IP model
e Basic functions of the physical layer, link, network and transport
e Encapsulation, PDU overhead

2. Operation of the Cisco 10S software

Characteristics and functions

CLI User and Privileged modes

Basic commands on privileged mode

Help commands

Error messages (logs)

Types of router memories

Presentation on router hardware and switches used in REDDIG

3. LAN

Collision domain and broadcast

Differences between hubs and switches

Frame Ethernet

Mac Address and types of network communications (unidissemination / broadcast /
multicast)

Frame routing in a switch

e Full-Duplex and half-Duplex modes and speed (troubleshooting)

e Hardware y software features of the Netgear switch

4. VLAN

Importance of the VLANSs

Frame Ethernet 802.1q

Types of VLAN interfaces (trunk / Access)
Native VLAN in a port

STP

Configuration of VLANS in Netgear
REDDIG VLANs mapping

5. VLANSs (Packet Trace and Netgear) configuration laboratory



Day 2

IP addressing

IP header

IP addressing types (compare with REDDIG addressing)
Subnetting / Masks

VLSM

REDDIG IP addressing structure

IP addressing laboratory / Subnet

Transportation layer

TCP / UDP differences
¢Which REDDIG applications use TCP and UDP?

Initial configuration of a router and a switch

¢ Initial logical configuration of the Cisco router and Netgear switch

e Interface and administrative IP addressing

e Software licenses

e Types of router access

e CDP/LLDP

e ARP

e Brief example on how a package travels in a switch and router network
VRRP

e Operation

e Advantages

¢ REDDIG VRRP configuration

e  Priority

e IPSLA Tracks

IP routing

e Router operation

e Features of a Cisco router (CEF)

e Path determination and routing table

e Administrative distance

e Route types (direct, static, dynamic and default) — show the REDDIG routing table as

reference



Day 3
1. Static routing

Advantages and disadvantages of static routings

Manners for the configuration of static routes (next-hop / interface)
Default routes

Configuration of static routes in REDDIG (Level-3)

Show IP route

2. Dynamic routing

Areas

Router types in OSPF (DR, BDR, ASBR, ABR)
LSDB / SPF / Hello

Vicinity and adjacency (see REDDIG router)

Status of an interface with adjacency

DR / BDR selection

LSA / LSA types

Troubleshooting commands

SH IP OSPF information, REDDIG router data base
SH IP OSPF neighbours status

3. Inter-VLAN routing

¢ VLAN routing objectives
e VLAN routing s in the REDDIG trunks

4. Laboratories involving static, dynamic and inter-VLAN routing
Day 4
1. Access lists

Use of ACLs

ACL types
Construction of ACLs
Wildcards

ACLs used in REDDIG

2. NAT

e Use of NAT
o NAT types (static, PAT)
e Use of NAT in REDDIG



3. QoS

Importance

Basic parameters of a network (jitter, delay, loss of packages)
DIFFserv

Traffic classification

Policers

QoS application in interfaces

Troubleshooting commands for QoS

QoS configuration in REDDIG Cisco routers

4. Traffic tunnelling

Operation

BSTUN

GRE

Tunnel configuration in REDDIG

5. Laboratories involving ACL, NAT, QoS and tunnels)
Day 5

1. VOIP

Translation rules
VOIP configuration in REDDIG

e Analogue and digital interfaces

e Basic protocol concepts in SIP signalling
o Codec types

e VOIP configuration in Cisco

e Call-manager

e Dial-peers

L]

L]

2. WAN technologies

Link layer protocols

Point-to-point link configuration

Configuration of WAN links in the SkyWAN modems
Configuration of routing protocols in SkyWAN modems

3. MPLS

¢ Basic operation concepts of the service provider MPLS network
e REDDIG traffic routing through the Level-3 MPLS network
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NCC REDDIG MANAUS

CURSO
FUNDAMENTOS DE REDES
(BASICO)

PROGRAMA DE CAPACITACION PARA PERSONAL NCC MANAUS
Y PROGRAMA DE ESTUDIO

1- INTRODUCCION

Teniendo en cuenta los continuos y rapidos avances de la tecnologia en las Telecomunicaciones y
redes, aplicados especificamente a la aviacion civil, se hace necesario que el personal técnico,
involucrado con aplicaciones de las mencionadas tecnologias, se familiarice con conceptos que les
permita afianzar los conocimientos adquiridos producto de la experiencia y trabajos diarios en
sistemas de telecomunicaciones.

El curso de capacitacion tiene como fin renovar y complementar los conceptos fundamentales y
avanzados en sistemas de transmision empleados en el transporte de voz y datos aplicados a la
aviacion civil.

El esquema del curso propuesto se basa en los fundamentos de redes orientados a las aplicaciones
aeronauticas sobre IP del proyecto RLA/03/901 de la SAM de la OACI, en el curso tedrico-practico
CCNA (Cisco Certified Networking Associate), Networking Fundamentals y de diferentes fuentes las
cuales tratan de forma logica los temas en telecomunicaciones. Tales fuentes han sido probadas por
muchas universidades con buenos resultados, complementado con protocolos y datos empleados para
aplicaciones aeronduticas, dandole un enfoque particular.

2- OBJETIVO GENERAL

Conocer la terminologia, conceptos generales y especificos de los estandares de transmision de voz y
datos en redes basadas en tecnologia TCP/IP, que emplea la REDDIG para el transporte de la
sefializacion de los distintos sistemas aeronauticos, incluso lo concerniente al transporte de datos
radar.

3- OBJETIVOS ESPECIFICOS:

Que el cursante (técnico) conozca los fundamentos de los protocolos LAN y WAN aplicados en el
transporte de voz y datos (interfaces asincronicas de datos RS232, la interface serial sincrona V35,
fxs/fxo, asterix, etc).

Que el cursante pueda adquirir los conocimientos que permitan la utilizacién de los estandares
establecidos para solucionar problemas de compatibilidad entre distintos fabricantes y unificar
criterios para la implementacion de sistemas de telecomunicaciones.

Familiarizarse con los protocolos TCP, UDP y los dispositivos de networking.

Que el cursante tenga una introduccidn para iniciarse en el estudio y analisis en el transporte de
datagramas en redes IP.

Que pueda conocer y estudiar mediante simulacion el intercambio de paquetes entre unidades de
enrutamiento IP.

Comprender la relacion de dichas tecnologias con las aplicaciones aeronauticas.

Que el cursante tomé conocimiento del funcionamiento del protocolo de control de enlace; HDLC, y
aplicarlo a la transmision de datos en formatos ASTERIX. Introduccidn a la configuracion de enlaces
asincronos y sincronos.

Que el cursante pueda reconocer topologias y situaciones tipicas de un escenario de networking.

Que el cursante pueda reconocer diferentes componentes a traves de las diferentes actividades y
practicas de laboratorio de lo enunciado precedentemente.
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4- REQUISITOS:
Personal técnico que preste servicios en el ambito de competencia de las telecomunicaciones
aeronauticas del NCC Manaos.

ESTRUCTURA DE CURSO:

Para el logro de los objetivos propuestos, el curso se impartird distribuido en capitulos centrales,
incluyendo el desarrollo de contenidos tedricos y tedrico-practicos, existiendo correlatividad logica
entre los mismos.

REGIMEN DE DICTADO:
La capacitacion se desarrollard en forma presencial, en médulos horarios de 90 minutos cada uno y
con actividades como tareas a complementar para la siguiente clase.

DURACION DEL CURSO:
El curso de Fundamento de Redes se desarrollara en el lapso de los 8 (Ocho) clases en dias habiles.

METODOLOGIA:

El curso se desarrollard en forma presencial, y con tareas extracurriculares, mediante secciones de
formacion tedrica en el aula, con participacion activa del cursante por medio de andlisis y solucion de
problemas en el area de estudio respectiva. Los conocimientos adquiridos seran aplicados en el
laboratorio (o lugar adecuado para tal fin) donde el cursante simulara situaciones de desempefio y
configurara parametros en equipos y software, dando solucion a los problemas propuestos.

La metodologia incluye, ademas, lecturas de documentacion técnica, exposiciones de los distintos
temas y aprendizaje grupal, con discusion sobre las aplicaciones y casos de estudio propuestos.

Los cursantes tendran a su disposicion, en la web, todo el material necesario para poder cumplimentar
el curso. Este sitio contendra la informacion necesaria conforme al marco teérico expuesto por el
profesor en el aula.

Eventualmente se utilizardn herramientas en el mismo entorno web para poner a disposicién los
préacticos que se programen.

EVALUACION:
EXAMEN ESCRITO: Se tomara un examen escrito integrador de todos los contenidos.

AYUDAS DIDACTICAS:

El contenido se desarrollara con el apoyo documental especifico requerido en el presente documento.
Las clases se dictaran en aula equipada con pizarron, elementos de escritura, borrador,
bancos/escritorios para los alumnos, escritorio para el profesor. PC, cafion y pantalla de proyeccién/
En laboratorio, equipado con equipos de networking, se desarrollaran las practicas con un maximo de
dos (2) alumnos por grupo.

La metodologia empleada se apoyard en los siguientes recursos hardware y software que estén
disponibles.

Nota: Todo el software requerido sera suministrado por el instructor; Unicamente se requieren
permisos de administrador local en cada equipo para su instalacion. La informacién, software y
accesorios seran alojados en el servidor o donde designe el personal de informatica que brinde el
soporte, con acceso a los cursantes y para uso exclusivo.

El material requerido anteriormente, no es imprescindible para el curso; eventualmente serd
coordinado con el personal responsable de cada lugar del dictado del curso para evaluar las ayudas
con las que se contara en cada caso.
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CONTENIDO (UNIDADES/TEMAS) | TEORIA | PRACTICA

Dial

1.1. Estandares 20 min

1.2. Organizaciones estandares. 20 min 30 min

1.3. Modelos 20 min

Dia 2

2.1. Capas del modelo 50 min 30 min

2.2. Interconexion de capas. 10 min

Dia 3

3.1. TCP/IP 10 min

3.2. Protocolos de Capa Fisica. 10 min 30 min

3.3. Redes de Area Local. 20 min

3.4 Capa Fisica. protocolos WAN 20 min

Dia 4

4.1. Protocolos Nivel 2. 15 min

4.2. Protocolos Capa de Red. 15 min 30 min

4.3. Enrutamiento. 30 min

Dia 5

5.1. Capa de Transporte 10 min

5.2. Protocolos de Capas Superiores 10 min .

—— . - — - 30 min

5.3. Herramientas de Diagnostico 20 min

5.4. Practicas y ejercicios 45 min

Dia 6

6.1. Notaciones 10 min

6.2. Matematica binaria 25 min 30 min

6.3. Direccionamiento IP 25 min

Dia 7

7.1. Introduccion a la telefonia 10 min

7.2. Conceptos 10 min

7.3. Equipos de Networking 15 min 30 min

7.4. Practicas y eJercicios 15min

7.5. Troubleshooting 10 min

Dia 8 |

8.1. Evaluacion | 1h30min |
CRONOGRAMA

Nomina del personal del NCC que participo del curso.

POSTO/GRAD. NOME Email IDENT.

1SBET ERALDO MENEZES DA SILVA eraldomenezes@gmail.com [511455

2S BET SANDRO ISRAEL DE MOURA MENDES israelsimm@gmail.com |520182

2S BET CARLOS MAGNO RODRIGUES DE OLIVEIRA| olivermag@hotmail.com [528882

2S BET LEANDRO CABRAL DIAS leandro_87dias@hotmail.com| 535270
2S BET FRANCISCO DE SOUZA FONCECA NETO| lucas.sfn@hotmail.com 547941
3SBET IGGO CESAR MALCHER FONSECA iggomalcher@gmail.com |560066

3SBET DANIEL AUGUSTO RIBEIRO daniel.augrib12@gmail.com | 575415
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1. Serial cable and chain B check in Brasilia
Serial cables

A doubt was expressed regarding serial port connection when working on chain 8.

Was exposed the fact that the NMS send the order to switch and not all the port might need to go to chain 8 depending on
wiring and NMS configuration. An overview was anyway required from my side in order to fully understand the situation.

Drawings check appears to have mismatch with the current situation.

Mistake was observed on page 25 RSS B slot 2, exchange between description:
Port.COM: RSS A Siot 2 port B page 24

Port.A: PATCH PANNEL B - Port X1 page 33
Port. B : MUX 1 channel B slot 052,

o= e (=
Vg o ze
1y =

.lln—_ —
)

1

|

|

L
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Cables were modified accordingly:

AT A NN

NMS check
The NMS was checked to see if all the ports were switched:

O Ipswtch Whatsllp Gold v16.2.2 - [Retwork Explores - Brasiin]
O Fle Edt Vew Ararge |Corfgue Toos Vindow e
Sk Qee Pwmows., 0 b s AR

o /54N 2 Pesformence Mombtor Lirary

e — Ackve Morvier Lirary... M&J
i - Patsve Monior Lixary ..
8.Doccn Onpy T rrees——
—_—— YT |
Lal Myltetaak Pebdes...

) Al devess [Brame g CUTLODM Y
) M osters ek o
Lo Brache

! LD Oncovery

ML Omark Gow Bxardhit v cofhanad st s v

L d Paiover AL S
Ll " Montarg Device Trpes. .

= vnkry Recurig Acbors...

V)20 SwihDalacrctn  Racuning Reperis
L Omen WSAT RSy Wi User Pasteanc...
as Crederts..,
10K Tevasat Sl Setlings. .

V) tetien
IR Lo L us et
Yl Sman

e

From the action library check if all the cards are present (16);
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There, on the “RSS switch A to B” policy, check that all the ports are present:
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Finally, on the RSS 1 and 2, check that this action is present ;

© Dcvicr Properties ; K5>-4

x | o | v |
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Router configuration cleaning

On 18™ of October, configuration were cleaned and reorganized at telephony level, An IP route was removed:
Ip route 10.168.8.0 255.255.252.0 10.100.34.232

This latest IP is unknown,

We could see by the way that some dial peer voip were present and not required (they are both pots and voip). FXS telephone
23401 was pointing on chain B on a wrong port, so it was modified and checked,

Inhibition of Serial ports polling on NMS

The serlal port polling is achieved using a telnet/ssh command and not 2 SNMP polling. The What'supGold sends a "show”
command a find a precise occurrence of a word.

This process, identified as the only possibility to find the corract status of ports, did not result very successful and presents
instability. The NMS shows the cisco in red dot, meaning an issue whereas there are not. Thus, the balance between no
information and a partial/wrong information went in favour of no info, and the polling was disabled (it can be enabled any
time).

From the IpSwitch WUG admin console:

C~ aovar Dt mae e
Taah a‘-‘uiogﬁ-\u:-oooaan nwel =

Ahstaremmemnlil 900 e
.y —— ' =

uu. P y . -y
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(3 ey
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>
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R
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"
.
'
.
.
'
'
'
'
'
'
'
'
[
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A

Access to the relevant cisco and go to “Active monitor”, select the different serial ports and click on "enable” :
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[ Monitor Name o | Argument

Padsensroe Moron Critcal | Network Interface
=) M Guzo Power Supply MNa Melm)
» \,) Active Monitory 18 Gszo Tenpeanme M Helmt)
p W radace b s Helmi)
(5 ) Paveve Nookon N Prg

80 5
VSAT - Sered C0VD

[& Adtions
< YVSAT - Sered 0011

* Ohck the Critcal..,' tutton 1o select okl montions and set ter poling order,

To modify this active monitor, go to the Active monitor library:

© 1pswnch Whatsup Gold v16.2.2 - [Metwork Dxplorer - tirasfia ]

I M B\ Yew Arange | Confre Took Wiedon e

|22 S 0] @ 1o Pogamossen..

Actve Morwior Loy

—00 Pacsive Montor Lixary....

LEJ"INM Acton Lbrary... :
) Al devees (eymame o Sckn Pulizei.. . o AT
V) Mlrovtees (Syrame gro  whals Do liesil Tass Toyi Ly
L trasla YhatsTonli e d s ey, .

(. Drcmery whatsZoshowred gy Liady
o L Omame Grop Exarmeier by ofigu #d Suctin e h
(d Falover —— e - ’ -
4 ¥ Marioing Device Types. ..
=L Imeentory Reauneg Ao,
) Al SeicnDataorobe Recumeg Regerty....
LI Os0 VSATHOE Wb User Passwerds. .,
o Credential...
1] 10 Yerasst Emad Settngs...
V) etGew
10 ®x 1eautm Teracat
1) Soman
) e

Then select the relevant line and clic on “edit":
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€ Active Monitor Library SRR BREC 1 E‘J
Name - I Description
9 SHMP - LNB1+1 - Input Le... SNMP Montor
8 SNMP - LNB1+1 - VDC Lev... SNMP Mentor
);srmp “LNB1+1-VDC Lev... SNMP Mentor cjm the selec
SNMP - LNB1+1 - VOC Lev... SNMP Mcntor
8 SNMP - LNB1+1 - VDC Lev. . SNMP Mentor ;!’ﬂ’__l
8 Swechon A SNMP Montor
= Swechon B SNMP Monker ‘
Telnat Telnet Protocol
|3 Temperature Temperature active montor _Ies_l._j
T Time Tme Server (RFC 863)
¥~ VSAT - Seral 0/0/0 TCP/IP Mentor
Y=VSAT - Senal 0/0/1 TCP/IP Menicr
Y= VSAT - Senal 0/0/2 TCP/IP Mentor E
U™ VSAT - Sedal 0/0/3 TCPAP Monter P
1 VSAT-1.DSP State SNMP Nonitor _,
| VSAT-2.DSP State SNIAP Manitoe v Help |

There you can modify the different lien sent to the cisco. Here you find:
1) “cisco”; username written to enter the cisco
2} " the password to enter the cisco (nothing)
3} “"show interfaces serial 0/0/0/": the command line sent to the cisco
4] Expect” rts=up”: the word that WUG is supposed to find,

Edit TCPIP Moaitor S R e |
Name:
Pesapbon: %
[Tcpmumnor
Network type:
©° Sendecscor'n Expect,
[ Serdmly'n ———,
port Serdwsharw inter fazes seral 000 | NcATSY R
Dxpects "RTS=up*
23 Serdwenity\n
rost ) =]
- G|
¥ (e nrescan ;] » el I
T — _—A
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Communication with Recife

The telephone lines with Recife were nor working. It was found that the configuration on SBRF-2 had some parts missing,
referring to telephone up to Brasilia.

The relevant configuration was added (dial-peers 23401, 234..) and tested successfully.

So far 23801 is not ringing bit this later seems to be permanenty off hook, thus not reachable...

Test on chain B
Chain B was tested with Manaus, AMHS and AFTN are ok,

0On 23" of October, the services were switched on chain B for long time check.
After more than 6 hours of service, no issue were reported.
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2. Chile issue with maintenance and admin telephone lines
First observation

Chile experiments troubles with the maintenance and admin lines, issue that occurred months age. Those links used to work,
Christian and Javier could establish a connection to Manaus and Ezeiza changing codec from G725br8 70 bytes to G729r8 bytes
20, the default codec.

I mentioned the fact that due to Telaconf configuration, Cisco 1 for Manaus and Ezeiza only handle G729r8 20bytes, as we
cannot configure the teleconference with GT29be8 70 bytes. As the dial peer voip is the same for teleconference and regular
admin line, all the communication heading to Ezeiza 1 and Manaus 1 shall receive GT29r8 20 bytes.

In arder to have o clearer view of the situation we proceeded to a debug on Brasilia and Santiago:
debug cesip calls
terminal monitor

We could place a call from Brasilia to Santiago |configered with codec G729be8 bytes 70) but could not place the call from
Santiago to Brasilla.

On Santiago, the error was "no codec” on the negotiated part.

On Brasilia, we could see that the required or negatiated coder was GT29r8 bytes 20.

& test was achieved, changing the paired dial peers voipin Santiago and Brasilia to G728 bytes 70, successfully.

Thiz behaviour is not common nor normal,
Cantiago, is not supposed to use G729r8 if confipured G729bB in its dial peer voip. Configuration shall be changed in order to

hawe GTZ90r8.

Resolution

It took us a long time to solve the [s5ue, as the codec mismateh was not the raot cause of the issue.

A5 the ATS calls [140%%] are well placed with no issue, thus a configuration isswe regarding only the Admin line was likely. By
the same reasen, @ codec translation locally at SCEL was unlikely. Even though, the local SIF WA and Cisco CME was removed
from the config at SCEL. as we could suspect a bad configuration leading the CME to change the codec prior to place the call.
This medification resuited unsuccessful, A5 a consequence, a more compleés rOL CAUSE i5 suspected.

The codee mismatch observed in SEBR is not the responsibility of SCEL. Indeed, the message displayed in the cisco router of
SBBR with “codec G729rE and 20 bytes" was the response of the local router to the SIP invite and not the SIP invite jtself,

This could be ohserved with wireshark traces, where the sequence as displayed below, shows that 5CEL asks for G729r3 bytes
70 [configuration was changed to as for f8 at that moment precise and not bra), and S8BR recponse to that with rB and 20

bytes:

General view of the sequence (first SCEL then SBBR):
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As a result, looking for an issue in SCEL was not completely the solution. It was required to understand why the Cisco router
response with such codec. Same issue was cbserved with calls placed to SVMI and SPIM.

Thus 2 general configuration issue is the reason.
Looking at the configuration in SBER, we could see that different dial peers are used regarding SCEL:

!
dial-peer voice 2400 voip
destination-pattern 24000
session protocol sipv2
session target ipv4:10.100.40.253
!
dial-peer voice 2401 voip
preference 1
destination-pattern 24000
session protocol sipv2
session target ipv4:10.160.40.103
1

dial-peer voice 2402 voip
preference 2

destination-pattern 24000

session protocol sipv2

session target ipv4:10.1060.40.104
!
dial-peer voice 2403 voip
preference 3

destination-pattern 24000
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session protocol sipv2
session target ipv4:10.100.40.121
!

dial-peer voice 240000 voip
destination-pattern 240. ...
session protocol sipv2
session target ipv4:10.100.40,253
Icodec g729br8 bytes 70

dial-peer voice 240001 voip
preference 1
destination-pattern 240....
session protocol sipv2
session target ipv4:10.100.40.103
codec 972Sbr8 bytes 70
]
dial-peer voice 240002 voip
preference 2
destination-pattern 240....
session protocol sipv2
session target ipv4:10.1008.406.104

codec g729br8 bytes 70
|

RCC/21 — NE/03-WP/03

These different dial peers have the possibility to overlap, as if | dial 2400055 for example | might match first 24000 and not

240....

Thus it could have been a possible issue. | first discarded it as | saw in the trace that 2404005 was used, but did not pay sufficient

attention on the dial peer used for identifying the number at SCEL, when SCEL was calling.

Checking the config of SCEL, | could see that the E&M trunk have the following config:

!
voice-port 8/0/0
auto-cut-through
operation 4-wire
type 5
signal immediate
timing delay-start 1660
timing hookflash-in 0
timing seizure 30
shutdown
description ATS_2400081
station-id number 2400081
]
voice-port 0/0/1
auto-cut-through
operation 4-wire
type 5
signal immediate
timing delay-start 1000
timing hookflash-in ©
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timing seizure 30
description ATS_2400082
station-id number 2400082
!

And here is the issue. As the station-id is 2400081, the nwhen SBBR receives a call, it thinks the calling number 152400081 and
thus the corresponding dialpeer is 24000 and not 240...., and thus it uses the codec for this dial peer, The empty codec (default)

is G729r8 bytes 20.
So the configuration was changed with a station-id of 2400881, and the issue was solved.
The sites that were in the same configuration were changed to avoid such trouble,

Voice-port 0/0/0 was disabled on Chain B, so it was enabled and works fine.
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3. Venezuela

Instability

SVMI was found unstable, the ping as a strong latency and jitter even locally between 1B and 2B routers. Chain B is active.

Some message of Serial port connection blinking is present, and it might be the cause of a CPU high load:
G0%.

(command show process ¢pu).
The cisco 1A has a high CPU load up to 60% even not connected.

T TT Y o A Tt T T e e T e A R AIir I S S0 4 i 7 e
THEEISt Vst s era won G i
SVMI-CISCO-YSAT-1-B_viom R G BEs
SVMLI-CISCO-VSAT-1-B-Vi5H R )
SVNI-CISCO-VSAT-1-B-V15Hsh proc cpu EH G s 5% |

CPU utilization for five seconds: 67%/0%: one minule: 66%; five minules

P1lD Runtime(ms) Invoked uSecsy SSec IMin SMin TTY Process
1 12 111 108 0.00% 0.00% ©0.00% @ Chunk Me

Thus, | first disabled the Serial port interrogation from the NMS to lower the load, and restarted chain A, Chain B should be
restarted too to avoid this issue, and the appropriate cables checked:

SYMI-CLISCO-VSAI-1-B-VISHtern mon : =it
S0Et 15 594811 504 HIMYC_SERIAL=9-L |
=0c z ¥ 084 Y ._SL L=J~LINEFLAP: € i TH

s detected on line 19 2 ®cossive modom signal tronsnlaon!.
“0ct 19 13:44:20.272: WIWLC_SERINL-I-LINEFLAM: Cxcossive modem signal "'c'NISilionI‘

“0ct 19 13:45:15.948: XIWIC_SERIAL-U-LINLFLAP: Cxcessive modem mignal transition

- 9 13:465:27.777: XIRNCK 6-STATE: 1 ip =la | state Up —> Down

l..gg: 12 13iL3:i53 617, XVRRE 6 STATEGHANGE: Gi0/0 Gen 80 ctote b ter —> Backip
“0Dct 19 19:45:392.681: Z'l"Rl".K-ﬁ*?"o‘!l[E.' i xla 1 state Down ~> Ugp

-0ct 19 19:45:45.373: AVARP-G-STNILCHNNGEL : Gi0/0 Grp 80 state Backop -> Master
=0ct 19 13:46:13.861;: ANWIC_SERINL-3-LTHLFLNP . Lxcossive modem xignai lransii(on!

b
“0ct 19 13;56:18.699: AHAIC_SERTAL-3-LINEFLAP: Excousive modom =zignal transilion
! 1

-6c‘(_x’;9'13:l-7:3;.2k9: AHWIC_SLRIAL -3 ILTNEFLAP: Excessive modom Signal lfmrcition‘g
s detected on line 19 g L~3-LINEFL : ¢ A y

S et oot 29,01 %61  #MWIC SERINL-3-LTNEFLAP: Excezzive modem sionel transition
=0ct . i ilis : :

= detected on line 22 2N :
With show lien command, we can see which port correspond to those lines:

——

3
(X
3
-~
&
a
-
g
3
2

PUSIERCRWERTEAY 3 a3
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D A L i od Ro AecO
? a8 nou e
30 k A
BH s K : ’ :
3Y -
[ Linea i Puerto 5 T I D tinG p e aty o e o i
3 0/0/0 SPIM
4 0/0/1 SEGU
19 0/1/0 SBRF
20 01/1 SKFD
21 0/1/2 ) SMPM =
22 O o L RSOCAY:
23 0/1/4 TTZP
24 0/1/5 =t SETT0 H) RPN EEEam )

Cable toward SOCA was checked, but it does not seem to prevent the « port blinking » from happening
Switching to chain A was achieved, it will be observed in order to see if the issue is transferred to chain A.

After some checking, on chain A only line 22 seems to have issue (SOCA).

Inactive LAN port
In chain B, the Ethernet port 0/1 was found not connected, from the cisco point of view and Switch point of view (port 14).
In chain A, it is inactive but this is normal, Chain A will be tested and cable checked.

Switching to chain A was achieved in order to test this cable, and after a cable check the port rose

It should be under observation.
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4. NMS in Venezuela and Ecuador
[ssues

In SVMI, a server reboot was issued and after that the NMS was not working. In the global NMS, SVMI is green, which is
different from the past situation.

In Ecuador, the server had a permanent led on:

After reboot of the server, the NMS was not working anymore.,

Resolution

First was checked the meaning of the different LED:

Hot-plug drive LED definitions

1 Locwe SoMbae  The arve i berg Cenefied by 3 host xphcaton.

Rasringbie  The arve Camer trmuare = bang LpaNeg o requres an
wase.

"“

ACtvityeng  Rotxng green  Orive 3y
e an

Dorctremove  S0M weis Do At remove e artve. A=mowing e drve Cumes one of
mere o ihe 0T arves B .

awvepmt

WUES 3 merDer O O O Mot g e

Fing green The Grve 13 rebuldng o pertaming 3 RAD mgraton, 1110 sa=
MEraticn, C3pActy SXEATICN, I OOCY Gve SXterTson, of 5
emng

W» "'""5‘, . 3 =
Faing omber  The anve 15 Act CONTQURTS and Drecics e dnve Wil Bl

B0kl avber The arve ras Dbed.
or T The a™e s nct conigured by 3 RAD cotromer.
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The process of rebuilding was reviewed along with the local operators

When one single disk ks present, it appeared that the following message with the disks appears: {example of Ecuador)

N S & w——

P Dynamic Smart firray

?89-Drive App B1201 RAID Controlle
a r (v3.54.0, 6MB) 1 L
Check Cnblcz Drive(s) Not Responding ogical Volune

Boy ot or replace the following drive(s):

Yy
“ "
g:}:i: “;é" :O continue - all logical drive(s) will remain disabled
mode Wil bo enabled 1 contmsrastractpicsdonding - Interi Recovery
S conf igured for fault tol
fdefault = “F2" in 1 seconds] ault tolerance

?79-Drive Array - Replacement drive(s) detected OR previously failed
drive(s) now appcar to bec opcratlonal:
Bay 2
Log!casl, drive(s) disabled due to possible data loss.
Select "F1" to continue with logical drive(s) disabled
Select “"F2" to accept data loss and to re-enable logical drive(s)
1t = “F1" in 11 seconds] <F9 = Setup>
[defau ta from backup if replacement drive(s) have been Installed.
g::t?:';lg:;:g disk drive(s) arc falled and should be replaced:

Bay 1

the
Press <F5> to rum
Press <ESC> to skip

U ~ HP SSA)

HP Smart Storage Administrator (AC

_/ <
SAMSUNG

Alter several tests, "F2* shall be pressed twice in order to proceed anyway to recovery,

Even if one single disk is present, it shall be placed at the place it was before being removed (i.e. disk 1in space 1, disk 2 in
space 2)

The NMS had the same BDD issue than Venezuela earlier:
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Mvum—(mua&looac SQL Sarver mm
faded for user WhatsUpGold, M-REDOIE-H‘
um:mp&w:ddunmmr‘qw., VA 4

¢
o
{

The NMS rose with the back-up disk, Disk 3, placed in space 2.

Then, during normal operation disk 1 was inserted on space 1 for reconstruction {hot plugged). Then, after around 30 min,
the disk1 was fully operational.

After a normal restart, the NMS services were operational,
So, after a last power off, disk 3 was removed from space 2, and NMS was started only on disk 1, After normal operation

checking (and accepting the different boot options at start-up), disk 2 was inserted in space 2 during regular operation (hot
plugged) for reconstruction and remained at that state.

In Venezuela, same process was achieved, using disk 3 for NMS recovery,
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5. Coaxial cable check at Brasilia
Cable check

The drawings were checked and possible inversion is observed at 10 Mhz injector, between Rx in and Out.
The cables heading to the antenna were not labelled, so they were labelled.

The procedure to be implemented was the following:
1. Transfer the services on ground backbone
Switch off power transmission at IBUC teve!
Put modem A in test mode with CW clean carrier
Put modem B in passive mode
Modify 1BUC configuration to have continuous lecture of the power
Check the power at IBUC level
Test the power with 10 MHz ref
Normalize modem and IBUC situation except Power.
. Disconnect LAN cables from both Skywan and connect through PPP (avoiding OSPF to rise)
10. Transmit power and check signal strength

12700 3 h WV In G0N

It could be observed at that point that the IBUC were externally referenced but with a high decrease in term of power (10-9 dB
EsNo compared to 12-13dB without external reference).

Several tests were made, including changing the 10 Mhz Bias T, but it did not solve the issue. The devices appeared to be DC
powered not only via the 10 Mhz in signals, but through the Rx in cable. A DC block was found to solve this but it blocks the 10
Mhz too. Another one was built, and the result was successful.

While re-establishing the cabling, the cable are quite solicitated in terms of radius of curvature, and it seems to degrade the
signal, The cabling was thus moedified to avoid such issue,
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Now, the DC bloc is temporary, a permanent one shall be sent as DC power at Tx cable cannot be switched of .

2 DC blocks will be sent, to be installed directly at the Tx output of each modem. This should be arranging the issue. If not,
apply the following procedure, summed-up is the following (a video was filmed by Javier on that matter):

* Retrieve the temporary mounting

* Putthe DC bloc on the 10 Mhz bias T

*  Plug the original cable to the DC block

*  Check normal operation (EsMo) and that IBUC are externally referenced.

After several test, it could be observed that a 3dB loss in Tx for transmission was observed, possibly due to the different reset
achieved. The attenuators were changed on both modem A and B, so did we on 1BUC attenuators,

These changes must be introduced in SkyNMS Network configurator to avoid any discrepancy.
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Power control at Tx output

Modem A Modem B
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External connectors protection

External connectors were not protected with tape, This was corrected:

Tx connectors befare protection Tx connectors after protection

o |
o G
[ < Al e
[0 ) G2 \'\'\m
S : e
M EN SN

‘ -y
‘n‘

5
e

L 3 S saaoan)

Rx conneclars aller proteclion
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Bee nest cleaning

A bee or fily nest was found inside antenna structure:
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The nest was cleaned by firemen and Sgt Maia, using CO2 extinctor instead of fire. May the flies rest in peace.
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6. Loss of packets at Skywan A modem

First observation

The Skywan modem A losses many packet once plugged on switch A, here is 3 description of what could be observed:
*  When we plug skywan A on switch A, it begins to have many packet loss when issuing a ping. Connecting using telnet
becomes difficult
When we connect to switch B, after having this trauble, the issue continues.
Then, when we directly connect a computer to the modem, the issue continues.
Now, when connected directly, after a modem rebaoot, there is no problem.
1f we now connect to switch B, no issue.

First conclusion: in switch A, something is disturbing the modem, and this disturbance remains after disconnection for an
undetermined time.

Configuration was checked having no identified disturbance.

Switch exchange and tests

The new configured switch was installed, and the Skywan was first plugged, without other service.
Then, one by one the services were plugged in, and the loss of packet controlled by ping.

At the end, last cable plugged was port 24, which is the trunk heading to switch B, There, the issue rose.
Thus, there is a bad traffic sent over this trunk, affecting the skywan on switch A.

Suspected 802.1q traffic disturbing the Skywan.

Update and resolution

The different tests achleved on Octobre 13* resulted unsuccessful, even in access mode, traffic could not flow from one switch
to another properly. Only VRRP could.

After many tests conducted, Javier took the salutary initiative 10 ask Netgear support before | get crazy and destroy everything,
initiative he has duly teok earlier this year,

After a couple of hours with the support agent (Angel O.), who could enter the system using Teamviewer, he finally advised to
first update the firmware prior further inspection. It was difficult for him to understand quickly the current configuration, which
is understandable.

Thus new firmware was downloaded, v 10.0.2.26, and the switches were updated:
«  First the earlier removed .51
*  Then was removed .52 (system running with .53} and updated

Switched .52 was introduced to the system

.53 removed and replaced by .51

The ping was far better, in chain B and chain A, latency is between 1ms and 10ms (which seems a bit high, but not affecting
the system).
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7. Issue in SAEZ

During the night of the 18 to 19 of October, the network experienced a complete satellite outage. This was due 1o an issue at
fx level 3t Ezeiza’s. Both Skywan lost reception, so that the master modem at Ezeiza tried to be master and thus transmitted
an the same frequency, at the same time that other stations, creating an interference,

Modem were switched off, but as manaus received master bursts, it stopped momentarily to transmit. The staff reacted
resetting it, restoring the operation of the service except satellite at Ezeiza's, staying on GBB.

On October 20™ different tests were made in coordination with Ezeiza staff, in order to find the source of the issue. A big storm
was raging during that night, which might be the root cause of the issue,

Investigation shows that on nominal cabling, the 10 MHz bias T for reception as its two led off (OC presence and 10 MHz
presence). But as it was asked to check the cables, it appears that once the “Rx in” port is disconnected from the cable leading
to the antenna {through a surge arrestor) the LEDs are back in green. Surge arrestor was by-passed but with no result.

With Rx cable connected Without cable connected
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Cables were crossed between tx and Rx (WEX 01 and 02} and the issue wasut;;s‘f;;éa"taﬁ;‘aa_ns“ﬁ;s_ig;l—fi; ‘?Th;;
something coming from the Rx cable is disturbing the Bias T. Maybe a DC power or AC.

Thus, cable were checked, showing a short-cut. Connectors were checked, and the end connector was found with inner cable
protector touching the connector, creating the short-cut. It was cleaned and nominal situation recovered:

| Cable protector [ Normalized situation ]
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8. Gorgy timing and HDD backup in SBBR

Gorgy timing

RCC/21 — NE/03-WP/03

NT server was found with internal Sync. Connecting to the device (10.100.34.80, RCTP09_User / gtmt09). It was set according

to the following example (extract from the instruction manual):

1l 1D waliogn Time bases paraweters
Brealevnesdin winna ~

Yot Fevemars B i ——aaa
b T . Tk

L E) o

= Taveran (s

* Lo~ rcdly v a TRty
AR e
Vom Gty

Sea e s

Rl S ATl

AL e e
Zas e (PTLITNL AMY Y

S P g
PR Sas B AT s b

g AR S
And then GPS s In sync:
30, M0 IARESrewy e e
[... -"'1":: ,f’.';"
:',,‘_ .....) 3 RADIO’TIM!NG . %
[ e =

R

‘5_7}‘///

n.hw-n - %ﬂ

R A
.N

L8 ;r ‘f""w
! h‘v‘ " forad 4
Arpep By
- -

\\K\

7

Then "maintenance” message was removed as per the recommended procedure:

Push the button marked with the right orrow and hold it on.

The "MAINTENANCE" message should then disappeor.

While holding on the above button, push guickly 10 times minimum the button marked with the left arrow.
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HDD backup

HODD was backed-up following the procedure. The difference here is that the bios is more recent and you do not have to press
“F2" or do anything for RAID recovery,

Procedure was followed successfully but at the end the two disks were inserted simultaneously which was not appropriate.
Then one out of two was introduced (number 1) and then after start-up the second one was inserted for reconstruction.

NPOR 89 1o st s 0

Steady green HDD symbol: ok

l Under reconstruction

Presence of white symbol: do not remove

The new HDD was stored, and the two pre-existing HDD were inserted. This was not completely appropriate. HDD 1 should
have been inserted first, alone, and the server started. After normal startup then the second HDD should have been insterted
to avoid BDD mismatch.

This was experienced in that case and the above mentioned procedure {first HDD1 then HDD 2) was applied successfully. The
server was then restarted to check nominal operation.
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9. Support to ND Satcom

First was checked the Serial port connection to Manaus modem A, without disturbing the network connection.
M. Utz from ND Satcom had to enter the network in order to place a debug software in Manaus Modem A.

Support had to be given to him, has he experienced troubles in accessing Manaus local server, as per the different hops to be

achieved to reach this server (PPTP connection to Brasilia, remote desktop to Brasilia NMS and from there remote desktop to
Manaus).

Then, some software were required by him to achieve its tasks, so that with the help of NCC staff, putty and 7zip were placed
on Manaus local server,

Hyperterminal, as per ND Satcom, does not completely transcript or mis-transcript some characters, 50 that Putty was set.
72ip was required because the file sent by ND Satcom was compressed in GZ format, and had to be unpacked first.

Now, ND Satcom has a PPTP connection and the know-how to reach the modem. They were informed to advise REDDIG
administrator prior to enter the network so that everybody (I.e. REDDIG NCC and Brasilal staff) that they are using the different
servers,

10. La Paz checks

La Paz has instability issues and synchronization losses, mostly during the night. Those later days, this did not appear, but still
we could see that the IBUC has many switchovers due to “eutput power low":

EsNOOwn:

Vi Sipveen D 1075 - T0MA 14702 s o7
St e 100010 E) 1M v
Endtion 10232017 Dladem -

i e o (VIO

Sy, Oobes 2, MLT L2A4T0 PX - Nandiar, October 2D, 2627 C4:4:00 I

"
1<
190
"
"
s
"o
" g
"
s
-
-
-
-
=
oan xa Ot 22, 2007 O X0
BT EE 1A

Con respeto a los IBUC:
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Parameters were changed in the IBUC to prevent this warning (output low) from happening and causing this switchover:

IBUC A - ONLINE - TEX2275 b 1T [EUC B - STANDEY . TE5222374
SLLP LaPur SLLP La Pz (BLXC B
Seve Serrge | v
Tx Oupwet Loatie » Tx Owtpar Iom -!

Poveer Manlise Freguency [ M
Tx Stose at Powerap Costie =
Tx Poversp Daley | Sec

T2

Dune See
Goln Vede Cpes j‘
Anexasnion e @

Te fnpat Thesheld Low [B30 &Ba
T npat Thonibald Nigh [330  dBa
Ly Oup Thokold Low [0 200
T+ Ovipat Thoheld Igh o7t dbm
Currewt Gain Conerd 38 4B
Goin Comanwd Rner Ihw ']
Dvemsd 10NN Trime [0

o Pow Ocr 34 2307 15 43 43 QAT 0008 (Tampe Lvhveracl Coonchody

Power Mawioor Frequency fats 581
Tx Ssase ot Pavcerap m
Tx Pewersy Delay i se
Powwr Read Mod [ 3

Burvt Threakold IZ—LQ Ea
B Timewnt ')_8«
Cals Meds [Gee ]
Aftewaztion W‘

IxIput Theabold Low [615  dBm
Tx Iopat Thoeshold High 150 dBm
Tx Oagr TAwiheid Loe BC0 @
Tx Osgrar Threheid High f70 @
Carrent Gain Conorad F_a
Gain Comtral Reret St v
Internal 100 Trim [0

T page ponerensd Tow One 34 017 1165 47 GAIT~ 0900 (Tompo Uwver

So far, 5 hours later , no issue was reperted. Final check will be issued tomorrow,
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11. Bandwidth consumption calculation

Bandwidth consumption calculation as far as known has to be achieved individually, per modem and per carrier,
The values polled are the Satmux Tx Payload Bytes Sent, for each carrier.

Currently, the values polled are Delta values (difference between one day and another), which Is not optimum for a fast
bandwidth estimation,

The values are polled each day (1440 min polling, configured for each modem performance monitor for bandwidth), which
mean one single value per day:

4@ Device Properties : Skywan-A

t 2 3 ¥ Dsic Ltézston Enabies Dek Usheston eports
\J I GORGY THANG - Curert _. Enables Custon Pefomance Vorkor sepons
. T IBAC - ot Level Ensties Cumon Pefomance Montor repons
[~ ) Passive Mondors 7 IBUC - Ougpet Lave! Ensbies Qumon Pedomance Mortor poes

[ IBUC « Power Supcly Vola. . Enebies Cuson Paformance Mortor mponis
[& Aens 7 BUC - Snelch Postion Enaties Custon Pedomance Mordor reports -
ﬁm Enabie ndvidual per formance montors; (for e devce only)

hame | Beserpten | .. |
@ b _e |
D b Lo, |

| tesaomn
Erabies Curom Paforrance Mostor mports

n<.

T Sopwan 10U 2000 - TOMA., Erebles Custom Paforeance Montor mports
-~ B & "o .

i ————
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This is accurate for monthly reporting.

An advised modification would be to switch from a Delta polling to an absolute polling, changing the plot to “raw data™:

b S b

(v tige |
: [P 1800 34 31 0N Sepean CU N
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- Sy O 00 T0MA L
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G B O 00 by

Edit SNMP Performance Counter 2 P, o« /__XJ
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=

To achieve an export, on the web browser, select the correct period and export:
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Then select excel and save the file ;

Export Repaa
B Expon 13 Eecel

P okt repen ton

B bt cobrm navas

On the following file we can see the current configuration, with a polling each day, and delta values:
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"
CNGIC
Ineo
G285 - £ _ i i S
A A 8 | C |

1 |Custom Performance Monitor

-

LY 3

/01/2017 04:00:00 P.II = 1072412017 04:40:00 Pt

2 Device: Skywan-A - Custom Monitor: Skywan BW consumption - carrier 1 - 0
3 Poll Time Value ~ [Time Detta
41 01/02/2017 00-00 283810.9489 8647471191
5 01/03/2017 00.00 310841.8764) 8647310488
6 01/04/2017 00.00 203780 0098| 86479.29773
71 01/05/2017 00:00 185366 1859] 8563228278
8 01/08/2017 00,00 848231 6022 B86547.70302
9| 01/07/2017 00.00 204811.7292 86567 84368
10| 01/08/2017 00.00 153728.850 B86564.77008
1| 01/08/2017 00.00 412272 845 BE0O7.41558
12| 01/10v2017 00:00 386012.01 BE557.4469
13! 0171172047 00.00 255538165 86525.55762
14] 01/12/2017 00.00 663355 7402 45088.28527
15 0%/18/2017 12.00.00 AM 1135763903 657552 532
16 01/19/2017 12.00 00 AM 273766 4256] BESE7.49109
17 017202017 12.00.00 AM 168498 1138| 86586.22705
18 0%/21/2017 12.00.00 AM 530218.8531 B5858.16364
19 01/22/2017 12.00.00 AM 162480 7057, B86550.86322
20 [01/222017 12.00.00 AM 57244851 35 8656376120
29 DUDANT AT ANNAN AM TA20M RIN OREAQ TAOR
CHEVALUER Clément

Technical project manager, ENGIE INEO

Page:41/42

C



APENDICE D/ APPENDIX D

N
CNGIC
Ineo
12. Achievement sheet
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ForiCAO For INEO

T Ing. Christian Javier VITTOR | Ing. Clement CHEVALLIER

l |

Page:42 /42



APPENDIX E RCC/21 — WP/03

Replacement of the DC Block in the Brasilia node

The DC Block needed to be replaced by four definitive DC-Blocks adapted to the frequency
range of the REDDIG system. For which INEO sent to the SBBR site four DC Block BLK-
6-N + (Mini-Circuits). These were finally installed on January 10, 2018, leaving the Brasilia
station with all the problems resolved.

This task was scheduled and planned, on the aforementioned date, and the installation of the
DC Blocks in the Brasilia node was proceeded in due time, in coordination with Eng.
Clement, Ten. Rodolfo, Sg. Maia, and this Administration.

It should be noted that the services were not affected. Before starting the replacement, the
IBUCs were disabled and started working for the terrestrial backup.

Once the task was finished, the status of the IBUCs was normalized and enabled, with
which the station returns to normal operation and with the new DC Blocks.

Esta imagen muestra dos DC Blocks en Skywan A
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Esta imagen muestra que el DC Block anterior fue retirado
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DC Block que se habia instalado prdvisoriéménte (ﬁo existe actualmente)
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Informe sobre baja performance
Estado de situacion de los Servicios Brindados por Level 3
En los nodos de Manaos (Brasil) y Maiquetia (Venezuela)
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1. INTRODUCCION

1.1. OBIJETIVO

Este documento presenta un informe de baja performance de los servicios de backup terrestre de
la REDDIG brindados por Level 3, en particular en los nodos Manaos (NCC de la REDDIG) y
Maiquetia. Se demostrara que el servicio de Level 3, brindado en los nodos mencionados, presenta
problemas muy serios, y que la empresa debe dar una pronta solucion o las pertinentes acciones
previstas en tal sentido.

1.2. ALCANCE

Servicios C.N.S. de la Region SAM, Oficina CNS SAM, Administracidon y Gestién de la REDDIG,
Estados de la Region SAM y Seguridad Operacional.

1.3. REFERENCIAS

Informacién obtenida del WUG de la REDDIG, de la Administracién y Gestion de la REDDIG, y
portal de Level 3.

1.4. DEFINICIONES

Level 3 Proveedor de la red terrestre backup de la REDDIG con presencia en todos
los nodos

MPLS Multiprotocol Label Switching: mecanismo de transporte de datos estandar
creado por la IETF y definido en el RFC 3031

NCC Network Control Center

Nodos REDDIG Centros neurdlgicos de telecomunicaciones aeronauticas

OACI Organizacion de Aviacion Civil Internacional

REDDIG Red Digital Sudamericana. Carrier principal de telec. Aeronauticas de SAM

SAM Designacidn que OACI le asigna a la Regién Sudamérica

WUG Whats Up Gold

1.5. NOTACION

La presencia de una barra vertical sobre el margen izquierdo de un parrafo, como en este caso,
indica que el mismo tiene modificaciones con respecto a la revision anterior del documento.

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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2. SITUACION ACTUAL

Para poder abordar la problematica de los nodos Manaos y Maiquetia, debemos plantear el
escenario en el cual nos encontramos y de esa manera lograr dimensionar la criticidad de la falta
de soluciones definitivas a lo que estd aconteciendo.

Actualmente la REDDIG cuenta con una red MPLS de Backup contratada a la empresa Level 3.
Provee un acceso 256kbps por cada uno de los 17 nodos que conforman la REDDIG. En tal sentido,
se debe destacar que los nodos principales o de gestién de la red se encuentran en Manaos y
Ezeiza.

Esta red MPLS constituye una red de contingencia esencial ante inconvenientes que perjudiquen el
normal funcionamiento de la red satelital, principal red utilizada para los servicios de transito
aéreo de la Regién Sudamericana.

Desde sus inicios, Level 3 debe brindar, para cada caso, una alta disponibilidad, la cual es
monitoreada por la administracién de la REDDIG.

En tal sentido, Level 3 brinda un portal, el cual permite, entre otras cuestiones, generar un
reclamo por novedades en el servicio a través de un sistema de tickets.

De los accesos y uso del portal se detectaron muchas discrepancias que presentan al mismo como
una herramienta que debe ser mejorada y que es poco fiable.

En relacién a la prestacion del servicio, debemos destacar lo tratado oportunamente, en una
reunidn con el Sr. Quifones el dia 08 de julio de 2017 en la Oficina Regional de la OACI en Lima
(ver Anexo Bravo).Entre los temas tratados, se destacan los casos de Maiquetia y Manaos, que
presentan innumerables y reiterativas novedades.

Recordar que, ademas de ser una red que soporta servicios esenciales para la seguridad
operacional del transito aéreo de la Aviacidn Civil (critico), el caso de Manaos se destaca por ser el
NCC principal de Sudamérica.

De la experiencia y situaciones que se suscitan a diario, se pueden obtener una serie de
conclusiones:

1) Las novedades en Manaos y Maiquetia son muy reiterativas.

2) Si se toma la informacion del portal para calcular la indisponibilidad, Level 3 debe corregir
algunas cuestiones, porque no se estan registrando los eventos como corresponde. Ademas, si es
la manera de obtener la indisponibilidad, no es un método aceptable por las discrepancias
observadas.

2) Si el portal basa, en general, la presentaciéon de la informacién en funcién de los tickets, la
informacidén presentada no es precisa.

3) Si no se corrigen algunas cuestiones del portal, el mismo no es funcional, ya que la informacién
no es fiable. Sélo se puede emplear para verificar los tickets y administrar usuarios.

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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4) Para citar un ejemplo, observamos que en algunas opciones que presenta el portal, no aparecen

todos los nodos, entre otras cuestiones.

2 L@ nttps://atam mylevel3.com/0E/Oper e 1111909, ndoc/openDocumentface O ~ @ G [3)|leveld (2 Bllaunch pad © 1atam.myevel3.com b e s U
-~ v [ dmn v Pagina~ Seguranca~v Feramentas~ (@~ ¢ 47} i

faltan Brasilia y Manaos

Economic Group: Master Account: Date Range:
Al B INTERNATIONAL CIVIL AVIATION ORGANIZATION 1-7GO-1873 Bl relative week B8
Sites ___ Enter search string for site name: A - N
0 Search Clear
(o a Interfaces Policy
J TARGENTINA ; L]
OACI - BOLIVIA INQ/01/2015 123235 User:
OACI - BRASIL CURITIBA
OACI - CHILE IN [Max: 0, Avg: 0, Pct95: 0] ; OUT [Max: 0, Avg: 0, Pct95: 0] IN [Max: 0, Avg: 0, Pct95: 0] ; OUT [Max: 0, Avg: 0, Pct9s: 0]
OACI - COLOMBIA 6
’o ole] s
OACI - GUYANA ® N 4
! @ ourt y @I
| OACI - GUYANA FRANCESA ® INOS ® our
|oAct - Lima @ oUT 95
OACI - PARAGUAY | 1
e 2| ol
Policy Information
Post Policy Traffic [kbps] Post Policy Drop [kbps]

Max: 0, Avg: 0, Pct9s: 0 Max: 0, Avg: 0, Pct9s: 0

MW s

°
°

2.1 Uso del portal para calcular indisponibilidad.

En tal sentido, ante la consulta sobre el uso del portal para calcular la indisponibidad, el Sr. Jorge
ChuKoo, ServiceClient Manager, Product& marketing de Level 3 Communications, nos brindd la
respuesta:

- La disponibilidad de los informes son basados en los tickets generados, no son directamente
tomados del portal, adicional se hacen revisiones de los tickets involucrados en los tiempos de
disponibilidad.

Existen muchas discrepancias para entender los motivos por los cuales las indisponibilidades de
Level 3 no concuerdan con las presentadas por esta Administracion, si se toma como parametro lo
gue muestra el portal.

Por parte de la Administracion de la REDDIG, la indisponibilidad se obtiene con la herramienta
WhatsUp Gold (muestreo cada minuto). El procedimiento es aceptado por Level 3 desde 2016.

3. INDISPONIBILIDAD DE MANAOS Y MAIQUETIA

A continuacion se muestra una Tabla anual de indisponibilidad de Manaos y Maiquetia, en donde
se observa un resumen mensual del presente afo, hasta el mes de agosto, en funcién de la
indisponibilidad de Level 3. En la misma se observan (en funcidn de la ET vigente):

1) BW: ancho de banda,
2) Availa-bilityLevel 3: disponibilidad ofrecida por Level3,
3) y MRC: costo por servicio por nodo.

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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Estaciones: Manaos y Maiquetia
Tabla anual de indisponibilidad (enero-agosto 2017)

AVAILABILITY (%)
FEBRUARY | MARCH | APRIL
79.89 73.02

Call
Iltem | Country Node Sign BW Availa-bility
1 Brazil Manaus | SBMN | 256 Kbps 99.50% $830.00
2 | Venezuela Maiquetl'aﬁ 256 Kbps 99.70% | $2,190.00

JUNE | JULY | AUGUST

79.43 91.81

Con factor de 0.26 de correccidn

A continuacion se observa lo obtenido en el portal, lo cual, evidentemente es diferente a lo obtenido por esta Administracion. En la siguiente
captura obtenida del portal de Level 3 se muestra a Manaos con una disponibilidad dptima en los meses de marzo, abril, mayo, junio y julio lo
cual es irreal en funcidén de los registros y su funcionamiento (ver resumen de Tabla Historial de Tickets, pagina 8).

[@ nttps//iatam.my level3.com/BOE/OpenDocument/1510111908/OpenDocument/opendoc/openDacument face £ + @ & || @)|levels ! T&mm . |@ latam.my.level3.com x‘ ‘
) - (= dm ~ Pagina~ Seguranca v Ferramentas v (@~ €& £7} G

Economic Group: Master Account: Date Range:

T B | INTERNATIONAL CIVIL AVIATION ORGANIZATION 1-7GO-1873 Bl Relative Week B
Refreshed At: 05/03/2017 07:22:16 User: 1-4EQHOA
o Availability Day o Availability Per Site Total =
- iability [
100.50 Site Name Tickets Total Availability [%]
Downtime
100.00 Lmin)
OACI - ARGENTINA 1 34.48 29.66
99.50 OACI - BRASIL MANAUS 3 427.12 95.76
$9.00 OACI - VENEZUELA 2 31.25 99.69
98.50
98.00 ‘ ] |
97.50 1
97.00
6/z9/2017  6/30/2017  6/31/2017  9/1/2017  9/2/2017  9/3/2017  9/4/2017
Historical Evolution =
Site Name margo abril | maio ~ junho | julho agosto B
OACI - ARGENTINA 100.00 100.00 100.00 100.00 100.00 99.50
OACI - BRASIL MANAUS 100.00 100.00 100.00 100.00 0.00 97.39
OACI - URUGUAY 100.00 100.00 100.00 100.00 100.00 99.44
OACI - GUYANA 100.00 100.00 100.00 99.59 100.00 100.00
OACI - BOLIVIA 100.00 100.00 100.00 100.00 100.00 100.00
OACI - ECUADOR 100.00 100.00 100.00 100.00 100.00 100.00
OACI - LIMA 100.00 100.00 98.13 100.00 100.00 100.00
OACI - VENEZUELA 99.41 99.84 99.41 92.34 99.82 96.21
OACI - BRASIL RECIFE 100.00 93.50 100.00 100.00 100.00 100.00
OACI - COLOMBIA 100.00 100.00 100.00 100.00 100.00 100.00
OACI - GUYANA FRANCESA 100.00 100.00 100.00 100.00 100.00 100.00
OACI - BRASIL - BRASILIA - CINDACTA I 100.00 100.00 100.00 100.00 100.00 100.00
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La siguiente captura del portal de Level 3 muestra incoherencias notables en la columna de Availability. Este es otro ejemplo concreto de la
falta de fiabilidad de la informacién mostrada por esta herramienta brindada por Level 3.

|@ https://latam.my.level3.com/BOE/OpenDocument/1510111909/0OpenDocument/opendoc/openDocument.face ,O v ﬁ 0| ‘/e @ latam.my.level3.com x ‘

| ~ = % v Pagina v Seguranca v Ferramentas ¥ @' & @ =}

Economic Group: Master Account: Date Range:
[ Al ) | INTERNATIONAL CIVIL AVIATION ORGANIZATION 1-7GO-1873 B} Absolute Dates B
Total Availa Day P Total
120.00 Site Name Tickets Tota_l Availability [%] | *
Downtime
100.00 [min]
80.00 OACI - ARGENTINA 2 256.48 99.93
60.00 OACI - BRASIL RECIFE 8 3,299.04 99.08
40.00 OACI - GUYANA 3 224.57 99.94
20.00 OACT - URUGUAY 7 44,907.82 87.46
0.00 OACI - BRASIL MANAUS 24 60,142.75 83.20
OACI - PARAGUAY 4 90.08 99.97
OACI - ERASIL CURITIBA 3 305,280.20  [14.73
OACI - TRINIDAD & TOBAGO 7 218.47 99.74
OACI - LIMA 5 837.00 99.77 "
OACI - VENEZUELA 29 6,355.85 98,22
OACI - SURINAME s 132,544.30  62.98

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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4. HISTORIAL TICKETS DE LOS NODOS MAIQUETIA Y MANAOS

A continuacién se muestra el historial de tickets de los nodos Maiquetia y Manaos.

Se observan casos en los cuales se han tardado hasta semanas en resolver el mismo en funcién de
las fechas de apertura y cierre del ticket.

Historial Tickets

Maiquetia Manaos
Nro Ticket Fecha Nro Ticket Fecha

Abierto Cerrado Abierto Cerrado
#12094186 19/01/2017 19/01/2017 | #12214455 (*) | 09/02/2017
#12293086 | 26/02/2017 03/03/2017 | #12217615 (*) | 12/02/2017
#12467781 28/03/2017 31/03/2017 | #12291188 (*) | 24/02/2017
#12505752 | 04/04/2017 26/05/2017 | #12300633 (*) | 27/02/2017
#12506302 | 04/04/2017 26/05/2017 | #12549685 (*) | 12/04/2017 | 20/04/2017
#12506304 | 04/04/2017 26/05/2017 | #12751018 (*) | 22/05/2017 | 22/05/2017
#12642325 | 30/04/2017 04/05/2017 | #12874342 (*) | 13/06/2017
#12721497 16/05/2017 19/05/2017 | #13052902 (*) | 15/07/2017
#12800098 | 30/05/2017 05/06/2017 #13110356 | 26/07/2017 | 27/07/2017
#12844115 | 06/06/2017 13/06/2017 #13134966 | 01/08/2017 | 01/08/2017
#12865441 | 09/06/2017 20/06/2017 #13139655 | 01/08/2017 | 03/08/2017
#12886349 14/06/2017 16/06/2017 #13185955 10/08/2017 | 11/08/2017
#12925455 20/06/2017 23/06/2017 #13207630 15/08/2017 | 15/08/2017
#12968625 28/06/2017 04/07/2017 #13248135 22/08/2017 | 04/09/2017
#13009933 | 07/07/2017 11/07/2017 #13248157 | 22/08/2017 | 23/08/2017
#13059905 17/07/2017 17/07/2017 #13270659 | 26/08/2017 | 27/08/2017
#13151294 | 03/08/2017 12/08/2017 #13273057 | 27/08/2017 | 28/08/2017
#13151535 | 03/08/2017 11/08/2017 #13282727 | 29/08/2017 | 29/08/2017
#13205848 14/08/2017 31/08/2017 B}
#13215583 16/08/2017 31/08/2017 3
#13255397 | 23/08/2017 28/08/2017 B}
#13264428 | 25/08/2017 31/08/2017 ;
#13300669 | 31/08/2017 03/09/2017 ;
#13301043 31/08/2017 05/09/2017 ;
#13317590 | 05/09/2017

Tabla Historial de Tickets

(*) No registrados por el portal
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5. ACCIONES REALIZADAS

Se realiza un seguimiento minucioso de los reclamos y se registran todos los eventos relacionados
con las novedades que presentan estos nodos.

Se manifiestan y resaltan las discrepancias que surgen ante un evento a Level 3.

Se utiliza el escalonamiento de Level 3, brindado en la matriz de contactos, para dar celeridad ante
la falta de resolucion de problemas.

En funcién de las reiteradas novedades, se procede a realizar el presente informe técnico a los
efectos de dar conocimiento de la criticidad de los eventos que se suscitan, y la necesidad
imperiosa, para que los nodos NCC Manaos y Maiquetia, cumplan con las disponibilidades dptimas
requeridas.

6. CONCLUSION

Se recomienda realizar las siguientes acciones:

a) Exigir a la empresa Level 3 el cambio de proveedor local o reformar las acometidas de
ultima milla, asegurando una alta redundancia y eventual disponibilidad deseada.

b) Se penalice a la empresa por los incumplimientos en funcién de lo informado
oportunamente por esta administracion.

7. ANEXOS

ANEXO ALFA (Indisponibilidad obtenida con WUG sin factor de correccién) (ver pagina 10)
ANEXO BRAVO (TEMAS REUNION CON LEVEL 3 JUNIO 2017) (ver pagina 18)

ANEXO CHARLIE (Discrepancias) (ver pagina 19)

ANEXO DELTA (TICKETS EJEMPLO) (ver pagina 31)

ANEXO ECO (Ejemplo para obtener indisponibilidad mensual aplicando factor de correccion) (ver
pagina 33)

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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Satelital

ORGANISMO ESPECIALIZADO DE LAS NACIONES UNIDAS

ANEXO ALFA (Indisponibilidad obtenida con WUG sin factor de correccion)

Registros de disponibilidad por el WUG desde el NCC REDDIG

Estaciones: Manaos y Maiquetia
Manaos desde enero a agosto

Enero: 87,982 % (SBMN)

Active Monitor Availability (gl ezeza » & 8sasieva)

D0:00 AN

- Ping .20 -00:00 AM - Tuesday, Ja :
2017 11:30:00 PM X
=]
Sunday, January 01, 2017 12:00:00 AM - Tuesday, January 31, 2017 11:30:00 PM:
Up
]
=
[
5 Maintenance
%
S
=
Down
Unknoswn -+ - T T T
Jan 01, 2017 Jan 0B, 2017 Jan 15,2017 Jan 22, 2017 Jan 29, 2017
Sun 12:00 am Sun 12:00 am Sun 12:00 am Sun 12:00 am Sun 12:00 am
Summary:
Up Maintenance Unknown Down Availability
B87.982% 0.000% 0.000% 12.018%
Informe Baja Performance
. . . ICAO-CNS-REDDIG-SBKGR-IBP-001-a
Serios Inconvenientes Links de Level 3 en los nodos Manaos y .
Pagina 10 de 34
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ORGANISMO ESPECIALIZADO DE LAS NACIONES UNIDAS REDDIG y Administracién del Segmento
Satelital

(SBMN)
Active Monitor Availability gl e=== » @& ssasieve

- Ping (SBMN e a ary 01, 20
ebruary 28, 2017 11:

Wednesday, February 01, 2017 12:00:00 AM - Tuesday, February 28, 2017 11:30:00 PM:

Mairtenance o

Monitor State

Unknowen T T T
Feb 01,2017 Feb 08, 2017 Feb 15,2017 Feb 22 2017
Wigd 12:00 am Wed 12:00 am Wed 12200 am Wed 12:00 am

Summary:

Up Maintenance Unknown Down Awailability
79.631% 0.000% 0.000% 20.369%

Marzo: 85,016 % (SBMN)

Active Monitor Availability [l ez » @ BsasLevei)

- Ping (SBMN

2017 11:30:00 PM Ly

Wednesday, March 01, 2017 12:00:00 AM - Friday, March 31, 2017 11:30:00 PM:

Up

Mairtenance -

Monitor State

Do -

Unknown T T T T
Mar 01, 2017 Mar 08, 2017 Mar 15, 2017 Mar 22, 2017 Mar 29, 2017
Vvied 12:00 am Vved 12:00 am Wed 12:00 am ‘Wied 1200 am Wed 12:00 am

Summary:

Up Maintenance Unknown Down Availability
85.016% 0.000%  0.000% 14.984%

Abril: 72,760 % (SBMN)

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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ORGANISMO ESPECIALIZADO DE LAS NACIONES UNIDAS REDDIG y Administracién del Segmento
Satelital

01/04/2017 12:00:00 AM - 30/04/2017 11:30:00 PM:

Up 91 —

Maintenance o

Monitor State

Dy o -
Unknown N T T T T T T T T L e e T Ty e s Tt — T
01047207 08/0472m7 150472017 2200472017 29,0427
Sat 12200 am Sat 12:00 am Sat 12200 am Sat 1200 am Sat 12:00 am

Summary:

Up Maintenance Unknown Down Availability
72.760% 0.000%  0.000% 27.240%

Mayo: 75,046 % (SBMN)

Active Monitor Availability gl e== » @ ssasievers

Active Monitor: Ping (SBMN) - 172.16.14.14 Monday, May 01, 20 -00:00 AM - Wednesday, May 31, 20
11:30:00 PM

7 Chart Properties

Monday, May 01, 2017 12:00:00 AM - Wednesday, May 31, 2017 11:30:00 PM:
Up —r s r—ris
o
®
7]
5 Maintenance -
%
S
=
Dowwn 4 — 4 _ —
Unknown T T T T T T T T T T T T T T T T T T T T T T T T T T T
May 01,2017 May 08, 2017 May 15, 2017 May 22, 2017 May 29, 2017
Mon 12:00 am Mon 12:00 am Mon 12:00 am Mon 12:00 am Mon 12:00 am
Summary:
Up Maintenance Unknown Down Availability
75.046% 0.000% 0.000% 24.954%

Junio: 79,166 % (SBMN)

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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ORGANISMO ESPECIALIZADO DE LAS NACIONES UNIDAS REDDIG y Administracién del Segmento
Satelital

Active Monitor Availability il w-ci Wiy Bean 1evel(s)

1113000 PM'

SR

LIk /=t ey Lo ——r ey —— A
Jun 01,2017 QN 00, 2017 Jun 18, 2017 Jun 22, 207 Aln 28,2047
U 12,00 & Thu 12:00 am 1hul 2200 am Thiu 1200 em THLE 3200 an

Up Maintenance  Unknown  Down Availabiity
76.166% 0.000%  0.000% 20.834% *—

Julio: 98,393 % (SBMN)

Active Monitor Availability gl e==2 » i ssasieva

, July 01, 2017 12:00:00 AM - Monday, July 31, 2017

e Chart Properties
11:30:00 PM

Saturday, July 01, 2017 12:00:00 AM - Monday, July 31, 2017 11:30:00 PM:

Up

Maintenance -

Monitor State

Dowwn

Unkncwwn T T T T
Jul 01,2017 Jul 08, 2017 Jul 15,2017 Jul 22 2017 Jul 29, 2017
Sat 12:00 am Sat 12:00 am Sat 12:00 am Sat 12:00 am Sat 12:00 am

Summary:

Up Maintenance Unknown Down Availability
98.393% 0.000%  0.000% 1.607% EEEEEEEEEEEE

Agosto: 91,552% (SBMN)

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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Active Monitor Availability [l ez=z2 » @ seasieve)

0 AN

00 PM

- Ping L 20 0
2017 11:30¢

Tuesday, August 01, 2017 12:00:00 AM - Thursday, August 31, 2017 11:30:00 PM:

Up 4+ -1

v
®
]
5 Maintenance o
£
]
=

Dowwn 4 L

Unknaven T T T T
Aug 01,2017 Aug 08, 2017 Aug 15,2017 Aug 22,2017 Aug 29,2017
Tue 12:00 am Tue 12:00 am Tue 12:00 am Tue 12:00 am Tue 12:00 am

Summary:

Up Maintenance Unknown Down Availability
91.552% 0.000%  0.000% 8.448%

Maiquetia desde enero a agosto de 2017

Enero: 99,324 %
(SVMI)

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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Active Monitor Availability (gl =2 *+ g ssasievei)

- Ping .20 -00:00 A esday, Ja )
2017 11:30:00 PM -

Sunday, January 01, 2017 12:00:00 AM - Tuesday, January 31, 2017 11:30:00 PM:

Up

Mairtenance

Monitor State

Dovwn 4

Unkncwn T T T T T T T T T T T T T T T T T T T T T
Jan 01,2017 Jan 08, 2017 Jan 15, 201 Jan 22, 217 Jan 28, 2017
Sun 12:00 am Sun 12:00 am Sun 12:00 am Sun 12:00 am Sun 12200 am

Summary:

Up Maintenance Unknown Down Availability
99.324% 0.000% 0.000% 0676%

Febrero: 98,125 %
(Svmi

ary 01, 20 :
ebruary 28, 2017 11:30:00 PM N

Wednesday, February 01, 2017 12:00:00 AM - Tuesday, February 28, 2017 11:30:00 PM:

Up

Mairtenance -

Monitor State

Down 4 -

Unknown T T T
Feb 01, 2017 Feb 08,2017 Feb 15,2017 Feb 22, 2017
Wied 12:00 am Wed 12:00 am Wed 12:00 am Wed 12:00 am

Summary:

Up Maintenance Unknown Down Availability
98.125% 0.000% 0.000% 1.875%

Marzoo: 96,342 % (SVMI)

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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Active Monitor Availability [l sz > §#§ ssasteved)

Wednesday, March 01, 2017 12:00:00 AM - Friday, March 31, 2017 11:30:00 PM:

Up

[
'
L
5 Maintenance 4
£
S
=

Dowvn —

Unknawwn T T T T
Mar 01, 2017 Mar 0B, 2017 Mar 15, 2017 Mar 22, 2017 Mar 29, 2017
Wied 12:00 am Wied 12:00 am Wyigel 12:00 am Wyed 12:00 am Wed 12:00 am

Summary:

Up Maintenance Unknown Down Availability
96.342% 0.000%  0.000% 3.658%

Abril: 99,833 % (SVMI)

Active Monitor Availability

l- uma » #E LstMieL3

01/04/2017 12:00:00 AM - 30/04/2017 11:30:00 PM:

Up

Maintenance

Monitor State

Diovvn

Unknown e T T T i Fr T T e T T T T e T T e T T e o T F
01047207 0a04/2m7 15047217 22/0472M7 2904217
Sat 12200 am Sat 12200 am Sat 12200 am Sat 12200 am Sat 12200 am

Summary:

Up Maintenance  Unknown Down Availability
99.833% 0.000% 0.000% 0.167%

Mayo: 98,128 % (SVMI)

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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Monday, May 01, 2017 12:00:00 AM - Wednesday, May 31, 2017 11:30:00 PM:

Up

Maintenance o

Monitor State

Do |

Unknown

T T T T
May 01, 2017 May 08, 2017 May 15, 2017 May 22, 2017 May 29, 2017
Mon 12:00 am Man 12:00 am Mon 12:00 am Mon 12:00 am Mon 12:00 am

Summary:

Up Maintenance Unknown Down Availability
98.128% 0.000% 0.000% 1.872%

Junio: 92,352 % (SVMI)

WMIONIOr Avallanl HIV |W‘M Fzoiza  * il BeAs Level(s)

i Martarnea |-
|

|

THu 200 am THy 1200 s 0 L0 em T 1200 em 1141 § 200 &

R

Lrkiown T T T T T v a7 =Y T v —r
Jun 01, 2017 00, 2011 SIS, 2017 YN zz, 20T n 28,2017

Up Maintenance  Unknown  Down Avallabiliit
02.362% 0.000%  0.000% 7.648% *

TR T s

Julio: 99,807 % (SVMI)

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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Active Monitor Availability gl e==2 > @ =sasLeve

- Ping -00°00 AM - ay, : ! Chart Properties
11:30:00 P - 45
Saturday, July 01, 2017 12:00:00 AM - Monday, July 31, 2017 11:30:00 PM:
Up
v
=
&
5 Maintenance o
.‘1-='
]
=
Dowwen -
Unknowen T T T T
Julof, 2017 Jul 08, 2017 Jul 1§, 2017 Jul 22,2017 Jul 29, 2017
Sat 12:00 am Sat 12:00 am Sat 12:00 am Sat 12:00 am Sat 12:00 am
Summary:
Up Maintenance Unknown Down Availability
99.807% 0.000% 0.000% 0.193%
Agosto: 90,046 %

Active Monitor Availability (gl e==2 * @ Bsasieve

-Ping .20 -00:00 AM - ay. A - ' Chart Properties
2017 11:30:00 PM -
|
Tuesday, August 01, 2017 12:00:00 AM - Thursday, August 31, 2017 11:30:00 PM:
Up ul

5]
'
&
5 Maintenance o
E
S
=

Dovivn - o —

Unkncsvn T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
Aug 01,2017 Aug 08, 2017 Aug 15,2017 Aug 22,2017 Aug 29,2017
Tue 12:00 am Tue 12:00 am Tue 12:00 am Tue 12:00 am Tue 12:00 am

Summary:

Up Maintenance Unknown Down Availability
90.046% 0.000%  0.000% 9.954%

ANEXO BRAVO (TEMAS REUNION CON LEVEL 3 JUNIO 2017)

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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Fecha: miércoles, 8 de agosto de 2017
Participantes: Quiiiones, Oliver (ServiceClient Manager Level 3); Ing. Onofrio Smarelli (Oficial
Regional CNS SAM); Ing. Cristian Javier Vittor (Administrador de la REDDIG).

Reunidn concreta el 8 de agosto
Temas tratados en la reunién, destacando la necesidad de estabilizar los enlaces de los nodos
mencionados en la Cuestion 1.

Cuestion 1: Solucion definitiva a las hovedades de los nodos

a) Manaos (Brasil)

b) Paramaribo (Surinam)

c) Maiquetia (Venezuela)

d) Piarco (Trinidad & Tobago)

e) Tiempos prolongados para dar solucién

Cuestion 2: Portal de Level 3

a) Discrepancias en el historial

b) Acceso al portal al personal de los Estados

¢) Novedades sobre: uso horario (GTM), duracidn de la novedad, responsables, estado del
ticket

d) Falta de nodos en las opciones que se presentan en el portal (en gral. falta Brasilia) Puntos
de Acceso de Red (Network Access Points (NAPs)).

Cuestion 3: ServiceDesk
a) Actualizacién
Cuestion 4: Matriz de contactos.

a) Actualizacién

Cuestion 5: Ultimas millas

a) Facilitar a la OACI la topologia con la informacidn correspondiente (proveedor, tipo de
enlace, NAPs(Network Access Points), etc)

Cuestion 6: Notas de crédito
a) Verificar si se estan confeccionando las notas de crédito en funcion de la disponibilidad

mensual reportada
b) Coordinar mensualmente sobre SLA en cuanto a las disponibilidades

ANEXO CHARLIE (Discrepancias)

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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Discrepancias con Level 3

En el mes de junio no se contaba con un nivel de administrador en el portal de Level 3.
Se enumeran algunas cuestiones que se plantearon al principio:

1) no se tenia posibilidades de crear o eliminar usuarios y asignar niveles.

2) referentes a la disponibilidad de la red, se observaron discrepancias, en particular, porque Level
3 se basa en los tickets lo cual debe reverse por la gran cantidad de datos incongruentes.

En la pagina de Level 3 aparecia, como disponibilidad, lo siguiente:

Master Account: Date Range:
Al B INTERNATIONAL CIVIL AVIATION ORGANIZATION 1-7GO-1873 B8

KB Reiative week

Availability

Ay o o :

120.00 Site Name Tickets Total Availabiity [%]

Downtime
oy rzror azon?

[min]

W292017  6/30/2017

Site Name Jjaneiro fevereiro margo | abnil | maio junho

{OACI - ARGENTINA 1100.00 100,00 100.00 100.00 100.00 100.00 m
|[oact - uruGuAY 0.00 100,00 100.00 100.00 100.00 100.00 |

OACI - GUYANA 100.00 199.88 100.00 100.00 100.00 99.59

OACI - BRASIL MANAUS 100.00 100.00 100.00 100.00 100.00 100.00
|[oact - Bouvia 100.00 1100.00 100.00 100.00 100.00 100.00

OACI - ECUADOR 100.00 100.00 100.00 100.00 100.00 100.00

OACI - LIMA 100.00 100.00 100.00 100.00 98.13 100.00
{loac - venezueta 99.19 99.22 99.41 99.84 99.41 192.34
{loact - Bras recire 100.00 100.00 100.00 93.50 100.00 100.00
|loact - coLomsia 100.00 100.00 100.00 100.00 100.00 100.00
|loact - Guvana FRANCESA 100.00 100.00 100.00 100.00 100.00 s B N
Jloact - cne 100.00 100.00 100.00 100.00 100.00 4
Jloact - paracuay 100.00 100.00 100.00 100.00 99.80 100.00

- BRASIL CURITIBA 100.00 0.00 100.00 100.00 100.00 100.00

DACI - TRINIDAD & TOBAGO 100.00 97.80 100.00 100.00 100.00 100.00

Jloact - surinamE 100.00 100.00 100.00 1100.00 100.00 100.00

Y difiere de lo que nosotros obtenemos, que para el caso testigo, salvo Venezuela y Guyana que
estdn casi iguales, teniendo en cuenta que la Administracion de la REEDDIG aplica un factor de
correccion a favor de Level 3.

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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CIRCUITS Measured Offered pifference | MRC USD | Credit USD
SBMN 79,43%] 99,50%] 20,07%] 1.500,00 301,11
SVMI 92,61%] 99,70% 7,09%] 2.190,00 155,23
SPIM 98,60%) 99,70% 1,10% 830,00 9,15
SYGC 99,57%] 99,70% 0,13%] 3.850,00 4,85
SBRF 98,88%] 99,70% 0,82%] 1.050,00 8,58
478,91 | TOTAL CREDIT USD
Jun 2017

Se observa en el ejemplo que Manaos muestra un 100% cuando se ha demostrado que este
servicio presenta innumerables cortes de la ultima milla de Level 3.

No queda claro como se obtiene un 100% que es algo virtual mdas que real o que otros parametros
puedan ser utilizados para llegar a ese porcentaje.

3) Otra discrepancia es que, si uno mira el portal de Level 3, en la parte de historial de tickets, no
coincide la informacidn presentada con los reclamos que se realizan. Un ejemplo concreto:

El dia 13/06/2017, se realiz6 desde el NCC de Manaus un reclamo a Level 3 por caida del vinculo
terrestre en Manaus. El nimero de reclamo que le otorgaron desde el centro de gestion de Level 3
al Sg. Meneses fue el Nro. 12874342/2017.

En ese momento, si uno ingresaba este nimero en el buscador de tickets del portal, no aparecia.
Si uno miraba el historial en el portal, saltaba del 13/06/2017 (reclamo de Recife que es otro caso)
al 09/06/2017. Y no se observaba el reclamo en cuestidn.

TICKETS FECHADOS

Ordenar Contas Servigos
Ultimos V| INTERNATIONAL CIVIL v\ Todos os servigos v|
332 tickets
#12877312 ® #12865441 ® #12844115 ®

ransport Prote letwork Event ~ Recife, Bra tuk NM|VEN{IOA! VENEZUELAJ|CAIDA||IMPE_V Tit

#12834875 ® #12820468 ® #12802708 n

El dia 8 de julio se cambia el perfil de usuario operador a administrador del Admin de la REDDIG.

Informe Baja Performance
ICAO-CNS-REDDIG-SBKGR-IBP-001-a
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Las consultas sobre el portal se trasladaron a los administradores del portal para su revision
respecto a la indisponibilidad de los enlaces y los tickets que se muestran.

Fecha: 13 de julio de 2017, 9:21

Asunto: Novedades. Por portal y discrepancias

Para: "Quinones, Oliver" <Oliver.Quinones@level3.com>
Cc: "Smarrelli, Onofrio" <osmarrelli@icao.int>

A la fecha no se tuvo devolucién sobre las discrepancias observadas.

Ese dia de la fecha se presentd una caida en el link de Level 3 de Manaus. El mismo fue reclamado
a las 06:40hs local con Ticket Nro 13041009/2017. El reclamo fue telefénico y por las llamadas
recibidas era un tema por problemas de ultima milla.

Se ingreso al portal para verificar si el reclamo estaba reflejado en la parte de tickets y NO estaba
registrado. A fin de dejar asentada la novedad, se abrié un nuevo ticket haciendo referencia al
original para que quede en el portal el registro de este evento. El ticket generado en el portal es
13041733/2017, y hace referencia al primero.

Archivos de referencia.

DETALHE DO TICKET #13041733 /2017

Detalhe do ticket de pedido

Status. EM PROCESSO Criador Eraido Meneses
Abertura 13/0722017 Sevigo IP VPN
Tipo: Incidente Local ORGANIZACION DE AVIACION CIVIL INTERNACIONAL - FC
MENS
Sobrenome do contato no Meneses LSDWENSUAL
local Conta INTERNATIONAL CIVIL AVIATION ORGANIZATION
Numero do contato no local 569236525712 Nome do contacto: Eraldo
E-mail do contato no local Javiervittor@gmall.com
Detalle sublipo IP VPN
Titulo: link fuera de servicio
Gravedad Urgent
Descricdo se abrid un ticke! a las 6:40hs local del dia 13/07/2017 nro

13041009/2017 y no se registra en tickels ablerto. Al momento
sigue fuera de servicio

Archivos anexados

Notas do ticket

Adicionar comentario

Insira o texto da nota

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.
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MyLevel 3 Latin Amer

Principal Administracdo do Usuario Tickets Faturamento Relatorios Ferramentas Quick Guide

TICKETS ABERTOS = m
Ordenar Mostrar Contas Servigos
Favoritos v Todos os tickets M INTERNATIONAL CIVIL[V| Todos os servigos v| Buscar Q
4 tickets
#13041733 Y ®  #3016606 Yr®  #3010119 % ®
Status. EM PROCESSO Status: MONITORAMENTO Status. MONITORAMENTO
Titulo link fuera de servicio Titulo LROC || NM ||OACI - GUYANA FRANCESA || C Titulo Follow up to 13009406
AIDA DEL ENLACE || IMPP_VN_81-51VENT
Abertura. 13/07/2017 Abertura 07/07/2017
Abertura 08/07/2017
Tipo Incidente Tipo: Solicitagao
Tipo: Incidente
Servico IP VPN Servico Customer Trouble
’ Servico IP VPN ’
Criador Eraldo Meneses Criatior Soporte Icao G.Francesa Criador Shiraz Gopaul
#13009406 W e
Status: MONITORAMENTO
Tituio NM/LROC//CAIDA//OACI - TRINIDAD/T60B_V

N_1-4HBZ7P//24 HORAS//RFO - 13010119

Se manifiesta predisposicion para colaborar en mejorar el portal, el cual, si se corrigen algunas
cuestiones importantes, se considera como una herramienta muy importante.

Hola Javier,

Anteriormente he pasado tu requerimiento al drea encargada del portal de clientes, ellos se
encuentran trabajandolo, pero lamentablemente estos cambios no son inmediatos.

Te aviso cualquier novedad.

Saludos,

Oliver Quifiones

ServiceClient Manager

Level 3 Communications

Manuel Olguin 395, Santiago de Surco
Lima 33 —Lima, Peru

t: +51-1-705-5749

c: +51-985-855749

e: oliver.quinones@level3.com

From: Javier Vittor [mailto:jvittor@icao.int]
Sent: Thursday, August 24, 2017 6:52 AM
To: Prada, Miguel <Miguel.Prada@Level3.com>; Quinones, Oliver <Oliver.Quinones@Level3.com>
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Cc:Smarrelli, Onofrio<osmarrelli@icao.int>; Diaz, Luis <Luis.Diaz@Level3.com>
Subject:sistema de ticket

Estimados Miguel y Oliver,

Insisto en que en el historial de ticket debe agregarse la hora por cada evento que se registra.

Ing. Cristian Javier Vittor

De: Javier Vittor [mailto:jvittor@icao.int]

Enviado el: jueves, 17 de agosto de 2017 06:52 a.m.
Para:Quinones, Oliver <Oliver.Quinones@Level3.com>
CC:Smarrelli, Onofrio<osmarrelli@icao.int>; l.escobar@inac.gob.ve; v.fiore@inac.gob.ve;
giuliozoino@gmail.com; olivermag@hotmail.com; Prada, Miguel <Miguel.Prada@Level3.com>
Asunto: RE: por novedad de Maiquetia - Venezuela (ticket #13215583)

Estimado Oliver,

Referente al ticket #13215583 (Maiquetia-Venezuela), el enlace sigue fuera de servicio. Recuerdo que la novedad comenzo
ayer a las 11:25hs UTC aprox (07:25hs Local Manaos). En el portal lo que aparece es lo siguiente:

“Estimado Cliente, El proveedor de ultima milla nos informan que el dia de mahana retomaran trabajos ya que en el
dia de hoy no se le dio acceso a la selda. Le estaremos informando en la brevedad posible sobre los avances del
caso”

En tal sentido, también vale recordar lo que conversamos en la reunién que mantuvimos en Lima en donde en la Cuestién 1
haciamos referencia a los reiterados inconvenientes que tenemos con estos nodos y la necesidad de estabilizar la situacion y
tener una respuesta mas rapida en la solucién del problema. Ya pasaron 24hs desde que se detect6 la novedad y todavia no
esta resuelta.

Recuerda que hablamos de servicios criticos esenciales para la aviacion civil, y que el mes préximo la red de Level 3 sera
fundamental para soportar la afectacién que tendréan las estaciones satelitales con motivos de las explosiones solares.

Espero que hoy se pueda resolver lo de Maiguetia.
Te reitero dos pedidos:
Actualizar en la matriz de contactos, los contactos de Level 3.

1) Topologia de ultima milla de Level 3

Ing. Cristian Javier Vittor

De: Javier Vittor

Enviado el:quarta-feira, 16 de agosto de 2017 14:02

Para: 'Quinones, Oliver'

CC:Smarrelli, Onofrio

Asunto: Actualizacion matriz de contactos. Seguimiento a los temas tratados en la reunion

Estimado Oliver,

Te comento que hoy, desde 11:25 hs utc aproximadamente, el enlace de Maiquetia esta fuera de
servicio. Este era un nodo de los cuales hablamos en la reunidn que hay que normalizar.

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.

ICAO-CNS-REDDIG-SBKGR-IBP-001-a
Pagina 24 de 34



OACI LA AVIACION UNIDA " Gestion de 1a Red Digital sudamericana

ORGANISMO ESPECIALIZADO DE LAS NACIONES UNIDAS REDDIG y Administracién del Segmento
Satelital
August 16, 2017 4:25 AM - August 16, 2017 6:25 PM: @G
Up
o
-
@
3 Mantenance
E
]
=
Down 4
Unknown Y Y T T T u Y T T T T T T
4250m S525am 825em 725am 8525em S525am 1025em 11:25em 1225pm 1:25pm 225pm 325pm 425pm S25pm S25pm

Te paso en adjunto la “Matriz de contactos” actualizada y necesito que me la devuelvas con la
actualizacion de los contactos de Level 3 en la planilla.

Ing. Cristian Javier Vittor

From: Javier Vittor [mailto:jvittor@icao.int]

Sent:Thursday, August 17, 2017 2:49 PM

To:Quinones, Oliver <Oliver.Quinones@Level3.com>

Cc:Smarrelli, Onofrio<osmarrelli@icao.int>; Prada, Miguel <Miguel.Prada@Level3.com>;
eraldomenezes@gmail.com

Subject: RE: Actualizacién matriz de contactos. Seguimiento a los temas tratados en la reunidn

Estimado Oliver,

A continuacidn una sugerencia mas sobre el portal y relacionado con el registro de historial de los
tickets.

El siguiente es un extracto del ticket generado por Maiquetia que sigue fuera de servicio desde
ayer a las 07:25hs local de Manaos (11:25hs UTC).
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por favor, incorporar en el historial del ticket un campo "HORA" en donde se registre,
justamente, el horario de actualizacién del mismo y no solo la fecha

Data Criador Descricdo

abreug

Ing. Cristian Javier Vittor

De: Quinones, Oliver [mailto:Oliver.Quinones@Level3.com]

Enviado el:quinta-feira, 17 de agosto de 2017 13:34

Para: Javier Vittor

CC:Smarrelli, Onofrio

Asunto: RE: Actualizacion matriz de contactos. Seguimiento a los temas tratados en la reunion

Hola Javier,
Ya me encuentro trabajando esta matriz.

Sobre los otros puntos revisados en la reuniOn, espero cerrar varios de ellos entre esta y la
siguiente semana.

Saludos,
Oliver Quifiones

De: Javier Vittor

Enviado el: sexta-feira, 18 de agosto de 2017 08:21

Para: 'Quinones, Oliver'

CC:Smarrelli, Onofrio; 'miguel.prada@level3.com'; 'eraldomenezes@gmail.com’

Asunto: RE: Actualizacion matriz de contactos. Seguimiento a los temas tratados en la reunion

Estimado Oliver,

Referente a Maiquetia, si bien sabemos que estan en proceso de conseguir un repuesto y que
supuestamente hoy se resuelve, reitero lo conversado en la reunién, sobre estos nodos en
particular y los tiempos para solucionar las novedades que se presentan. Al momento llevamos
mas de 48hs sin el servicio.

Saludos.

Ing. Cristian Javier Vittor
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13 de julio de

2017, 19:41

asunto: Re: Level (3) Ticket #: 13041733, INTERNATIONAL CIVIL AVIATION
' ORGANIZATION-5-CMGZRHY/, Ticket Cerrado, Ticket del Cliente:

Estimado Jorge,

En funcién de la misma, puedo inferir el motivo por el cudl nuestras estadisticas de disponibilidad
generalmente no concuerdan con las presentadas por Level 3. Seria interesante ver cémo
podemos trabajar para mejorar el mecanismo. Supongo que Uds, deben tener un WhatsUp o
herramienta similar que les permite tener mayor exactitud sobre la disponibilidad y con la que
deben estar complementando este sistema de disponibilidad por tickets.

Otra observacion que puedo hacer es la presentacion de graficos del portal que muestra datos sin
sentido, como asi también direcciones ips que deben ser propias de la red MPLS de Level 3y no
tienen relevancia para nosotros. Estar averiguando que identifican esas direcciones implica que
tengamos que estar intentando ingresar a la red de Level 3, lo cual no corresponde.

Insisto en lo que manifesté en un mail anterior, considero que este portal representa para
nosotros una herramienta muy importante, pero se deben corregir algunas cosas para que sea
mas confiable.

Quedamos atentos y con la predisposicion a colaborar en lo que Uds. consideren.

Saludos, atte.

Ing. Cristian Javier Vittor

El Sr. Jorge ChuKoo, ServiceClient Manager, Product& marketing de Level 3 Communications, Pert, en su mail del 13 de

julio de 2017, 20:23, Chu, Jorge <Jorge.Chu@Ievel3.com> escribid:

Estimado Javier,

De acuerdo a su mail con sus apreciaciones del portal, también se ha escalado al drea correspondiente
para su revisidn, apenas se tenga unas respuestas nos estaremos comunicando.

Con respecto a otras de sus consultas:
- La disponibilidad de los informes son basados en los tickets generados, no son directamente
tomados del portal, adicional se hacen revisiones de los tickets involucrados en los tiempos de

disponibilidad.

- También se estara revisando al interno con el drea a cargo la falta de nodos en la herramienta para las
graficas de los enlaces.
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Sent: Thursday, July 13,2017 9:45 AM

To: Chu, Jorge <Jorge.Chu@Level3.com>

Cc: Quinones, Oliver <Oliver.Quinones@Level3.com>; Quezada, Katherine
<Katherine.Quezada@Level3.com>; Smarrelli, Onofrio<osmarrelli@icao.int>

Subject: Re: Level (3) Ticket #: 13041733, INTERNATIONAL CIVIL AVIATION ORGANIZATION-5-CMGZRHYJ,
Ticket Cerrado, Ticket del Cliente:

Estimado Jorge,
Gracias por tu pronta respuesta. Puedo decir que a primera hora, cuando ingresé a portal para
verificar el reclamo que se hizo a las 06:40hs, el 13041009, no figuraba, no estaba. Esto ya ha

ocurrido.

A partir de este tipo de situaciones, puedo entender las discrepancias que tenemos respecto a la
disponibilidad del servicio.

La respuesta o envio por parte de Level 3 ante el reclamo es a partir de no ver reflejado el mismo
en el portal. Hay diferencias entre los reclamos reales y lo que muestra el portal.

Por favor, ver el mail en donde también hago otras observaciones sobre el portal.

El 13 de julio de 2017, 10:26, Chu, Jorge <Jorge.Chu@Ievel3.com> escribid:

Estimado Javier,

Por el mismo caso se tenia 2 ticket generados 13041009 y 13041733, el ticket em mencién 13041733 ha
sido cerrado por duplicidad de caso y se esta trabajando con el ticket 13041009. Quienes estan en
contacto con Uds. para la revisiéon del servicio.

En el mail de notificacidon que recibo, ver mail infra que nos envia, esta esta observacion como motivo del
cierre del caso.

*** CASE CLOSE SUMMARY 13-Jul-2017 13:21:15 GMT medeiros.wallace

The ticket 13041009/2017 is still open and we are also analyzing the circuit
issue through it.

This ticket will be closed as duplicated ticket.

Your telephone number and email address will be added on the ticket
13041009/2017 to keep you update.

*** Email Out 13-Jul-2017 13:21:30 GMT EMAIL TKT APPUSER

FROM : Email Out, IN LANGUAGE: Spanish, TO:
lalejos@icao.int,javiervittor@gmail.com, reddigl@corpac.gob.pe
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Con respecto al tema del portal, se estara escalando al interno la revisién de los que nos indica,
actualmente he probado y si muestra la informacién de los tickets.

Jorge Chu Koo
Service Client Manager

From: Javier Vittor [mailto:javiervittor@gmail.com]

Sent: Thursday, July 13,2017 8:31 AM

To: Quinones, Oliver <Oliver.Quinones@Level3.com>; Quezada, Katherine
<Katherine.Quezada@Level3.com>; Chu, Jorge <Jorge.Chu@Level3.com>

Cc:Smarrelli, Onofrio<osmarrelli@icao.int>

Subject:Fwd: Level (3) Ticket #: 13041733, INTERNATIONAL CIVIL AVIATION ORGANIZATION-5-CMGZRHY]J,
Ticket Cerrado, Ticket del Cliente:

Estimado Oliver,

En el mail que copio mas abajo, Level 3 informa que el servicio fue restaurado (Asunto: Level (3)
Ticket #: 13041733), y quiero confirmar que eso no es cierto, seguimos sin enlace en Manaus.

Estas son las cuestiones que no se entienden.
Y en el portal, la parte de tickets ahora no esta disponible.

TICKETS ARERTOS b
Ordeny osyar Coman Zervgee

Eavornos v TO00s 09 Ty v NTERRATIONAL IV v, To308 08 3a0Cos v

TICKETS FECHADOS
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De: <smc@level3.com>

Fecha: 13 de julio de 2017, 9:21

Asunto: Level (3) Ticket #: 13041733, INTERNATIONAL CIVIL AVIATION ORGANIZATION-5-
CMGZRHY]J, Ticket Cerrado, Ticket del Cliente:

Para: Level 3

Con respecto al Ticket 13041733, los servicios han sido restaurados y se encuentran en completo
funcionamiento.

Nombre del Cliente: INTERNATIONAL CIVIL AVIATION ORGANIZATION
Numero de la Cuenta de Facturacion: 5-CMGZRHY)

Ticket del Cliente:

Identificador del Servicio: 1-4IFJ6B

Ticket Creado en: 1-4IFJ6B

Producto: IP VPN

Ancho de banda: FE

Sintoma: Linea o circuito bajo

Ticket Abierto: 2017-07-13 12:40 GMT

Ticket Cerrado: 2017-07-13 13:21 GMT

Ubicacion A Nombre: OACI - BRASIL MANAUS

Ubicacion A Direccién: 1350 AVENIDA DO TURISMO, PONTE NEGRA, UNKNOWN Brazil
Ticket Abierto A Loc: 2017-07-13 08:40 AMT

Ticket Cerrado A Loc: 2017-07-13 09:21 AMT

Ubicacion Z Nombre:

Ubicacion Z Direccion:

Ticket Abierto Z Loc:

Ticket Cerrado Z Loc:

Area de Reparacién: Ticket Duplicado
Acciones tomadas para la Reparacién: Creado Manualmente

Resumen de la Reparacion:

The ticket 13041009/2017 isstill open and we are alsoanalyzingthecircuitissuethroughit.
This ticket will be closed as duplicated ticket.

Your telephone number and email address will be added on the ticket 13041009/2017 to keep you
update.

Historico de Notas:
07/13/2017 13:20:21 GMT - The ticket 13041009/2017 is still open and we are also analyzing the

circuit issue through it.
This ticket will be closed as duplicated ticket.
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Your telephone number and email address will be added on the ticket 13041009/2017 to keep you
update.

07/13/2017 12:41:01 GMT - se abrio un ticket a las 6:40hs local del dia 13/07/2017 nro
13041009/2017 y no se registra en tickets abierto. Al momento sigue fuera de servicio

Hola Oliver,

el ticket que mas abajo te copio, yo no lo generé.
Y la direccidn es incorrecta. El aeropuerto de Ezeiza no estd en calle Corrientes.

El 9 de agosto de 2017, 11:17, <smc@level3.com> escribid:

Level 3
Este email es una confirmacion de que Level 3 ha creado el Ticket 13181202, sobre su servicio

Nombre del Cliente: INTERNATIONAL CIVIL AVIATION ORGANIZATION
Ubicaciéon: OACI - ARGENTINA

Numero de la Cuenta de Facturacién: 5-CMGZRHY)

Ticket del Cliente:

Identificador del Servicio: 1-4IFEP9

Ticket Creado en: 1-4IFEP9

Producto: IP VPN

Ancho de banda: FE

Sintoma: Linea o circuito bajo

Ticket Abierto: 2017-08-09 16:17 GMT

Ubicacion A Nombre: OACI - ARGENTINA

Ubicacion A Direccion: CALLE CORRIENTES, AEROPUERTO INTERNACIONAL EZEIZA, AR-C
ARGENTINA

Ticket Abierto A Loc: 2017-08-09 13:17 ART

Ubicacién Z Nombre:

Ubicacién Z Direccién:

Ticket Abierto Z Loc:

24 de julio

Hola Javier,
Se ha detectado un problema en la Gltima milla la cual es brindado por otro proveedor. Este caso ya
ha derivado, escalado y estamos a la espera.

Hola Miguel,
Segun lo conversado, te pido que nos brindes algun update sobre el avance del caso, ya sea por este
medio o por el sistema de tickets.

Saludos,
OliverQuifiones
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ANEXO DELTA (TICKETS EJEMPLO)

On Sat, Aug 26, 2017 at 6:51 PM -0500, "Javier Vittor"
<jvittor@icao.int<mailto:jvittor@icao.int>> wrote:

Estimada Gloria,

lamatriz de contactos fué modificada y los numeros y personas que Ud quiere
contactar son erroéneos.

Por favor, consulte y revise la matriz de contactos.

Asumo sU reporte como invalido (y poco serio) vy recuerdo que se estan afectando
servicios de transito aéreo.

No entiendo para qué trabajamos en corregir estas cuestiones y Uds. muestran esta
imagen.

Descarte problemas de energia en el local, es un centro neuralgico de
telecomunicaciones y tiene SAI si fuera el caso.

Por favor Gloria, comuniquese al tel. +55 92 3652-5713 como figura en la matriz
actualizada de contactos.

Y por favor, solucionen la novedad a la brevedad, ya que esta situacidén es
reiterativa.

From: smc@level3.com [smc@level3.com]

Sent: Saturday, August 26, 2017 6:45 PM

Subject: Level (3) Ticket #: 13270309, INTERNATIONAL CIVIL AVIATION ORGANIZATION-5-
CMGZRHYJ, Ticket Actualizacién, Ticket delCliente:

Level 3

Esto es una confirmacién de Level 3 de que se ha registrado una actualizacién para
el Ticket 13270309

Estimado Cliente, Buen dia!

Con respecto al Ticket de Problema abierto para la sede en mencidén se informa lo
siguiente. Se realiza marcacién al teléfono < (55 21) 2101-6230/ +55 92 3652-
5470/+55 92 8212-6374> pero no se logra establecer comunicacién, no se ha podido
realizar la respectiva verificacidén de los equipos (sefializacién, conexiones
fisicas), ni descartar falla de energia. Continuaremos con el seguimiento del caso.

En caso de poder confirmar estado de los equipos llamar a Network Management a los
teléfonos: Col. 018000117997, Arg. 08008005388 Ecu. 01800400404 - Per. 5117004266
- Ven. 582122049306 - USA 1-800-467-7288, 018003666662

Gracias por su atencion.

GLORIA STELLA LINARES PEREZ
Network Management Monitoring Engineer - Level 3

La proxima actualizacidén en: Ninguno planeado en este momento
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Nombre del Cliente: INTERNATIONAL CIVIL AVIATION ORGANIZATION Numero de la Cuenta

de Facturacién: 5-CMGZRHYJ Ticket del Cliente:

Identificador del Servicio: 1-4IFJ6B

Ticket Creado en: 1-4IFJ6B

Producto: IP VPN

Ancho de banda: FE

Sintoma: Linea o circuito bajo

Ticket Abierto: 2017-08-26 22:07 GMT

Ubicacion A Nombre: OACI - BRASIL MANAUS

Ubicacién A Direccién: 1350 AVENIDA DO TURISMO, PONTE NEGRA, UNKNOWN Brazil Ticket

Abierto A Loc: 2017-08-26 18:07 AMT Ubicacién Z Nombre:

Ubicacién Z Direcciédn:

Ticket Abierto Z Loc:

Histdrico de Notas:

08/26/2017 22:45:39 GMT - Estimado Cliente, Buen dia!

Con respecto al Ticket de Problema abierto para la sede en mencidén se informa lo
siguiente. Se realiza marcacién al teléfono < (55 21) 2101-6230/ +55 92 3652-
5470/+55 92 8212-6374> pero no se logra establecer comunicacidn, no se ha podido
realizar la respectiva verificacién de los equipos (sefializacién, conexiones
fisicas), ni descartar falla de energia. Continuaremos con el seguimiento del caso.
En caso de poder confirmar estado de los equipos llamar a Network Management a los

teléfonos: Col. 018000117997, Arg. 08008005388 Ecu. 01800400404 - Per. 5117004266
- Ven. 582122049306 - USA 1-800-467-7288, 018003666662

Gracias por su atencion.

GLORIA STELLA LINARES PEREZ
Network Management Monitoring Engineer - Level 3

08/26/2017 22:09:27 GMT - Apreciados sefores, cordial saludo;

Se notifica la generacidén del ticket de problema para registrar el evento detectado
por nuestros procesos de gestidn proactiva. Se inicia la gestidn para identificar
causas y dar solucidn al evento. Los avances seran notificados oportunamente.

SEDE AFECTADA OACI - BRASIL MANAUS

TIPO DE EVENTO: caida

TIPO DE CANAL: PRINCIPAL

Cordialmente.

GLORIA STELLA LINARES PEREZ

Network Management Monitoring Engineer - Level 3
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ANEXO ECO

Ejemplo para obtener indisponibilidad mensual aplicando factor de correccion.

La indisponibilidad mensual de un nodo, para este caso es Manaos y el mes es julio,se obtiene de
la siguiente manera:

Utilizando las posibilidades que brinda el WUG como herramienta, la indisponibilidad mensual se
obtiene tomando como referencia una estacién que no tuvo inconvenientes con Level 3 o que
tiene una indisponibilidad éptima. Para el caso se hacen las lecturas desde Ezeiza vs Manaos,
como se aprecia en la siguiente captura:

Active Monitor Availability [l == @ & esasLevei)

Active Monilor, Ping (SBMN) - 172.16.14.14  Saturday,

Saturday, July 01, 2017 12:00;00 AM - Monday, July 31, 2007 11;30;00 PM;

Up

balrtenance

Maonitor State

Crarwin

LInkrnossan . v - v v v T v - - v v - T v - v . v v 1 - - . v - . T -
A, 207 d 08, 2017 Jul 15, 2017 Jul 22, 27 Jul 28, W7
Sat 1200 am Sab 1200 o Saf 12:00 am Sat 12:00 am Sat 12:00 am

Up Maintenance  Unknown  Down
98.393% 0.000% 0.000% 1.607%

Availability

A este porcentaje obtenido de 98.393 % se le suma un factor de error de 0.26%, dando como
resultado 98.65%. Se lo compara con lo ofrecido, 99.50% para este caso. Y la diferencia de 0.85%
se la multiplica por el MRC que para el caso es de 1500 UsD.

Esto nos da un valor de 12.71 UsD.

CIRCUITS Measured | Offered | Difference| MRC USD Credit USD

SBMN 98.65% [ 99.50% 0.85%| 1.500.00 12.71

Este es el método que se viene aplicando desde el afio 2016 y fue acordado con Level 3 en funcién
de entender que es el que mas se ajusta y es mas preciso para obtener indisponibilidades.

En este caso, el Whats Up Gold es muy importante como herramienta.

Informe Baja Performance
Serios Inconvenientes Links de Level 3 en los nodos Manaos y
Maiquetia.

ICAO-CNS-REDDIG-SBKGR-IBP-001-a
Pagina 34 de 34
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Level3_Unavailability Credits_2017

RCC/21 — NE/03-WP/03

January 2017 February 2017 March 2017 April 2017 May 2017 June 2017 July 2017 Angust 2017 September 2017 October 2017 November 2017 December 2017 TOTAL
Availability| USD Credit | Availability | USD Credit | Availability |USD Credit | Availability | USD Credit|Availability| USD Credit] Availability |USD Credit| Availability | USD Credit | Availability| USD Credit | Availability |USD Credit|Availability | USD Credit | Availability | USD Credit | Availability | USD Credit | USD Credit

[SAEZ B
SBBR | 97390 | 27.74 93.59 7332 101.06
SBCT 92.83% | 57.05 98.99 04 5.93 62.98
SBMN| 38249 | 16887 | 70.80% | 20414 8318 21336 | 73.020 | 30720 | 75.31% | 36291 | 79.430% | 30L11 | 98.65% | 1271 | 91.81% | 11532 | 9518% | 6477 | 98810 | 1042 | 93.64% | 87.08 | 98570% | 1396 2042.75
SBRF | 93.6905 | 1059 98.78% 9.64 9226% | 78.12 98.88% 8.58 99.550% 154 97.889% | 1911 | 98.74% | 10.00 137.67
SCEL B
SEGU B
SGAS 90.60% 1.84 05.47% | 7614 | 88.00% | 210.67 02680 | 12634 414.99
|5k B
ISLLP B
| B 81.27% | 403.60 403.60
SOCA 992306 | 2533 | 99680 135 26.68
SPIM 9L.71% | 66.32 98230% | 1222 | 986000 0.15 87.69
SUMU 08.87 % 14.98 14.98
|SVMI | 905894 154 98.39% | 28.80 96.60 67.85 9839% | 2873 | 92610 | 15523 9031% | 20573 | 957000 | 87.56 87.02% | 27774 | 99.02% | 1275 866.93
SYGC 90.57% 485 00.68% 0.02 00,68 % 0.83 6.62
TTZF 08.14% | 2446 03.87 1136 0154 % | 14324 170.06
Note: 5LA-Availability for all nodes: 99.70% TOTALUSD  4345.01

Except for SBMN and TTZP : 99.50%
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- Cliente OACI
Level(3) Contactos S T T
Metwork Management . Version 1.0
Servicios Gerenciados
DATA PRODUCTS Responsable Level 3
Leyenda

E-mail del Contato

M Horario Especial 0 24 horas (horario en GTM)
Prioridad de Escalamiento

Secuencia de contacto en caso de emergencia

Indicar el sitio del contacto

B Calocar el nombre del contacto
ndicar la categoria en que se encaja el contacto
Colocar los teléfonos del contacto

Nombre Nodo Indol:::t?;o Direccion Fisica Contacto Teléfono 1 Teléfono2 e-mail Disponibilidad Escalamiento .  Orden

CINDACTA IV Av.do Centro de Gestidn . . ]
Técnico 55-92-3652 5713 55-92-3652 5712 vittor@icao.int 24 Horas 1 1
Turismo 1350, Tarumé - CEP Manavs
69045-630 o o y y - . Horario Especial (De lunes a viernes
MANAUS SBMN Manaus, AM Javier Vittor Técnico 55-92-3652 5714 55-92-991775414 ittor@icao.int desde las 1200 utc - 2000 uic) 2 2
- Fenifede Bestién | Técnico 65.02-36525713 | 55.92-38525712 iitior@icaont 24 Horas 1 1
Aeropuerto Ministro
EZEIZA SAEZ Pistarini (Ezeiza) Centro de Gestién Técnico 54-11-4480 2362 54-11-4480 2363 hcanna@eana.com.ar 24 Horas 2 2
4to Piso - CECOD! : :
HemanCanna  Técnico 541144802350  © 54-11-4480 2357 heanna@eana corm.ar Horario Especal (De lunes a viemes desde 3 3
las 12:00 uic - 20:00 uic)
Centro de Gestidn o . .
CINDACTAIIl Av Maraus Técnico 55-92-3652 5713 55-92-3652 5712 vittor@icao int 24 Horas 1 1
BRASIL-RECIFE RECIFE SBBRF if“‘le; e “C“::': SalaTécnica | Téonico 5581-21208376 | 558121208116 = carloselpaes@gmail.com 24 Horas 2 2
n, loura -
RELEPIRECHEEE Carlos Paes Tecnico 558121298180 | 55.81-997001049 ;. carlosefpaes@gmail.com Horario Espedial (De lunes a viemes 3 3
desde las 12:00 utc - 20:00 utc)
Fenifode Bestién  Tecnico 559236525713 | 55.92.36525712 iitor@icaont 24 Horas 1 1
CINDACTAII Av Erasto Sala Técnica Técnico 55-41 3251 5315 554132515416 | jeffersonjmc@cindacta? gov br 24 Horas 2 2
BRASIL-CURITIBA CURITIBA SBCT  Gaertner 1000, CEP
” TemE ; ; i Horano Especial (De lunes a viernes desde 3 3
82515000 Curitiba, PR | jefferson Cheron 554137515078 | 5541002559495 . effersonimc® 2 qou br on00e)
Té lunes a viernes desde 4 4
Emerson Zuckert Ecnico 5541 3251 5705 55-41-00255 0405 | zuckertezn@cindacta? gov.br s 1200 U - 20,00 i)
CINDACTAL- SHISQIOS- e | Técnico 559236525713 | 55.92.36525712 iitor@icaont 24 Horas 1 1
Area Especial 12 - Lago Sul 6
BRASIL-BRASILIA BRASILIA SBBR o opeclaifa-Lagosul - Cenode Gesin | rgo o, (61) 33648474 (61)33648517 | maialmm@cindactal aer.milbr 24 Horas 2 2
— CEP: 71615-600 - Brasilia- Brasiia
w7 =Lt Ten Rodofol 35 Maia © Técnico (61) 3364-8511 (61)3364-8532 maiztrm@ab.milbr Horario Especial (De lunes a e desde 3 3
las 12:00 uig - 20:00 uig)
- T e Tecnico 550236525713 | 55:92-36525712 iitor@icaont 24 Horas 1 1
Aeropuerto Inter
PERU LIMA SPIM  JorgeChavez, Av.Elmer |  Sala Técnica Técnico 5115153015 51-14141250 reddig@corpac.gob.pe 24 Horas 2 2
Faucett sin, Callao : -
Lus Silva Técnico 5114141250 Isilva@corpac.qob.pe B e G 3 3
s 12.00 vig - 2000 uig
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RCC/21 — NE/03-WP/03

Centro de Gestidn

o Técnico 55.92-3652 5713 55.02-3652 5712 juittor@icao.int 24 Horas
Trinidad and Tobago Civil Sala Técnica Técnico 1-868 6691859 1-868-6694706 sgoupaul@caa.govtt 24 Horas
TRINIDAD & TOBAGO PIARCO TTZP Aviation Authority ¢ amidssoon | Técnico 18687744234 aramkissoon@caaqoutt | Horario Especial (De lunes a viernes desde
Complex, Caroni North las. 12:00 utc - 20:00 utz)
Bank Road, Piarco Shiraz Gopaul © Técnico 18684679717 sqoupaul @caa.gout Aol R Eets
las.12:00. .- 2000 i)
Rupnarine Baboolal | Técnico 868-774-4249 thaboolal @caa.govt B e e
s 12:00 uic - 20:00 uic)
Fentio 2 BestEn  Tacnico 650236525713 | 56-92-33525712 Jitor@icaoint 24 Horas
Aeropuerto José Joaguin Sala Técnica Técnico 5034 2287236 5034 2602829 raul avellan@aviacioncivi gob ec 24 Horas
de Olmedo, Edificio r it 3 fo
ECUADOR GUAYAQUIL SEGU  :Servicio paralaNavegacién:  Raul Avellan Técnico | 59322047463 ext2197 | 593967118552 crano fpef‘;cé m”":g:ﬁ‘:;‘_‘es este
as 120 e AtAL Y !
Aérea, Av de las Américas - - . o Horario E.F;Eecwal LDe lunes a viernes desde
Guayaquil Washington Quinde Técnico 5032-2947463 ext 2141 593-988448196 | washinglon.quindef@aviacioncivil.gob.ec s ) e - 20,000
Maria Fernanda ; [ -
; Técnico | 5932.2047463edt2141 | 593959149526 | maria rodriguer@aviacioncivilgahies || Or® Copecl (Delunes a vernes desde
Rodriguez las 12:00 utc - 20:00 uic)
Aeropuerto Internacional El| — mare | Técnico 550236525713 | 55-02-38525712 hitor@icaoint 24 Horas
COLOMBIA BOGOTA skep  DoredoAvElDoredoNo. - oo avnica | Tacrico 574 2962272 571 2952062 luis lozanos@aerociil gov.co 24 Horas
112-09 Edificio C.N.A. -
- Horano Especial (De lunes a viernes desde
Bogota ; : St . —— pecial (
9 Gabriel Guzman Técnico 5712962940 57 3176567202 : gabriel. guzman@aerocivil.gov.co las 1200 kG - 2000 uks)
Fentie BN Tacnico 559236525713 559236525712 hitor@icaoint 24 Horas
Av. San Pablo 8411, Sala Tecnica Técnico 5624 8364007 56228364005 cvergara@dgac.gob.cl 24 Horas
CHILE SANTIAGO SCEL Comuna de Pudahuel - r b y po
Santiago Christian Vergara Técnico 5622 8364005 562268448345 | cvergara@dgac.gob.cl HEOLOIE LT (R LN A0S
las.12:00 uig - 20:00 uig)
PedroPastian | Técrico 5623 8364011 5624 8364007 | ppastrian@dgac.gob.cl Horario Especia (De unes a viernes desde
as 12:00 uic - 20.00 ufc)
Aeropuerto Intemacional | Maan | Técrico 550236525713 550238525712 iifor@icaoint 24 Horas
URUGUAY MONTEVIDEO ;| sumuy | O¢Cerrasco, Av.Wilson Sala Técnica Técnico | 59826010932 Int4520 © 5982 6040408 wilsonpelayoB2@gmail com 24 Horas
Ferreira Aldunate 253, Paso
Carrasco . Canelones . . .. . . . ) . Horario Especial (De lunes a viernes desde
Miguel Vera Técnico 5982 6040408 int4517 5982 6040408 miguelvera@vera.com.uy las 1200 utc - 2000 ukc)
CentodeBestién  Tacnico 559236525713 | 55.92-36525712 iitor@icao.int 24 Horas
Centro de Control
. Unificado, Gral. Artigas y Sala Técnica Técnico 595 21 7585208 595 21 7585201 aldopereira26@gmail.com 24 Horas
PARAGUAY ASUNCION SGAS Fornando do M o P
AN EIL IS Victor Moran Técnico 5059 217585017 505 9 81355487 moranchu@gmail.com arano Especa (e unes a viemes deste
Mariano Rogque Al las. 1200 uig - 20.00 uic)
RonaldBentez | Técnico 535 21 7585208 ronaldbenitez! 907 @qmail.com ; Horano Bspecal (De lunes a viemes desde

s 1200 vic - 20:00 uic)
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Centro de Gestidn

Ilanaus Técnico 55-92-3652 5713 55-92-3652 5712 juittor@icao.int 24 Horas 1 1
Control Tower Complex,

GUYANA GEORGETOWN SYGC Cheddi Jagan Int'| Airport, Sala Técnica Técnico 592 261 2569 592 261 2279 sewchan_hemchani@vahoo.com 24 Horas 2 2
Timeri, East Bank Demerara

Mortimer Salisbury Técnico 592 261 2569 mbsalisbury2000{@yahoo.com AT e e s 3 3

ag 12.00 uic - 20:00 yig)
- Fentto dk Beston — Tacnico 550236525713 55.92.38525712 iitor@icao.nt 24 Horas 1 1

Aviation Civile, Aeroport de
GUYANA FRANCESA CAYENA SOCA Rochambeau, 97351 Sala Técnica Técnico 594 594 359317 594 594 359321 | cayenne.ftd@aviation-civile.gouy.fr 24 Horas 2 2
Matoury - : :

Alain Burtin Técnico 594 594 359317 alain.burtin@aviation-civile gouv fr DSy e S S 3 3

ag 12.00 uic - 20:00 yig)
Fentto dk Bestion — Tacnico 550236525713 55.92.38525712 iitor@icao.nt 24 Horas 1 1

Edificio ATC, 2do Piso,

VENEZUELA MAIQUETIA SVMI Dpto. Comunicaciones, Sala Técnica Técnico 58212 3552143 58212 3551412 L.escobar@inac.gob.ve 24 Horas 2 2
Maiquetia, Edo. Vargas

Vicente Fiore Técnico 58212 3552143 58212 3551412 vfiore@inac.gob.ve Horario Comercial 3 3
_ Fentto dk Beston — Tacnico 550236525713 55.92.38525712 iitor@icao.nt 24 Horas 1 1
J.A. Pengel International

SURINAME PARAMARIBO SMPM Airport, Zanderij, District Sala Técnica Técnico 597 325123 597 325176 mickiano@live.com 24 Horas 2 2

I Horario Especial (De lunes a viernes desde
Mitchell Themen Técnico 597 497143 597 531288 mickiano@live.com pecell 3 3

ag 12.00 uic - 20:00 yig)
_ Fentto dk Bestion — Tacnico 550236525713 55.92.38525712 iitor@icao.nt 24 Horas 1 1
Aeropuerto Inter al El

BOLIVIA LAPAZ SLLP Alto, Blogque Técnico Sala Técnica Técnico 5912 212 9901 heman_tito@vahoo.es 24 Horas 2 2

BT Horario Especial (De lunes a viernes desde
Remigio Blanco Técnico 5912 2370340 tblanco@aasana.bo pecell 3 3

ag 12.00 uic - 20:00 yig)
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Indicador

Nombre Nodo . .
Aeronautico

vittor@icac int
MANAUS SEMN ttst@cindactad decea gov br
eraldomenezes@gmail com
vittor@icao int
hcanna@eana. com ar
vittor@icao.int
carlosefpaes@gmail com
vittor@icao.int
jeffersonjmc@cindacta? gov.br
vittor@icao.int
rodolforbs1@fab mil br
vittor@icao int
reddig@corpac gob pe

TRINIDAD & vittor@icac int
TOBAGO PIARCO TTzp sgoupaul@caa gov it
vittor@icao.int
ECUADOR GUAYAQUIL SEGU raul. avellan@aviacioncivil. gob.ec
washington.quinde@aviacioncivil.gob.ec
vittor@icac int
COLOMBIA BOGOTA SKED luis lozanos@aerocivil gov co
gabriel guzman@aerocivil gov_co
vittor@icac int
CHILE SANTIAGO SCEL cvergara@dgac.gob.cl
ppastrian@dgac.gob.cl
vittor@icac int
URUGUAY MONTEVIDEO sSUMu wilsonpelayoB2{@gmail com
miguelvera@vera com uy
vittor@icac int
PARAGUAY ASUNCION SGAS maranchu@gmail com
ronaldbenitez 1307 @gmail com

EZEIZA SAEZ

BRASIL-RECIFE RECIFE SBERF

BRASIL-CURITIBA CURITIBA SBCT

BRASIL-BRASILIA BRASILIA SBER

PERU LIMA SPIM
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jvittor@icac.int
GUYANA GEORGETOWN SYGC
mbsalisbury2000{@yahoo.com

[vittor @icac.int

GUYANA FRANCESA CAYENA SOCA cayenne ftid @aviation-civile gouv fr

alain.burtin@aviation-civile.gouv fr
[vittor @icao.int

VENEZUELA MAIQUETIA SVMI |.escobar@inac.gob ve

v fiore@inac.gob.ve

SURINAME PARAMARIBO SMPM Ivitor@icao int
mickiano@live.com

[vittor @icao.int
BOLIVIA LA PAZ SLLP rblanco@aasana.bo
hernan_tito@yahoo.es

CONTACTOS DE SOPORTE LEVEL 3

Contacto Teléfono 1 Teléfono 2 Tiempo Transcurrido
1 NMOC (7x24) Moanitoring Engineer 0 800 7 0862 o7-1-611-8226 servicedesknmes(@level3 com
2 Miguel Andres Prada Service Desk Coordinator 57-316-3319119 57-1-6119471 Miguel Prada@level3 com 1 hora
3 Luis David Diaz Service Desk NM Manager 57-315-3081496 57-1-6119065 Luis Diaz@Level3 com 2 horas
4 Durval Carvalho Customer Assurance & Network VP 55-11-99603-4834 55 11 3957-2213 durval carvalho@level3.com 4 horas
Jorge Nano Executive account 511-705-5655 51-985855655
Rudy Garcia Service Manager 511-705-5623 51-954135146
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Manaus Brazil
30 January 2018

FNAT ATTACHMENT COMMENTARIES

The Provisional Site Acceptance Tests, (Document PSAT — NAT - NT 2022-2141167C rev H) were made
from 31 January to 5 February 2015. Once the tests were concluded, the focal points of the REDDIG I
States members proceeded to sign the PSAT certificate with comments in each of the nodes.

The results of the PSAT tests in each of the nodes were registered by the focal points in the PSAT
document (H version). In the web page wwwl.lima.icao.int/reddig are published the PSAT documents
completed by the focal points.

According to the article 13.1 of the REDDIG II Contract No. 2250120 established between the
International Civil Aviation Organization and the consortium consisting of INEO Engineering and
Systems and LEVEL 3 PERU S.A, for the Provision of a New Regional Aeronautical Telecommunication
Network (REDDIG II) and associated equipment and services, the rectification of Network deficiencies
evidenced at PSAT would had to be completed in the period of forty (40) ORD days after the PSAT

The majorities of the pending issues identified in the REDDIG II during the PSAT were solved during the
first semester of 2015 with the exception of following major failures:

Random freezing at some of the satellite modems (SkywanlD 1070) REDDIG II nodes
Random freezing at the Manaus modem A (Skywan ID 7000)
Random freezing at some of the satellite modems (SkywanlD1070) REDDIG Il nodes

With respect to this failure, INEO reported at the end of 2016 that it was due to a synchronization
problem between the RXRF part and the Skyway modems, and to fix the problem, requires replacing all
existing LBNs (which presently generate internally their own 10MHz reference frequency) by new LNBs
(receiving an external 10MHz reference frequency coming from the Skyway).

The replacement of the LNBs started on the month of February 2016 and was completed at the Beginning
of April 2017. The replacement was made during the following schedule date:

Manaus 11" February 2016
Recife 17" February 2016
Lima 15" April 2016
Cayenne 6"June 2016
Ezeiza 17" June 2016
Guayaquil 8™ July 2016
Brasilia 9"January 2017
Curitiba 11™ January 2017
Piarco 6" February 2017
Paramaribo 9" February 2017
Georgetown 13" February 2017
Maiquetia 16" February 2017

Bogota

19" February 2017
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La Paz 29" March 2017
Santiago 5™ April 2017
Asuncion 30th March 2017
Montevideo 9™ April 2017

Random freezing at the Manaus modem A (Skywan 1D 7000)

The Skywan MODEM of Manaus is the most important equipment of the satellite REDDIG II
subnetwork because it controls all the rest of the MODEMSs of REDDIGII network. There is only one
master in Manaus and one backup master in Ezeiza, in both sites, identified as Skywan "A".

Even though INEO took the necessary actions to install externally referenced LNBs and 10 MHz
redundancy kits (February 2016) the problem persisted in Manaus.

On May 19 2017 INEO with ND SATCOM (Skywan modem manufacturer) made the “upgrade” of the
Skywan satellite system to a new firmware version. Despite this upgrade, the problem of freezing of the
Manaus Skywan master continued. This default occurred every eight (8) to ten (10) days. This condition
forced to restart the said equipment to normalize its operation.

The freezing of the Skywan Master in Manaus has been taking place, including replacing the equipment
serial 7000 with a similar one that was in the Lima Regional Office as spare part.

ND Satcom developed a specific debug software, which was implemented in the REDDIG Il in October
2017. This later showed evidence of an overload of TCP sockets opened, root of the issue (the quantity of
TCP socket is limited and got to overflow, resulting in freezing the device). Following this evidence was
discovered a wrong configuration between the NMS What's Up Gold and the Skywan Modem A, and
proceeded to be fixed.

The last occurrence of freezing in the Manaus Skywan MODEM A was the 19" November 2017 and
since now no additional freezing occurred.

FNAT PROCEDURE

Considering that the major REDDIG II pending issues were solved as described above, the FNAT
procedure has been be made the from 29 January to 30 January 2018 in Manaus Brazil in the
installation of CINDACTA IV where is hosted the REDDIG II node and the main Network
Control Center (NCC).

During the FNAT it was reviewed the functioning of the NCC, the configuration of the satellite
MODEM Skywan A 7000 and the NMS (Network Management System). Additionally it was
reviewed the status of functioning of all the nodes of REDDIG II.

It was verified that the action made by INEO solved the REDDIG major problem that originated
the delay of the FNAT and proceeded to sign the FNAT certificate the 30 January 2018.

The FNAT process and certificate signature were made by the following representatives of INEO
and ICAO:
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For INEO :
Thierry Su
Clement Chevallier

For ICAO :
Onofrio Smarrelli
Cristian Javier Vittor

The FNAT was made only at the REDDIG II satellite sub network, due that the FNAT for the
ground REDDIG II network was made in January 2016 and Amendment 4 for the REDDIG II
Contract No. 2250120 was signed.

During the FNAT were considered the following action to be completed in the following time
period by INEO in conjunction with REDDIG Il Administration :

a) Pending to reload the OSPF in the Manaus SKYWAY modems.
b) Review of the cabling for IBUC monitoring in Manaus due to loss of packets
c) Review the monitoring configuration of the IBUC and RX in the NETGEAR in Manaus

The technical representative of INEO Mr. Clement Chevallier will proceed to solve all the above
pending issues in Manaus for the 2 February 2018.

The SKYWAN Modem in La Paz node presents problem in the main and standby equipment. In
order to solve the problem Mr. Clement Chevallier an INEO Engineer will go to La Paz from 12 to
16 February 2018 with Mr. Cristian Javier Vittor the REDDIG I Administrator

Additional the following pending issues will be studied during this period and solved no later than the
28th February 2018:

CRC errors in the network generated from Bogota REDDIG II node
Updating Manaus diagram installation

Onofrio Smarrelli Cristian Javier Vittor

!&ima Regional CNS Officer REDDIG II Administrator
Il Manager Project /

/f
/

- _/
_ .,__) ra e ™

Thierry SU Clément Chevallier
Project Manager /Technical Manager
INEO ENERGY & SYSTEMS INEO ENERGY & SYSTEMS

—xK . -
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FINAL NETWORK ACCEPTANCE TEST CERTIFICATE

Reference: International Civil Aviation Organization (ICAO)
Contract: 22501200
REDDIG Il Network
RLA/03/901 — REDDIG II Project Group

We hereby acknowledge that the REDDIG Il network and associated equipment (all sites)
have been verified in accordance with mutually agreed upon test procedures and found to be
compliant with the provisions of ICAO Contract 22501200.

On behalf of INEO Engineering and Systems / Level 3*

THIERRY SU CLEMENT CHEVALLIER
Project Manager Authorized Representative Technical Manager Authorized Representative
,ﬂ/;;. 30.0l1. 2013 .‘:f 2 .
2 Cé;;r'"?' 20/61/z01p
&
Signature and Date Signature and Date

On behalf of the REDDIG II Project Group

ONOFRIO SMARRELLI CHRISTIAN JAVIER VITTOR
Project Manager Authorized Representative

p —/Q.rh ( (?‘4”@7
30 Sy &

Signatuﬂﬁ: and Date

Note : FNAT commentaries are attached to this certificate.

* A separate FNAT certificate was signed with LEVEL 3 according to Amendment IV of the Contract.
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RESUMEN DE AVERIAS Y PARTES - 2017
LIST OF TROUBLESHOOTING AND SPARE PARTS - 2017

DocC GASTOS
EVENTO NODO EQUIPO/PARTE |EMBARQUE | ENVIO DE HASTA ENVIO USS
OR-17001 |SLLP GPS Receiver SarRO-73 Lima RO LaPaz, Bolivia |pf Baolivia [IMED)
OR-17002 |SEER hetgear Switch SamBR0-74 Lima RO Brazilia, BR g Brazil [IMED)
OR-17003 [SLLP Sk 1070 SAMMRO-7H Lirna RO LaPaz, Balivia |pBalivia [INEQ]
OR-17004 |s2EZ GP'S Feceiver SakRO0-75 Lirna RO Ezeiza, Argentin|plargentina [INEC)
OR-17005 |SkdPtd IBLIC 20w SamR0-7 7 Lima RO Fararmaribo, Surl pfSurinarn (IKE O]




APENDICE K / APPENDIX K RCC/21 — NE/03-WP/03

REDDIG 2017
Atenciones a los Nodos = 259

Eventos

SMPM  50CA  SPIM S5UMU  SVMI  5YGC

SBBR  SCEL SEGU  5GAS  SKED  SLLP COCES

SAEZ SBCT SBMN  SBRF
Nodos
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REDDIG 2017
Distribucion de atenciones

* ROUTER

® MODEM

® RF

® Otros REDDIG

Eventos

EXTERNOS

H Level 3

TR T
I Y | [ | | I"' | 1
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