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This paper presents information on the progress made in the implementation of the
activities agreed upon at the last meeting of the Coordination Committee (RCC/18)
and to be included in the 2015 work plan.

SUMMARY

e REDDIG Contract 22501200;

e Report of the Eighteenth Meeting of the REDDIG Coordination Committee
(RCC/18) (Lima, Peru, 2-4 March 2015);

o Report of the first MEVA 1lIl / REDDIG Il coordination meeting (Oranjestad,
Aruba, 23-26 May 2015); e

e Reports of teleconferences conducted (11 December 2015 and 25 January 2016).

Reference

ICAO Strategic Objectives:

A - Safety
B — Air navigation capacity and efficiency

Background

The main activities agreed upon at the last meeting of the Coordination Committee
(RCC/18) to be included in the 2015 work plan and additional to those pertaining the operation,
support and maintenance of the network, were the following:

a)
b)

c)

REDDIG Il training programme;
REDDIG Il operation and analysis to the implementation of new services; and
Installation and operation of the MEVA I11 / REDDIG Il interconnection.

Likewise, this working paper presents REDDIG logistics aspects since RCC/18, to

Analysis

REDDIG Il TRAINING PROGRAMME

2.1

With regard to training activities, the following courses were carried out:

a) Specialized course on the management software “WhatsUp Gold”; and
b) Basic course on CISCO routers and IP switch.
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Specialized course on the management software “WhatsUp Gold”

2.2 RCC/18 meeting took under consideration the need to conduct an advanced course on
WhatsUp Gold, the software application used for the monitoring and management of the equipment
composed by REDDIG 11, as a result of the recommendation formulated by the participants at the
REDDIG 11 course on factory, who informed that the training received there on WhatsUp Gold was
basic and they required an advanced course.

2.3 In this sense, RCC/18 approved the holding of a specialized course on the WhatsUp
Gold management software, which took place in Manaus, Brazil, from 21 to 24 April 2015, at the
facilities of the Cuarto Centro Integrado de Defensa Aérea y Control del Transito Aéreo —
CINDACTA IV.

2.4 The course was dictated by Mr. Camilo Luis Zamai, Corporative Technical Support,
Mentat Solu¢bes Ltda., SP, Brazil. Eight member States assisted (Argentina, Brazil, Chile, Ecuador,
Paraguay, Peru, Trinidad & Tobago and Uruguay) with a total of 21 participants.

2.5 The course’s programme is shown in Appendix A to this working paper. The course
material has been uploaded at the REDDIG |l website, www.limal.icao.int/reddig. The cost of the
course was of USD 4,767.00, without including neither simultaneous interpretation services, nor the
fellowships granted to the participants.

Basic course on CISCO IP routers and switches

2.6 RCC/18 meeting, as a result of the REDDIG Il training courses carried out in 2014,
deemed it convenient to hold a basic course on CISCO IP routers and switches for the staff in charge
of REDDIG Il maintenance and operation, as there was a great number of technicians without a solid
knowledge on IP networks and their associated equipment (CISCO routers and switches).

2.7 In this sense, RCC/18 approved the implementation of a basic course on CISCO IP
routers and switches, whose description contents are presented in Appendix B to this working paper.
The objective of the course was to provide the skills and knowledge required for installing, operating
and resolving connectivity issues of REDDIG Il, including the configuration of switches, routers, and
the respective safety implementation.

2.8 The complete basic course consists of two independent parts, and in view of the cost
and duration involved, the idea was to conduct the course in two segments: A first segment entitled
“Interconnecting Cisco Network Devices Part 1 (ICND1)”, conducted on 9-13 November 2015, and a
second segment entitled ““Interconnecting Cisco Network Devices Part 2 (ICND2)”, scheduled for
4-8 April 2016.

29 The cost of the course ICDN1 was of USD 8,000.00 (eight thousand US dollars). This
amount does not include simultaneous interpretation services, or participants’ fellowships.

2.10 Ten REDDIG Il member States (Argentina, Brazil, Chile, Ecuador, Colombia,
Paraguay, Peru, Suriname, Trinidad & Tobago and Uruguay) participated in the course ICDNL1,
totalling 16 participants. The content of this course was uploaded at the REDDIG website,
www.limal.icao.int/reddig.
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REDDIG Il OPERATION AND ANALYSIS TO THE IMPLEMENTATION OF NEW
SERVICES

Satellite network performance

211 REDDIG Il presented initial operational problems at some of its services, such as the
AFTN, AMHS, some ATS speech and administrative circuits, the IP telephone network for the ATFM
service, the node management service (NMS), and the freezing of some satellite modems.

212 With time, most of the failures were solved, achieving to date a stable performance,
with high availability. The network still presents some problems, such as random freezing at some of
the satellite modems (Skywan).

2.13 With respect to this failure, INEO reported that according to NDsatCom investigation,
there is 90% probability that it is due to a synchronization problem between the RX RF part and the
Skywan modems.

214 To fix the problem, NDSatCom requires replacing all existing LBNs (which presently
generate internally their own 10MHz intermediate frequency) by new LNBs (receiving an external
10MHz intermediate frequency coming from the Skywan).

2.15 Additionally, NDSatCom also recommends adding an RF filter in the LNB path to
avoid perturbations that could come from external sources, such as radar and/or aircraft transponders
at each airport or mobile communications (WIMAX). Such filter may not be required everywhere,
and a specific analysis per site may be necessary.

2.16 For the implementation of the solution, INEO will apply the following actions
without any cost to REDDIG Il member States:

Phase 1

a) The replacement of the two LNBs and the adding of the RF filter on four sites
(Manaus, Recife, Ezeiza, Lima).

b) The replacement of the items will be done firstly at Manaus to make sure that the
modifications will not generate any other hardware problem.

c) Then, the replacement of the items will be done on the three other sites.

d) Once the four sites are modified, a new analysis of the system will be done by
NDSatCom to see if a significant reduction of the TDMA CRC errors can be
noticed. (*)

* The modifications to be done on the four sites is only the first step observation. The complete
reduction in the TDMA CRC errors can only be observed once all sites are modified.

Phase 2

a) If there is a significant reduction of the TDMA CRC errors, the same hardware
modifications will be deployed on all the sites.

b) Then, the whole network will be under observation during some weeks, to see if
the problem is solved definitely.

¢) If not, NDSatcom will have to investigate more deeply, by going on some
important sites (e.g. Manaus and/or others sites to be defined).

217 INEO informed that the hardware modifications to be done everywhere should not
exceed one or two days per site. An INEO technician will be in charge of these interventions.
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2.18 INEO has already purchased the new model of LNBs and filters for the first phase,
and replaced the LNB at the Manaus node on 11 January 2016. It is expected that the replacement of
the LNBs and installation of the RF filtres at the remaining nodes happen by mid-March 2016.
Appendix C to this working paper includes the LNB replacement procedure and RF filter installation,
as well as both their technical characteristics.

2.19 Once the solution is implemented and in the event no more freezings present
themselves at the satellite modems for a continuous one-month period and the TDMA CRC errors
significantly reduce, will the final satellite network acceptance take place.

2.20 Appendix D to this working paper presents an Excel table with the status of all
REDDIG Il pending items since the REDDIG Il Provisional Acceptance Test (January 2015), plus
other failures occurred after the PSAT.

2.21 From the latest events occurred in REDDIG I that are pending solution is the change
in the synchronization reference from the Manaus NCC to the Ezeiza NCC without the intervention of
the REDDIG Il Administrator, and the low RF reception levels at Ezeiza, Montevideo and Guayaquil.

Activities pertaining to the implementation of the new Brasilia node

2.22 For the implementation of the Brasilia node, REDDIG Il Contract 22501200 had an
addition, Amendment I11. This amendment was signed on 3 August 2015 among INEO, LEVEL 3 and
the ICAO Technical Cooperation Bureau representatives. Copy of Amendment Il to the Contract is
shown in Appendix E to this working paper.

2.23 The new node of Brasilia, like all REDDIG Il nodes, has four parts, with two
redundant channels to ensure high availability in the network. The first part consists of outdoor
equipment: a new antenna of 3.8m in diameter, the LNB receiver elements, and the SSPA for
transmission (40-watt amplifier). The second and most important part of the node includes the
CISCO 2901 routers that serve as interface with the services, and the satellite modems (SKYWAN
1070) to transmit and receive satellite information. The other two parts comprise the monitoring
system and the VPN router for external connection.

2.24 The equipment to access the LEVEL 3 ground fibre optic network consists of two
2901 routers that take over in case of failure of the satellite network. As in the other REDDIG nodes,
the bandwidth to access the ground network is 256Kbits/sec.

2.25 The services at the Brasilia node are as follows: an AFTN circuit with Guyana, 11
AMHS circuits (all States adjacent to Brazil and the circuit with Atlanta through the MEVA 11l
REDDIG 11 interconnection). Regarding speech circuits, there are three administrative switched
circuits and four ATS switched speech circuits. Appendix F to this working paper shows the detailed
setup of services at the Brasilia node.

2.26 The Works for the installation of the new REDDIG node in Brasilia started in January
2016, and was completed on 3 February 2016.

2.27 Satisfactory factory tests were conducted on 20 November 2015, proceeding with its
acceptance and signature. The trials were carried out by a representative from Brazil and the
REDDIG I project technical manager. The documents pertaining to the Brasilia node PSAT are
found in the REDDIG Il website, www.limal.icao.int/reddig.
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Data link services through REDDIG |1

2.28 In follow-up to Conclusion RCC 18/2 - Tests to access the SITA data link service
through the REDDIG Il by ANSP, the data link service is passing through REDDIG 11 since 8 October
2015, further details are found in another working paper of this Meeting.

Ground network performance (LEVEL 3)

2.29 The ground network services (LEVEL 3) were tested and accepted at the beginning of
July 2015 by all REDDIG Il focal points. Since the satellite network still had unresolved matters, as
explained in the section pertaining to the performance of the satellite network in this working paper,
the final ground network acceptance could not be effected, as the REDDIG Il final acceptance is to be
signed as a whole.

2.30 Taking into consideration that if the final acceptance of the ground services had not
been agreed with the provider, LEVEL 3 would have suspended its services, and considering that the
delays in the implementation of the aspects pending in the satellite network had nothing to do with the
ground network services, all REDDIG members decided to conduct two final acceptance tests, one
with LEVEL 3 and the other, with INEO.

2.31 In this sense, the ICAO Technical Cooperation Bureau made an amendment to the
REDDIG Il contract (Amendment IV to contract 22501200) in order that the changes indicated in the
aforementioned paragraph, appear. Copy of Amendment IV and of the final ground network
acceptance certificate are shown in Appendix G to this working paper.

2.32 Therefore, at the end of December 2015 the six-month services established in the
Contract were completed, and a new four-and-a-half period of direct service with LEVEL 3 started in
January 2016, as indicated in the REDDIG Il contract.

INSTALLATION AND OPERATION OF THE MEVA 111/ REDDIG Il INTERCONNECTION

2.33 The first MEVA 11I-REDDIG Il coordination meeting was held in Oranjestad, Aruba,
25 to 26 May 2015, in order to coordinate the final activities required for the implementation of
aspects still pending for the interconnection of the new MEVA |1l and REDDIG Il networks, the
implementation of new services in the interconnection, and the review of the Memorandum of
Understanding (MoU) that provides for technical, operational, and administrative coordination
between the MEVA 11l and REDDIG Il networks.

2.34 The coordination meeting was attended by 29 delegates of 9 CAR and SAM
States/Territories, one international organisation (COCESNA), the MEVA 111 service provider, and
the REDDIG Il Administrator. The main results of the meeting are listed below:

a) Establishment of the steps to be taken to complete the implementation of the
data (AFTN) and switched speech circuits foreseen for the MEVA Il —
REDDIG Il interconnection.

b) Establishment of the action to be taken to complete the implementation of hot
lines in Bogota and Caracas, and AFTN circuits with Atlanta from Bogota
and Caracas.

C) An analysis of the implementation of new circuits in the MEVA Il -
REDDIG I interconnection during the 2015-2017 period. The circuits
considered were the following:
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Estimated
No. Circuits required implementation
date
1 Radar data exchange between Curacao and Venezuela Before 2017
2 Radar data exchange between Colombia and Panama Mid-2016

Implementation of SAM AMHS circuits with Atlanta
e Caracas - Atlanta

3 e Brasilia- Atlanta 2016-2017

e Lima- Atlanta

4 Bogota — Panama AMHS circuit 2016

Implementation of Atlanta- PIARCO AMHS circuit

% | through the REDDIG 1| COCESNA node 2016
6 PIARCO- Curacao AFTN circuit After 15 June 2015
2.35 In this regard, the meeting formulated Conclusion MIII/RII 1/2 - Confirmation of new

interconnection circuit requirements, requesting the States concerned to confirm the implementation
of the circuits listed in the table under paragraph 2.3, so as to coordinate as needed for their
implementation.

2.36 Finally, through conclusion MIII/RII 1/3, the meeting reviewed and approved the
MoU between MEVAIIl and REDDIGII member States/Territories/International Organisations
concerning coordination and cooperation for the MEVA 1lIl — REDDIG Il interconnection, which is
presented as Appendix H to this working paper.

REDDIG LOGISTICS ASPECTS

2.37 The logistical operations, mainly originated by failures in the node, include the
remittance of equipment or spare parts from the REDDIG storage site, located in the ICAO SAM
Regional Office in Lima, or from any other node, to the node requiring them, including coordination
with the factories for the repair of the equipment, payment for any transportation and costs involved,
as well as coordination and support to States for any import and export involved.

2.38 Since RCC/18, five (5) logistical operations were carried out. The summary of
equipment failures and spare parts is shown in Appendix I to this working paper.

2.39 Appendix J shows the statistics pertaining to the amount of attentions provided to the
network node, as well as their distribution as regards the type of equipment originating the attention.

2.40 Appendix K presents the network availability chart since 2004, up to the end of
2015. In it, observation can be made that there has been a decrease in availability due to the start-up of
the REDDIG Il network, and its initial problems.
3. Suggested action
3.1 The Coordination Committee is invited to:

a) Take note of the information provided,;

b) Review the activities undertaken since RCC/18 described in Section 2, and

Appendices A to K o this working paper; and
¢) Analyse any other aspect deemed necessary regarding this Agenda ltem.
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APPENDIX A/ APENDICE A

Programa: Curso especializado sobre el software de gestion “WhatsUp Gold

oL (=T 11 0o (1 Tox o) o SRS
Que es Whats Up Gold? Cuales son sus beneficios
Cuales son las versiones del producto
WhatsUp Gold PREMIUM EDITION ......cccviiiiiiieie st
WhatsUp Gold DISTRIBUTED EDITION
WhatsUp GOld MSP EDITION .......coviiiiiiiiiie et
Cuéles son los Plug-ins (opcionales )
WhatsUp Gold FIOW MONITOE .........oooiiiieiie ettt
WhatsUp Gold FIOW PUBIISNEN ...........cooiiii e
WhatsUp Gold WhatsConfigured
WhatsUp Gold VolP Monitor
WhatsUp Gold WHhatSVIrtual ............ccooieiiiiiic et st
WhatsUp Gold Aplication Performance Monitor
WhatSUpP GOId FAITOVET ..o
Otras soluciones de la familia de Monitoreo y Gerenciamiento de Redes
WhatsUp Event Log Management Suite
WhatsUp IP Address Manager — IPAM
AlertFox ENd USer MONITOFING.......ccoviiiiiie e seesieste e eieesieeste e e snesne s see e sreesreesneesnnesneas
Como el WhatsUp Gold es usado en ambientes de T.17?. ..o

Parte 2 — Planificacion y Configuracion Inicial ..o
Requerimientos de Hardware y Software de la Herramienta

Parte 3 — Como instalar 1a NEFTAMIENTA 2.......cvvveiiiieie ettt e e s ee e

Parte 4 — Gerenciamiento PING, SNMP e WMI
Fundamentos Basicos
Que es PING (ICMP)
QUE ES UN SINIMP ... s e e st e e e s bt e e e e s br e e e e satreeeesnnraeenas
Como se estructura un OIDsy MIBs
SNMP COMMUNILY SEINGS ...eeeeeieieieii ettt enee e
Cudles son 1as versiones a8 SNIMP........cccoiiiriiieinise e
Que es WMI (Windows Management INStrumentation)...........c.cccceveveevesesieesesesee e
Habilitando SNMP y WMI en los sistemas operacional Windows 2003 Server. ..............
Habilitando SNMP y WMI en los sistemas operacional Windows 2008 Server. ...............
Habilitando SNMP y WMI en los sistemas operacional Windows 2012 Server.................
Habilitando SNMP en los sistemas operacionales Linux o Unix
Habilitando SNMP en los equipamientos CISCO

Parte 5 — Configuracién Inicial de la Herramienta
Opciones Generales del Programa
LC 1= T - | SRR
Device States
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PasSive IMONITOIS LISTENEIS .....cocvviieieiieiie ittt ettt st s sabe s raeeres
REPOI DALA.....cceeieiieiie e
=T N 0] PSR
T o] - 1 USSR
Gerenciamiento de credenciales CredentialS.........cccccvveiveiieii e
EMAIT SETEINGS ..ot

Parte 6 — Descubrimiento y Mapea miento de Redes..........ccccovviviieevecvec s
VISION GENEFAL .....c.viviiiiiiececte ettt ettt et et s beeab e besaeebesbeeneesbeanas
Descubrimiento de Dispositivo — (Manualmente - L1 by 1) ....cccoovivvivevieiicce e
Descubrimiento de Dispositivos \ Redes — (DiSCOVEr DEVICES) ......cevvvvvereieiievenieiennns

Ajustando las configuraciones para el descubrimiento ..........ccccocevvieiiiniininineseenn
Reglas de dispositivos - DeVICe ROIES .........ccooiiiiiieii e
Agendando Descubrimiento de Red — Scheduled Discovery Scan ........ccccovevveivennnns

Parte 7 — Consola de Visualizacion e Gerenciamiento de DiSpOSItiVos..........c.cccverirernneene.
COoNS0la — VISION GENEIAL .......ocviiiiiieieieee sttt ens
Segmentacion de Redy Grupos de DiSPOSITIVOS........cccccviieiiiiciieie et

Usando y Creando Grupos (OUs), Grupos Dindmicos (Dynamic Group) y Grupos de

(OF Tor: By I\ T ] (01U o) IS
1conos de Grupos de DISPOSILIVOS............cceeviieeiieieeeieeesieee st eses st eses s,
Herramientas de Disefio y estandarizacion de Mapas .......c.cccccooeveiiiiniicvcseccee e
Usando comandos de display en 10S Mapas.........cccccvveieiiiiieiiieeie e
Usando la caracteristica “ACKnOWIEAQE™ ..o
USANAO “LINK LINES™ .....iiiiieieie ettt sttt se e ee e e seeeteenaesaeene e e e
“Bulk Field Change” (Mudanza en Masa de Configuragion)............ccccoevvvveveieeiennns
RETIESNING DEVICE ...ttt

Parte 8 - Propiedades de dispositivos y Relaciones de Dependencias...........ccccccvevveieernennn
AV T o] Al CT=T o 1Y - | R SURRRT
LT Ta1-Y -1 TR
PerfOrMANCE IMONMITOIS. ..t cvviiei sttt ettt e st e e e s st e e e s st e e e s sbb e e e s s sabeeeessabeneessrbaneesins
Yo V1Y (0] 111 (o T
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F Yo £ 0] LR
(O T (<] o1 [T R
Polling and MaINTENANCE ..........ccuieiieieeie et ae e be e sre e sre e e e nneaeee e
oY1 (=T 0T Lo
AV T g1 T 2=\ (o] TR

=T PSS
Dependencias — Gerenciamiento dependencias entre disSpositivos..........ccccceevvvivennene
Lecturas de 1as DEPENUENCIAS .......ccveiviiieiiitiiie e ste ettt sttt sre et sne e
AJUSTANTO DEPENUENCIAS ...ttt
Critical ACHIVE MONITOIS ....ooiiiiiii e se e raeeesaeeraenee s

Parte 9 - Monitores — Creacion y Gerenciamiento .........cccccoveevveieieeniese s
Performance MONITOIS — ......ooiiiiiiecce ettt sbe e s re e s rre s ae e
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Creando Monitores de DESEMPEN0........c.civiieieiieieie e
Y o] TR0 T Ao (Y0 TR
Creando MONITOTES ACLIVOS .......ueiviiiiiiie ittt ettt e e sba e s sbb e e s s sbba e s s sbbae s s srrane s
YT T 0] =T o oY Yo L (PSSR
Creando MONTOIES PASIVOS .......cocviiiiiiiiie ettt st e st e s srae st s s sbae e sareeans

Parte 10 — Acciones de Creacion y Gerenciamiento ..........cccccoevuevrienerenieriereseeeseseseeeenenns
A AT o] CT=T g T - SO
CoNFIGUIANTO ACCIONES .....uviiiitiitieeteee ettt ettt ne e
ACTION POLICIES ...t ettt sttt et s e be e e aesne e e e neennas
=TT T Lo o1 1 o LRSS

Parte 11 - INTerface WED ......c..oiiiiiiee e e
AT o] T 1= T | PSSR

DASNDOANT ... et b e sre e nre s
DIBVICES ..ttt bbb bbbt R bbbt
REPOITS ettt
0o TR P PP OURRURT
0117 01 (] SRR
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(@70 o) o 0] =T SRS
Other Plug-ins (Otros PIUG-INS) .....cccviiiiiiiiiie et
7o 211 RSSO PR ST

Parte 12 — Panelesy DashBOArdS .........cccccceiiiiieiiiiiiie ettt
VISION GENEIAL ...viiiiiiiiicie ettt a e e seeseebesresteseesneeanean
Como adicionar y Configurar un Panel de Visualizagion “DashBoard”? ....................

Parte 13 — INFOrmeS Y REQISIIOS .....coviiiiiiiiiit et
VISION GENETAL ..ottt se e beste st ste e e aenean
Categorias de informes Dashboards ...
Categorias de RegiStros (LOUS) ....ccviieieiieieiiee et ste ettt sre et sreer e re e sresteenaesre s
Imprimiendo, Exportando y Salvando los informes Dashboards y Registros .............
Plan de Capacidad — Generando Informes con Tendencias ............ccoccevcvviverenvsnennnn

Parte 14 — Centro de AIBITAS ......oooocveiiiieiie et e e s sab e e e e s sabeneeaans
Gerenciamiento Limites — AIErt CENTET ....c.eoivviiiciii e
Y =T g A o (0] 1 T
THreshOlds LIDIAIY = ....oveiiee et sre e e esneesneas
Limite (THreSNOIUS) .....ooviiiciiie et
NOEIFICALION LIDIAIY ..o
[NTo] 1) Tor=N o] g I od0] [Tod [= -SSR
F Y (= g =T o Cc gl L oTo] o £ S PSSP
PN = A O=T a1 = o 0 T TR

Parte 15 — Usuarios y AUtentifiCacion .........ccccoiiiieiiiecic e
Autenticacion Externa en el WhatsUp Gold - External Authentication ..................
Usuarios — Creando y Gerenciamiento (USEIS) ......cccccovriiiriienieiieiesisesesie e

Parte 16 — Herramientas de REd .......cccooiiiiiiiieiie et
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PING TOOI .ttt sttt ne e e
TraCe ROULE TOOI ..ouviieiiicie ettt sreera e
0T (N o T 100 S
SNIMP MIB WaIKEr TOOI ... s
SNMP MIB File EXPIOrer TOOI .......ccooiiiiiiiiiiiisee e
MAC AAAresS TOOI .....uoiiiiiiec ettt ere e s re e enis
[ = To [ To 1] £ o o o
Web Performance MONITOT ........cocoiii i e
WED TaSK IMBNAGET .....eeieieieeeieeeie ettt see et et sreeneesre e e seeenes
LAYEE 2 TIACE ..eeiteiiiie ittt ettt bttt b e bbbt bs e sb e e ebe e sbe e sbe e sbe e sanesaneannas
IP/MAC AAAress FINGEE .....ccviieiiiiccce sttt sne s

Parte 17 — Panel NOC - DashbDOArd ..........ccccoiiiiiiiiieieeesce e
AT o] T 1= T LSS
Instalando el Dashboard Screen Manager ...........ccocvvviieriicrieiisise e
Configurando el Dashboard ...

Parte 18 — Gerenciamento, Manutencion y Desempefio del WhatsUp Gold .....................
BANCO A8 DALOS ......eoviiiiiiieieiteiee e bbb bbbt
Maintaining the DAtaDASE ........cccoooieiiiieeii ettt
Backup and Restore Backup utility .
USING the TaSK LIDFAIY .....ccveieiece ettt e
SEIVICES IMIANAGET) ....eviieie ettt b bbbttt bbb

PArTe 19 — POIIEIS ...ttt see et e e nee e e
A T To] g 1T T - | SRS
Tuning Performance para POIING ..o
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APENDICE B / APPENDIX B

Interconnecting Cisco Network Devices Part 1 (ICND1)

Quién deberia asistir

Target candidates:

Individuals seeking the Cisco CCENT certification, or Cisco
CCNA Routing and Switching certification. The course is also
appropriate for support technicians involved in the basic
installation, operation, and verification of LAN networks.

Key job tasks:

Configure: Implement the identified solution by applying the
planned implementation processes using Cisco IOS commands
and applications in the correct order to the selected devices
and portions of the network.

Verify: Use the appropriate show commands and applications
to ensure that the solution was correctly implemented and is
performing as desired.

Job roles: Entry-level network engineer, network
administrator, network support technician, and help desk
technician

Prerrequisitos

The knowledge and skills that a learner must have before
attending this course are as follows:

e Basic computer literacy

e Basic PC operating system navigation skills
e Basic Internet usage skills

e Basic IP address knowledge

Objetivos del curso

Upon completing this course, you will be able to meet these
objectives:

e Describe network fundamentals and build simple LANs

e Establish Internet connectivity

e Manage network device security

e Expand small- to medium-sized networks with WAN
connectivity

e Describe IPv6 basics

Contenido del curso

Interconnecting Cisco Networking Devices, Part 1 (ICND1) v2.0
is a five-day, instructor-led training course that teaches
learners how to install, operate, configure, and verify a basic
IPv4 and IPv6 network, including configuring a LAN switch,
configuring an IP router, connecting to a WAN, and identifying
basic security threats. Optionally, this course can be followed
by the Interconnecting Cisco Network Devices Part 2 (ICND2)
course, which covers topics in more depth and teaches
learners how to perform basic troubleshooting steps in
enterprise branch office networks, preparing learners for Cisco
CCNA certification.

Esquema Detallado del Curso

Day 1: Course Introduction, Building a Simple Network

e Course Introduction

e Module 1: Building a Simple Network

e Lesson 1-1: Exploring the Functions of Networking

¢ Lesson 1-2: Understanding the Host-to-Host
Communications Model

e Lesson 1-3: Introducing LANs

e Lesson 1-4: Operating Cisco 10S Software

e Lesson 1-5: Starting a Switch

e Lab 1-1: Performing Switch Startup

e Lesson 1-6: Understanding Ethernet and Switch
Operation

e Lesson 1-7: Troubleshooting common Switch Media
Issues

e Lab 1-2: Troubleshooting Switch Media Issues

: Establishing Internet Connectivity

¢ Review of Day 1

e Module 2: Establishing Internet Connectivity

e Lesson 2-1: Understanding the TCP/IP Internet Layer

e Lesson 2-2: IP Addressing and Subnets

e Lesson 2-3: Understanding the TCP/IP Transport
Layer

e Lesson 2-4: Exploring the Functions of Routing

¢ Lesson 2-5: Configuring a Cisco Router
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Interconnecting Cisco Network Devices Part 1 (ICND1

e Lab 2-1: Performing Initial Router Setup and
Configuration

e Lesson 2-6: Exploring the Packet-Delivery Process

e Lesson 2-7: Enabling Static Routing

e Lesson 2-8: Managing Traffic Using ACLs

e Lesson 2-9: Enabling Internet Connectivity

Day 3: Managing Network Device Security

¢ Review of Day 2

e Lab 2-2: Connecting to the Internet

¢ Module 3: Managing Network Device Security

e Lesson 3-1: Securing Administrative Access

e Lab 3-1: Enhancing the Security of the Initial
Configuration

e Lesson 3-2: Implementing Device Hardening

e Lab 3-2: Device Hardening

e Lesson 3-3: Implementing Traffic Filtering with ACLs

Day 4: Building a Medium-Sized Network

e Review of Day 3

e Lab 3-3: Filtering Traffic withACLs

e Module 4: Building a MediumSized Network

e Lesson 4-1: Implementing VLANs and Trunks

e Lesson 4-2: Routing Between VLANs

e Lab 4-1: Configuring ExpandedSwitched Networks
e Lesson 4-3: Using a Cisco

¢ Network Device as a DHCP Server

e Lab 4-2: Configuring a DHCP Server

e Lesson 4-4: Introducing WAN Technologies

e Lesson 4-5: Introducing Dynamic Routing Protocols
e Lesson 4-6: Implementing OSPF

e Lab 4-3: Implementing OSPF

Day 5: Introducing IPv6

e Review of Day 4

e Module 5: Introducing IPv6

e Lesson 5-1: Introducing basic IPv6

e Lab 5-1: Configure and Verify Basic IPv6

e Lesson 5-2: Understanding IPv6

e Lab 5-2: Configure and Verify Stateless
Autoconfiguration

e Lesson 5-3: Configuring IPv6 Routing

e Lab 5-3: Configure and Verify IPv6 Routing

Lab: ICND1 Superlab
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Confidential [ ] [X] Restricted
Date October 23, 2015 Free[] [ Internal

LNB/Filter Changeover Procedure

From INEO

To ICAO

Cc NDSatcom

Ref ICAO REDDIG Il Project

01 PPN 1
SCOPE OFf WOIK it ttttttuie s i e i e ettt e s e e e e r e e s e e e e e e e ra s e ee e s e e e e sa s e aees e e e e s s e e see e e e e e s s e e eaeeseenernnaaaeseasennns 1
o g T 1N 0T 1 £ or= o] o F PSSP PPPUPTTPTPPR 2
Software MOIfiCAtION .......iiiiiiiiiie e e a e e e e e r e aaaerrnns 5
Verification of Operational StatioNS ........coovieie i 5
PURPOSE

The objective of this change is to get better the reception signal of all Reddig Il stations.

The idea is to change the actual internal referenced LNB to news external referenced ones. The aim is that
the NDSatcom Skywan, which is the satellite modem, could send itself the 10 MHz reference to the LNB in
order to improve the LNB accuracy for catching up bursts from the Master station.

N.B.: For the Tx part, confirmation has been given by Terrasat that current iBUCs accept to receive an
external 10 MHz reference without any hardware change.

SCOPE OF WORK

In a first step, the possibility of this change has to be confirmed in one site. It will be in Manaus for logistical
reasons, and as TDMA Master of the network.

INEO ENGINEERING & SYSTEMS
23 rue Général Valérie André — Inovel Parc Sud - 78140 VELIZY VILLACOUBLAY - FRANCE
Tél. + 33 (0)1 3926 1500 — Fax + 33 (0)1 30 70 17 20

www_cofelyingo-gdfsuez.com
INEO ENGINEERING & SYSTEMS — SNC AU CAPITAL DE 1 409 980,00 EUROS - RCS VERSAILLES B 419 173 364 - SIEGE SOCIAL : 23 RUE GENERAL VALERIE ANDRE - INOVEL PARC SUD - 78140 VELIZY
VILLACOUBLAY
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Then, in a second step, the solution will be deployed in 3 other sites, in order to see if the changeover is
improving the TDMA situation (see below). These sites have been chosen by NDSatcom, because they are
relevant to observe the improvement for the following reasons:

e Manaus (SBMN): as main TDMA master station

o Ezeiza (SAEZ): as backup TDMA master station

e Lima (SPIM): station where Rx trouble logs have been identified
¢ Recife (SBRE): station with the highest number of issues occurred

Finally, if the solution is confirmed, it will be deployed in the whole network.

MAIGUETIA prapon
B 1}

SEQ PSET 0NN
[} e PARAMAR BO

BOGOTA @ @ CAYENNE

QU AQUIL
®
FECIFE
@

L4 Paz
@

ASUNCION CURTIBA
2

SANTIAGO@®
1.1our EVIDED

Figure 1 - Second step of changeover

HARDWARE MODIFICATION

Currently, Norsat 3120N LNB, with internal reference, are installed on site (see datasheet attached). They
will be replaced by two Norsat 3020XN ones (see datasheet attached).

As they have same connectors, fixation, and almost same length, the replacement will not be a problem.

See below a view of the current configuration and future locations of new LNB equipment:

REDDIG II — LNB/FILTER CHANGEOVER
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Figure 2 - LNB to be changed

Additionally, to guaranty the isolation of the received signal from any interference (Wimax, Radar...), a C-
band pass filter will be added between the Rx-switch and the waveguide from the source.

This filter has already been provided in Lima. Model is BPF-C-1 (see datasheet attached).
This modification will induce a 0.5dB loss in the link budget. An engineering study is determining sites where
adding this filter will not have any impact on the link budget. The filter will be installed only after this

validation.

Confirmation has been given by Terrasat that we can replace the waveguide identified in the following
figure, by the filter.

REDDIG II — LNB/FILTER CHANGEOVER
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Replace this
waveguide
by the filter

@-‘ (FOR APPLICATION, FOLLOW INTRUCTIONS ON ENVELOPE)

[ ]

,@1@1 A

o o

8 @ @

§

L

]

@3 {FOR APPLICATION, FOLLOW INTRUCTIONS ON ENVELOPE)

Figure 3 - Waveguide to be replaced by a filter

REDDIG II — LNB/FILTER CHANGEOVER
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SOFTWARE MODIFICATION

As now the Skywan modem has to send the 10MHz reference to the LNB, and to avoid too many hardware
changes, the NMS system will control the reference source.

The solution is currently in approval process over the Brasilia system, which is in integration phase in Cofely
INEO factory.

It implies a modification in the WhatsUp Gold configuration, the NMS software. A new Action Policy will be
added in each site, as it is already configured to switch from chain A to chain B.

® Ipswitch WhatsUp Gold ¥16.2.2 - [Network Explorer - Manaus] == x|

FLJ File Edit View Corfigurs Tools ‘Window Help

=15 x|
[[EREREEY
1
= X | Display Mame | Host Hame Address Device Type Status
T Dovice Groups | =1 101003671 01003871 ‘workstation
[FI Metwork ) =e 10.100.36.71 107003671 Workstation Switch on BIDown at least 20 min)
2] Al devices (dynamic group) |5 CISCO-GBB-1 1010036121 1010035121 CiscoVSAT Router GBE - Serial 0/0/0[D owin at least 20 minl; GBE - Serial 004 [Down st lsast 20 minl: GBE - Seral 0/0/2[Down at
] Allrouters {dymamic aroup) B CISCOVEAT 14 1010036101 1010036101 Cisco VSAT Router
L] Discavery B CISCONSATA-B 1010035102 1010036102 Cisco VSAT Router
{ao Group Exampl
[1_{] F:"”;";‘r‘ TOuR ExampiEs [El CISCO-VSAT-2-A 1010036103 1070035103 CiscoVSAT Router
2 1P Mo [EACISCO-VSAT-2-8 NN 3R 0440400 30 Ciec o WSAT Frania VST Gadal 1010 Stats SKED[Down at lsast 20 min). VSAT - Serial 04071 Status SMPM(Down at least 20 mir
G tironng Hors
L] tnventory
7] aB Switch Dataprobe RS5-16 EliBuc-A
7] Cisco VSAT Router E'BUC-B [ Policy mame =] Hew... |
L ars Levell3) S} Implicit Action Falicy ;
7] TBUIC Terrasat B HetgearSwil-& LIS Ao B LI
L] NekGear 5 Netgear-Swil-B R Snapshats to Failover Central Copy...
7] R¥ 141 LMB Terrasat Bl Netgear¥YPH R Snapshots to Main Cential
% Skywan E 0iRJ Rjwieb Alaim Policy Delet. . 5t.20 minl; 172,16.14.10(Down at least 20 minl; 172,16.14,18(Down at least 20 min; 172
VPN FSs-
~{_d Manaus B Rss-2
1] skywan devices [ Rx1+1
= Skywan-A
=] Skywan B
Cancel
Help

Figure 4 - WhatsUp Gold Action policies

This policy will permanently control which Skywan is assuming traffic, and send via SNMP the command to
both Skywan to make them send the 10 MHz reference to “panelOnly” or “TxAndRxCable”.
In no case both Skywan have to be in the situation of sending at the same time its reference.

VERIFICATION OF OPERATIONAL STATIONS

To see improvements of the solution deployed, several values will be observed in the SkyNMS after
deployment in the first four sites. This list has been made in cooperation with NDSatcom.

1. Check power level for 8 PSK FEC 2/3 1 MSymbol ( 10-8 min 9 dB EsToNo; 10-7 min 8.6 dB EsToNo)
suggested min mod max value 90, 110,120

Check EsToNo level RX from each individual station (should be not lower than EsToNo min )

Check channel input power ( - 35dbm to — 70 dbm)

Check Header CRC errors (should not count up)

Check Frame plan crc errors (should not count up)

Check Frame plan loss count (should not count up)

Check Satmux bad dummy bits received by station

Check frequency drift with graph

NN hAWN

REDDIG II — LNB/FILTER CHANGEOVER
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Final product may not be as illustrated. The information contained herein does not con

Norsat

International Inc.

LNB

C-BAND EXT. REF.
3000X

TYPICAL SPECIFICATIONS

-Co6-

20 Kto 30 K
depending on model number

Noise temperature

L.O. stability Phase Locked

to External Reference
Gain Flatness (-40°C to +60°C) 1dBp-p @ 36 MHz

Gain Variation @ Fixed Freq.
(-40°C to +60°C)

6 dBp-p max

Phase noise -70 dBc/Hz at 1 kHz

(SSB) -83 dBc/Hz at 10 kHz
-93 dBc/Hz at 100 kHz

Input VSWR 2.3:1

Output VSWR 2.0:1

FREQUENCY BANDS AVAILABLE

Conversion gain

Output P1dB

Power requirements

Current drain
Input Waveguide

Dimensions

Weight

Ext. Ref. Frequency

Temperature Range

@ | Nosat

RLA/03/901 RCC/19-WP/03-NE/03

34-4200

Input
3025X o

Temp 25 K
Gain 6098

62 dB
5dBm

+15 to +24 V supplied through
center conductor of IF cable

200 mA
CPR229G

180 (L) x 100 (W) x 70 (H) mm
(74 x 4.0 x 2.8 in)

4259 /15 oz

10 MHz (sine-wave)
-10 to 0 dBm

-40°C to +60°C

Input frequency (GHz) 3.40t04.20
L.O. frequency (GHz) 515 MECHANICAL DIAGRAM
Output frequency (MHz) 950 to 1750
HOW TO ORDER B
3020XN o
23
L CoNnECTOR F - 75 Ohm o5 R
N -50 Ohm g0 — o
EXTERNAL REFERENCE o F
s ) + +
NOISE 20-20K b
TEMPERATURE 25-25K ﬁ ﬁ R Ww NP
30-30K ¥ M
a» LF)
LNB SERIES # N N u

North America
+1 800 644 4562

Norsat

International Inc.

Asia Pacific
+1 604 821 2813

Europe, Middle East & Africa

+44 1522 730 800

to change without notice.
te part of any order or co|

g

Online
sales@norsat.com
www.norsat.com

South America
+1 604 821 2835

PUB000025 v.8.3
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Norsat

International Inc.

(DY A
Pioneering the Broadband Frontier L}ears

of Excellence

XN ™
C VS D

SINCE 1977

MICROWAVE COMPONENT
C-BAND
BAND PASS FILTER

APPLICATIONS

* Rejects terrestrial interference in C-Band (WiMAX, Radar and C-Band
transmitter)

« Easily installed between the feed and LNB FREQUENCY PLOTS

« Suitable for use with Norsat's C-Band LNBs
« Environmentally sealed and moisture resistant

TYPICAL SPECIFICATIONS (BPF-C-1)
Frequency range 3.70 to 4.20 GHz 2000
VSWR 1.4:1 e
Insertion loss in band 0.5dB o
Waveguide flange CPR-229 (input), CPR-229F (output) :::
Dimensions 120 (L) x 100 (W) x 70 mm 000
Weight 650 g nm

TYPICAL SPECIFICATIONS (BPF-C-2) 5

Frequency range 3.625 10 4.20 GHz -0
VSWR 1.4:1
Insertion loss in band 0.5dB ::::
Waveguide flange CPR-229G (input), CPR-229F (output) o oz
Dimensions 120 (L) x 100 (W) x 70 mm s
Weight 650 g
TYPICAL SPECIFICATIONS (BPF-C-BW36-CF)

0000 Htahd
3

« BPF-C-BW36-CF is used for interference inside the standard receiver bands.

« The filter is a single transponder bandpass filter. The Center Frequency (CF) is
« determined by the individual customer’s requirements. 000
Center Frequency (CF) xxxx MHz e
Bandwidth 36 MHz
VSWR 14:1
Insertion loss in band 0.6 dB s
Waveguide flange CPR-229G (input), CPR-229F (output)
Dimensions 120 (L) x 100 (W) x 70 mm o
Weight 650 g o000
Americas Asia Europe, Middle East & Africa Online
N orsat e +1s00644.4562 tel +1.604.821.2835 tel +44.1522.730800 sales@norsat.com
International Inc.  fax + 1.604.821.2801 fax + 1.604.821.2801 fax + 44.1522.730927 www.norsat.com

© Copyright 2011 Norsat International Inc. All Rights Reserved. Specifications are subject to change without notice.

Final product may not be as illustrated. The information contained herein does not constitute part of any order or ¢
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esponsible
to solve the pending
isssue

CLOSED
sohved Documents and CD received
and ICAO Solved and
closed |With modification in the closed
circuit diagrams P

The IP teleconference

met with the quality of INEO  Solved and
voice and number of closed
users(16)

INEO

Solved and closed Closed and solved

The week of 20th April
was checked and solved

Solved and cosed Some
action was made but the RF
Solved |level still low. Noted new
date 8th May . The first INEO closed and solved
week of July adjustments
were made to improve the RF
level otaining 15db more.

and
Closed
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Soved | ¢losed
and
closed | Solved

OK Operational December
2015

oK
T
LEVELS | closed he user name and
password to acces LEVEL
was sent March 27th

INEO / ICAO Responsible
to solve the pending

4/8/2015

INEO
Solved and Closed Solved and cclosed

ICAO
OK Solved  in the
REDDIG Il satellite

required for the REDDIG
I ground network




INEO / ICAO Responsible
to solve the pending

INEO

Solved and closed Solved and closed

CLOSED
solved D its and CD ved
and ocuments an receive: ICAO  Solved and
closed |With modification in the closed
circuit diagrams P

LEVEL 3 INEO and
ICAO
Closed and Solved

LEVEL 3 OK Closed and Solved

3/5/2015 OK closed




RLA/03/901 RCC/19-WP/

INEO / ICAO Responsible
to solve the pending
isssue

The IP teleconference
met with the quality of
voice and number of
users(16)

INEO
I OK Closed and Solved Closed and Solved

Solved
INEO closed and solved|

solved

4/20/2015 | closed

Solved but not closed
missing the respective test INEO

"? N P considers this observation
closed |To verify if the transference | “¢qved and closed. (see

are working properly eemail 09/09/2015)

INEO

I OK Closed and Solved AFTN Closed and Solved
INEO

After the first trials  the

BER SAT LOOP test was

Selved [Sched not positive it is required

action to obtain the right

BER value




|

INEO / ICAO Responsible
to solve the pending
isssue

B

INEO  Closed and

OK Closed and Solved Solved

Noted the new date week of
20July
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INEO / ICAO Responsible
to solve the pending

isssue
Cllosed
and | OK Closed and Solved INEO ok Closed and
Solved
Solved
closed oK
4/20/2015 and OK  Closed INEO sent the equipment
solved
solved INEO
3/6/2015 and | OK Closed and Solved Closed and Solved
closed
3/17/2015 | closed |OK
INEO
solved Not closed Net Chile is reporting wrong
but not relevant issue lecture since the PSAT
closed |Chile reported that the The manufucturer
problem was not solved reported not relevant
issue
CLOSED
solved i
o Documents and CD received ICAO  Solved and
closed |With modification in the closed
circuit diagrams P
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INEO / ICAO Responsible
to solve the pending
isssue

INEO
412012015 and OK Solved and Closed Closed and closed
closed
closed INEO

and
solved

OK Solved and Closed

Closed and Solved
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INEO / ICAO Responsible
to solve the pending
isssue

closed
and | OK Closed and Solved OK Closed and Solved
solved

OK
AMHS is OK on satellite
network but present
problem in the Ground
Network (INEO/level 3
responsability)

OK. Circuit under evaluation by
closed [the respective AMHS

20/04/2015
28/05/2015 Messages Centers

5/27/2015 | closed |OK OK

closed |OK




INEO / ICAO Responsible
to solve the pending
isssue

Solved and Closed INEO & LEVEL 3
Solved
Solved and Closed

Quality of voice ok but not
the IP telephone system

system
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INEO / ICAO Responsible
to solve the pending
isssue

OK action on progress but

not completed. Noted the INEO Pending

new date week of 20th July

oK ICAO
closed |Solved but not closed the OK Solved

circuit is under observation

o .-

cLosED

soved | pocumens and CD received | 1CAO  Solved and

closed |With modification in the closed
circuit diagrams P

Solved and closed
closed

3/20/2015

- l
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INEO / ICAO Responsible
to solve the pending
isssue

closed
and  (Closed and Solved INEO
solved
3/12/2015 | closed |OK
ICAO
closed |OK Solved OK  Solved
2/18/2015 | closed |OK closed
ICAO
closed |OK Solved OK  Solved
closed |OK Solved OK
INEO
closed The antivirus was provided,|
and  [Closed and Solved and sent the link to
solved download it the 16th of
July
2/26/2015 | closed |OK Solved OK
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File update: __ 2/1/2016 18:18 REDDIG-II_- Pending issues
£ A A Real STATUS ICAO STATES INEO /ICAO Responsible
Item SLATLSI(ES [IVEL(CRIT! Country Node City £ Outstanding issues Opening date Action(s) to be performed COMMENTS Current update By ey closing (as per to solve the pending
per INEO) | OM | CITY 2 date Commentaries
— date ICAO) isssue
27/02/2015 => As per SDD, this request
seems to be out of scope of INEO
06/03/2015
ion-ch i
aguay g
Ciseo:
We are pendingtothatnformation to—
tests with-Raraguay- INEO
12/03/2015: no news from Paraguay 0 2015 ICAO: The configuration of|
16/03: configuration sent, pending tests 20 2015 —— 4 administrative line is INEO
ON A Pt 27/03: test resulted not succesful, but . Not solved still pending responsability
10th-April- 2015 )
P2SGAS05024 PROGRESS P 2 |Paraguay SGAS |Asuncion 4 |No se configuro la linea Administrativa IP | 5 February 2015 SIP proxy must be the VCS, not the i pending Noted new date 24thApril
Cisco 31/07/2015 INEO: the problem is the
10/04: expert contracted and made Cisco interconnection with the
configuration changes, and IPBX little local system.
changes. Specific test and config
changes must be achieved by
Paraguayan staff.
20/04: pending new info
22/05/2015:pending new info
15/07: pending new info regarding test
achieved by Asuncion staff
21/09: test results pending
INEO
solved NMS aspect is for all sites
and | OK Closed and Solved and includes [BUC & LNE.S‘
closed position state as per email
of 12/03) Pending all other
sites
2/28/2015 | closed |OK
still pending the BER fest.
pending |Noted the new date 24th INEO
April
Closing date includes finalization of
ings for ALL
cuments achiey CLOSED
solved i
and Documents and €D received ICAO  Solved and
closed |With modification in the closed
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INEO / ICAO Responsible
to solve the pending

Isssue
solved ICAO/LEVEL 3
LEVEL 3 claors‘id OK closed and solved LEVEL 3/INEO
2/25/2015 | closed |OK
solved
and |OK Closed and Solved INEO
closed
2/24/2015 | closed |OK
Not closed. NMS aspect is. INEO
solved |nof completed yet. No NMS aspect is for all sites
Al Firr A and includes IBUC & LNB
k;:lolsr;od! md:.cc.mon about which position state as per emal
position (A or B) for IBUs | of 12/03) Pending all other
and LNBs sites




RLA/03/901 RCC/19-WP/

INEO / ICAO Responsible
to solve the pending
isssue

]
CLOSED
SZI[\‘/;d Documents and CD received ICAO  Solved and
closed |With modification in the closed
circuit diagrams P

OK Closed and Solved LEVEL 3INEO and
ICAO

Solved and Closed

INEO
After the first trials  the
BER SAT LOOP test was
not positive it is required
action to obtain the right
BER value

No completed pending issues




L T D |
INEO / ICAO Responsible
to solve the pending

Quality of voice ok  but not
the IP telephone system

solved and closed LEVEL 3 INEO and
ICAO
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INEO / ICAO Responsible
to solve the pending

isssue
solved
and  [solved and closed INEO
closed
solved
and  [Solved and Closed INEO
closed
solved
3/6/2015 an( Solved and Closed INEO
closed
Not closed. NMS aspect is. INEO
not completed yet. No MS aspect is for all sites
e |EAERAN and includes [BUC & LNB
closed . position state as per email
position (A or B) for IBUs | of 12/03) Pending all other
and LNBs sites
The IP teleconference
closed i i
et with the qual
and m. i quality of INEO
solved | voice and number of
users(16)
2/28/2015 | closed |OK solved ok
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File update: __ 2/1/2016 18:18 REDDIG-II_- Pending issues
£ A A Real STATUS INEO /ICAO Responsible
STATUS (as | TYPE | CRITI . £ - . . Expecting closing : ICAO STATES
Item per INEO) | om | ciTy Country Node City s Outstanding issues Opening date Action(s) to be performed COMMENTS Current update o closing (as per ies to solve the pending
= date ICAQ) Commentar isssue
closed
LEVEL 3 and |OK Closed and Solved LEVEL 3 INEO and
solved ICAO
closed |OK
Closing date includes finalization of
drawings for ALL si
Jocuments achieved, to be
shipped on Monday 30th Marct wed CLOSED
Proof of delivery to the end user at your Sowed | Documents and CD received | 1cAO  Soived and
closed |With modification in the closed
o circuit diagrams P
06/03/2015 => shipment of faulty unit
towards NDSatCom pending
_ . 16/07/2015 => Waiting for spare part ICAO A Modem from
3 3 The faulty unit must be replaced by a spare part coming from E p 5 Mol ioniacelE0| Ltion .
P4SUMU05022 solved 4 |Uruguay SUMU  [Montevideo pecadiloojcacel m.enclende 2 5 February 2015 |ICAO-Lima premises. A RMA number will be generated once avalable st IC,A O-tima premises (spare pending ° a.c fonmade  solutio REDDIG Il Lima spare
verde aun cuando opera bien the faulty unit is r OhEEi s IDU 1070 available, but still under Peru required part place will be sent to
ipped. customs since 23/06/2015) Montevideo
09/09/15: spare part available at ICAO
office, waiting for ICAO shipment
3/24/2015 | closed |OK Closed
solved
3/6/2015 and |Solved and Closed INEO

closed
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File update: __ 2/1/2016 18:18 REDDIG-II_- Pending issues
£ A A Real STATUS INEO /ICAO Responsible
STATUS (as | TYPE | CRITI o £ et . N Expecting closing - ICAO STATES
Item per INEO) | om | ciTy Country Node City g Outstanding issues Opening date Action(s) to be performed COMMENTS Current update o cI::::g (Ie(i:sA poe)r ies to SD‘V\Es::J gend\ng
Not closed. NMS aspect is INEO
olved not completed yet. No MS aspect is for all sites
et |indication about which and includes IBUC & LNB
closed |Position (A or B) for TBUs | position state as per email
of 12/03) Pending all other
and LNBs Noted new date sites
24th April
closed
and  [Closed and Solved INEO
solved
closed
and  (Closed and Solved INEO
solved
INEO
After the first trials  the
: BER SAT LOOP test was
pending (Pending BER Test. not positive it is required
action to obtain the right
BER value
INEO
17/03: new procedure sent, same as for 3 2015 VPN equipment has been
La version entregada ded so;llwale ':m la ” e vl be Althe onf amjj SBMN ” ’ s 2015 Not solved. Configuration conﬂlgured. We reg;l:s( a
- VPN remota no es acorde al manu: An amendment to the User Manual wil sent to : update requested, pending answer o simple IP internet address
P4SUMU05029 solved P 4 |Uruguay SUMU  [Montevideo 9 enviado para su instalacién, no pudiendo 5 February 2015 Reddig Il Members by emal. pending i o el flaeie pending [must to be done by INEO to permit the connection.
instalarse segun lo sugerido por INEO. during conf call of 19/05 15 sept the week of 20th July With the current

15/07: pending new info.

configuration the
cconnection is not possible.
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File update: __ 2/1/2016 18:18 REDDIG-II_- Pending issues
£ A A Real STATUS INEO /ICAO Responsible
STATUS (as | TYPE | CRITI o £ et . N Expecting closing - ICAO STATES
Item per INEO) | om | ciTy Country Node City s Outstanding issues Opening date Action(s) to be performed COMMENTS Current update o closing (as per ies to solve the pending
— date ICAO) GE isssue
closed
LEVEL 3 Closed and Solved LEVEL 3 INEO and
solved ICAO
solved INEO /ICAO
but in Radar data of Argentina
ob Solved but in observation is now processed in the
servati
on automation ceenter of
Montevideo
2/18/2015 | closed |OK closed
OK
closed System on monitoring ok
closed |OK Closing date ok
OK closed final test was
CLOSED ok
made December 2015
21/09: no more issue observed since .
deployment of new NDSatcom software I'NEO pr‘elsent:d f“" a.chan
ON i . i and last configuration change in Recife. 31th July Iplan to solve the frezing
PROGRESS Muliples sites 1|Freezing of MODEM February 2015  |Is under ND SATCOM Date of observation: 15/09 end of september P ending that will be completed by the INEO (NDSatcom)

Could we consider the problem closed by
the end of september?

end of 2016
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INEO / ICAO Responsible|
to solve the pending
isssue

Customer initial color

Customer initial color

Customer initial color

Customer initial color

Customer initial color
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-D21-
Example
ltem STATUS | TYPE PM | CRITICITY | Country |Node| city |item # O“iiﬁ'”g Opening date
P 1 SAEZ 02 05 11 PENDING P 1 Argentina | SAEZ | Ezeiza | 11 05 2015
Type Criticity Node Day ltem #

—

1 Cntical

2 Urgent

3 Non-critical
4 Minor

1 Critical

2 Urgent

3 Non-critical
4 Minor

M will be for Maintenance problem with the following Gradation

P will be for PSAT observation with the following Gradation
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APPENDIX E / APENDICE E

Amendment III to Coniract 22501200 for the Provision of a New Regional
Aeronautical Telecommunication Network (REDDIG II) and associated
equipment and services for the REDDIG II Member States.

Contract 22501200 for the Provision of a New Regional Aeronautical Telecommunication
Network (REDDIG 1) and associated equipment and services for the REDDIG 1} Member States
(Argentina, Bolivia, Brazil, Chile. Colombia, Ecuador. French Guiana, Guyana, Paraguay, Peru,
Suriname, Trinidad & Tobago, Uruguay and Venezuela} is hereby amended 1o add one (1) node in
Brasilia {Brazil), to increase the price of the Contract and to extend the implementation schedule
accerdingly.

This Amendment HI shall form part of ICAO Contract 22501200 between the international
Civil Aviation Organization (ICAO) acting on behaif of and as mandatary for the REDDIG [
Member States, and the Consortium consisting of INEQO Engineering and Systems and LEVEL 3
PERU S.A. and shall become effective on the date of signature of this document by ICAO. INEQ
Engineering and Systems and LEVEL 3 PERU S.A.

All articles of Contract 22501200 not covered in this Amendment Il or previous
Amendments [ and H shall remain unchanged and in force.

Articles nos. 7.2.4, 8.4, I3.9 through 13.14 are added and Articles nos. 2.2, 2.3, 2.4, 5.1.1,

321,322, 63, 635, 81,113, [1.15and i6.3 are hereby amended and shali become:

“2.2 This project covers equipment and Services for the Network required for the seventeen
{(}7)+ one (}) sites as further specified below:

Sites (countries):

Ezeiza (Argentina)

L.a Paz (Bolivia)

Manaus {Brazil)

Recife (Brazil)

Curitiba {Brazil)

Brasilia (Brazil)

Santiage {Chile)

Bogota (Colombia)
Guayaquil (Ecuador)
Georgetown (CGuyana)
Cayenne {French Guiana)
Asuncion (Paraguay)
Lima {Peru)

Paramaribo (Suriname)
Piarco {Trinidad and Tobago)
Montevideo {Uruguay)
Maiguetiz (Venezuela}

Honduras (Tegucigalpa), as per Attachment |, Technical Specifications Compliance
Document from INEQ E&S, Section C. 2.1.2 and 2.2.77

: OJ)\J\, Amendment [T} to Contract 22501200, Page 1§
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A six (6)-month [easing of related ground communication services is included in the
Contract [except for the node of Brasilia (Brazil)] and will be provided by Level 3 under
the Centractor’s responsibility [starting after successful Final Network Acceptance Tests
(date of signed FNAT certificate)], as per Attachment [ and Xi. Such services may be
invoiced directly from Level 3."

The Contract shall be implemented in three phases:

e Phase I: provision of the System Design Document (SDD) as defined in Article 7.2
and approval of the SDID;

e Phase II: provision of the Network and related Services;

e Phase [I: provision of the node of Brasilia (Brazil).”

The total price of Phases I, II and Iil of this Contract as defined in Article 2.4 is
US $4,678,797.29 (four million, six hundred and sevemty-eight thousand, seven
hundred and ninety-seven United States dollars and twenty-nine cents), broken down
as follows:

i- Total price of Phase {: US $285.455.00
ii-  Total Price of Phase II: US §4.056.672.98
Consisting of;
Original price of Phase I US $3.943,398.98
Addition to Phase I, subject of Amendment I: US $84.798.00
Reduction to Phase I1, subject of Amendment 1: -US §$3.840.00
Addition to Phase II. subject of Amendment I1: US $32.316.00
iii-  Total Price of Phase 111, subject of Amendment I1}: US $336,669.31™

All invoices shall be issued to ICAO Finance Branch for payment in accordance with the
payment schedule as indicated below:

Ref. Payment Term for Phase [

1 US $114,182 representing 40% of the price of Phase | as down payment with
acceptable Bank Guarantee (as per invoice §5300006629)

2 US $171.273 representing 60% of the price of Phase [ upon approval of the
SDD (as per invoice 8500007772)

Ref, Payment Term for Phase II

US $1,136,477.09 as down payment with acceptable Bank Guarantee {as per
invoices 8500007773 and 85000083562)

G

a) US $1,337,200.54 representing 35% of the price of Phase 11, excluding the
leasing of ground communication services (Table 1 of Attachment 1i3; and

4 b) US §9,694.80 representing 30% of the addition to Phase Il, subject of
Amendmment [} {both payments as per invoice ESFI1214003)

upon the last shipment of equipment and acceptable Bank Guarantee

US $382,057.30 representing 10% of the price of Phase I1. excluding the leasing
5 of ground communication services (Table 1 of Attachment !l) (as per invoice
ES5F0914004), upon completion of theoretical-practical training

a) US $573,085.95 representing 15% of the price of Phase 1, exctuding the
5 leasing of ground communication services {Table 1 of Attachment 1) {as
per invoice ESFO315001): and

Amendment 111 to Contract 22501209, Page 2
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by UE $118,050 representing 50% of Table 1 of Attachment [}
upon satisfactory Provisional Site Accepiance Test (PSAT)

US $382,857.30 representing 10% of the price of Phase 11, excluding the leasing
7 of ground communication services {Table | of Attachment i1}, upon satisfactory
Final Network Acceptance Test (FINAT) and Acceptable Performance Bond

US $118,058 representing 50% of Table 1 of Attachment I three months after
satisfactory Final Network Acceptance Tesi (FNAT)

Ref. Payment Term for Phase I

US 3134,467.72 representing 40% of the price of Phase Ili (excluding US $500
9 for installation of equipment for ground communication services), as down
payment with acceptable Bank Guarantee

a) US $201,781.5% representing 60% of the price of Phase 1l {excluding
US $500 for installation of equipment for ground communication services), and
b} US $500 for installation of equipment for ground communication services
upon satisfactory Site Acceptance Test (SAT)

Correct invoices shall be accepted by ICAO for the above payments provided they are
accompanied or preceded by the documents as set forth in Articles 5.2.2.1 t0 5.2.2.10,
using the table references as indicated under Article 5.2.1.

Down Payment on placement of order for Phase I against invoice 8500006629 and

submission of an acceptable Bank Guarantee:

The Contracter shall submit:

1. One (1) original invoice 8500006629 plus one (1) copy covering the amount as
per Article 5.2.1, Ref. 1;

it Acceptable Bank Guarantee, as per Article 6.1,

Progress Payment against invoice 8500007772 upon approval of the System Design

Bocument (SDBID):

The Contractor shall submit:

i, One (1) original invoice 8500007772 plus one (1) copy covering the amount as
per Article 5.2.1, Ref. 2;

i. Written confirmation of approval of the SDI from the REDDIG 1} PROJECT
GROUP.

Bown Payment on placement of order for Phase [T against invoices 8500087773 and

8500008502 and submission of an aceeptable Bank Guarantee

The Centractor shall submit:

i One (1) original invoice 8500007773 and 8500008502 plus one (1) copy covering
the amount as per Article 5.2.1, Ref. 3;

H. Acceptable Bank Guaraniee, as per Article 6.2.

Progress Payment at the last shipment of equipment against invoice ESF1214003
and submission of an acceptable Bank Guarantee:
The Contractor shall submit:

i, One (1) original invoice ESF1214003 plus one (1} copy covering the cumulative
amount as per Article 5.2.1. Ref. 4a and 4b};

i, One (1} original Factory Acceptance Certificate duly signed as per Article 11.7;
i1 Acceptable Bank Guarantee, as per Article 6.3.
iv. Shipping documents and insurance certificate as per Article 9.9.

Progress Payment at satisfactory completion of theoretical-practical training against
invoice ESFO914004:

Amendment 111 to Contract 22501200, Page/!
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i. One (1) original invoice ESF0914004 plus one (1) copy covering the amount as
per Articie 5.2.1, Ref. 5;

ii. Written confirmation of satisfactory completion of theoretical-practical training
from the REDDIG I PROJECT GROUP:

5226 Progress Payment at satisfactory Frovisional Site Acceptance agaimst invoice
ESFG315041;
The Contractor shall submit:
i One (1) original invoice ESF0315001 plus one {1} copy covering the amount as
per Article 5.2.1. Ref 6a);
ii. Sixieen (16) original Provisional Site Acceptance Certificates (one trom each

site} duly signed as per Articie 13.1.
Level 3 shalt submit:

i, One (1) original invoice plus one (1) copy covering the amount as per Asticle
5.2.1. Ref. 6b:
iv. A copy of the sixteen (16} Provisional Site Acceptance Certificates (one from

each site} duly signed as per Article 13.1.

5227 Frogress Payment at satisfactory Final Network Acceptance;
The Contractor shall submit:
i One (1) original invoice plus one (1) copy covering the amount as per Article
52.1,Ref 7
ii. One {1) original Final Network Acceptance Certificate duly signed as per Articte
13.6;
iii. Acceptable Performance Bond as per Article 6.5,

5.2.2.8 Final Payment three (3) months after satisfactory Final Network Acceptance:
Level 3 shall submit:
i One (1) original invoice plus one (1) copy covering the amount as per Article
5.2.1, Ref. 8;

i, One (1) original Certificate of satisfaciory provision of the ground
communication services (Attachment X) duly signed by REDDIG il PROJECT

GROUP.
5229 Bown Payment on signature of Amendment Il for Phase IIl and submission of an

accepiable Bank Guarantee:

The Contractor shall submit:

1. One (1) original invoice plus one (1) copy cevering the amount as per Article
5.2.1. Ref. 9,

il. Acceptable Bank Guarantee, as per Article 6.3.

A
b
)
=

Progress Payment at satisfactory Site Acceptance of the Brasilia node:

The Contractor shall submit:

L. One (1) original invoice plus one (1) copy covering the amount as per Article
5.2.1. Ref. 10a):

ii. One (1) original Site Acceptance Certificate duly signed as per Article 13.13;

iii, Acceptable Performance Bond as per Article 6.5:

The Contractor or Level 3 shall submit: ,!i

iy, One (1) original invoice plus one (1) copy covering the amount as per Article j ﬂ
5.2.1, Ref. 10b):

V. One (1) original Site Aceeptance Certificate duly signed as per Articie 13,137

’
/w'/ QV/\‘ Amendment 11} to Contract 22501200, Page 4
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The progress payments of Phase U covering the cumulative amount shown in Article
5.2.1. Ref. 4a) and 4b}, and the down payment of Phase Il covering the amount shown in
Article 5.2.1. Ref. 9, shall be secured by Bank Guarantees acceptable to ICAG as per the
inodel under Attachment IV that shall be submitted to ICAG at the latest with the invoice
for the progress payment. The guarantees shall remain valid and ai its full value until
final delivery of the eguipment of the Network in the REDDIG 11 Member States
customs.”

A Performance Bond in the fornm of a Bank Guarantee, as per the model under
Attachment V. shall be provided by the Contractor to ICAQ and shall remain in effect
from the date of the FNAT Certificate for the full period of the warranty as detailed in
Article 16. The amount of the performance bond shall be US $378,729.90. A separale
Performance Bond for the Brasilia node for an amount of US $33,666.93 shall be
provided by the Contractor to ICAO and shall remain in effect from the date of the SAT
Certificate for the Brasilia node for the full period of the warranty of the Brasilia node as
detailed in Article 16.7

The Contractor shall provide, within five (5) weeks of the signature of Amendment !lI,
for the REDDIG I PROJECT GROUP evaluation and approval, the revised SDD with
the technical specification for the Brasilia node and revised configuration information
and software management information impacting all other nodes. Together with the
revised SDD the Contractor shall submit for the REDDIG I PROJECT GROUP’s
review and approval, copied to ICAO for information purposes, a detailed
Implementation  Schedule, the Factory Acceptance Test Procedures and the Site
Acceptance Test Procedures for the Brasilia node. The review and approval times of
Article 7.2.2 shall apply mutatis mutandis to the revised SDD with the technical
specification for the Brasilia node.”

The meetings as per Articie 8.1 through 8.3 shall apply muraris murandis for the node of
Brasitia (Brazil) subject of Amendment [Ii. The Kick Off Meeting for the node of
Brasitia (Brazil) shali be held within two (2) weeks of signature of Amendment 11T and
may be held remotely via teleconference.”

Delivery, insiallation and commissioning shall take place in accordance with the
Contract bmplementation Schedule in Attachment 1X. The Contract Implementation shall
not exceed fifteen and a half (15.5) months from the Commencement Date, excluding
the Brasilia node. Delivery, installation and commissioning of the Brasilia node shall not
exceed seven (7) months from the date of signature of Amendment 11l to the Contract.”™

The Contractor shall arrange for one (1) FAT session. to run consecutively for the
Network equipment and not fragmented sessions. The Contractor shall arrange one (1)
separate FAT session for the Brasilia node.”

The Contractor shall allow the participation of six (&) personnel {four (4} from the
REDDIG I Member States and two (2) from the REDDIG 11 PROJECT GROUP) for the
Factory Acceptance Tests and shall provide air travel (economy class) from and to the
respective REDDIG 1 Member State, terminal transportation (airport to hotel and return),
medical travel insurance and DSA costs (US 3358 /day /persom) for the REDDIG 11
PROJECT GROUP's and REDDIG I Member States’ Personnel. Additionally. for the

Amepdment I {o Contract 22381260, Page f l &
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Brasilia node the Contractor shall allow the participation of two (2} personnel {(one (1)
from Brazil and one (1) from the REDDIG II PROJECT GROUP) for the Factory
Acceptance Test and shall provide, for these two (2) personnel. air travel (economy class)
from and to respective REDDIG 1t Member State, terminal transportation (airport to hotel
and return). medical travel insurance and DSA costs (US 3358 /day /person).”

Regarding the Site Acceptance of the node of Brasilia {Brazil}, the SAT Testing and
Procedures shall consist of verification of the site installation and its integration in the
Network (satellite and ground), all Network performance and technical functional
characteristics under this Contract in a true operational environment. The SAT must also
verify that all the equipment under this Amendment 111, including spare parts, has been
delivered and that all Decumentation. Drawings, As-Built Plans, etc.. have been
completed and delivered.

The Contractor shall submit for REDDIG 1f PROJECT GROUP's review and approval
together with the SDD for the node of Brasilia (Brazil). copied to ICAQ, the propased
Site Acceptance Test Procedures. The REDDIG 1f PROJECT GROUP shall notify the
Contractor of its comments and decision within the same time frames as defined for the
SDD in Asticle 7.2.2. The Contractor shall modify the SAT procedures accordingly and
shall resubmit the procedures together with the SDD.

If the system or sub-system fails to pass one or more of the tests, i.e. the tesi(s) shows
that the system is non-compliant with the reguirements of the specifications. then the
Contractor shall correct the cause of the failure(s). The REDDIG I} PROJECT GROUP
reserves the right to have all the tests or any single test performed again, on the Network
and/or the node of Brasilia (Brazil) under this Contract. All such costs shall be borne by
the Contractor. including travel and subsistence cosis {covering accommodation. meals
and local transportation) for the REDDIG I PROJECT GROUP’s representative(s) re-
participation.

Notwithstanding any other rights of, or remedies available to ICAQ/ the REDDIG 11
PROJECT GROUP under the Contract, in case the Network and/or the node of Brasilia
{Brazil} remain defective or otherwise do not conform to the specifications or other
requirements of the Contract after the SAT. ICAO/the REDDIG 11 PROJECT GROUP. at
its sole option, may reject or refuse to accept the node of Brasilia (Brazil)., and within
thirty (30) days following receipt of notice from ICAO of such rejection or refusal to
accept the node of Brasilia (Brazil), the Contractor shall, in sole option of ICAQ/
REDDIG H PROJECT GROUP:

i} repair the node of Brasilia (Brazil) in a manner that would enable the node of
Brasilia (Brazil) to conform to the specifications or other requirements of the
Contract; or,

i) replace the node of Brasilia {Brazil) with equipment of equal or better quality;
and,

i)  pay ali costs relating to the repair or return of the defective equipment as well as
the costs relating to the siorage of any such defective equipment and for the
delivery of any replacement equipment to Brasilia (Brazil).

The Site Acceptance Certificate {Attachment V1) will be signed immediately upon
meeting satisfactory completion of the following conditions:

i.  Successful SAT:
ii. All Training Programs have been satisfactorily completed:

Amendment FI to Contract 22501200, Page
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iil. All Documentation. Drawings. As-Built, Pians. etc., have been completed and
delivered;

iv. All Spare Parts supplied under this Amendment I} have been verified in an
operational manner and proved to operate correctly.

13,14 Minor defects that do not affect the operation and service of the Network, shall not permit
the REDDIG i PROJECT GROUP/ the REDDIG II Member States to refuse to sign the
on-Site Acceptance Certificate(s) and the Contractor shall undertake to resolve those
defects at their own expense and in an agreed time frame.™

o
L

The Contractor's warranty shall remain in effect for a periad of twenty-four {24) months
from the final commissioning date of the Network (signed Final Network Acceptance
Certificate) and with respect to the node of Brasilia (Brazil) for a period of twenty-four
(24) months from the final commissioning date of Phase III (signed Site Acceptance
Certificate), but in no case later than thirty-six (36) months from the FAT of the
equipment of the Network if the Final Network Acceptance/ Site Acceptance of the node
in Brasilia {Brazil) is detayed for reasons beyond the Contractor’s control, provided that
with respect to a majar failure of the Network, the consequence of which being that the
Network cannot be operationally available, the original period of warranty shall be
extended for a warranty period equivalent to the time required for necessary repair.

Note: The warranty period shall begin anew for any part of the Network replaced or
repaired pursuant o this article, however be valid no longer than thirty-six (36) months
from the FNAT (date of signed FNAT-certificate) and with respect to the node of
Brasilia (Brazil) be valid no longer than thirty-six (36) months from the SAT of Phase I}
{signed Site Acceptance Certificate).”

Attachment IT - Scope of Supply and Pricing is hereby amended to revise the scope of
supply and to increase the price of the Contract accordingly.

Aftachment VI - Model Provisional Site/Final Network Acceptance Test Certificaie Is
hereby amended to add the SAT Certificate for the node in Brasilia (Brazil),

Aftachment IX — Implementation schedule is hereby amended to add the
commissioning of the node in Brasilia (Brozill,

Signed on - ﬁ.}'fu.s 7’ ”/§ . . on behalf of:

[Jate

Jacques-Olf ier KLOTZ

Technical Coopes au@w;

AT cthmesl Comnperztion

Hurgay

— ,@@,@Q

LEYEL 3 PERU S.A. DSWALDO CLAROS UGALDE
REPRESENTANTE LEGAL

LEVEL 3 PERU 5.A.

GIANNI HANAWA Mz
REPRESENTANTE L?GKA?BE

LEVEL 3 PERU S.A,
Amendment IT1 t¢ Contract 22501200, Page 7§
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“Revised Attachment I
Scope of Supply 2nd Pricing
All prices in USD

Description Oty Total
Phase 1 - provision of SBD, which includes:

SDD - NMS Lot $56.078.00
FAT Protocols - NMS Lot $8.084.00
SAT Protocols - NMS Lot $8.084.00
Installation Procedures - NMS Lot $32.322.00
Training Documentation - NMS Lot $14.860.00
SDD - VSAT and ground network Lot $79.205.00
FAT Protocols - VSAT and ground network Lot £14,266.00
SAT Protocols - VSAT and ground network Lot $14,266.00
Instaliation Procedures - VSAT and ground network Lot $38.912.00
Training Documentation - VSAT and ground network Lot §19.378.00
Sub Total Phase ! $285455.00

Phase I - provision of the Network and related Services

Original price of Sub Toral Phase {1 §3,943,398 98
Additional scope, subject of Amendmenr I $84,798.00
Removed scope, subject of Amendment I -$3,840.00
Addition to Phase II, subjecr of Amendment 1] $32.316.00
Sub Totul of Phase If $4,056,672.98

Phase 11 - provision of the node in Brasilia (Brazil)

Price of Sub Total Phase I, subject of Amendment I $5336,669.31
Sub Total of Phase HI $336,669.31
Totai price, up to installation and site accepiance on every site in the countries - $4,678,797.29

identified in Article 2.2, on a DAP basis (Deliverv At Place — Incoterms 2018)

{see following page for detailed scope of supply and pricing for phases I [T and 111

Options:

No. (Description Total

I |Extension of MPLS services for up to additional 34 months $33.090/ month (excl. node of Brasilia)
{for details see Table 2} $34.290/ month (incl. node of Brasilia)

2 a) Civil works for Chile (transfer of existing antenna) $80,429
b) Civil works for Chile {provision, transport and installation of $86,736
a new antenna)

W ) Amendment [ to Contract 22581200
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Detailed scope of supply and pricing for each site, excluding Brasilia (Brazil), subject of
Amendment 11

See Amendwment IT for corresponding 22 pages.

Amendment R ¢o Contract 22501200 e
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Detailed scope of supply and pricing for the node in Brasilia (Brazil},
subject of Amendment I

Urit! Oty © Uit Prce USD Total USD ;

Brazil{firasitia) :
Equipment: Routing Sysiem : :
NETGEAR SW F/E Stackabie Managed Sw U R 55950 111800
NETGEAR ProSafe VPN Dual WAN Gigabit [T I 47100 47100
R85 18: R$S 16 Slot 4U Chassis w1 526400 - 5 264 00
Ki8-RPC-WRI 100-240 VAC, Minl | PWR MODULE, 1 Slot Redundant B} 1 :
IPC-16-R - Network Gontrol Card - 16 ] 1
AB-2RJ8-R : Dual 8 Wire Mod. Jack A/B Card u 7
AB-D25-R: 325 A/B Card u 4
RSS-16 - RSS 16 Slot 41 Chassis oo 198000 3 560 00
K16-RPCWRI 100-240 VAC, Mini | PWR MODULE, 1 Slot Redundant u o1 ;
PC-18-R - Network Control Card - 16 u 14
AB-2RJI8-R . Dual 8 Wire Mod. Jack A/B Card u oAy
AB-D25-R 25 A/B Card u 2
FP-AB-RSS : Blank Panel for unused slots u i 15§
Cisco 2901 UC Bundie, PYDM3-16, UC License PAK U4 4t w7500 |
DATA license [T
4-Port Async/Sync Serial HWIC u o2
RS-232 Cable, DCE Female to Smart Sertal, 10 Feel u i 8
Two-port Volce interface Card - E and M u - 8§
Two-Part Voice interface Card - FXS ard DID u 2
Four-port Voige Interface Card - FXO u o2
Cisco 2501 UC Bundle, PVDM3-16, UC License PAK uloz 363100 7.262.00
DATA LICENCE v i
2-Port Async/Syne Sertal WAN hterface Card u o1
RS-222 Cable, DCE Female to Smart Serial, 10 Fest w2
Two-port Voice Merface Card - E and M u o2
Two-Port Voice Interface Card - FX§ and DID |
Two-port Veice Interface Card - FXO w1
exfra cost for stand alone REDDIG node 1 15% 522915

STOTAL Equipment Routing System] get] et 2000
Eguipment: VSAT Terminal ! : :
DU 1070 19" NS + PS AC w2 1685550 wiIw !
Lic-Key 1070 Full Power Package [T ;
License OSPF w2
Lic 8 PSK u 2
Lic-Kay Mesh Tonology u o2
Lic TCP-A U2
exira cost for stand alone REDDIG node 15% 5056 €9

- TOTAL EGuipment: VAT Temminall set [ ia L

Amendment 1] (o Contract 225017240
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Unit: Qty & Unit Price USD ¢ Total USD

Equipment: VSAT antenna

Supply, fransport and instaliation of & new antenna sel t 1 43433.00 . 4343300 -
Supply ard Installation of 2 3,8m Antenna TR :
New anchorage u 1

Transport DAP (Incoterm 2010} of the new antenna fo the site u o1

VAT antenna set: o

Civil work, including: set @ 1 :. 4500000 ¢ 45.000 00 !
Construction of the slab with H30 conerat and addiives u ot : :
Ground system of the siab < 5 Qhms u i1 !
Trench and manholes from antenna to the technical room cet . : :

(considerad distance < 70 m)

TOTAL EquipmentVSAT aniténna] set 1

538433

Equipment: Metwork Management System

HP Prollant DL180 GenB Base - Server, including:

Windows Server 2008 R2 Sid + 5 CAL OEM HP

Card PCIl-Express 1X 8 ports series RS232 Std and Low Profiie
HP Hard Disk 306Go 3.5 SAS 15000 tours/min

SAMSUNG screen LCD 277 Samsung SyncMaster S27AS50H
P Laserdet Pro 400 M40 1dn /33ppm

Caton Elipse ECO 1200 FRUSH

Whatsl)p Gold Distributed Remoie 25 Devices

Anitivirus

IP to serial converter

4.82000 1453300

CcCEoCCocoC o oo
N G N I ey

CHTOTAL Eduipment: Network Managerment Svstem| set: Eraeag)
Oiher VBAT equipments : ; :
IBUC 40W w2 11.952 00 23,904 00
Tx 1+1 switching sysiem u 5 1 6.858 00 8858 00,
Rx 1+1 switching system u ol i 7.501 aa 7.501 86;
LNB ¢ . 2 569 50° 1,132.00°
Handheld Terminal u i1 773 00! 77300
Set of breakers u 1
Coaxial connector w5 25.00; 125 00;
Coaxial cabie m 150 & 48} 258 75
Power cahble m 400 ; : :
Cat5 Cabple m o150 588 732 50
exira cost for stand alone REDOIG node & 300 19

TOTAL OB VEAT siifipiments

Ao s01]

Equiptsent: Ancillaries / Others :
Horioge RT CP 08 gt 544800, S

Rack [THE S 2504 00! 2.504.00
P telephone set to implement the teleconference in the REDDIG Il network {including u g 380 00 280,00
instaliation in the technicai romm and configuration) : ; : :
Instailafion actessories TR T 1.147 00, 1,147 00;

SHTOTAL messuMNG & Test et itipmeit| /se! 59 380}
Services: Installation { ]
Installation of equipment on site set: 1 ; 27 470 78 27 470 75}

S e TAL SEwicest nstallation | st 10 ST AT /

Measuring eguipment and tools i
LANMNETWORK Protocol Analyzer SignalTEK u 1 2.527 1% 2.527 18,
Mulimeter {one for each site) u 1 480 44 454} 4o

FOTOTAL messuring & Testequigment|iget i TRA048

Amendment 1§ to Contract 22501200
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[[Grmit: Oty ¢ Une Price UsE | Tolal USD !
; i ‘

Becumentation set] 1 4852 59 4852 2%

Preparation

Studies office

Installation drawing

All Necessary decumenis for the Project
As Butlt Drawing

CETOT AL Documentation Ligetil: S$A 86260

Factory scceptance test i France

FAT preparation (procedures, piateform, organisafion, eic .} sat 1 1.331.03 1ART .0k
FAT development L 1 +,288 25 1296.3%
Travel Brasii & REDDIG represenmative set 2 1528 81 3 25723
DSA Brasi & REDDIG representative u 14 358 00 5.0tz.00

84091880

STOTAL Facwry agepiancetestinEranesvsetip oo

Sife sceeptance test

SAT preparation set 1 1.458 15 t 458 75
SAT development,

On-site pre SAT with AAA set 1 3.164 8% 3.184 .81
Site tour with {CAQ personngl- not applicable .

OTAL Site acceptance testliset il

4 653 56!

Theoretical-practical training sulb-prograrmme of fen (10} working days, fo be
conducied in Brasi (Air travel fickets included)

Training cession (preparaton, organization, air tickets, etc. ) set 1 20.000 00 2060060
DSA u 10 290 00 2.800,06;

TOTAL Training: theoreticalipracticall et b 40

620 o006

Technical assistance for arcund backbone {inciuding sreventive

maintenance)

included in MPLS Services offer

MPLS services during the first six (6} months of cperation of the new
network.

included in MPLS Services offer (For details see Table 1}

fayment for the satellite seagment during the first six (8) months of operation
of the new network, if it is decided not {0 use the current sateliite that
provides such segment to the REDDIG (1514}

N/A,

Warranty (2 vears)

CEPQYALCWanERty C2vears]get o g araee g ]

Shipment DAP incoterm 2040 on each site and insurance

5 TOTAL Shipment DAR Incoterni 2010 5nicach Site g insuranedfiset gy el
Installatzon of the equipment fer ground communication services 504.00
OTAL Brasilia node (Brazil)
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Detailed scope of supply of the new antenna for Paraguay, subject of Amendment I

P
i
i
1 g
i
. i e i
1
i !
- Pl i
£ : §
i :
H i
i b :
i 1
3| i S
i
i £
i
i
i

Amendment I to Contract 22561288
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Table [ — Prices for MPLSE services {ground communication services) during initial 6 months
after commissioning of the Network (included in scope of supply)

1 Argentina/Ezeiza 256 Kbps $830.00
2 Bolivia/La Paz 256 Kbps $3,300.00
3 Brazil/Curitiba 256 Kbps $830.00
4 Brazil/Recife 256 Kbps $1,050.00
5 Brazil/Manaus 256 Khps $2,500.00
6 Chile/Santiage 256 Kbps $830.00
7 Colombia/Bogota 256 Kbps $1,050.00
8 Ecuador/Guayaquit 256 Kbps $830.00
9 French Guiana/Cayenna 256 Kbps 55,400.00
10 Guyana/Georgetown 256 Khps $3,850.00
11 Paraguay/Asuncion 256 Khps $1,800.00
12 Perufiima 256 Kbps 5820.00
13 Suriname/Paramaribo 256 Kbps $8,450.00
14 Trinidad and Tobago/Piarco 256 Kbps $1,800.00
15 Uruguay/Montevideo 256 Kbps $1,800.00
15 Venezuela/Maiquetia 256 Khps $4,200.00
$39,350.00

$236,100.00

The above prices include all applicable taxes in the REDDIG H Member States.

The above prices include the leasing of medems and routers which remain the property of Level 3,
At the time of installation, Level 3 will provide a detailed list of the leased equipment including
serial numbers/ past numbers. Should ICAQ/ the REDDIG U Member States choose not to continue
to lease the MPLS services from Level 3 after the initial 6 month period, Level 3 will remove such
squipment.

Amendment 1 to Contract 22501208
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Options

Option 1)

Table 2 - Prices for MPLS services {ground communication services) for additional 54
months after initial 6 month period.

1 | Argentina/Ezeiza 256 Kbps $830.00
2 Bolivia/La Paz 256 Kbps $2,700.06
3 | Brezil/Curitiba 256 Kbps $830.00
4 | Brazil/Recife 256 Kbps $1,050.00
5 | Brazil/Manaus 256 Kbps 51,500.00
6 | Chile/Santiago 256 Kbps $830.00
7 | Colombia/Bogota 256 Khps $1,050.00
8 | Ecuador/Guayaquil 256 Khps $830.00
§ | French Guiana/Cayenna 256 Kbps 55,400.00
10 | Guyana/Georgetown 256 Kbps $3,850.00
11 | Paraguay/Asuncion 256 Kbps $1,800.00
12 | Peru/lima 256 Kbps $830.00
13 | Suriname/Paramaribo 256 Kbps $5,800.00
14 | Trinidad and Tohago/Piarco 256 Kbos $1,800.00
15 | Uruguay/Montevideo 256 Kbps $1,800.00
| i i $2,190.00

$33,090.00

$357,080.00

Brazil/Brasiiiz, subject of Amendment (Il $1,200.00
$34,290.00*

S411,480.00

The above prices include all applicable taxes in the REDDIG il Member States and are valid up to
34 months after Final Network Accepiance Test of Phase [1 of the Contract. Regarding the node of
Brasilia (Brazil) the foregoing shall apply mutatis mutandis and the price shall be valid 60 months
after Site Acceptance Test (SAT) of Phase 1, subject of Amendment 1.

* The price of the node of Brasilia {Brazil} includes the leasing of modems and routers which
remain the property of Level 3. The price shall only be included in the Sub-TOTAL per month upon
satisfactory SAT of the node of Brasilia {Brazil).

In the event of a change in the tax legislation in one of the REDDIG I Member States (resulting in
tax increase in one of the REDDIG it Member States), the parties may discuss & possibie impact on
the price for the MPLS services. H an agreement on a revised price cannot be reached, an according
decrease of the duration of the remaining MPLS service period may be applied.
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Options 2)
Civil works for Chile:

The prices for the below options are valid for 12 months afier the date of original Contract coming
inio force,

In case the below options are exercised, the integration of the antenna by the Cantractor into the
REDDIG 1i Network is included.

Alternatively, Chile may choose a third pasty to provide and instail the antenna. according to the
agreed implementation schedule. In such case, the Contractor assumes responsibility to integrate the
antenna into the REDDIG 11 Network, at no additional cost. However, it wwould be the responsibility
of Chile to ensure proper instaliation of the antenna prior to arrival of the Contractor’s integration
personnel as all 16 nodes will be integrated simultanecusly.

Note: Chile will be responsible for the timely and proper installation of the antennas. In case of
delayed or improper installation, the Centractor will not be held liable for consequences resuliing
therefrom.

Cption 2a)
Chile: Transfer of existing anfenna:

hile (Bantiage!

friapipcsment oF the ciprent antasesy moindingy i ; hEE

By L S P st bt

P vep ol e s R H

IR R e ! i
4 o .
T P

Civil ok innheding A
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Option 256}
Chile: Provision, transport and installation of a new antenna

Amendment 1 to Contract 22501260
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“Revised Atiachment Vi
Mode! Provisional Site/Final Networl/ Site® Acceptance Test Certificate - Sample

The present certificate is 10 attest that the Provisional Site /Final Network/Final Site® Acceptance
Tests as stipulated in Article 13.0 of Confract ___ . signed on
hetween ICAQ and has been carvied out and proved to be satisfactory. for the
following items {or part of items) :

£l

Comments {if any)

*= mark applicable

REDDIG [ PROJECT GROUP Contractor Representative
Representative
Date Date
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“Revised Attachment 1X
Contraci Implementation Schedule

ftem Nb | Completion Activity
Dizte
{weeks)
Phase |
| TO Contract Comimencement Date
2 TO + 18 SDD
Phase I}
3 TG+ FAT satellite backbone
4 TGO + Delivery o the sites {to each REDDIG H Member State)
5 TO + Training
6 TO + Installation
7 TO + PSAT
i TO + 66 ENAT
Phase I
9 T+ Signature of Amendment [1
10 TI+5 SDb
I TI. + FAT
12 Ti+ Delivery to Brasilia
13 T+ Training
14 T+ Installation
[ T1+28 SAT

The Contractor’s proposed Implementation schedules A and B are attached for information
purposes anly. As per Article 9.2 and 7.2.4. each of the updated implementation Scheduies is to be
submitted with the System Design Documentation and shali include. amongst others, the above

milestones,

The Contract completion time frame of fifteen and a half (13.5) months (excluding the Brasilia
node) as indicated in Article 9.1 shall vemain unchanged. Delivery, instaliation and commissioning
of the Brasilia node shall not exceed seven ¢7) months from the date of signature of Amendment H1,

(o

Amendment [ to Contract 22501200
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-E20-

A, Isplementation Schedule {Phase ) (for information only)

B wh WIELE o

ShEL

TR SRR, HLIANE [RapREY YR 19

AT TS

Amendment IEH o Contract 22501200
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B. Implementation Schedule for the Brasilia node (Phase I} {or information only)
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APPENDIX F/ APENDICE F

COFELY INEO

GOF S\

Brasilia Services

TELEPHONY

Usual dial Cable

Service PLAR number  Destination Translation Local routing number #of difgits
Router name Slot/port

Plu
(autodial)  routing number rule (station id-number) forwarded &

number number
SBBR-CISCO-VSAT-1
SBBR-CISCO-VSAT-1
SBBR-CISCO-VSAT-1

SBBR-CISCO-VSAT-1

FXO
FXO
FXO
FXO

Mant/Adm 3401 SBBR-CISCO-VSAT-1 FXS
Libre SBBR-CISCO-VSAT-2 FXS
Mant/Adm 34XXXX SBBR-CISCO-VSAT-2 0/0/0 E&M type V
Mant/Adm 34XXXX SBBR-CISCO-VSAT-2 0/0/1 E&Mtype V
ATS /Swtc 34XX SBBR-CISCO-VSAT-2 0/1/0 E&Mtype V
ATS /Swtc 34XX SBBR-CISCO-VSAT-2 0/1/1 E&Mtype V
ATS /Swtc 34XX SBBR-CISCO-VSAT-2 0/2/0 E&M type V

ATS /Swtc 34XX
PLAR number  Destination Translation Local routing number #of difgits Usual dial

(autodial)  routing number rule (station id-number) forwarded number

SBBR-CISCO-VSAT-2

E&Mtype V

Service Router name Slot/port

ATS /Swtc SBBR-CISCO-GBB-1 E&M type V
ATS /Swtc 34XX SBBR-CISCO-GBB-1 0/1/1 E&M type V
ATS /Swtc 34XX SBBR-CISCO-GBB-1 0/2/0 E&M type V
ATS /Swtc 34XX SBBR-CISCO-GBB-1 0/2/1 E&M type V
Mant/Adm SBBR-CISCO-GBB-2 FXS

SBBR-CISCO-GBB-2
SBBR-CISCO-GBB-2
SBBR-CISCO-GBB-2

FXS
FXO
FXO
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IP address Proposal

Brasilia Number: 34 (to confirm)

-F2-

Device Device Device Name NMS device name LAN IP address mask gateway
number VRRP
NMS server 10 SBBR-REDDIG-II NMS server - local 10.100.34.10 255.255.255.0 10.100.34.254
NMS printer 20 SBBR-IMP-REDDIG-II impresora 10.100.34.20 255.255.255.0 10.100.34.254
Skywan 31 SBBR-SKW-A Skywan-A 10.100.34.31 255.255.255.0 10.100.34.254
32 SBBR-SKW-B Skywan-B 10.100.34.32 255.255.255.0 10.100.34.254
IBUC 41 SBBR-IBUC-A IBUC-A 10.100.34.41 255.255.255.0 10.100.34.254
42 SBBR-IBUC-B IBUC-B 10.100.34.42 255.255.255.0 10.100.34.254
RX 1+1 43 SBBR-RX-1+1 RX 1+1 10.100.34.43 255.255.255.0 10.100.34.254
Netgear switch 51 SBBR-SWI-A Switch-A 10.100.34.51 255.255.255.0 10.100.34.254
52 SBBR-SWI-B Switch-B 10.100.34.52 255.255.255.0 10.100.34.254
netgear pro safe 60 SBBR-VPN VPN 10.100.34.60 255.255.255.0 10.100.34.254
RSS 71 SBBR-RSS-1 RSS-1 10.100.34.71 255.255.255.0 10.100.34.254
72 SBBR-RSS-2 RSS-2 10.100.34.72 255.255.255.0 10.100.34.254
GPS 80 SBBR-GPS GPS 10.100.34.80 255.255.255.0 10.100.34.254
Cisco VSAT 101 SBBR-CISCO-VSAT-1-A CISCO-VSAT-1-A 10.100.34.101 255.255.255.0 10.100.34.254 10.100.34.254
102 SBBR-CISCO-VSAT-1-B CISCO-VSAT-1-B 10.100.34.102 255.255.255.0 10.100.34.254 10.100.34.254
103 SBBR-CISCO-VSAT-2-A CISCO-VSAT-2-A 10.100.34.103 255.255.255.0 10.100.34.254 10.100.34.253
104 SBBR-CISCO-VSAT-2-B CISCO-VSAT-2-B 10.100.34.104 255.255.255.0 10.100.34.254 10.100.34.253
cisco GBB 121 SBBR-CISCO-GBB-1 CISCO-GBB-1 10.100.34.121 255.255.255.0 10.100.34.254
122 SBBR-CISCO-GBB-2 CISCO-GBB-2 10.100.34.122 255.255.255.0 10.100.34.254
IP to serial 130 SBBR-Serial Serial 10.100.34.130 255.255.255.0 10.100.34.254
Service IP Address VLAN
AMHS 10.0.88.0 /24 100
RADAR 10.0.89.0 /24 101
AIDC 10.0.90.0 /24 102
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Data

SERIAL - AFTN
DESTINATION
SOCA

Router BSTUN num Primary /secondary Cable number Plug

SBBR-CISCO-VSAT-1
SBBR-CISCO-VSAT-1
SBBR-CISCO-VSAT-1
SBBR-CISCO-VSAT-1
SBBR-CISCO-VSAT-GBB-1
SBBR-CISCO-VSAT-GBB-1
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APPENDIX G/ APENDICE G

Amendment IV to Contract 22501200 for the Provision of a New Regional
Aeronautical Telecommunication Network (REDDIG II) and associated
equipment and services for the REDDIG II Member States.

Contract 22501200 for the Provision of a New Regional Aeronautical Telecommunication
Network (REDDIG II) and associated equipment and services for the REDDIG Il Member States
(Argentina, Bolivia, Brazil. Chile, Colombia. Ecuador, French Guiana, Guyana. Paraguay. Peru,
Suriname, Trinidad & Tobago, Uruguay and Venezuela) is hereby amended to include the possibility
of a separate Final Network Acceptance Test (FNAT) for the ground backbone of the Network and to
revise the payment terms accordingly.

This Amendment IV shall form part of ICAO Contract 22501200 between the International
Civil Aviation Organization (ICAO) acting on behalf of and as mandatary for the REDDIG II
Member States, and the Consortium consisting of INEO Engineering and Systems and LEVEL 3
PERU S.A. and shall become effective on the date of signature of this document by ICAO, INEO
Engineering and Systems and LEVEL 3 PERU S.A.

All articles of Contract 22501200 not covered in this Amendment IV or previous
Amendments [ and I1I shall remain unchanged and in force.

Article 13.6.1 is added and Articles no. 5.2 is hereby amended and shall become:

D2 Payment Schedule and Invoicing

8.2 All invoices shall be issued to ICAO Finance Branch for payment in accordance with the
payment schedule as indicated below:

Ref. Payment Term for Phase I

1 US $114,182 representing 40% of the price of Phase I as down payment with
acceptable Bank Guarantee (as per invoice 8500006629)
2 | US $171,273 representing 60% of the price of Phase I upon approval of the
SDD (as per invoice 8500007772)
Ref. Payment Term for Phase 11
US $1,136,477.09 as down payment with acceptable Bank Guarantee (as per
invoices 8500007773 and 8500008502)
a) US $1,337,200.54 representing 35% of the price of Phase II. excluding the
leasing of ground communication services (Table 1 of Attachment I1); and
4 b) US §9,694.80 representing 30% of the addition to Phase II, subject of
Amendment II (both payments as per invoice ESF1214003)
upon the last shipment of equipment and acceptable Bank Guarantee
US $382,057.30 representing 10% of the price of Phase II, excluding the leasing
5 | of ground communication services (Table 1 of Attachment II) (as per invoicgP
ESF0914004), upon completion of theoretical-practical training C;f_’
a) US $573,085.95 representing 15% of the price of Phase 11, excluding the\\
6 leasmg of ground communication services (Table | of Attachment I1) (as |
per invoice ESF0315001); and

Amendment IV to Contract 22501200, Page 1 (—\V@
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b) US $118,050 representing 50% of Table 1 of Attachment I

upon satisfactory Provisional Site Acceptance Test (PSAT)

US $382,057.30 representing 10% of the price of Phase 11, excluding the leasing
7 | of ground communication services (Table 1 of Attachment I1), upon satisfactory
Final Network Acceptance Test (FNAT) and Acceptable Performance Bond

US $118,050 representing 50% of Table 1 of Attachment II three months after
satisfactory Final Network Acceptance Test (FNAT):

or, if Article 13.6.1 applies. upon satisfactory FNAT of the ground backbone of
the Network.

Ref. Payment Term for Phase 111

US $134,467.72 representing 40% of the price of Phase 11l (excluding US $500
9 | for installation of equipment for ground communication services), as down
payment with acceptable Bank Guarantee

a) US $201,701.59 representing 60% of the price of Phase Il (excluding
US $500 for installation of equipment for ground communication services), and

- b) US $500 for installation of equipment for ground communication services
upon satisfactory Site Acceptance Test (SAT)
5.2.2 Correct invoices shall be accepted by ICAO for the above payments provided they are

accompanied or preceded by the documents as set forth in Articles 5.2.2.1 to 5.2.2.10,
using the table references as indicated under Article 5.2.1.

S22 Down Payment on placement of order for Phase | against invoice 8500006629 and
submission of an acceptable Bank Guarantee:
The Contractor shall submit:
i One (1) original invoice 8500006629 plus one (1) copy covering the amount as
per Article 5.2.1, Ref. 1;
ii. Acceptable Bank Guarantee, as per Article 6.1.

5222 Progress Payment against invoice 8500007772 upon approval of the System Design
Document (SDD):
The Contractor shall submit:
i. One (1) original invoice 8500007772 plus one (1) copy covering the amount as
per Article 5.2.1, Ref. 2;
ii. Written confirmation of approval of the SDD from the REDDIG Il PROJECT

GROUP. i
52.2.3 Down Payment on placement of order for Phase 1I against invoices 8500007773 and
8500008502 and submission of an acceptable Bank Guarantee

The Contractor shall submit:

1. One (1) original invoice 8500007773 and 8500008502 plus one (1) copy covering

the amount as per Article 5.2.1, Ref. 3;

ii. Acceptable Bank Guarantee, as per Article 6.2. ;‘E
52.24 Progress Payment at the last shipment of equipment against invoice ESF1214003

and submission of an acceptable Bank Guarantee:

The Contractor shall submit:

i. One (1) original invoice ESF1214003 plus one (1) copy covering the cumulative
amount as per Article 5.2.1, Ref. 4a and 4b):
ii. One (1) original Factory Acceptance Certificate duly signed as per Article 11.7: NT Wy
iii. Acceptable Bank Guarantee, as per Article 6.3. (© teve 7%
iv. Shipping documents and insurance certificate as per Article 9.9. i pggg 52
- e
‘f-!\rf{; <

Amendment IV to Contract 22501200, Page 2 @
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5225 Progress Payment at satisfactory completion of theoretical-practical training against
invoice ESF0914004:
1. One (1) original invoice ESF0914004 plus one (1) copy covering the amount as
per Article 5.2.1, Ref. 5;
ii. Written confirmation of satisfactory completion of theoretical-practical training
from the REDDIG Il PROJECT GROUP;

5.2:2.6 Progress Payment at satisfactory Provisional Site Acceptance against invoice
ESF0315001:
The Contractor shall submit:
is One (1) original invoice ESF0315001 plus one (1) copy covering the amount as
per Article 5.2.1, Ref. 6a);
ii. Sixteen (16) original Provisional Site Acceptance Certificates (one from each

site) duly signed as per Article 13.1.
Level 3 shall submit:

iii. One (1) original invoice plus one (1) copy covering the amount as per Article
5.2.1, Ref. 6b;
iv. A copy of the sixteen (16) Provisional Site Acceptance Certificates (one from

each site) duly signed as per Article 13.1.

5227 Progress Payment at satisfactory Final Network Acceptance:
The Contractor shall submit:
i One (1) original invoice plus one (1) copy covering the amount as per Article
5:2.1.Rel.;
ii. One (1) original Final Network Acceptance Certificate duly signed as per Article
13.6;
iii. Acceptable Performance Bond as per Article 6.5.

52.2.8 Progress Payment three (3) months after satisfactory Final Network Acceptance or,
if Article 13.6.1 applies, upon Final Network Acceptance of the ground backbone of
the Network:

Level 3 shall submit:
i One (1) original invoice plus one (1) copy covering the amount as per Article

5.2.1, Ref. &;

ii. One (1) original Certificate of satisfactory provision of the ground
communication services (Attachment X) duly signed by REDDIG II PROJECT 7
GROUP.

iii. If Article 13.6.1 applies, one (1) original Final Network Acceptance Certificate
for the ground backbone of the Network.

52:2.9 Down Payment on signature of Amendment III for Phase III and submission of an
acceptable Bank Guarantee:
The Contractor shall submit:
i. One (1) original invoice plus one (1) copy covering the amount as per Article
5.2.1, Ref. 9;
ii. Acceptable Bank Guarantee. as per Article 6.3.

52.2.10  Progress Payment at satisfactory Site Acceptance of the Brasilia node:
The Contractor shall submit:
L. One (1) original invoice plus one (1) copy covering the amount as per Article

5.2.1, Ref. 10a): AT
ii. One (1) original Site Acceptance Certificate duly signed as per Article 13.13; (& P;E%EL Y
ii. Acceptable Performance Bond as per Article 6.5, - VuBS '.59’

The Contractor or Level 3 shall submit:

Amendment IV to Contract 22501200, Page 3 (\6\1
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iv. One (1) original invoice plus one (1) copy covering the amount as per Article
5.2.1. Ref. 10b);
V. One (1) original Site Acceptance Certificate duly signed as per Article 13.13.”
523 Payments shall be effected by bank transfer to the Contractor’s account (Level 3's

account for payment reference 6 b) and 8). indicated on the invoices within thirty (30)
days after receipt of correct invoice and documentation as outlined in Article 5.2.2. The
bank charges for such transfers shall be borne by the Contractor and/or Level 3.

*13.6.1 If, for reasons not attributable to Level 3, the FNAT does not take place within six (6)
months of the date of the last PSAT, and the REDDIG Il Member States confirm
satisfactory receipt of the MPLS Services for at least six (6) months for all sites since the
last PSAT, a separate FNAT certificate solely for the ground backbone of the Network
shall be signed. In such case, Level 3 shall be entitled to invoice the amount as per
Article 52.1. Ref. 8, and the initial six (6)-month leasing of related ground
communication services as per Article 2.3 shall be deemed to have been provided since
the date of the last PSAT. Subsequently. Level 3 shall undertake to accept a Purchase
Order for the leasing of MPLS Services as per Article 5.1.6.7

Attachment X is hereby revised to reflect satisfactory provision of ground
communication services after the last Provisional Site Acceptance Test.

Signed on Y JAn LH"V‘:/ 2o b » on behalf of:
Date
Jacques-Olivier KLOTZ

:‘ Jltfﬂ’ 5 SN !
IcXo\ e \_../ N INEO Enginegring and Systems
Technical C ooperatlon BUY@ELI)\/ & Vw

C‘n—or:mmﬂ
ureay

LEVEL 3 PERU S.A.

Luis Ladera Zambrano OSWALDO CLAROS UGALDE
REPRESENTANTE LEGAL REPRESENTANTE LEGAL

LEVEL 3 PERU S.A. LEVEL 3 PERU S.A.
o »;
PERU
VuBgA
f N

Amendment IV to Contract 22501200, Page 4 N/\

\
\
S—
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Revised Attachment X
Model Satisfactory Provision of Ground Communication Services Certificate - Sample

The present certificate is to attest that the Ground Communication Services as stipulated in Article
2.3 of Contract , signed on . between ICAO and
have been provided for a period of three (3) months after FNAT*/ six (6)

months after the last PSAT* and proved to be satisfactory.

Comments (if any) :

* Mark applicable

REDDIG IT PROJECT GROUP Contractor Representative ‘
Representative /

Date Date

Vogh ™
LN

%
Amendment IV to Contract 22501200 /\\!\(\
W
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FINAL NETWORK ACCEPTANCE TEST CERTIFICATE

Reference:  Interational Civil Aviation Organization (1CAQ)
Contract: 22501200
REDDIG 1 Network
REAQ3/MC) -- REDDIG UL Project Group

We hereby acknowledge that the REDDIG I ground backbone network and associated
equipment and services have been verified in accordance with mutually agreed upon lest
procedures with satisfactory result

On behalf of INEQ Enginecring and Systems / Level 3

Ineo Engineering & Systems
inovel Parc Sud

Ca B du‘Général Valerie André Aunthorized Representative (BLOCK LETTERS)
78140 Vélizy Villacoublay - France

Tél. 33 (0} 3926 1500 - Fax 33 (0)1 3070 720
T AR
G

MGFA‘ES‘JE Tﬁlure and Date e,

IANAWA MAKA OSWALDO CLARDS UGALDE
/“" REPRESENTANTE'LEGALBE REPRESENTANTE LEGALDE
by /01 /70! ( LEVEL 3 PERU SA: LEVEL 3 PERD S.A.

On behalf of the REDDIG II Project Group

Onofrio Smarrelli
Au.rhm:r}zed Represemtative (BLOCK LETTERS)

»

\ ;
/ ) ¢ Signature and Date
!

i
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APPENDIX H / APENDICE H

MEMORANDUM OF UNDERSTANDING BETWEEN
STATES/TERRITORIES/INTERNATIONAL ORGANISATIONS MEMBERS OF MEVA 111
AND REDDIG Il PROJECT ORGANISATION

1. SECTION 1. INTRODUCTION AND PURPOSE OF THIS DOCUMENT
11 INTRODUCTION

111 With the aim of effectively and efficiently fulfilling aeronautical telecommunications
requirements in these regions, the members of the MEVA Il and REDDIG VSAT networks decided to
interconnect the two networks. For this purpose, the Members agreed to establish this Memorandum of
Understanding (MoU). This Agreement is being established jointly under coordination of the ICAO North
American, Central American, and Caribbean (NACC) Office in Mexico City, Mexico and the ICAO
South American (SAM) Office, in Lima, Peru.

112 The Third MEVA 1l / REDDIG Coordination Meeting (MR/3) concluded that the
interconnection implementation will operate for a five-year period, as an initial basis, after finalising the
implementation.

113 The First MEVA 1lIl / REDDIG Il Coordination Meeting concluded that the
interconnection implementation will be renewed for five initial year period, after finalizing the
implementation.

114 The main body of this document consists of four (4) sections and 2 Appendices. The
content of the sections and appendices is summarised below: In accordance with the interconnection
development, when considered necessary, and if the interested Parties of both networks agree to do so,
other Appendices could be added as necessary.

Section 1.0:  Presents a brief overview and statement of purpose.

Section 2.0:  Provides an explanation of the Technical Cooperative Agreement process.

Section 3.0:  Describes the technical terms of reference.

Section 4.0:  Describes the financial responsibilities of the parties to this agreement.

Appendix A: A list of reference documents used in support of this Agreement.

Appendix B:  Technical-operational coordination agreement for the establishment of VSAT MEVA Il
and REDDIG 11 networks interconnection

1.15 This document is based on the former MEVA Il - REDDIG Memorandum of
Understanding (MoU).

1.2 SECTION 1 - PURPOSE

121 The goal of this MoU is to foster a coordinated plan for in the development of MEVA 111

and REDDIG Il networks and its interconnection implementation.
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122 This MoU is a living document through which members of the MEVA |1l and REDDIG
Il networks shall convene, as necessary and at locations agreed upon, to review or amend the details of
the Agreement. Revised versions of this Agreement, or paragraph changes, shall be coordinated and
distributed by the ICAO NACC and SAM Regional Offices to the signatory parties of the Agreement as
appropriate.

1.2.3 This MoU document establishes the following coordination and cooperation process:

a) The holding of coordination meetings, if required, to analyse and identify the new service
requirements for the MEVA 11l and REDDIG Il VSAT networks interconnection.

b) The exchange of technical reports and documentation, program plans and schedules, as may
become necessary, to assure the successful and timely completion of these efforts.

C) Operational-technical coordination between the Parties involved in MEVA 1ll and REDDIG Il
networks, as necessary.

d) Planning, technical coordination, and development participating member
States/Territories/International Organisations of the MEVA 11l and REDDIG Il Networks.

2. SECTION 2 - THE TECHNICAL COOPERATIVE AGREEMENT PROCESS

2.1 To reach the goal of this MoU, the MEVA Il and REDDIG Il members have developed
an interconnection solution to operate during a five-year phase after the implementation of the
interconnection of the MEVA 11l and REDDIG Il Networks.

2.2 RELATIONSHIPS AND RESPONSIBILITIES OF THE PARTIES

2.2.1 In order to achieve the interconnection of the networks in a timely and mutually
beneficial way, the parties to this Agreement recognise the need to coordinate their actions and exchange
updated operational-technical information.

2.2.2 The Parties also recognise the need to develop common technical solutions for
interconnecting and/or integrating these networks, in a manner that shall not negatively impact the
planned operation, performance, or management of the either network.

2.2.3 ICAO NACC and SAM Regional Offices shall convene coordination meetings, as
needed.
224 The Parties of this MoU agree to exchange reports, technical documents, plans and

programming that may be necessary in order to guarantee the interconnection and the implementation of
the new services.

2.2.5 The Parties of this MoU agree to implement during a 5 year phase the MEVA 11l /
REDDIG Il interconnection solution as presented in Appendix B.
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3. SECTION 3 - TECHNICAL TERMS OF REFERENCE

3.1 The interconnection solution’s objectives and their technical operational principles are
described under the Appendix B of this document.

4. SECTION 4 - FINANCIAL RESPONSIBILITIES OF THE NETWORK PARTIES

41 MEVA 111 / REDDIG Il Members shall, as individual administrations, be responsible for
their own financial obligations, in accordance with the Agreement contained in Appendix B.

4.2 The Parties to this Agreement understand that they shall not commit to any action that
may result in a financial obligation to other Parties, without first obtaining an Agreement, in writing, from
all other parties to this Agreement.

NOTES:

MEVA 1l - The term "MEVA I1I", as used in this document, refers to the VSAT network currently
providing voice and data aeronautical telecommunications services to States/Territories/International
Organisations in the Caribbean Region. The network is managed by Caribbean
States/Territories/International Organisations members, through the Technical MEVA Group (TMG), and
is coordinated by the ICAO NACC Regional Office.

REDDIG Il - The term "REDDIG 11", as used in this document, refers to the VSAT network presently
implemented in the South American region under the technical cooperation project RLA/03/901
coordinated by the ICAO Lima Office.
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APPENDIX A
A LIST OF REFERENCE DOCUMENTS USED IN SUPPORT OF THIS AGREEMENT

Contract N| 2250128 between the International Civil Aviation Organization and COMSOFT GmbH for
the provision of the Interconnection of the MEVA Il and REDDIG I Satellite Telecommunications
Network for MEVAIII and REDDIG Il Member States/Territory/International Organization

Acuerdo de gestidn de servicios entre la Cooperacion Centroamericana de Servicios de Navegacion Aérea
(COCESNA) y la OACI Proyecto RLA/09/901 Interconexion del Nodo MEVAII de COCESNA a la
REDDIG

Contract No. 22501200 between the International Civil Aviation Organization and the consortium
consisting of INEO Engineering and Systems and LEVEL 3 PERU S.A. for the Provision of a New
Regional Aeronautical Telecommunication Network (REDDIG Il)and associated equipment and services
Manual de operacion de la REDDIG 11

MEVA |1l Document of Agreement

MEVA Il Service Level Agreement
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APPENDIX B

TECHNICAL-OPERATIONAL COORDINATION AGREEMENT FOR THE
ESTABLISHMENT OF VSAT MEVA 111 AND REDDIG II NETWORKS INTERCONNECTION

1. SECTION 1 - PURPOSE OF THIS AGREEMENT

11 PURPOSE

1.1.1 To establish technical, operational and administrative aspects necessary for the digital VSAT
MEVA Ill and REDDIG Il networks interconnection, to meet aeronautical telecommunications
requirements between the CAR/SAM Regions.

2. SECTION 2 - CO-OPERATIONAL TECHNICAL PROCESS OF THE AGREEMENT

2.1 RELATIONSHIP AND RESPONSIBILITIES OF THE PARTIES

2.1.1 During this stage, the management of MEVA Il and REDDIG Il shall continue with their
respective service providers, i.e, REDDIG Il shall continue with its REDDIG Administration, and MEVA
111, with the MEVA Il Service Provider.

2.1.2 States/Territories/International Organisations members of MEVA I1l and REDDIG Il networks

shall be responsible for the normal operation of each of their nodes, having to establish mechanisms
necessary to ensure the degree of availability required for each of the services under consideration.

3. SECTION 3 - TECHNICAL TERMS OF REFERENCE
3.1 TECHNICAL TERMS OF REFERENCE

3.1.1 Members of MEVA Ill and REDDIG Il networks have mutual interest in establishing the
interconnection of their respective communications networks in a manner that they provide the capacity
for current and future voice and data aeronautical telecommunications services between the designated
nodes within these networks, so as to support aeronautical telecommunications in the CAR/SAM
Regions.

3.1.2 The interconnection technical solution shall be carried out under premise that the REDDIG Il and
MEVA Il VSAT network is developed under a full mesh network topology, using TDMA satellite
access, as well as a 1S-14 satellite transponder with a beam directed over United states / Latin America,
C-band operation frequencies and co-linear vertical polarisation.

3.1.3  For the interconnection of the additional equipment to be initially installed at each node involved,
MODEM, as well as any other necessary equipment required.

3.1.4 The interconnection implies the following implementations:
a) Additional equipment at Bogota (Colombia) and Caracas (Venezuela), REDDIG Il nodes; and

b) Additional equipment at Tegucigalpa, Honduras, COCESNA MEVA Ill node.
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3.2 MANAGEMENT TERMS OF REFERENCE

3.2.1 Implementation of the interconnection option shall not involve modifications to the technical,
operational and control management of MEVA Il and REDDIG Il networks, with exception of the
necessary maintenance coordination procedures detailed in paragraph 3.2.5 of this Attachment.

3.2.2 The configuration, synchronisation, supervision and control of additional MODEMSs participating
in the interconnection and installed at REDDIG 11 nodes, shall be carried out by the MEVA 111 Network
Control Centre (NCC). Also, the configuration, synchronisation, supervision and control of additional
MODEMs participating in the interconnection and installed at MEVA 11l nodes, shall be carried out by
the REDDIG NCC.

3.2.3 The bandwidth, number and type of circuits installed in the MEVA 111 node for communications
with REDDIG I, shall be managed by REDDIG II.

3.2.4 The bandwidth, number and type of circuits installed in the REDDIG Il node for communications
with MEVA I, shall be managed by MEVA Il

3.25 Maintenance coordination procedures between the NCCs

3.2.5.1 When there is any problem in a REDDIG Il node, with the MODEM or other equipment involved
in the interconnection with MEVA 111, the following shall be applied:

a) MEVA 11 Service Provider shall call the REDDIG Il Administration informing of the happening;

b) The REDDIG Il Administration shall phone the respective node and shall establish an audio
teleconference between MEVA Il Service Provider and Caracas or Bogota local technicians, as
necessary;

c) REDDIG Il NCC, under control of the REDDIG Il Administration, shall supervise
communications between MEVA 111 Service Provider and REDDIG Il nodes technicians.

d) The MEVA Il Service Provider is the only one that may call the REDDIG 1l Administration to
start or close the respective trouble ticket.

3.2.5.2 When there is any problem in a MEVA 1l node, with the MODEM or other equipment affect the
interconnection with REDDIG, the following shall be applied:

a) The REDDIG Il Administration shall call the MEVA 1lI Service Provider informing of the
happening;

b) The MEVA IlI Service Provider shall call the respective node and shall establish an audio
conference between REDDIG Il Administration and local technicians, as necessary;

C) MEVA [11 NCC, under control of the Service Provider, shall supervise communications between
REDDIG Il Administration and MEVA 111 nodes technicians.

d) The REDDIG Il Administration is the only one that may call the MEVA 111 Service Provider to
start or close the respective trouble ticket.
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3.2.6  Security requirements

3.2.6.1 The minimum security arrangements required by REDDIG I, and that should be followed by the
MEVA I, are:

a) MEVA I11 network have no direct communications with public networks.

b) The equipment is not shared with services different to MEVA III.

) Access restriction to equipment belonging to the network, through the use of a password.
d) The network must exclusively support services to which it was originally constituted for.

3.2.6.2 The minimum security arrangements required by MEVA IIl, and that shall be followed by
REDDIG II, are:

a) REDDIG Il network have no direct communications with public networks.

b) The equipment is not shared with services different to REDDIG 1.

C) Access restriction to equipment belonging to the network, through the use of a password.

d) The network must exclusively support services to which it was originally constituted for.

4, SECTION 4 - FINANCIAL RESPONSIBILITIES OF THE PARTIES

4.1 EQUIPMENT PURCHASING

4.1.1 Additional equipment to be installed at REDDIG Il nodes, with MEVA |l MODEMs
requirements, can be included in the leased contract established between ICAQ, in behalf of the REDDIG
Il members, and the MEVA 111 Service Provider in accordance with the requirements established for the
interconnection.

4.1.2 Additional equipment to be installed at MEVA Il nodes, with REDDIG Il MODEMs
requirements, can be purchased by MEVA 11l members (States, Territories, Organisations) in accordance
with the requirements established for the interconnection.

4.2 SPARE PARTS LOT PURCHASING

4.2.1 The spare parts for the additional equipment to be installed at the REDDIG Il nodes, with MEVA
1l MODEM and other device requirements, can be included in the leasing contract established between

ICAOQO, on behalf of the REDDIG Il States, and the MEVA 111 Service Provider.

4.2.2 The spare parts for the additional equipment to be installed at the MEVA Ill nodes, with
REDDIG Il MODEM and other device requirements, shall be purchased by MEVA I11 Members.

4.3 MAINTENANCE
4.3.1 The additional equipment that would be installed in the REDDIG Il nodes and that would route

communications requirements with MEVA 11l nodes, shall be maintained by the MEVA IllI Service
Provider, under the coordination of the REDDIG Il Administration.
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4.3.2 The additional equipment that would be installed in the MEVA I1ll node, with communications
requirements with REDDIG Il nodes, shall be maintained by MEVA 111 Member, in coordination with the
REDDIG Il and the MEVA 111 Service Provider.

4.4 SPACE SEGMENT

4.4.1 The carriers, as well as the band width requirement for communications between REDDIG |1
nodes shall be the same as those currently rented with INTELSAT. The payment of the space segment to
INTELSAT shall continue being carried out through the REDDIG Il Administration, who shall be in
charge of collecting contributions from each SAM State member of REDDIG |I.

4.4.2 The carriers, as well as the band width requirement for communications between MEVA llI
nodes shall be done through the MEVA Il Service Provider. MEVA Ill members shall pay the
bandwidth consumption to the MEVA 111 Service Provider.

4.4.3 The circuits necessary for communications between a REDDIG Il node having MODEMs
participating in the interconnection with MEVA 11l shall be administrated by the MEVA Ill Service
Provider. The amount charged for circuits used by the REDDIG 1l Member of the aforementioned node
mentioned shall be provided by the MEVA 11 Service Provider, and the respective consumption payment
to the provider shall be made through REDDIG Il Administration.

4.4.4 The circuits necessary for communications between a MEVA Il node having MODEMSs
participating in the interconnection with REDDIG |1 shall be administrated by REDDIG Il. The amount
charged for circuits used by the mentioned node shall be provided by the REDDIG Administration, and
the respective consumption payment shall be made by the MEVA 1l member of the aforementioned node
to the REDDIG Il Administration.
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APPENDIX | / APENDICE I

SUMMARY OF FAILURES AND PARTS - 2015
RESUMEN DE AVERIAS Y PARTES - 2015

MODEM Fabrica: ND Satcom
1) Skywan 1070 : COCESNA
(1) Skywan 1070 : SPIM
RF Fabrica; TERRASAT Communications, Inc.
Q) RX Waveguide Switch : SBCT
@ IBUC 80W : SVMI
Otros REDDIG Fabrica: Gorgy Timing
1) GPS RTCP09 : SCEL

Nota: Todos estos equipos fueron reemplazados bajo garantia
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REDDIG 2015
Attention to Nodes / Atenciones a los Nodos =190

Eventos

SUMU SVMI  SYGC  TTZP COCES

SAEZ SBCT SBMN  SBRF SCEL SEGU SGAS  SKED SLLP  SMPM SOCA  SPIM

Nodos
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REDDIG 2015
Distribution of Attentions / Distribucion de Atenciones

* ROUTER
® MODEM

% RF

Eventos

* Otros

REDDIG
EXTERNOS

v v v l x > vy ® I g -

SYGC TTZP COCES

SAEZ SBCT SBMN SBRF SCEL SEGU SGAS SKED SLLP SMPM SOCA SPIM SUMU SVMI
Nodos
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REDDIG 2015
Attention Distribution per Equipment Category
Distribucion de Atencidn por Categoria de Equipo
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