Organizacién de Aviacion Civil Internacional SAM/IG/14-NE/21
Oficina Regional Sudamericana 03/11/14
Décimo Cuarto Taller/Reunion del Grupo de Implantacion SAM
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Lima, Peru, 10 al 14 noviembre 2014

Cuestion 6 del

Orden del Dia: Evaluacién de los requisitos operacionales para determinar la implantacion
de mejoras de las capacidades de comunicaciones, navegacion y vigilancia
(CNS) para operaciones en ruta y area terminal

Interconexion AMHS

(Presentada por Brasil)

RESUMEN
Esta nota de estudio presenta informaciones referentes a las pruebas de
interconexion AMHS entre los Estados de la Region SAM y propone la
adopcién de un cuaderno de registro de los resultados de la pruebas.

REFERENCIA
- Guia de Orientacion para la Interconexion Operativa de Sistemas AMHS
en la Regién SAM.

Objetivos estratégico A — Seguridad operacional; y

de la OACI: B — Capacidad y eficiencia de la navegacion
aérea.
1. Introduction
1.1 Diversos Estados de la Region ya implantaron sus sistemas AMHS y deben iniciar las

pruebas de interconexion con los centros adyacentes respectivos.

1.2 La Guia de Orientacién para la Interconexién Operativa de Sistemas AMHS en la Region
SAM es el documento de referencia a ser utilizado para las pruebas, sin embargo un registro de los
resultados es conveniente que sea colocado adjunto al MoU (Memorandum of Undertanding),
formalizando el establecimiento de la interconexion.

2. Analisis
2.1 Durante las pruebas llevadas a cabo entre Brasilia y Madrid, se utilizé un cuaderno que
resume todas las pruebas realizadas, proporcionando un documento de referencia que puede ser afiadido

como apéndice al MoU, particularizando todos los resultados encontrados.

2.2 Se propone que este tipo de documento sea empleado para cada interconexion realizada
por los Estado de la Region SAM.
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3. Accion sugerida
3.1 Se invita a la Reunion a:
a) Tomar nota de la informacién indicada en la nota de estudio; y

b) analizar el apéndice de esta nota de estudio e la propuesta indicada en 2.2.
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1. Objective

The aim of this document is to describe the technical solution pertaining to the installations to be
affected between AENA and ASA for the settlement of AMHS service, collecting the information
to set the AMHS trials to be performed in order to ensure the end to end interoperability of the
implementations under test.

These trials will not affect current aeronautical message exchange services or any other system
already operative with other Comm Centers.

AMHS Service will be settled and operated following EUR AMHS MANUAL documentation. Parts
may agree modifications on the procedures provided that no contradiction may arise with EUR
AMHS Manual and appendixes.

The set of trials that will be made:

e Performing all the bilateral interoperability trials collected in the EUR AMHS Manual
appendix E.

e If were possible, performing also the trilateral trials collected in the same appendix.

o If agreed, performing a subset of conformance trials, described in appendix D. The
conformance tests that have to be performed are listed below:

1. CT304- Reject a message, if DL expansion is prohibited

2. CT306- Generate a NDR, if transfer fails

3. CT407 — Convert or reject an IPM, if the ATS-message-text contains lines with
more than 69 Characters

4. CT418 — Convert an AFTN SVC “Unknown Addressee Indicator” to a NDR
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2. Common Infrastructure

Aena and DECEA will perform the Interoperability trials over test equipment, not affecting current
operational services, following EUR AMHS MANUAL Appendix E structure.

CAFSAT will be used to perform AMHS InteroperabilityTrials

Once successfully tested parts will coordinate and perform the Preoperational Trials over
Operational Systems and Network, following EUR AMHS MANUAL Appendix F structure.

2.1 Systems Description

2.1.1 Short Description of Brasil Messaging System

DECEA's Messaging TEST System is a ISODE integrated AFTN/AMHS switch which serves as
the operational system in the DECEA COM CENTRE in Brasilia.

Component

Release

UA

MTA

MTCU

2.1.2 Short Description of Spain Messaging System

AENAs Messaging TEST System (MACRAM) is a Telefénica integrated AFTN/CIDIN/AMHS

switch which serves as the operational system in the Aena COM CENTRE in Madrid.

Component

Release

CRAM Integrated
AFTN/CIDIN/AFTN gateway

Version 3.5 (November 2013)

CRAM UA/DUA Server

Version 4.2 (November 2013)

AMHS Server

Isode 14.6v16 (May 2010)

Red Hat Linux

Enterprise Advanced Server 4.8 (May 2009)

AMHS User Agent

AMHS message composer integrated in CRAM

AFTN Station

AFTN message composer integrated in CRAM
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2.2 Test Infrastructure

In this section there is included a scheme with the common test infrastructure and the main
network information:

BORDER ROUTER

CAFSAT

BORDER OPERATIONAL

ROUTER
eperational

infrastr u&ure
LY

BRASIL \ SPAIN
AMHSTEST

2.3 Communication Channels

Once put into operational, first line on contact is the telephone. Basic English is considered as the
co-ordination speech to be employed by the correspondents. A technical specific glossary ought
to be defined for this purpose. Telefax is always considered as a second line of contact E-mail
could also be used.

While testing configuration and trials, first line on contact is email and telephone. Basic English is
considered as the co-ordination speech to be employed by the correspondents
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2.4 Correspondants

-  AENA
Availability Phone e-malil
Test 8:00 — 15:00 CET Gabriel Garcia arodri uez@aena es
Coordinator Monday - Friday +34 91 3213210 99 9 .
i H24
Technical +34 91 6785135 lecm_cgr@aena.es
Permanent
Technical 9:00 — 17:00 CET S
Service Monday - Friday ame
Technical 9:00 — 17:00 CET | Teresa Barbera Lado +34 | tbarbera@aena.es
service Monday - Friday o 31678%1_90 o jlores@aena.es
avier Lores Riesgo +
escalate 916785297
- DECEA (test platform)
Availability Phone e-mail
Test 8:00 — 15:00 Lucio Cavalcante luciolac@cindactal.aer.mil.br
Coordinator | Monday - Friday +55 61 3364 8375 e
Technical H24 +55 61 3364 8377
Permanent
gﬁf&ﬂﬁa' 8:00 — 15:00
. Monday - Frida
Test issues y y
Technical
. 8:00 — 15:00 Lucio Cavalcante . . )
service Monday - Friday +55 61 3364 8375 luciolac@cindactal.aer.mil.br
escalate
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3. General Parameter Information

Parameter

Default Values

DECEA (TEST)

AENA (TEST)

Remarks

IP addresses

192.168.69.37

57.235.201.75

In line with the EUROCONTROL
IP address allocation plan

TCP Port 102 102 Doc 9896, section 1.3
MTA name MTA-SBBR-3 MTA-LEEE-1 As per AMHSM section 8.2
MTA password PLAT-3 ICAO-LEEE-1 As per AMHSM section 8.2
H i Yes or No
Calllng Presentation Yes Depending on SW implementation,
Address parameter may have to be Yes
; ; Simple, strong or bilateral.
Authentication Simple Simple Not mandated but may be agreed

requirements

among test partners.

TSAP addresses

0x35 0x39 0x31

0x35 0x39 0x31

Hex e.g. ‘544350' (“TCP”) or
‘4D4853' (“MHS”)

Text “591 Text “591”
Protocol type X.400/1988 X.400/1988 pon gy phased out (AMASH
— Monologue or Two-way alternate
Type of associations Monologue Monologue (AMHSM App. B)
Number of
N . . 5 max.
associations incoming The number of incoming
associations should be equal to
Number of the number of outgoing ones.
- . 5 max.
associations outgoing
. Dynamic
Connection ) Permanent or Dynamic
(5 sec hold time)
Minimum message 2Mbytes 2Mbytes (AMHSM App. B)

size supported

Addressing scheme

CAAS with single O

CAAS with single O

XF or CAAS with single or multiple
(¢]

C = XX
ADMD = ICAO
PRMD = SB
O = SBBR
OUl = SBBR
CN = SBBRPLTC

C = XX
ADMD = ICAO
PRMD = SPAIN
O = LEEE
OUl = LEEE
CN = LEEEXXXX

Type of body part
used in IPMs by UA

general-text body part
with 1ISO646 repertoire

general-text body part
with 1ISO646 repertoire

general-text body part with 1ISO646
repertoire
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4. Intero

perability Trials TEST RESULTS

TEST CASE

TESTED FUNCTIONALITY

RESULT

DATE

REMARKS

6,2 Submiss

ion, Transfer and Delivery Operation (AMHS to AMHS)

IT101

Submit, transfer and deliver an IPM (UA IUT-A to UA IUT-B)

IT101/TCO1

A KK priority message will be submitted from the
UA of IUT-A and delivered to the UA of IUT-B.

IT101/TCO2

A GG priority message will be submitted from the
UA of IUT-A and delivered to the UA of IUT-B.

IT101/TCO3

An FF priority message will be submitted from the
UA of IUT-A and delivered to the UA of IUT-B.

IT101/TC04

A DD priority message will be submitted from the
UA of IUT-A and delivered to the UA of IUT-B.

IT101/TCO5

An SS priority message will be submitted from the
UA of IUT-A and delivered to the UA of IUT-B.

1T102

Submit, transfer and deliver an IPM (UA IUT-B to UA IUT-A)

IT102/TCO1

A KK priority message will be submitted from the
UA of IUT-B and delivered to the UA of IUT-A.

IT102/TC02

A GG priority message will be submitted from the
UA of IUT-B and delivered to the UA of IUT-A.

IT102/TCO3

An FF priority message will be submitted from the
UA of IUT-B and delivered to the UA of IUT-A.

IT102/TC04

A DD priority message will be submitted from the
UA of IUT-B and delivered to the UA of IUT-A.

IT102/TCO5

An SS priority message will be submitted from the
UA of IUT-B and delivered to the UA of IUT-A.

6,3 Gatewa

y Operations (AFTN to AMHS)

1T201

Convert an AFTN message to AMHS format (IUT-A)

IT201/TCO1

A KK priority message will be sent from the AFTN
terminal of IUT-A, converted to AMHS and received
at the UA of IUT-B.

IT201/TC02

A GG priority message will be sent from the AFTN
terminal of IUT-A, converted to AMHS and received
at the UA of IUT-B.

IT201/TCO3

An FF priority message will be sent from the AFTN
terminal of IUT-A, converted to AMHS and received
at the UA of IUT-B.

IT201/TC04

A DD priority message will be sent from the AFTN
terminal of IUT-A, converted to AMHS and received
at the UA of IUT-B.

IT201/TCO5

An SS priority message will be sent from the AFTN
terminal of IUT-A, converted to AMHS and received
at the UA of IUT-B.
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TEST CASE

TESTED FUNCTIONALITY

RESULT

DATE

REMARKS

1T202

Convert an AFTN message to AMHS format (IUT-B)

IT202/TCO1

A KK priority message will be sent from the AFTN
terminal of IUT-B, converted to AMHS and received
at the UA of IUT-A.

IT202/TC02

A GG priority message will be sent from the AFTN
terminal of IUT-B, converted to AMHS and received
at the UA of IUT-A.

IT202/TCO3

An FF priority message will be sent from the AFTN
terminal of IUT-B, converted to AMHS and received
at the UA of IUT-A.

IT202/TC04

A DD priority message will be sent from the AFTN
terminal of IUT-B, converted to AMHS and received
at the UA of IUT-A.

IT202/TCO5

An SS priority message will be sent from the AFTN
terminal of IUT-B, converted to AMHS and received
at the UA of IUT-A.

6,4 Gatewa

y Operations (AMHS to AFTN)

1T301

Convert an IPM to AFTN format (IUT-B)

IT301/TCO1

A KK priority message will be submitted from the
UA of IUT-A, converted to AFTN in IUT-B and
received at the AFTN terminal of IUT-B.

IT301/TC02

A GG priority message will be submitted from the
UA of IUT-A, converted to AFTN in IUT-B and
received at the AFTN terminal of IUT-B.

IT301/TCO3

An FF priority message will be submitted from the
UA of IUT-A, converted to AFTN in IUT-B and
received at the AFTN terminal of IUT-B.

IT301/TC04

A DD priority message will be submitted from the
UA of IUT-A, converted to AFTN in IUT-B and
received at the AFTN terminal of IUT-B.

IT301/TCO5

An SS priority message will be submitted from the
UA of IUT-A, converted to AFTN in IUT-B and
received at the AFTN terminal of IUT-B.

1T302

Convert an IPM to AFTN format (IUT-A)

IT302/TCO1

A KK priority message will be submitted from the
UA of IUT-B, converted to AFTN in IUT-A and
received at the AFTN terminal of IUT-A.

IT302/TC02

A GG priority message will be submitted from the
UA of IUT-B, converted to AFTN in IUT-A and
received at the AFTN terminal of IUT-A.

IT302/TC03

An FF priority message will be submitted from the
UA of IUT-B, converted to AFTN in IUT-A and
received at the AFTN terminal of IUT-A.

IT302/TC04

A DD priority message will be submitted from the
UA of IUT-B, converted to AFTN in IUT-A and
received at the AFTN terminal of IUT-A.

IT302/TCO5

An SS priority message will be submitted from the
UA of IUT-B, converted to AFTN in IUT-A and
received at the AFTN terminal of IUT-A.
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TEST CASE TESTED FUNCTIONALITY RESULT DATE REMARKS
6,5 Gateway Operations (AFTN to AMHS to AFTN)
1T401 Convert an AFTN message to AMHS and back to AFTN format (IUT-A to IUT-B)
An AFTN message with KK priority will be sent from
IT401/TCO1 | the AFTN terminal of IUT-A to the AFTN terminal of
IUT-B.
An AFTN message with GG priority will be sent
IT401/TCO2 | from the AFTN terminal of IUT-A to the AFTN
terminal of IUT-B.
An AFTN message with FF priority will be sent from
IT401/TCO3 | the AFTN terminal of IUT-A to the AFTN terminal of
IUT-B.
An AFTN message with DD priority will be sent from
IT401/TCO4 | the AFTN terminal of IUT-A to the AFTN terminal of
IUT-B.
An AFTN message with SS priority will be sent from
IT401/TCO5 | the AFTN terminal of IUT-A to the AFTN terminal of
IUT-B.
1T402 Convert an AFTN message to AMHS and back to AFTN format (IUT-B to IUT-A)
An AFTN message with KK priority will be sent from
IT402/TCO1 | the AFTN terminal of IUT-B to the AFTN terminal of
IUT-A.
An AFTN message with GG priority will be sent
IT402/TCO2 | from the AFTN terminal of IUT-B to the AFTN
terminal of IUT-A.
An AFTN message with FF priority will be sent from
IT402/TCO3 | the AFTN terminal of IUT-B to the AFTN terminal of
IUT-A.
An AFTN message with DD priority will be sent from
IT402/TCO4 | the AFTN terminal of IUT-B to the AFTN terminal of
IUT-A.
An AFTN message with SS priority will be sent from
IT402/TCO5 | the AFTN terminal of IUT-B to the AFTN terminal of
IUT-A.
6.6 Gateway Operations — special cases
IT501 Distribute an IPM to AMHS and AFTN users
A message will be sent from a UA on IUT-A to IUT-B
IT501/TCO1 | with Primary Recipients addressing an AFTN
terminal and a UA in IUT-B.
A message will be sent from a UA on IUT-B to IUT-A
IT501/TCO2 | with Primary Recipients addressing an AFTN
terminal and a UA in IUT-A.
A message will be sent from a UA on IUT-A to IUT-B
IT501/TCO3 | with PrimaryRecipients and Copy Recipients,
addressing AFTN terminals and UAs in IUT-B.
A message will be sent from a UA on IUT-B to IUT-A
IT501/TCO4 | with Primary Recipients and Copy Recipients,
addressing AFTN terminals and UAs in [UT-A.
A message will be sent from a UA on IUT-A to IUT-B
IT501/TCO5 | with Primary Recipients, Copy Recipients and Blind
Copy Recipients, addressing AFTN terminals and
Spain — Brasil AMHS tests page 10 27/08/2014
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UAs in IUT-B.
A message will be sent from a UA on IUT-B to IUT-A
with Primary Recipients, Copy Recipients and Blind
IT501/TC06 Copy Recipients, addressing AFTN terminals and
UAs in IUT-A.
IT502 Expand a DL addressing both AMHS and AFTN users
The message will be sent from a UA on IUT-A
IT502/TCO1 | addressing a local DL which contains addresses of
AFTN terminals and the UA in IUT-B.
The message will be sent from a UA on IUT-B
IT502/TCO2 | addressing a local DL which contains addresses of
AFTN terminals and the UA in IUT-A.
The message will be sent from a UA on IUT-A
IT502/TCO3 | addressing a remote DL in IUT-B which contains
addresses of AFTN terminals and the UA in IUT-B.
The message will be sent from a UA on IUT-B
IT502/TCO4 | addressing a remote DL in IUT-A which contains
addresses of AFTN terminals and the UA in IUT-A.
IT503 Convert or reject an IPM, if the ATS-message-text contains more than 1800 characters
IT503/TCO1 A message with .normal priority and length of about
4500 characters is sent from the IUT-A to the IUT-B.
IT503/TC02 A message with .normal priority and length of about
4500 characters is sent from the IUT-B to the IUT-A
IT504 Split an incoming IPM addressing more than 21 AFTN users
IT504/TCO1 A mgssagg with normal priority containing 50
recipients is sent from the IUT-A to the IUT-B.
IT504/TCO2 A mgssagg with normal priority containing 50
recipients is sent from the IUT-B to the IUT-A.
IT505 Probe Conveyance Test
IT505/TCO1 The prqbe will be sen‘F from a UA on. IUT-A to IUT-B,
addressing AFTN terminals and UAs in IUT-B.
IT505,/TC02 The prqbe will be sen‘F from a UA on' IUT-B to IUT-A,
addressing AFTN terminals and UAs in IUT-A.
The probe will be sent from a UA on IUT-A to IUT-B,
containing the address of an AFTN terminal of IUT-B
IT505/TC03 and two MF addresses which cannot be translated
by the MTCU of IUT-B.
The probe will be sent from a UA on IUT-B to IUT-A,
containing the address of an AFTN terminal of IUT-A
IT TCO4
505/TCO and two MF addresses which cannot be translated
by the MTCU of IUT-A.
6,7 Stress traffic situations
IT601 Stress load
IT601/TCO1 After que.umg of an amount of messages both IUTs
start sending a burst of 100 messages.
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IT601/TCO2 After queylng of an amount of messages both IUTs
start sending a burst of 200 messages.

IT601/TCO3 After queylng of an amount of messages both IUTs
start sending a burst of 400 messages.

IT601/TCO4 After queylng of an amount of messages both IUTs
start sending a burst of 4000 messages.

1T602 Stress load with long messages

IT602/TCO1 After queylng of an amount“of mltlessages both IUTs
start sending a burst of 400 “long” messages.

IT602/TCO2 After queylng of an amount czf mejsages both IUTs
start sending a burst of 4000 “long” messages.

7,1 Submission/Transfer/Delivery and Relay operations

IT701 Submission / Transfer / Delivery between the partner MTAs

IT701/TCO1 An IPM submﬁted in IUT-A is transferred to IUT-B,
IUT-C and delivered to the UAs of IUT-B, IUT-C.

IT701/TC02 An IPM submlltted in IUT-B is transferred to IUT-C,
IUT-A and delivered to the UAs of IUT-C, IUT-A.

IT701/TC03 An IPM submltted in IUT-C is transferred to IUT-A,
IUT-B and delivered to the UA of IUT-A, IUT-B.

1T702 Relay operations

IT702/TCO1 An IPM is routed via an intermed-iate MTA,
transferred from IUT-A to IUT-C via “relay” IUT-B.

IT702/TC02 An IPM is routed via an intermed.iate MTA,
transferred from IUT-B to IUT-A via “relay” IUT-C.

IT702/TCO3 An IPM is routed via an mtermed.late MTA,
transferred from IUT-C to IUT-B via “relay” IUT-A.

7,2 Test of special situations

IT801 Alternate MTA routing
An ATS message (IPM) queued in one MTA (IUT-A)

IT801/TCO1 | due to outage of the primary X.400 routing path is
routed via an alternate MTA (IUT-C).
An ATS message (IPM) queued in one MTA (IUT-B)

IT801/TCO2 | due to outage of the primary X.400 routing path is
routed via an alternate MTA (IUT-A).
An ATS message (IPM) queued in one MTA (IUT-C)

IT801/TCO3 | due to outage of the primary X.400 routing path is
routed via an alternate MTA (IUT-B).

1T802 Loop detection

IT802/TCOL IUT-A (.ietects that a message submitted in IUT-A is
traversing a loop.

1T802/TC02 IUT-A (.:letects that a message submitted in IUT-B is
traversing a loop.

IT802/TC0O3 IUT-A Qetects that a message submitted in IUT-C is
traversing a loop.

T802/TC04 IUT-B c.jetects that a message submitted in IUT-A is
traversing a loop.

IT802/TCO5 | |UT-B detects that a message submitted in IUT-B is
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TESTED FUNCTIONALITY

RESULT

DATE

REMARKS

traversing a loop.

IT802/TC06

IUT-B detects that a message submitted in IUT-C is
traversing a loop.

IT802/TCO7

IUT-C detects that a message submitted in IUT-A is
traversing a loop.

IT802/TC08

IUT-C detects that a message submitted in IUT-B is
traversing a loop.

IT802/TCO9

IUT-C detects that a message submitted in IUT-C is

traversing a loop.
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