Fossaopr i Eaate

THE BASICS



Transmission

Key Dita Timings Message /

Frequency




w8y )
IATA '






- N
a as of September 2013




(EECTNE

» Understand the complexities of passenger data programs

* Increase awareness of existing international standards and airlines’
capabilities

« Understand that ICAO, WCO and IATA can offer assistance and
expertise
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Electronic data concerning passengers’ identity (API) or

travel reservations (PNR) which is used by public authorities
for border control.
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"Know apbout.

not know about.
For instance: suspicious travel patterns

For instance : people on a watchlist
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Information about a person’s identity.

* API can be useful for:
— Immigration

— Customs

— Security
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Legacy (Batch) API
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Interactive APl (1API)
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Information about a person’s travel reservation.
It can be useful:

* For customs, law enforcement, security
» To help identify contraband, smuggling, etc
e To assist in risk assessment
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Key Principles
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“ACE” stands for
e Alignment with standards

eLooperation witn Iinau
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Data Elements
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« APl or PNR data may be stored in different airline
systems




Data Elements

Reservation System

Departure Control
System



Data Elements

Reservation
+ Passenger data

Departure Control System




Data Elements

GUIDELINES
ON

ADVANCE PASSENGER INFORMATION
(API)

Guidelines on
Passenger Name
Record (PNR) Data

Facilitation

WCO/IATAICAD

Appravad iy the Secimtary Geasral
At putiish . undar s muthoriy
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International Civil Aviation Organization
Il natiznad Sl Aviatian Grganiestion


http://www.icao.int/Security/FAL/Pages/Publications.aspx
http://www2.icao.int/en/AVSEC/FAL/Documents/2010 API Guidelines Final Version.ICAO.2011 full x2.pdf
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Faster implementation
Better compliance
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Determine your needs - Is the data necessary?

Familiarize yourself with global standards

¥4 Include stakeholders earl
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For standard API, airlines need at least 3 to 6 months to

» Configure systems incl. peripheral systems like internet check-in and self-
service kiosks

» Test connectivity
e Train staff
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Heavy costs of « Costs of systems development
o Capturing * Interactive APl is a

sophisticated system that

» Formatting requires particularly heavy
» Transmitting data Investment

APl is a border security requirement. States should not charge airlines
(or passengers) in a bid to subsidize their own development costs.
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can provide

ASSISTANCE and EXPERTISE

Contact email: passengerdata@iata.org
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Batch API
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» API includes data relating to the flight and to each passenger on that
flight

» Data elements are contained in the APl Guidelines

» This is an extensive list. States are urged to limit their requests for
necific data elements to those deemed essential for their borde
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 Flight Identification

e Scheduled Departure Date
» Scheduled Departure Time
» Scheduled Arrival Date
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e Surname/Given Names
 Nationality
e Date of Birth
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ZTMNG

Not earlier than 30 minutes before
departure, preferably when the aircraft door
has been closed and the aircraft readied for
departure

Single transmission ideally, or
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Batch API
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FORMAT TRANSMISSION MODE
h

TRA"ITIUNAULEEAGY UN Examples include :
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NEW For example:

Can be provided by some air carriers XMI- Internet Web Services
(standard under development)
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INTERACTIVE API
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e Live information about passengers checking in

e Potential prevention of inadmissible passengers and
related penalties
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» State systems must be able to respond in real time to
reduce delays at check-in / boarding

» Systems must be available 24/7
» Back-up processes must be in place in case of system
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 Flight Identification

e Scheduled Departure Date
o Scheduled Departure Time
» Scheduled Arrival Date

» Scheduled Arrival Time
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 Surname/Given Names
 Nationality
e Date of Birth
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ZTMNG

Usually sent when passenger checks in and
presents their travel document (typically 24
hours to 1 hour prior to departure)

One transmission at time of passenger







(Customs Response)







PNR contains personal data

Countries have different perspectives on how much is
“private” or how much can be shared

State to State agreement may be necessary
Sensitive data should not be required
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 PNR can contain as little as a name and flight number
« PNRs may or may not include elements such as:
» Passenger name (may be limited to surname and first initial) ;
e ltinerary;,
 Ticketing information;
» General contact information;
e Form of payment;

e And a range of possible additional information/data. Refer to list
in Doc 9944

» Penalties should not be imposed for incomplete or inaccurate data
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PNR transmission should be required as
late as possible prior to flight departure to
ensure complete data

Repeated scheduled transmission and ad-
hoc requests should be limited as much as




(Government Request /
Acknowledgement of Reponse)




FOR MORE INFORMATION CONTACT
passengerdata@iata.org
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