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1. Introduction  
 
1.1 Project RLA/06/901 prepared a Guide for the Improvement of CNS Systems to meet short- 
and medium-term operational requirements for en-route and terminal area operations.  The guide presents an 
analysis and a diagnosis of the status of CNS systems in the Region, identifying the short- and medium-term 
operational requirements for en-route and terminal area operations, and proposing the necessary CNS 
improvements to support en-route, terminal, and aerodrome operations in the short- and medium-term. 
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operations in the short- and medium-term. 
 
1.2 The guide was presented and reviewed at the SAM/IG/2 meeting.  In this respect, the meeting 
considered that it should be reviewed by the SAM States, and requested the ICAO Regional Office to 
circulate it to the States of the Region.  
 
1.3 Likewise, project RLA/06/901 prepared a Guide for the Implementation of National Digital 
Networks using IP Protocol to support current and future aeronautical applications.  The guide was intended 
to serve as a reference for States when implementing national digital networks.  The guide was also presented 
at the SAM/IG/2 meeting, which considered that the ICAO Regional Office should circulate it to all the States 
of the Region for review and comments.  
 
1.4 The SAM IG/IG/2 meeting, taking into account the extent of the activities for the 
improvement of CNS systems in support of navigation services for en-route and terminal area operations in 
the short- and medium-term, identified the need to begin the implementation of CNS improvements through 
two activities: the drafting of guidance material for the interconnection of AMHS systems in the Region, and 
the implementation of an ADS-B trial programme, and presented the action plans for the implementation of 
the aforementioned activities. 
 
2. Analysis 
 
 Improvement of CNS Systems in SAM States  
 
2.1 The guide for the improvement of CNS systems to meet short- and medium-term operational 
requirements for en-route and terminal area operations was circulated to SAM States on 5 December 2008 by 
the ICAO South American Office through LT 2/3.A5– SA929.  In this regard, several States of the Region 
responded to the consultation reporting that they had no comments on the topic. 
 
2.2 Thus, once the guide has been reviewed, it could be used by the States as guidance material 
for the implementation of short- and medium-term improvements to CNS systems in order to meet the short- 
and medium-term operational requirements for en-route and terminal area operations.  A copy of the guide 
appears in Appendix A to this agenda item. 
 
2.3 The guide contains a diagnosis of the status of conventional communication, navigation, and 
surveillance equipment in the Region.  In this sense, the following can be noted: 
 

a) The equipment installed in the existing AFTN systems has exceeded its useful life, 
its maintenance is economically unviable, and its availability, low. 

 
b) The existing VHF equipment to support ground-air communications for ACC and 

APP tower services has exceeded its useful life, and presents maintenance problems 
due to lack of spare parts. 

 
c) Lack of implementation of HF equipment to support international ground-air 

services at the ACCs.  The existing HF equipment has largely exceeded its useful 
life, and has maintenance problems due to lack of spare parts. 

 
d) There are not enough automated audio treatment systems (VCSS), in both ACCs and 

TWRs with sufficient volume of services to warrant the installation of this service. 
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e) The number of ATIS y VOLMETs specified in the FASID (Table CNS 2A) has not 
been installed. 

 
f) VOR/DME and ILS equipment to support the air navigation services specified in 

FASID Table CNS 3 as well as domestic services, has maintenance problems since it 
has exceeded its useful life. 

 
g) Lack of surveillance coverage.  Many of the radar systems in the Region also have 

maintenance problems due to the obsolescence of their equipment. 
 

h) National communication networks that support fixed communication services, 
access to ACC VHF remote stations, radar surveillance systems, and the monitoring 
of communication, navigation, and surveillance stations, require a network-type 
structure as stated in GREPECAS Conclusion 10/26 - Development of national 
digital networks to enhance aeronautical communications. 

 
2.4 Regarding the implementation of the new CNS systems in the Region, the following 
diagnosis can be made: 
 

a) There is no exchange of flight plans in the conventional automated manner (4444), 
either through OLDI or AIDC. 

 
b) ADS-C service is not provided in all oceanic FIRs. 

 
c) The use of basic GNSS to support navigation services is not extensive. 

 
d) ADS-B surveillance and multilateration are practically inexistent. 

 
e) D-ATIS service is practically inexistent. 

 
f) D-VOLMET service is inexistent. 
 
g) The exchange of radar data between centres is practically inexistent. 
 

2.5 In order to improve communication, navigation, and surveillance services, the guide 
highlights the following short- (up to 2010) and medium-term (2011-2015) implementations. 
 
Short term 
 
2.6 With a view to the harmonised implementation of all the new services, the aeronautical 
telecommunication network should be the first communication component to be implemented, on which the 
various applications contained in the CNS/ATM concept will run, the first being the AMHS.  The type of 
network recommended for implementation is an IP network.  A guide for the implementation of national 
digital networks in IP protocol to support current and future aeronautical applications was prepared and 
presented to the SAM/IG/2 meeting.  The guide appears as Appendix B to agenda item 5 of the SAM/IG/2 
report. 
 
2.7 No improvement should be introduced to AFTN centres; all efforts should be geared to 
prompt AMHS implementation throughout the territory of each State.  Those States that already have it 
should make the necessary arrangements to interconnect their MTAs using the REDDIG. 
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2.8 Those States that do not have Automated Audio Treatment Systems (VCSS) in ACCs and 
TWRs with a significant volume of services to be provided should do their best to implement them. 
 
2.9 States that have Automated Processing Centres with OLDI should use this service between 
their national centres and make the necessary bilateral arrangements for its implementation between States. 
 
2.10 States that do not have Automated Processing Centres should take the necessary steps to have, 
at least, OLDI and, if possible, AIDC facilities. 
 
2.11 States with Oceanic FIRs should do their best to provide CPDLC services to FANS-equipped 
aircraft.  If the service is not available, at least conventional communications should be guaranteed through 
HF. 
 
2.12 States should do their best to provide ATIS services at all international airports. 
 
2.13 States should make efforts to provide these services in all the FIRs and ensure coverage of 
continental communications with VHF. 
 
2.14 States should ensure the provision of ground navigation infrastructure, and make efforts to 
ensure radar coverage in the selected airspaces under their responsibility. 
 
2.15 States with an Oceanic FIR should make their utmost to facilitate the provision of ADS-C 
services to FANS-equipped aircraft.   ADS-B / multilateration. States that cannot provide radar coverage 
should make efforts to provide such coverage using ADS-B or multilateration. 
 
2.16 States should make the necessary bilateral arrangements to share radar data with adjacent 
ACCs, in the modality that the technology installed in the respective centres permits, as specified in 
GREPECAS Conclusion 10/25 - Coordination for the interconnection of digital networks. 
 
Medium Term   
 
2.17 It is expected that, during this period, the AFTN will have practically disappeared from the 
Region and that all the States will have AMHS.  Efforts should continue towards bilateral and multilateral 
integration between the AMHS(s) of each SAM State and inter-regional connectivity. 
 
2.18 States should make efforts to have Automated Centres in all their ACCs.  If they already have 
them and have OLDI facilities, then they should also have AIDC.  If they do not have the centres, then they 
should acquire them with AIDC capabilities. 
 
2.19 States that have an Oceanic FIR should provide CPDLC services at the corresponding ACCs, 
either through HFDL or third party services. 
 
2.20 States that have decided to renew their existing VHF equipment should make the necessary 
efforts for its implementation. 
 
2.21 States should start providing DATIS and DVOLMET services, replacing similar conventional 
services or implementing them where inexistent.  
 
2.22 Regarding navigation equipment, they should start implementing GBAS systems. 
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2.23 All States responsible for an Oceanic FIR should provide ADS-C service to FANS-equipped 
aircraft.  States should make sure that all the areas selected under their responsibility provide an efficient radar 
coverage and/or ADS-B/multilateration. 
 
2.24 States should make efforts and enter into the necessary bilateral agreements to share radar 
data with adjacent Automated Centres, in Asterix categories 62 and 63. 
 

2.25 States should implement surface movement guidance and control systems (A-SMGCS Levels 
III and IV) and the Traffic Information Service (TIS-B) in Level IV only at those airports with significant 
complexity and traffic. 
 
Interconnection of AMHS Systems in the SAM Region  
 
2.26 Plans for the implementation of ATN ground-ground applications and the regional ATN 
router plans are defined in FASID Tables CNS 1Bb and CNS 1Ba, respectively, formulated through 
Conclusions 13/74 - Proposal for Amendment of the Regional ATN Plan, and 13/75 - Request for information 
on plans for implementing ATN ground-air applications. 
 
2.27 Pursuant to GREPECAS Decision 13/76 - Drafting of the regional AMHS addressing plan in 
the SAM Region, and taking into account the response of the States to the letter sent by the ICAO Secretary 
General, Ref.: SP 54/1-03/39 dated 30 May 2003, for the establishment of an ICAO registry of address and 
management domain identifiers used in the AMHS to facilitate the transition from the AFTN to the AMHS, a 
preliminary regional AMHS addressing plan was developed for the Region under the CAAS (Common 
AMHS addressing) modality.  The preliminary structure of the plan is shown in Appendix B to this working 
paper (Page B3). 
 
2.28 The preliminary structure of the AMHS addressing plan contained in Appendix B to this 
paper shows that, under the CAAS addressing modality, in the domain identifier (MD), the name of the State 
is XX, the name for the domain administrator is ICAO, and the name of the PRMD is the value declared by 
the State.  The two letters can be used for the identification of the State, pursuant to ICAO Document 7910 – 
Location Indicators (SA, SB, SC...) or the complete name of the State (Argentina, Bolivia, Brazil, etc.) can be 
used.  For the AMHS user identifier, the name of the organisation or geographical unit with 4 alphanumeric 
characters is placed under the name of the organisation (O), and the name of the OUI is also represented with 
4 alphanumeric characters.  For the OUI, four AFTN alphanumeric characters associated with the organisation 
or geographical unit are used, which can have any value; the same AFTN addresses can be used for the CN.  
 
2.29 In the structure of the preliminary AMHS addressing plan for the SAM Region shown in 
Appendix B, the full name of the State has been placed in the PRMD field.  In this field, Argentina, Paraguay, 
and Peru have inserted the two-letter State identification specified in Doc. 7910 (SA, SG, SP). 
 
2.30 The CNS Working Group could begin the review to update the preliminary AMHS 
addressing plan indicated in Appendix B.  
 
2.31 The AMHS systems to be installed in the Region will use the ATN/IPS protocol for their 
interconnection, as specified in ICAO Doc. 9896.   In the SAM Region, version IPv4 will be used initially.  In 
this sense, the fourth meeting of the ATN Task Force held in Santo Domingo, Dominican Republic, on 27-28 
June 2008, established the private IPv4 addressing block, shown in Appendix C to this working paper. 
 
2.32 The IPv4 addressing block shown in Appendix C also shows the IP addresses of REDDIG 
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links for the connection of intra-regional MTAs.  
 
2.33 The AMHS centres that have inter-regional requirements will be interconnected using the 
IPv6 protocol; so they will have an IPv4 to IPv6 conversion capability. 
 
2.34 For the implementation of the IP in the AMHS system, the ATN Task Force considered: 
 

a) AMHS using RFC1006 for TCP/IP (IPv4) routers using RFC1006 incorporated in 
the AMHS for direct AMHS interface with IPv4 routers for intra-regional 
connections.  

 
b) The AMHS configuration, as specified in a), with IPv4 to IPv6 conversion capacity 

through the implementation of a gateway IP router function for inter-regional 
connections. 

 
2.35 For the interconnection of AMHS systems installed in the Region, consideration has been 
given to conducting trials between MTAs in order to verify the interoperability of the installed AMHS 
systems, as well as a study of the requirement for the necessary bandwidth for the interconnection of AMHS 
systems. 
 
2.36 At the twelfth meeting of the REDDIG Coordination Committee held in Lima, Peru on 9-10 
March 2009, a task force made up by Argentina, Brazil, Paraguay, Peru and the REDDIG administration was 
established to conduct tests between the installed AMHS systems, using the REDDIG. 
 
2.37 The Group is expected to submit the initial results of the trials to the consideration of the 
SAM/IG/3 meeting, so that the meeting may formulate initial recommendations on the subject. 
 
2.38 The States that have implemented AMHS systems should advice the ATS Message 
Administrative Management (AMC), responsible for off-line management of AMHS addressing worldwide 
and the AMHS message routing guide.  A State can register with the AMC on line, through the following web 
site http://www.eurocontrol.int/amc or contacting Mr. Yuksel Eyugoblu, DAS/CSM Support Sub Domain 
Manager Communication domain, Rue de la Fusee, 96 1130 Brussels, Belgium, e-mail 
yuksel.eyuboglu@eurocontrol.int, phone + 32 2 729 33 79 and fax +32 2 729 35 11. 
 
2.39 The information to be provided to the AMC consists of the AMHS addressing implemented 
in the system.  States registered in the AMC will have updated information on AMHS addresses registered in 
the AMHS (Argentina and Paraguay).  Registration in the AMC is free of cost.  Each State that has 
implemented an AMHS system should designate a point of contact for coordination with the AMC. 
 
2.40 The function of the AMC is to manage AMHS addressing off-line, and manage AMHS 
routing.  It also gives advice on AMHS implementation to those States that have not yet implemented the 
AMHS system. 
 
2.41 The action plan for the interconnection of AMHS systems includes the study of an AMHS 
off-line addressing management centre and of AMHS routing management.  In the SAM Region, the CNS 
Working Group should study the feasibility of implementing a regional AMC, or simply using the existing 
AMC located in Europe, initially created for off-line management of AMHS addressing and routing, CIDIN, 
and AFTN in Europe.  The AMC started operations in January 2007. 
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2.42 Regional planning for ATN routers in the Region is contained in FASID Table CNS 1Ba.  
Initially ATN routers would support the interconnection of the AMHS application, but gradually supporting 
the interconnection of other ATN applications (AIDC, voice over IP, etc.). 
 
2.43 Table CNS 1Ba is based on the CAR/SAM ATN architecture developed by the ATN Task 
Force.  Appendix D to this working paper shows the architecture of the ATN network in the SAM Region, 
and FASID Tables CNS 1Ba and 1Bb. 
 
2.44 The national and regional implementation of ATN applications should be done within a 
network environment.  At regional level, the REDDIG is available, and for interconnection with the CAR 
Region, there is the MEVA II/ REDDIG interconnection. 
 
2.45  At the national level, and in order to achieve a harmonised implementation of all the new 
services, the States should implement an aeronautical telecommunication network on which the various 
applications contained in the CNS/ATM concept would run, the AMHS being the first one.  The type of 
network recommended for implementation is an IP network.  Project RLA/06/901 submitted to the SAM/IG/2 
meeting a guide for the implementation of national digital networks in IP protocol to support current and 
future aeronautical applications.  SAM States should consider this guide  (see Appendix E to this working 
paper) when implementing national networks to support current and future air navigation services.  
 
Implementation of ADS-B Trials 
 
2.46 As a follow-up on the activities foreseen in the action plan for the implementation of ADS-B 
trials, drafted by the SAM/IG/2 meeting, the provisional implementation of an ADS-B receiver station at an 
airport in the SAM Region was coordinated with entities and companies specialised on ADS-B with the 
purpose of conducting trials free of charge for project RLA/06/901. 
  
2.47 Coordination started in mid December 2008.  By February 2009, only one company (Thales, 
France) reported that it could provide, free of charge, an ADS-B station for conducting trials, on a provisional 
basis. 
 
2.48 In addition to the trials, a workshop/seminar to review the results of ADS-B trials, to be held 
after the trial period, was coordinated with Thales.  
 
2.49 The ADS B receiver station for the trials will be installed at the Lima-Callao/Jorge Chávez 
international airport in Peru.  The station will remain installed for one month at that location, during which 
time ADS-B data will be collected and subsequently analysed.  The ADS-B receiver station will be installed 
in late April-early May 2009.  The workshop/seminar on the results of ADS trials will take place on 3-5 June 
2009 in Lima, Peru, at the premises of the Civil Aviation Training Centre (CIAC) of the Peruvian Corporation 
of Airports and Commercial Aviation (CORPAC). 
 
2.50 The main purpose of the trials is to provide information about ADS-B technology.  The ADS-
B receiver station is expected to cover a large portion of the Lima TMA.  The parameters to be measured 
during the trial are the following: 
 

a) The updated coverage of the prototype system and a comparison with the expected 
coverage (Lima TMA); 

 
b) The precision of the ADS-B system with respect to the installed radar surveillance 

system (secondary radar); 
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c) The performance of the ADS-B system in terms of the NUC or Navigation Integrity 

Category (NIC), the Navigation Precision Category (NAC), and the System Integrity 
Level (SIL); 

 
d) The probability of ADS-B reception in a broad sample of flights; 

 
e) Assessment of the identification sent by the aircraft; and 

 
f) The overall availability of the service (recording and analysis of anomalies detected 

during the trial). 
 
2.51 It is expected that, as a result of the aforementioned activities, important recommendations 
will be made for ADS-B implementation. 
 
3. Conclusions  
 
Implementation of CNS enhancements 

 
3.1 Taking into account the current status of CNS systems (conventional and new), as well as the 
recommendations for improvement contained in the guide for the improvement of CNS systems to meet short- 
and medium-term operational requirements for en-route and terminal area operations, the SAM/IG CNS 
working group should supplement the information contained in the guide, by providing information on the 
CNS systems currently installed in SAM States to support international air navigation (brand, model, year of 
installation, location, and coordinates of the facility), and begin drafting the national short- and medium-term 
implementation plan for the improvement of CNS systems.  The implementation plans to be developed by the 
States of the Region should be submitted to the SAM/IG/4 meeting. 
 
3.2 In this respect, the following draft conclusion is formulated: 
 
DRAFT CONCLUSION SAM/IG/3-X - NATIONAL IMPLEMENTATION PLANS FOR 

IMPROVING CNS SYSTEMS IN THE SHORT 
AND MEDIUM TERM  

 
That taking into account the guide for the improvement of CNS systems to meet the short- and 
medium-term operational requirements for en-route and terminal area operations developed by Project 
RLA/06/901 and reviewed by the SAM States/Territory: 

 
a) the SAM/IG CNS working group analyse at the SAM/IG/3 meeting the information to be 

included in the model implementation plan for the improvement of CNS systems that each State 
in the Region must draft;  and 

 
b) SAM States draft the implementation plans for the improvement of CNS systems, taking into 

account section a) of this working paper and send the plans to the ICAO South American 
Regional Office before 28 August 2009. 

 
Interconnection of AMHS Systems 
 
3.3 For the interconnection of CNS systems, SAM States have an AMHS addressing plan, an 
IPv4 addressing plan, the regional ATN architecture, regional plans for the implementation of ground-ground 
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applications and ATN routers, and a guide for the implementation of national digital networks in IP protocol 
to support current and future aeronautical applications. 
 
3.4 The CNS Working Group should begin reviewing the plans and the guide mentioned in the 
previous paragraph at the SAM/IG/3 meeting.  SAM States should complete that revision and send it to the 
ICAO Regional Office by 30 June 2009. 
 
3.5 It is also expected that the SAMI/G/3 will be presented with the results of the interconnection 
trials between MTAs in the SAM Region through the REDDIG.  Based on trial results, initial considerations 
will be derived regarding the bandwidth required for the interconnection of AMHS systems. 
 
3.6 With the revised information on the AMHS addressing structure (Appendix B), the suggested 
IPv4 addressing structure (Appendix C), the router implementation plans, the ATN ground-ground 
applications, the ATN architecture (Appendix D), the guide for the implementation of national digital 
networks in IP protocol to support current and future aeronautical applications (Appendix E), and the results 
of AMHS system interconnection trials in the Region, the CNS Working Group has all the necessary elements 
to prepare an AMHS system interconnection guide and start working on the interconnection of AMHS 
systems already installed in the Region. 
 
3.7 In this regard, the following draft conclusion is formulated: 
 
DRAFTCONCLUSION SAMI/G/3-X - INTERCONNECTION OF AMHS SYSTEMS IN THE 

SAM REGION  
 
That, in order to start implementing the interconnection of automated systems in the SAM Region: 
 
a)  the SAM/IG CNS Working Group start reviewing the AMHS addressing structure, the suggested 

IPv4 addressing structure, the router implementation plans, the ATN ground-ground applications, 
the ATN architecture, the guide for the implementation of national digital networks in IP 
protocol to support current and future aeronautical applications, and the results of AMHS system 
interconnection trials in the Region, and complete the revision by 30 June 2009; 

 
b) the documentation cited in a) be used by project RLA/06/901 to develop, by 31 July 2009, a 

guide for the interconnection of AMHS systems; and 
 
c) SAM States implement the automated system interconnection, using the guidance documents 

prepared by project RLA/06/901. 
 

Implementation of ADS-B trials 
 

3.8 The SAM/IG CNS Working Group should review at the SAM I/G/3 meeting the activities for 
the conduction of ADS-B trials presented herein for their inclusion in trial and training plans. 
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4. Suggested Action 
 

4.1 The Meeting is invited to: 
 
a) take note of the information contained in this working paper; 
 
b) review the considerations regarding the implementation of CNS system 

improvements presented in Section 2, paragraphs 2.1 to 2.25, Section 3, paragraphs 
3.1 to 3.2, including the draft conclusion contained in paragraph 3.2, and Appendix 
A to this working paper; 

 
c) review the considerations regarding the interconnection of AMHS systems presented 

in Section 2, paragraphs 2.26 to 2.45, Section 3, paragraphs 3.3 to 3.7, including the 
conclusion contained in paragraph 3.7, and Appendices B, C, D, and E; 

 
d) review the considerations regarding the implementation of ADS-B trials in the SAM 

Region presented in Section 2, paragraphs 2.46 to 2.50, and Section 3, paragraph 
3.8; and 

 
e) review other considerations on the matters discussed, that the Meeting may deem 

advisable. 
 
 
 

- - - - - 
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GUIDELINE FOR THE IMPROVEMENT OF COMMUNICATIONS, NAVIGATION AND 
SURVEILLANCE SYSTEMS FOR SATISFYING OPERATIONAL REQUIREMENT IN THE 
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PRELIMINARY GUIDELINE FOR THE IMPROVEMENT OF COMMUNICATIONS, 
NAVIGATION AND SURVEILLANCE SYSTEMS FOR SATISFYING OPERATIONAL 

REQUIREMENT IN THE SHORT- AND MEDIUM-TERM FOR EN-ROUTE AND 
TERMINAL AREA OPERATIONS 

 
 
1. Objective 
 
1.1 Within the frame of the Global Air Navigation Plan, these guidelines has been 
prepared as an initial document for orienting States in the implementation of the improvement of CNS 
systems for En-route and Terminal Area operations. 
 
1.2 In order to achieve this objective, the following has been carried out: 
 
1.2.1 Analysis of current CNS situation and diagnosis 
 
1.2.2 General recommendations for action to be executed by States in the ATM operational 
environment 
 
1.2.3 Identification of operational requirements for en route and terminal area in thee short- 
and medium-term 
 
1.2.4 Identification of certain requirements for Aerodrome Operations from the perspective 
of door-to-door operations, with high density traffic or with mobile complex operations (vehicles and 
aircrafts) and, 
 
1.2.5 Proposal of CNS improvements in the short- and medium-term. 
 
2. Scope 
 
2.1 This document is addressed to SAM States and it considers implementations at short- 
and medium-term, up to 2010 and in between 2011 and 2015 respectively, such as indicated in 
guidelines contained in the Global Air Navigation Plan within this work frame. 
 
3. Analysis of current CNS situation and diagnosis 
 
3.1 Communications 
 
3.1.1 Aeronautical fixed service 
 
3.1.1.1 Conventional services 
 
3.1.1.1.1 AFTN service: circuits foreseen in CAR/SAM FASID Table CNS 1A have been 
totally implemented. However, and due to the average life period, maintenance of existing centres 
results today in a problem to be considered.  
 
3.1.1.1.2 ATS oral service:  circuits foreseen in CAR/SAM FASID Table CNS 1C have been 
totally implemented.  Circuits are analogic and operate without inconveniences. 
 
3.1.1.2 Services under CNS/ATM concept 
 
3.1.1.2.1 AMHS service:  this service has already been implemented nationwide in two States 
and locally in one State.  Up to date other States are spreading out their systems. 
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3.1.1.2.2 Bi- or multilateral AMHS integration:  this has not yet been started, initial 
arrangement exist to begin with the interconnections. 
 
3.1.1.2.3 ATFM Units’ interconnection: not implemented between States. 
 
3.1.1.2.4 Flight plans transference 
 
3.1.1.2.4.1 OLDI:  although this service does not respond exactly to CNS/ATM concept, it is 
available in several States, though only one uses it operationally within the same administration 
environment. 
 
3.1.1.2.4.2 AIDC:  only one State has this capacity available, though not operational up to date. 
 
3.1.1.3 Information Transportation Network:  conventional satellite or ground means of 
communication is available in States without the availability of “national operative networks 
environments”.  At international level, REDDIG has the conditions to provide this support. 
 
3.1.2 Aeronautical mobile service 
 
3.1.2.1 Conventional services 
 
3.1.2.1.1 En-route: 
 
3.1.2.1.1.1 Continental: 
 
3.1.2.1.1.1.1 VHF (local and remote):  services have been implemented according to described in 
the respective CAR/SAM FASID Table CNS 2A, ensuring coverage in most of selected areas, 
existing inconveniences in selected low level spaces.  Available equipment is conventional, and most 
have at least ten years of life cycle consumed. 
 
3.1.2.1.1.1.2 HF: use only as an alternative mean.  Equipment is conventional and, in general, life 
cycle has been exceeded at length. 
 
3.1.2.1.1.2 Oceanic: 
 
3.1.2.1.1.2.1 HF:  this service is not available in all oceanic ACCs.  Equipment is conventional and, 
in general, nominal life cycle has been exceeded at length. 
 
3.1.2.1.2 In Terminal Area and Aerodromes 
 
3.1.2.1.2.1 VHF Services:  implemented according the corresponding CAR/SAM FASID Table 
CNS 2A.  Many units do not comply with the recommendation of counting with different frequencies 
for App and TWR services.  PDC service has been implemented below required. 
 
3.1.2.2 Services under CNS concept 
 
3.1.2.2.1 En route: 
 
3.1.2.2.1.1 Continental 
 
3.1.2.2.1.1.1 VDL/CPDLC: it has not been implemented yet. 
 
3.1.2.2.1.2 Oceanic 
 
3.1.2.2.1.2.1 HFDL/CPDLC:  it has not been implemented yet. 
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3.1.2.2.1.2.2 Satellite/CPDLC: service implemented in some oceanic FIR for aircrafts equipped 
with FANS. 
 
3.1.2.2.2 In Terminal Area and Aerodromes 
 
3.1.2.2.2.1.1 VDL/CPDLC: it has not been implemented yet. 
 
3.1.2.2.2.1.2 VDL/PDC:  implemented in very few airports. 
 
3.1.3 Broadcasting service 
 
3.1.3.1 Conventional service 
 
3.1.3.1.1 ATIS:  implemented according to CNS tables, in an amount below required.  
Conventional audio recorders and analogic VHF transmitters are used. 
 
3.1.3.1.2 VOLMET:  idem above. 
 
3.1.3.2 Services under CNS/ATAM concept: 
  
3.1.3.2.1 Digital ATIS (synthesized voice – analogic transmission):  although this service does 
not exactly respond to the concept, there are available in some airports.  The option “synthesized 
voice –digital data is not used. 
 
3.1.3.2.2 D-ATIS:  implemented in very few airports. 
 
3.2 Navigation 
 
3.2.1 Conventional services 
 
3.2.1.1 Radio navigation aids:  installed according to CAR/SAM FASID Table CNS 3. 
 
3.2.2 Services under CNS/ATM concept 
 
3.2.2.1 GPS:  extensive use 
 
3.3 Surveillance  
 
3.3.1 Conventional services 
 
3.3.1.1 SSR:  implemented according to CAR/SAM FASID Table CNS 4A.  Being these 
installations insufficient, the necessary coverage has not been ensured for all selected spaces.  Serious 
problems exist in spares reposition. 
 
3.3.1.2 Radar data exchange (State 1 radar – State 2 centre and viceversa):  only exists 
between two States. 
 
3.3.1.3 Inter-centre radar data exchange:  only between two Sates, on ICD owner. 
 
3.3.2 Services under CNS/ATM concept 
 
3.3.2.1 Continental area 
 
3.3.2.1.1 ADS-B:  no services in operation are available up to date. 
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3.3.2.1.2 Multilateration:  idem above. 
 
3.3.2.2 Oceanic area 
 
3.3.2.2.1 ADS-C:  service provided by some oceanic FIRs with FANS equipped aircrafts. 
 
3.3.2.3 Exchange of inter-centre radar data: 
 
3.3.2.3.1 Asterix 62 and 63:  only in one State 
 
3.4 Diagnosis 
 
3.4.1 Conventional services 
 
3.4.1.1 Inexistence of national ATN makes impossible the harmonic implementation of 
services according to CNS/ATM concept. 
 
3.4.1.2 AFTN service is not guaranteed for long term due to increasing difficulty to obtain 
spare parts. 
 
3.4.1.3 Not enough Voice Communication Switching System (VCSS) in ACCs as well as in 
TWRs with sufficient number of services that merit the installation of this service. 
 
3.4.1.4 Not all Oceanic ACCs can render ground-air communications services through 
conventional HF or CPDLC rendered by a third party. 
 
3.4.1.5 Coverage of VHF communications is not guaranteed for low flight levels.  Regarding 
technology, a big amount of VHF (and HF) obsolete equipment is available. 
 
3.4.1.6 No communications between adjacent ATFM units are available. 
 
3.4.1.7 Practically no transference of flight plans data is executed. 
 
3.4.1.8 An insufficient amount of ATIS and VOLMET has been installed. 
 
3.4.1.9 Some selected areas do not have radar coverage. 
 
3.4.1.10 Radar information exchange between States is extremely insufficient. 
 
3.4.1.11 PDC service is practically inexistent. 
 
3.4.2 Services under CNS/ATM concept 
 
3.4.2.1 Flight plans exchange is not carried out by OLDI or by AIDC. 
 
3.4.2.2 ADS-C service is not rendered to all oceanic FIRs. 
 
3.4.2.3 ADS-B surveillance and multilateration are practically inexistent. 
 
3.4.2.4 D-ATIS service is practically inexistent. 
 
3.4.2.5 D-VOLMET service is not available. 
 
3.4.2.6 Radar data exchange between centres is practically inexistent. 
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NOTE:  In order to visualize the interrelation of the different Communications and Surveillance 
Services, the interconnection between them is being presented in “Diagram 1 - Current Situation”. 
 
4. ATM general recommendations 
 
4.1 In the SAM Region, to execute Global Plan objectives, SAM Region States should 
carry out, among others, the following actions: 
 
4.1.1 Develop an airspace concept as a high level declaration in airspace planning or 
Master Plan, to satisfy specific strategic objectives such as Safety, Capacity, Efficiency, Environment, 
etc. in order to permit the application of an optimum, secure, efficient and flexible airspace structure. 
 
4.1.2 Use in a systematic way cost-benefit analyses in the implementation of air navigation 
infrastructure for selection of implementation priorities.  
 
4.1.3 Explore with adjacent States/Territories and International Organizations the 
possibility of joint action for the purchase of technology that will enable sharing functions and 
benefits.  
 
4.1.4 Analyse the current navigation capacity of aircrafts actually available as well as cost-
benefit relation regarding the use of better management systems.  
 
4.1.5 Analyse airport and airspace management (Sectors, TMA) in terms of the equation 
capacity-demand-efficiency and the impact of this in traffic flow.   
 
4.1.6 Evaluate ATM automation tools at local level and their interconnection with other 
systems of adjacent FIRSs for sharing of different systems data and the impact of changes to be 
introduced in the automated system with the corresponding cost-benefit analysis.  
 
4.1.7 Analyse aerodrome operations surveillance tools for mobiles control (aircrafts and 
vehicles) and runway incursions.  
 
4.1.8 Use tools application such as CDM (Collaborative Decision Making) for the optimum 
improvement of management general performance.  
 
4.1.9 Plan and coordinate the ATS personnel training necessary for the management of the 
new systems and specifications. 
 
4.1.10 Determine the methodology (Qualitative or Quantitative) to be used for evaluating 
TMA operational safety.  
 
4.1.11 Elaborate a data collection programme for the evaluation of TMA operational safety. 
 
4.1.12 Aeronautical information traditionally offered in paper should be substituted by 
reliable data central media for operational and strategical ATM applications, which will demand a 
high-quality aeronautical database.  
 
Data link and ATM automation applications 
 
4.2 ATS surveillance systems implementation and data link applications should consider 
the corresponding automation aspects, principally regarding the need of harmonizing applied systems, 
in order to guarantee systems inter-operability.  
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4.3 In the continental airspace, improved surveillance techniques application (ADS-B 
and/or Multilateration) will permit reducing horizontal separation minima, improve operational safety, 
increase capacity and improve flight efficiency in a rentable way. The use of other data link 
applications instead of voice Communications will provide significant advantages regarding 
operational safety and workload of pilots and controllers.  
 
4.4 ADS-C and CPDLC application in oceanic airspaces will favour the necessary 
conditions for the use of horizontal separation minima of 30 NM and, in other oceanic airspaces of 
less air traffic density, it will provide reliable means for surveillance and communication, reducing 
workload of controllers and pilots.  
 
4.5 Regarding ATM automation, the following documents have been elaborated up to 
this moment:   
 
4.5.1 Preliminary Document of the CAR/SAM Regions ACC Interconnection System 
Interface Control. 
 
4.5.2 System/Subsystem Referential Specifications for Air Traffic Control Automation 
Systems. 
 
4.5.3 CAR/SAM Plan for the Automated ACC Interconnection. 
 
MET data link 
 
4.6 The access to global operational meteorological information (OPMET) on real time 
assists ATM in tactic decision making for aircrafts surveillance, ATFM, aircrafts dynamic en-routing 
and to contribute to optimization of airspace and airports.  
 
4.7 The increment of data link use to download and upload meteorological information 
through Systems such as D-ATIS and D-VOLMET will facilitate the ATC task. 
 
4.8 Other information accessed on real time, such as alerts on low level wind vertical 
biting and automatic systems on tail turbulence in runway, will timely contribute with OPMET 
automated information that will maximize runway capacity.   
 
ATFM 
 
4.9 To develop ATFM first phase, SAM Region States should develop a methodology to 
calculate airport capacity and a database in order to analyse clue airports demand, considering per 
hour, daily, monthly and annual movements, with special attention to high season periods particular to 
each place.. 
 
4.10 Likewise, this en-route and terminal area (TMA) sectors capacity-demand calculation 
is complementary to airport capacity-demand calculation, and both should be jointly analyzed. 
 
4.11 These studies will determine the total capacity of the system for different periods or 
time bands being considered, and will provide authorities with the possibility to study measures to 
optimize equation capacity-demand.  
 
4.12 Two draft documents have been elaborated:  CAR/SAM ATFM Route Map that will 
provide for guidelines for the implementation of national plans and for regional projects, and the 
ATFM Manual for the CAR/SAM Regions that will be presented in the SAM/IG/2 Meeting.  
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En-route and TMA operations 
  
4.13 ATM homogeneous areas and principal traffic flows are specially related to en-route 
airspace.  However, the improvement of the capacity and efficiency of the terminal control area (TMA) 
and aerodromes is an important complement to achieve a homogeneous, harmonic and global ATM 
system.  
 
4.14 The implementation of en-route or terminal area operations implies that States carry 
out, first, an assessment of the characteristics of airspace under their jurisdiction and of existing CNS 
infrastructure, since this is affected by different strategic objectives that determine airspace concept.  
 
4.15 Implement new RNAV routes or eliminate conventional or RNAV routes that are no 
longer used could cause not only minor changes but considerable modifications in the airspace and its 
infrastructure, depending of the amount of affected routes.  Even some existing routes could be 
optimize being used for contingencies or “by pass” to facilitate certain traffic conditions.  
 
4.16 The implementation of performance/based navigation (PBN) for en-route operations 
will require the application of excluding airspaces, having inconsideration t hat this would offer the 
conditions to execute the necessary changes in airspace structure.  In order to not excluding a 
significant amount of users, the vertical limits of airspace where this will be implemented should be 
deeply analysed. 
 
5. Operational requirements 
 
5.1 Short-term en-Route Operations (up to 2010) 
 
5.1.1 RNAV-5 specification 
 
5.1.1.1 This application is expected to be executed in airspaces where is possible to obtain 
operational benefits and that the available CNS infrastructure can support it.  Each State should 
analyse communications, navigation (VOR, DME) and ground surveillance infrastructure to make 
possible the application of this navigation specification.  
 
5.1.1.2 The use of ATS surveillance systems (Radar, ADS) can mitigate the requirement of a 
larger routes spacing with the purpose of overcoming eventual faults in navigation systems not 
detected by the flight crew since onboard systems for RNAV-5 do not require of an alert in case of 
occurrence of an important navigation error. 
 
5.1.1.3 Due to the existence of airspace blocks having poor VHF communications and of 
airspace blocks in remote continental areas in low level traffic flows areas, direct communications 
between pilot and controller should be ensured in compliance with this operational requirement. 
 
5.1.2 RNAV-5 specific requirements 
 
5.1.2.1 Comunications: direct communications between pilot and controller is required.  
 
5.1.2.2 Navigation:  alternate navigation sources are required: 
  
5.1.2.2.1 VOR/DME 
 
5.1.2.2.2 DME/DME 
 
5.1.2.2.3 INS or  IRS 
 
5.1.2.2.4 GNSS  
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NOTE: The service supplier should carry out an assessment of navigation infrastructure, which 
should be adequate for proposed operations. “Gaps” in the navigation coverage can be accepted 
having in consideration route spacing and surfaces cleared of obstacles due to a possible error increase 
with lateral en route deviation while navigation phase takes place.   
 
5.1.2.3 Surveillance: Do not require ATS surveillance. 
 
NOTE: For the en-route spacing optimization, RADAR/ADS B ATS surveillance can be 
implemented.  A cost-benefit analysis should be carried out.    
 
5.1.3 RNP-10 specification 
 
5.1.3.1 RNP-10 is applied in Corridor EUR-SAM, Lima Santiago Route and AORRA in 
South Atlantic.  
 
5.1.4 RNP-10 specific requirements  
 
5.1.4.1 Ground-Air communications: VHF or HF in remote areas. 
 
NOTE:  CPDLC implementation is desirable to eliminate understanding difficulties between 
Controller and Pilot.  Aircrafts equipment should be evaluated.  
 
5.1.4.2 Ground-ground communications: 
 
5.1.4.2.1 Oral ATS  
 
5.1.4.2.2 AFTN  
NOTE:  OLDI /AIDC system implementation is desirable since this decreases controller workload 
and avoids interpretation difficulties that contribute to diminish LHD. 
 
5.1.4.3 Navigation: GNSS or INS 
 
5.1.4.4 Surveillance: ADS-C for AORRA. The application is desirable if cost-benefit 
analysis can support it.  
 
5.2 Short-term TMA operations (up to 2010) 
 
5.2.1 In the first phase up to 2010, equipped and non-equipped aircrafts will be admitted in 
the TMA, and RNAV-1 and RNP-1 operations will be initiated after achieving an adequate rate of 
approved air operations.  
 
5.2.2 RNAV-1 specifications: RNAV-1 navigations specification can be implemented in 
terminal areas with accuracy, continuity and adequate availability radar service, and with adequate 
ground navigation infrastructure, such as DME/DME and DME/DME/IRU.  Pilot-Controller direct 
communications requirement. 
 
5.2.3 RNAV-1 specific requirements 
 
5.2.3.1 Communications: direct communication pilot-controller is required. 
 
5.2.3.2 Navigation:  
 
5.2.3.2.1 DME/DME 
 
5.2.3.2.2 DME/DME/IRU 
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5.2.3.2.3 GNSS 
 
NOTE: Radio navigation aids considered critical for this navigation specification need of a rigorous 
monitoring and of an on-time NOTAM issuance in case of failure of this service delivery.  . 
 
5.2.3.3 Surveillance:  
 
5.2.3.3.1 Radar 
 
5.2.3.3.2 Multilateration  
 
5.2.3.3.3 ADS B 
 
5.2.4 Basic RNP-1 specification: In no-radar environments or in those having inadequate 
ground infrastructure, basic RNP-1 application is expected in TMA selected by States, with the 
condition that an adequate percentage of air operations has been approved for GNSS exclusive 
application.   
5.2.5 Basic RNP-1 specific requirements 
 
5.2.5.1 Direct communications between pilot-controller. Improve communications in 
selected spaces.  
 
5.2.5.2 Navigation: GNSS. 
 
5.2.5.3 Surveillance: low density traffic surveillance requirement is not necessary, but 
desirable in high density traffic.  
 
5.3 RNP approaches and RNP AR 
 
5.3.1 The procedures based in navigation performance should be, as possible, approach 
procedure (APV) using Baro-VNAV to provide these systems guidesin selected airports. 
 
5.3.2 The navigation specification that includes Baro-VNAV is referred to those systems in 
the use of barometric altitude and RNAV information on vertical glide path.  
 
5.3.3 RNP APCH can be implemented in most possible airports and in all international 
airports, and frustrated approach segment can be based on conventional aids.  These procedures are 
RNP 0.3.   
 
5.3.4 RNP AR APCH can be implemented in those airports where operational benefits 
exist due to significant obstacles.  Procedures of this type have been already applied in the airports of 
Quito (Ecuador) and La Serena (Chile) with satisfactory results, and in trial phase in Cuzco (Peru). 
These are procedures that can have precision RNP 0.3 and up to RNP 0.1. 
 
5.3.5 Specific requirements for RNP APCH and RNP AR APCH with Baro-VNAV 
 
5.3.5.1 Communications: direct between pilot-controller. 
 
NOTE 1: For these approaches with Baro-VNAV, altitude and temperature updated information is 
required in order to be supplied timely to the aircraft. 
 
NOTE 2:  ATIS D-VOLMET radio broadcasting desirable 
 
5.3.5.2 GNSS/Baro VNAV for RNP APCH and RNPAR APCH supported navigation. 
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NOTA:  RNP AR APCH application cannot be used in areas with interference known to GNSS signal. 
 
5.3.5.3 Surveillance: No special requirements are needed. 
 
5.4 Short-term aerodrome operations 
 
5.4.1 Pre-departure dispatch: In selected international aerodromes, it is expected, according 
to Air Navigation Plan, to implement PDC (pre-departure dispatch) by voice or data.  
 
5.4.2 Detection of mobiles and aircrafts in high density traffic aerodromes. 
 
5.4.2.1 Up to year 2010, it is planned that the principal technology for calculation of mobiles 
position (aircrafts and vehicles) would be Surface Movement Radar (primary) and Multilateration 
systems, using transponder Mode S SSR answers and Mode S Squitter messages.   
 
5.4.2.2 An improvement in this sense in this phase would be the application of Levels I and 
II of Surface movement guide and control system (A-SMGCS). 
 
5.4.3 Surveillance: 
 
5.4.3.1 Surface radar 
 
5.4.3.2 Multilateration 
 
5.4.3.3 Level I, Level II A- SMGCS 
 
Level I: provides localization and identification of an aircraft or vehicle (Including Package I ADS-B-
APT application) 
 
Level II: provides a conflict prediction function to aircrafts and vehicles to alert controller of 
potential collisions or entrance on restricted or protected areas (it can be used with SMR and 
Multilateration). 
 
5.5 Medium-Term en-route operations (2011-2015) 
 
5.5.1 Oceanic and remote continental airspaces 
 
5.5.1.1 In corridor EUR/SAM and in route segment Santiago de Chile/Lima RNP 4 
application is expected, with utilization of ADS/CPDLC, in order to permit the use of lateral and 
longitudinal separation of 30 NM.  Traffic increase in Corridor EUR/SAM has been very significant, 
and RNP 4 application can help to a better distribution of traffic and to increase the number of 
available routes in the Corridor.  
 
5.5.1.2 In AORRA air traffic density is less, and it is possible that not all aircrafts are 
equipped with necessary equipment for RNP-4.  This issue could be studied more deeply in SAT 
meetings. 
 
5.5.1.3 RNP-4 specification:  This is desirable especially in ADS-C/CPDLC high density 
traffic in order to watch lateral and longitudinal separation of 30 nautical miles and communications 
via data link. 
 



 - A13 -  SAM/IG/3-WP/19 

 

5.5.1.4 RNP-2 specification: in this phase this application is expected in selected continental 
airspaces, with GNSS exclusive application.  A back-up system of GNSS will be necessary as well as 
the development of contingency procedures in case of GNSS failure.  RNP-2 application will facilitate 
performance based navigation in aircrafts operating in airspaces without ATS surveillance service. 
With the exclusive application of GNSS more information on GNSS signal will be necessary.  
However, further development of operational requirements should be expected for the RNP 2. 
 
5.6 Medium-Term TMA operations (2011-2015) 
 
5.6.1 Approach and routes -SIDs & STARs- 
 
5.6.1.1 The application of RNAV1 and RNP 1 specifications established for the short-term 
will be extended according to ground complementary infrastructure and to aircrafts navigation 
capacity.   
 
5.6.1.2 RNAV1 and RNP 1 will be mandatory for aircrafts operating in high density traffic 
TMAs. However, some procedures are already being applied in certain excluding airports of the SAM 
Region.  
 
5.6.1.3 In this phase, the extension of application of RNP 0.3 and RNP AR to selected 
airports is expected.  Likewise, it is expected to start with the application of GLS procedure, which 
will make better transition period between TMA and approach phases, using basically GNSS for the 
two phases.    
 
5.6.1.4 These procedures will permit achieving strategic objective of accessibility in airports 
with bad weather conditions when conventional procedures do not support lower minimas.  
 
5.6.1.5 Planned NAV improvement:  GLS system (GBAS Landing System)  
 
5.6.1.6 RNP 2 specification: This specification is being developed by ICAO RNPSORSG 
Panel. 
 
5.7. Medium-term aerodrome operations 
 
5.7.1 In aerodromes selected due to complexity and traffic density 
 
5.7.1.1 Improvement: Surface Movement Guide and Control System (A-SMGCS Levels III 
and IV)). 
 
Level III: Provides defined specifical functions in airport following contributions of pilots and drivers 
of mobiles and introduces automated en-routing function optimized by graphical maps containing 
details of taxiways, obstacles runways and mobiles position for crew and drivers.  It also provides 
dynamic maps with updated runway conditions (in use, interdicted, etc.) and automatic display of 
signalling on ground (stop bar, centerline, etc.) according to the route used by the controller. (Includes 
ADS-B Package I, ATSA SURF application.) 
 
Level IV: Contains the functions described for Level III plus control function, which is 
complemented by a conflict resolution function in the aircraft or vehicle cabin. 
 
5.7.1.2 Surveillance: A-SMGSC and, in Level IV, Traffic Information Service (TIS-B) could 
be required for a complete airport situational photography, only in those airports having very high 
complexity and traffic.  
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6. Improvements to be introduced in Communications, Navigation and ´
 Surveillance (CNS/ATM concept)  

6.1 In the short-term 

6.1.1 Transportation networks:  

6.1.1.1 In order to make possible a harmonized implementation of all the new services, the 
Aeronautical Telecommunications Network should be the first communications component to be 
implemented, over which the different applications contained in CNS/ATM concept will be set up, 
being AMHS the first.  Table 1 presents a diagram where it can be seen how the transportation 
network overlaps with, at least, the communications and surveillance services.   

6.1.1.2 With this purpose, the Regional Office has developed and Orientation Guide in order 
to assist States to start this national effort as soon as possible.  

6.1.2 Communications 
 
6.1.2.1 AMHS:  
 
6.1.2.1.1 No improvement should be done in AFTN centres, all efforts should be addressed to 
the early implementation of AMHS in total territory of each State.  
 
6.1.2.1.2 Those States that have available this service should make the necessary arrangements 
to connect their MTA between them, using the REDDIG for this purpose.   
 
6.1.2.2 VCSS: those States that do no have available the Voice Communication Switching 
System (VCSS) in ACCs and TWR and have an important amount of services to deliver should make 
their best effort to implement this system. 
 
6.1.2.3 OLDI: States that have available Automated Processing Centres with OLDI facility 
 
6.1.2.3.1 Should use this service between their national centres, and 
 
6.1.2.3.2 Make bilateral arrangements that are necessary for its implementation between States. 
 
6.1.2.4 AIDC: those States that do not have Automated Processing Centres should make the 
necessary previsions to have available, at least, OLDI facilities and, if possible, AIDC.. 
 
6.1.2.5 CPDLC: States with Oceanic FIR should make their best efforts to render CPDLC 
service to aircrafts equipped with FANS.  If this service is not available, at least HF conventional 
communications should be guaranteed.   
 
6.1.2.6 ATIS: States should make efforts to deliver these services in all international airports. 
 
6.1.2.7 VOLMET: States should make their best efforts to render these services in all FIRs. 
 
6.1.2.8 VHF Coverage: coverage of continental communications in VHF should be ensured.  
 
6.1.3 Navigation:  
 
6.1.3.1 States should ensure an adequate DME/DME navigation infrastructure in ground. 
 
6.1.4 Surveillance: 
 
6.1.4.1 Radar coverage in selected airspaces:  States should make efforts to ensure radar 
coverage in their corresponding selected spaces. 
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6.1.4.2 ADS-C: States with Oceanic FIR should make their best efforts in order to facilitate 
ADS-C service to aircrafts equipped with FANS. 
 
6.1.4.3 ADS-B / multilateration: Those States that could not comply with what is indicated in 
paragraph 6.1.4.1 (radar coverage), should make efforts to substitute it with ADS-B or multilateration 
coverage.  
 
6.1.4.4 Radar information exchange: States should make the necessary bilateral 
arrangements to share radar date between adjacent ACCs, under modality allowed by technology 
installed in respective centres. 
 
6.2 In the medium-term 
 
6.2.1 Transportation networks: The Regional Office will coordinate with the ACP 
(Aeronautic Telecommunications Panel) the Regional IP addressing diagram and will make the 
necessary arrangements to establish the same diagram in the whole Region. 
 
6.2.2 Communications 
 
6.2.2.1 AMHS:  
 
6.2.2.1.1 It is expected that in this period AFTN within the Region have practically 
disappeared and that all States have AMHS available.  
 
6.2.2.1.2 Bi- and multilateral integrations between each State AMHS should be continued.  
 
6.2.2.1.3 The Regional Office will coordinate the necessary tasks for interregional connectivity 
(CARSAM – EURSAM – NANSAM, etc.), while that all individual efforts of each State in this 
respect will be welcomed.  
 
6.2.2.2 AIDC: States should make efforts to have Automated Centres in all their ACCs.  If 
this are already available, and the count with OLDI facilities, they should also have AIDC. If 
Automated Centres are not available, States should get them directly with AIDC capacity.  
 
6.2.2.3 CPDLC:  
 
6.2.2.3.1 Oceanic Area: States should render CPDLC services in corresponding ACC, through 
HFDL or third party services. 
 
6.2.2.3.2 Continental Área: those States that have decided to renew existing VHF equipment 
should make the necessary efforts to replace them by equipment having VDL capacity.  However, this 
hypothetical situation should not be interpreted as a requirement, since administrations are invited to 
initiate pre-operational trials at any time. 
 
6.2.2.4 DATIS and DVOLMET: States should start rendering DATIS and DVOLMET 
services, replacing similar conventional services or implementing the service where it is not available.  
 
6.2.3 Navigation: 
 
6.2.3.1 Augmentation: GBAS. 
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6.2.4 Surveillance: 
 
6.2.4.1 ADS-C: all States having responsibility over an Oceanic FIR should facilitate ADS-C 
service to FANS-equipped aircrafts.  
 
6.2.4.2 Radar coverage /ADS-B / multilateration: States should ensure that all the 
corresponding selected areas render an efficient radar and/or ADS-B/multilateration coverage. 
 
6.2.4.3 Radar information exchange: States should make necessary efforts and bilateral 
arrangements to share radar data between adjacent Automated Centres, in Asterix 62 and 63 
categories.  
 
6.2.4.4 Surface movement guide and control system (A-SMGCS Levels III and IV) and 
Traffic Information Service (TIS-B) in Level IV, only in those airports of very high complexity and 
traffic. 
 
NOTE: In Diagram 2 “Medium-Term Improvements” a future interrelation between different services 
under CNS/ATM concept is presented.  In this diagram, affected services are marked in dark grey, 
and, in dashed line, which of the interrelation links have been modified.  
 



 - A17 -  SAM/IG/3-WP/19 

 

Table 1: Transportation network of the information 
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Diagram 1 – Current Situation 
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Diagram 2 – Medium-Term Improvements 
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APPENDIX B 
 

AMHS ADDRESSING 
 
 
The AMHS addressing scheme is presented in two formats: XF (transfer addressing) and CAAS (AMHS 
common addressing). Both formats identify the manager domain (MD) and the AMHS user identifier 
(UI). 
 
The domain identifier (MD) specifies the name of the State, the name of the manager domain and the 
name of the private domain (PMRD). The AMHS user identifier specifies the name of the organization 
(O), the name of the organizational unit (OUI) and the common name (CN). 
 
In the XF addressing, in the domain identifier (MD), the name of the State is XX, the name for the 
administration of the domain is ICAO, and the PRMD name is represented with the two nationality 
identification letters specified in ICAO Doc. 7910  (SA, SB, SC, SE, SO, SK, SM, SO, SF, SU, SY, SV, 
MP). For the AMHS user identifier, the name of the organization (O) is AFTN, the name for the OUI is 
represented by the same 8-letter address used in the AFTN.  The XS mode does not use the CN. 
 
In the CAAS addressing, in the domain identifier (MD), the name of the Sate is XX, the name for the 
administration of the domain is ICAO and the name of the PRMD takes a value declared by the State.  It 
can use the same as that indicated in the XS addressing, two letters different to those indicated in 7910, or 
the full name of the State (Argentina, Bolivia, Brazil, etc.). For the AMHS user identifier, the slot for the 
organization (O) is to be filled with the name of the organization or a geographical unit in alphanumeric 
characters it is composed of four letter , the name for the Organization Unit  (OUI)   is represented by four 
AFTN alphanumeric characters associated with the organization or geographical unit and which can have 
any value, for the CN (Common Name or user name) the same AFTN addresses can be used (8 AFTN 
letter).   
 
Page B2 presents the AMHS addressing registered in ICAO as result of the survey sent to Status through 
the ICAO Secretary General letter SP 54/1-03/39 of May 2003. Seven SAM States answered this survey; 
two of these, Argentina and Brazil, indicated that their AMHS addressing will be CAAS.  Bolivia, Chile, 
Panama and Uruguay indicated that theirs would be XF.  Colombia indicated that the information would 
be sent at a later date. ICAO assigned XF to all Status who did not reply the letter, as indicated therein. 
 
Pages B3 and B4 present a CAAS AHMS addressing proposal for the SAM Region for the identifier of 
the administrator of the domain and AMHS user identifier. 
 
Page B5 presents an XF AMHS addressing designation proposal. 
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NAMES REGISTERED AT ICAO OF CAR/SAM AMHS MD PRD  
 
 

AMHS ADDRESSING SPECIFICATICIONS 
STATE NATIONALITY 

DESIGNATORS NAME STATES  NAME ADM NAME PRMD∗ 

ARGENTINA SA XX ICAO Argentina 

BOLIVIA SL XX ICAO SL 

BRAZIL SB AX ICA 0 BR 

CHILE SC XX ICAO SC 

COLOMBIA SK XX ICAO SK 

ECUADOR SE XX ICAO SE 

FRENCH 
GUIANA SO XX ICAO SO 

GUYANA SY XX ICAO SY 

PANAMA MP XX ICAO MP 

PARAGUAY SO XX ICAO SO 

PERU SP XX ICAO SP 

SURINAME SM XX ICAO SM 

URUGUAY SU XX ICAO SU 

VENEZUELA SV XX ICAO SV 
 
 
 
 

 

                                                 
∗ Note: 
 
The items in bold identify the values specified by SAM States which are different to the nationality indicators. 
The items in italic identify the values specified by SAM States which are equal to the nationality indicators. 
The remaining items for States were assigned by ICAO. 
 
(Information taken from ACP Panel Work Group N (Networking )  WP/11 
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AMHS CAAS ADDRESSING SUGGESTED VALUES, TAKING INTO CONSIDERATION 
ONLY ONE MTA PER STATE 

 
AMHS ADDRESSING SPECIFICATICIONS 

STATE 
ATTRIBUTIO

N NAME 
STATES 

( C) 

ATTRIBUTION 
NAME ADM 

(A) 

NAME PRMD 
(P) 

ORGANIZATIO
N NAME 

(O) * 

ORGANIZATIONA
L UNIT NAME 

 

(OUI) 

 

COMMON 
NAME 

(CN) 

ARGENTINA XX ICAO ARGENTINA SAEZ 
All four letters 
indicated 

in ICAO Doc 7910  

AFTN address 8 
letter 
 

BOLIVIA XX ICAO BOLIVIA SLLF Id Id 

BRAZIL XX ICAO BRAZIL SBBF Id Id 

CHILE XX ICAO CHILE SCEZ Id Id 

COLOMBIA XX ICAO COLOMBIA SKED Id Id 

ECUADOR XX ICAO ECUADOR SEGU Id Id 

FRENCH 
GUIANA XX ICAO FRENCH 

GUIANA SOCA Id Id 

GUYANA XX ICAO GUYANA SYCJ Id Id 

PANAMA XX ICAO PANAMA MPTO Id Id 

PARAGUAY XX ICAO PARAGUAY SGAS Id Id 

PERU XX ICAO PERU SPLI Id Id 

SURINAME XX ICAO SURINAME SMPM Id Id 

URUGUAY XX ICAO URUGUAY SUEO Id Id 

VENEZUELA XX ICAO VENEZUELA SVZM Id  
 
 * Can be more than one four letters address for an Organization unit (O). For each assigned 

Organization name address (O), there is associated various four letters addresses for the 
Organization Unit (OUI)  

 
  Example of an AMHS CAAS address for an Argentinean unit (CN) that is part of Ezeiza 

Organization or Region: 
   C     =    XX 
   A     =    ICAO 
   P     =     ARGENTINA 
  O     =    SAEZ 
  OUI =    SAAA 
  CN   =    SAAAZPZX  
 
  The complete address will be: XXICAOARGENTINASAEZSAAASAAAZPZX 
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SUGGESTED PRMD -- AMHS MD (MANAGER DOMAIN) NAMES IN THE SAM REGION -- 
IT IS ASSUMED THAT ALL SAM STATES ARE USING CAAS ADDRESSING 

 
 

AMHS ADDRESSING SPECIFICATICIONS 

STATE NATIONALITY 
DESIGNATORS 

ATTRIBUTION 
NAME STATES 

( C )  

ATTRIBUTION 
NAME ADM 

( A ) 

ATTRIBUTION 
NAME PRMD 

( P ) 
ARGENTINA SA XX ICAO ARGENTINA 

BOLIVIA SL XX ICAO BOLIVIA 

BRAZIL SB XX ICAO BRAZIL 

CHILE SC XX ICAO CHILE 

COLOMBIA SK XX ICAO COLOMBIA 

ECUADOR SE XX ICAO ECUADOR 

FRENCH 
GUIANA SO XX ICAO FRENCH GUIANA 

GUYANA SY XX ICAO GUYANA 

PANAMA MP XX ICAO PANAMA 

PARAGUAY SG XX ICAO PARAGUAY 

PERU SP XX ICAO PERU 

SURINAME SM  ICAO SURINAME 

URUGUAY SU XX ICAO URUGUAY 

VENEZUELA SV XX ICAO VENEZUELA 
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SUGGESTED PRMD -- AMHS MD VALUES IN THE CAR/SAM REGIONS – ASSUMING 
THAT ALL STATES ARE USING AMHS XF ADDRESSING 

 
 

AMHS ADDRESSING SPECIFICATICIONS 

STATE  NAME STATES 
(C) 

 NAME ADM 
( A )  

 NAME PRMD 
( P)  

ORGANIZATION 
NAME  

(O) 

ORGANIZATION 
NAME UNIT 

(OUI) 

ARGENTINA XX ICAO SA AFTN AFTN address 8 
letter 

BOLIVIA XX ICAO SL AFTN Id 

BRAZIL XX ICAO SB AFTN Id 

CHILE XX ICAO SC AFTN Id 

COLOMBIA XX ICAO SK AFTN Id 

ECUADOR XX ICAO SE AFTN Id 

FRENCH GUIANA XX ICAO SO AFTN Id 

GUYANA XX ICAO SY AFTN Id 

PANAMA XX ICAO MP AFTN Id 

PARAGUAY XX ICAO SG AFTN Id 

PERU XX ICAO SP AFTN Id 

SURINAME XX ICAO SM AFTN Id 

URUGUAY XX ICAO SU AFTN Id 

VENEZUELA XX ICAO SV AFTN Id 
 
 Example  of an AMHS XF  address  for an Argentinean unit  . 
   
 C     =    XX 
 A     =    ICAO 
 P     =     SA 
 O     =    AFTN 
 OUI =   SAEZZPZX  
 The complete address will be: XXICAOSAAFTNSAEZZPZX 
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Primera 10 . 0 . 0 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 0 0 0 0 0 0 0 0 . 0 0 0 0 0 0 0 1
- - -
- - -

Ultima 10 . 0 . 31 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 0 0 0 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 0 . 32 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 0 0 1 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 0 . 63 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 0 0 1 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 0 . 64 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 0 1 0 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 0 . 95 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 0 1 0 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 0 . 96 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 0 1 1 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 0 . 127 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 0 1 1 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 0 . 128 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 1 0 0 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 0 . 159 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 1 0 0 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 0 . 160 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 1 0 1 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 0 . 191 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 1 0 1 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 0 . 192 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 1 1 0 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 0 . 223 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 1 1 0 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 0 . 224 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 1 1 1 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 0 . 255 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 0 . 1 1 1 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 1 . 0 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 0 0 0 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 1 . 31 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 0 0 0 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 1 . 32 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 0 0 1 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 1 . 63 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 0 0 1 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 1 . 64 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 0 1 0 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 1 . 95 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 0 1 0 1 1 1 1 1 . 1 1 1 1 1 1 1 0

Notacion Binaria
RegiónNotacion DecimalDirecciones 

utilizables

10.1.32.0 / 19

10.0.128.0 / 19

Host'sEstado / Territorio

Brasil 10.0.64.0 / 19

10.0.96.0 / 19

Venezuela

10.1.64.0 / 19Guyana

Región Estado / 
Territorio

10.0.32.0 / 19

Argentina 10.0.0.0 / 19

RedNro

1

2 Chile

Colombia

Bolivia 10.0.160.0 / 19

Uruguay

10.0.224.0 / 19

10.1.0.0 / 19

10.0.192.0 / 19

5

6

Paraguay

Ecuador

7

8

Peru

9

10

11

SAM

3

4
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Notacion Binaria
RegiónNotacion DecimalDirecciones 

utilizables Host'sEstado / TerritorioRegión Estado / 
Territorio RedNro

Primera 10 . 1 . 96 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 0 1 1 0 0 0 0 0 . 0 0 0 0 0 0 0 1
- - -
- - -

Ultima 10 . 1 . 127 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 0 1 1 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 1 . 128 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 1 0 0 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 1 . 159 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 1 0 0 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 1 . 160 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 1 0 1 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 1 . 191 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 1 0 1 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 1 . 192 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 1 1 0 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 1 . 223 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 1 1 0 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 1 . 224 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 1 1 1 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 1 . 255 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 0 1 . 1 1 1 1 1 1 1 1 . 1 1 1 1 1 1 1 0
Primera 10 . 2 . 0 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 1 0 . 0 0 0 0 0 0 0 0 . 0 0 0 0 0 0 0 1

- - -
- - -

Ultima 10 . 2 . 31 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 0 0 1 0 . 0 0 0 1 1 1 1 1 . 1 1 1 1 1 1 1 0
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -
- - -

Primera 10 . 15 . 224 . 1 0 0 0 0 1 0 1 0 . 0 0 0 0 1 1 1 1 . 1 1 1 0 0 0 0 0 . 0 0 0 0 0 0 0 1
- - -
- - -

Ultima 10 . 15 . 255 . 254 0 0 0 0 1 0 1 0 . 0 0 0 0 1 1 1 1 . 1 1 1 1 1 1 1 1 . 1 1 1 1 1 1 1 0

10.1.96.0 / 19

10.1.160.0 / 19

-

VACANTE

10.2.0.0 / 19

Surinam

13

-

VACANTE

10.1.224.0 / 19

Guyana 
Francesa 
(France)

10.1.128.0 / 19

10.1.192.0 / 19

VACANTE

-

VACANTE

-

-

-

SAM

12

-

-

128 
(ULTIMA) RESERVADA 10.15.224.0 / 19

- - -

-

-

-

-
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Nro. Subred Extremos
- 10 . 15 . 224 . 0 / 30

Argentina 10 . 15 . 224 . 1 / 30
Bolivia 10 . 15 . 224 . 2 / 30

- 10 . 15 . 224 . 3 / 30
- 10 . 15 . 224 . 4 / 30

Argentina 10 . 15 . 224 . 5 / 30
Chile 10 . 15 . 224 . 6 / 30

- 10 . 15 . 224 . 7 / 30
- 10 . 15 . 224 . 8 / 30

Argentina 10 . 15 . 224 . 9 / 30
Paraguay 10 . 15 . 224 . 10 / 30

- 10 . 15 . 224 . 11 / 30
- 10 . 15 . 224 . 12 / 30

Argentina 10 . 15 . 224 . 13 / 30
Peru 10 . 15 . 224 . 14 / 30

- 10 . 15 . 224 . 15 / 30
- 10 . 15 . 224 . 16 / 30

Argentina 10 . 15 . 224 . 17 / 30
Uruguay 10 . 15 . 224 . 18 / 30

- 10 . 15 . 224 . 19 / 30
- 10 . 15 . 224 . 20 / 30

Argentina 10 . 15 . 224 . 21 / 30
AFI (Johannesburgo) 10 . 15 . 224 . 22 / 30

- 10 . 15 . 224 . 23 / 30
- 10 . 15 . 224 . 24 / 30

Brasil 10 . 15 . 224 . 25 / 30
Colombia 10 . 15 . 224 . 26 / 30

- 10 . 15 . 224 . 27 / 30
- 10 . 15 . 224 . 28 / 30

Brasil 10 . 15 . 224 . 29 / 30
Guyana 10 . 15 . 224 . 30 / 30

- 10 . 15 . 224 . 31 / 30
- 10 . 15 . 224 . 32 / 30

Brasil 10 . 15 . 224 . 33 / 30
Guyana Francesa 10 . 15 . 224 . 34 / 30

- 10 . 15 . 224 . 35 / 30

Direcciones a utilizar
Enlace

10.15.224.32 / 30

10.15.224.16 / 30

10.15.224.20 / 30

10.15.224.24 / 30

10.15.224.28 / 30

Red

Brasil-Guyana Francesa

8

9

10.15.224.0 / 19

6

Brasil-Guyana

7

Argentina-Chile

Argentina-Paraguay

Argentina-Uruguay

Brasil-Colombia

5

Argentina-AFI

10.15.224.0 / 30

Argentina-Peru

1

2

3

4

10.15.224.4 / 30

10.15.224.8 / 30

10.15.224.12 / 30

Argentina-Bolivia
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Nro. Subred Extremos Direcciones a utilizar
EnlaceRed

- 10 . 15 . 224 . 36 / 30
Brasil 10 . 15 . 224 . 37 / 30
Peru 10 . 15 . 224 . 38 / 30

- 10 . 15 . 224 . 39 / 30
- 10 . 15 . 224 . 40 / 30

Brasil 10 . 15 . 224 . 41 / 30
Surinam 10 . 15 . 224 . 42 / 30

- 10 . 15 . 224 . 43 / 30
- 10 . 15 . 224 . 44 / 30

Brasil 10 . 15 . 224 . 45 / 30
Venezuela 10 . 15 . 224 . 46 / 30

- 10 . 15 . 224 . 47 / 30
- 10 . 15 . 224 . 48 / 30

Brasil 10 . 15 . 224 . 49 / 30
AFI (Dakar) 10 . 15 . 224 . 50 / 30

- 10 . 15 . 224 . 51 / 30
- 10 . 15 . 224 . 52 / 30

Brasil 10 . 15 . 224 . 53 / 30
EUR (Madrid) 10 . 15 . 224 . 54 / 30

- 10 . 15 . 224 . 55 / 30
- 10 . 15 . 224 . 56 / 30

Brasil 10 . 15 . 224 . 57 / 30
NAM(Atlanta) 10 . 15 . 224 . 58 / 30

- 10 . 15 . 224 . 59 / 30
- 10 . 15 . 224 . 60 / 30

Brasil 10 . 15 . 224 . 61 / 30
Argentina 10 . 15 . 224 . 62 / 30

- 10 . 15 . 224 . 63 / 30
- 10 . 15 . 224 . 64 / 30

Brasil 10 . 15 . 224 . 65 / 30
Bolivia 10 . 15 . 224 . 66 / 30

- 10 . 15 . 224 . 67 / 30
- 10 . 15 . 224 . 68 / 30

Brasil 10 . 15 . 224 . 69 / 30
Paraguay 10 . 15 . 224 . 70 / 30

- 10 . 15 . 224 . 71 / 30

10.15.224.48 / 30

10.15.224.52 / 30

10.15.224.56 / 30

10.15.224.68 / 30

10.15.224.36 / 30

10.15.224.40 / 30

10.15.224.44 / 30

Brasil-EUR (tentativo)

Brasil-NAM

Brasil-Paraguay

17

18

10.15.224.60 / 30

10.15.224.64 / 30

13

14

Brasil-Peru10

10.15.224.0 / 19

Brasil-Argentina

Brasil-Bolivia

15

16

Brasil-Surinam

Brasil-Venezuela

Brasil-AFI (tentativo)

11

12
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Nro. Subred Extremos Direcciones a utilizar
EnlaceRed

- 10 . 15 . 224 . 72 / 30
Brasil 10 . 15 . 224 . 73 / 30

Uruguay 10 . 15 . 224 . 74 / 30
- 10 . 15 . 224 . 75 / 30
- 10 . 15 . 224 . 76 / 30

Chile 10 . 15 . 224 . 77 / 30
PAC(Christchurch) 10 . 15 . 224 . 78 / 30

- 10 . 15 . 224 . 79 / 30
- 10 . 15 . 224 . 80 / 30

Chile 10 . 15 . 224 . 81 / 30
Peru 10 . 15 . 224 . 82 / 30

- 10 . 15 . 224 . 83 / 30
- 10 . 15 . 224 . 84 / 30

Colombia 10 . 15 . 224 . 85 / 30
NAM (Atlanta) 10 . 15 . 224 . 86 / 30

- 10 . 15 . 224 . 87 / 30
- 10 . 15 . 224 . 88 / 30

Colombia 10 . 15 . 224 . 89 / 30
Ecuador 10 . 15 . 224 . 90 / 30

- 10 . 15 . 224 . 91 / 30
- 10 . 15 . 224 . 92 / 30

Colombia 10 . 15 . 224 . 93 / 30
Peru 10 . 15 . 224 . 94 / 30

- 10 . 15 . 224 . 95 / 30
- 10 . 15 . 224 . 96 / 30

Colombia 10 . 15 . 224 . 97 / 30
Venezuela 10 . 15 . 224 . 98 / 30

- 10 . 15 . 224 . 99 / 30
- 10 . 15 . 224 . 100 / 30

Ecuador 10 . 15 . 224 . 101 / 30
Peru 10 . 15 . 224 . 102 / 30

- 10 . 15 . 224 . 103 / 30
- 10 . 15 . 224 . 104 / 30

Ecuador 10 . 15 . 224 . 105 / 30
Venezuela 10 . 15 . 224 . 106 / 30

- 10 . 15 . 224 . 107 / 30

10.15.224.84 / 30

10.15.224.88 / 30

10.15.224.92 / 30

10.15.224.72 / 30

10.15.224.76 / 30

10.15.224.80 / 30

23

24

Brasil-Uruguay

10.15.224.0 / 19

Colombia-NAM

Colombia-Ecuador

21

22

Chile-PAC

Chile-Peru

19

20

Colombia-Peru

25

Ecuador-Peru26

Ecuador-Venezuela27

Colombia-Venezuela

10.15.224.100 / 30

10.15.224.104 / 30

10.15.224.96 / 30
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Nro. Subred Extremos Direcciones a utilizar
EnlaceRed

- 10 . 15 . 224 . 108 / 30
Guyana Francesa 10 . 15 . 224 . 109 / 30

Surinam 10 . 15 . 224 . 110 / 30
- 10 . 15 . 224 . 111 / 30
- 10 . 15 . 224 . 112 / 30

Guyana 10 . 15 . 224 . 113 / 30
C-CAR (Piarco) 10 . 15 . 224 . 114 / 30

- 10 . 15 . 224 . 115 / 30
- 10 . 15 . 224 . 116 / 30

Guyana 10 . 15 . 224 . 117 / 30
Surinam 10 . 15 . 224 . 118 / 30

- 10 . 15 . 224 . 119 / 30
- 10 . 15 . 224 . 120 / 30

Guyana 10 . 15 . 224 . 121 / 30
Venezuela 10 . 15 . 224 . 122 / 30

- 10 . 15 . 224 . 123 / 30
- 10 . 15 . 224 . 124 / 30

Peru 10 . 15 . 224 . 125 / 30
NAM (Atlanta) 10 . 15 . 224 . 126 / 30

- 10 . 15 . 224 . 127 / 30
- 10 . 15 . 224 . 128 / 30

Peru 10 . 15 . 224 . 129 / 30
Bolivia 10 . 15 . 224 . 130 / 30

- 10 . 15 . 224 . 131 / 30
- 10 . 15 . 224 . 132 / 30

Peru 10 . 15 . 224 . 133 / 30
Colombia 10 . 15 . 224 . 134 / 30

- 10 . 15 . 224 . 135 / 30
- 10 . 15 . 224 . 136 / 30

Peru 10 . 15 . 224 . 137 / 30
Venezuela 10 . 15 . 224 . 138 / 30

- 10 . 15 . 224 . 139 / 30
- 10 . 15 . 224 . 140 / 30

Surinam 10 . 15 . 224 . 141 / 30
Venezuela 10 . 15 . 224 . 142 / 30

- 10 . 15 . 224 . 143 / 30

10.15.224.120 /30

10.15.224.124 / 30

10.15.224.128 / 30

10.15.224.132 / 30

10.15.224.136 / 30

10.15.224.140 / 30

Guyana-Surinam

31 Guyana-Venezuela

28 Guyana Francesa-
Surinam

29 Guyana-C-CAR

10.15.224.108 / 30

10.15.224.112 / 30

10.15.224.116 / 30

10.15.224.0 / 19

34 Peru-Colombia

35 Peru-Venezuela

32 Peru-NAM

33 Peru-Bolivia

30

36 Surinam-Venezuela
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Nro. Subred Extremos Direcciones a utilizar
EnlaceRed

- 10 . 15 . 224 . 144 / 30
Venezuela 10 . 15 . 224 . 145 / 30

CAM (San Juan) 10 . 15 . 224 . 146 / 30
- 10 . 15 . 224 . 147 / 30
- 10 . 15 . 224 . 148 / 30

Venezuela 10 . 15 . 224 . 149 / 30
EUR (Madrid) 10 . 15 . 224 . 150 / 30

- 10 . 15 . 224 . 151 / 30
- 10 . 15 . 224 . 152 / 30

Venezuela 10 . 15 . 224 . 153 / 30
Trinidad y Tobago 10 . 15 . 224 . 154 / 30

- 10 . 15 . 224 . 155 / 30
- 10 . 15 . 224 . 156 / 30

10 . 15 . 224 . 157 / 30
10 . 15 . 224 . 158 / 30

- 10 . 15 . 224 . 159 / 30
- 10 . 15 . 224 . 160 / 30

10 . 15 . 224 . 161 / 30
10 . 15 . 224 . 162 / 30

- 10 . 15 . 224 . 163 / 30
- 10 . 15 . 224 . 164 / 30

10 . 15 . 224 . 165 / 30
10 . 15 . 224 . 166 / 30

- 10 . 15 . 224 . 167 / 30
- -

-
-

- -
- -

-
-

-
- 10 . 15 . 31 . 252 / 30

10 . 15 . 31 . 253 / 30
10 . 15 . 31 . 254 / 30

- 10 . 15 . 31 . 255 / 30

10.15.224.156 / 30

10.15.224.160 / 30

10.15.224.164 / 30

-

10.15.224.144 / 30

10.15.224.148 / 30 Venezuela-EUR

39 Venezuela-Trinidad y 
Tobago

37 Venezuela-CAM

10.15.224.152 / 30

10.15.224.0 / 19

42 VACANTE

40 VACANTE

41 VACANTE

38

- -

- -

2048 
(última) VACANTE

-

10.15.31.252 / 30
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DOMAINS AND BACKBONE OF THE CAR/SAM ATN NETWORK   
DOMINIOS Y RED TRONCAL ATN CAR/SAM 
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TABLE/TABLA CNS 1Ba –ROUTERS REGIONAL PLAN / PLAN REGIONAL DE ENCAMINADORES  

REGION SAM/ SAM REGION 
 

Administration and Location/ 
Administración y Localidad 

Type of Router / 
Tipo de 

Encaminador 

Type of 
Interconnection/ 

Tipo de 
interconexión 

Connected Router- 
Encaminador 

Conectado 

Link Speed- 
Velocidad 
del enlace 

Link Protocol- 
Protocolo del 

Enlace 

Via 
Vía 

Target Date / 
Fecha Meta  

Remarks 
Observaciones 

1 2 3 4 5  7 8 9 
 

Argentina /Buenos Aires 
 

 
IP  

 
Inter/Intra 
Regional 

AFI(Johannesburgo),  
Bolivia (La Paz) , 

Chile (Santiago de 
Chile) , 

Brasil(Brasilia), 
Paraguay (Asunción) , 

´Perú (Lima) y 
Uruguay (Montevideo) 

TBD  IPv4 CAFSAT   
REDDIG  

2008  

 
Bolivia /La Paz  

 

 
IP  

 
Intra Regional 

Argentina (Buenos 
Aires), Brasil 

(Brasilia)y Perú (Lima) 

TBD  IPv4 REDDIG 2010  

 
Brasil /Manaus  

 

 
IP 

 
Intra Regional 

Colombia 
(Bogotá),Guyana 

(Georgetown), 
Guyana Francesa 

(Cayena), Perú 
(Lima), 

Surinam(Paramaribo) 
y Venezuela 

(Caracas) 

TBD  IPv4 REDDIG 2009  

 
Brasil /Brasilia  

 

 
IP 

 
Inter/Intra 
Regional 

AFI 
(Dakar),EUR(Madrid) 

 
NAM (Atlanta) via 
Bogotá, Argentina 

(Buenos Aires), 
Bolivia(La Paz), 

Paraguay(Asunción) y 
Uruguay (Montevideo) 

TBD  IPv4 CAFSAT 
 
 

REDDIG 

2009  

 
Chile/Santiago 

 

 
IP 

 
Inter/Intra 
Regional 

PAC(Christchurch), 
Argentina (Buenos 

Aires) y Perú (Lima ) 

TBD  IPv4 PTT 
REDDIG 

2008  

 
Colombia /Bogotá  

 

IP  
Inter/Intra 
Regional 

NAM (Atlanta)*,  
 
 
 

Ecuador (Guayaquil), 
Brasil (Manaus) Perú 

(Lima), Venezuela 
(Caracas) 

TBD  IPv4 *Interconexi
ón MEVA II 

REDDIG  
  

REDDIG 

2009  
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Administration and Location/ 
Administración y Localidad 

Type of Router / 
Tipo de 

Encaminador 

Type of 
Interconnection/ 

Tipo de 
interconexión 

Connected Router- 
Encaminador 

Conectado 

Link Speed- 
Velocidad 
del enlace 

Link Protocol- 
Protocolo del 

Enlace 

Via 
Vía 

Target Date / 
Fecha Meta  

Remarks 
Observaciones 

1 2 3 4 5  7 8 9 
 

Ecuador/Guayaquil 
 
 

IP  
Intra Regional 

Colombia (Bogotá) , 
Perú (Lima) y 

Venezuela (Caracas) 

TBD  IPv4 REDDIG 2010  

 
Guyana 

Francesa/Cayenne   
 

IP  
Intra Regional 

Brasil (Manaus) y 
Surinam (Paramaribo) 

TBD  IPv4 REDDIG  2010  

 
Guyana /Georgetown 

 

IP  
Inter/Intra 
Regional 

C-CAR (Piarco), Brasil 
(Manaos) , 
Surinam(Paramaribo) 
y Venezuela(Caracas) 

TBD  IPv4 REDDIG  2010  

Panamá/Ciudad de 
Panamá  

IP Inter/Intra 
Regional 

NAM (Atlanta) 
 
 

Colombia (Bogota) 

TBD IPv4 MEVA II 
 

Interconexi
ón MEVA II 

REDDIG 

2010  

 
Paraguay/Asunción 

 

IP  
Intra Regional 

Argentina (Buenos 
Aires ) Brasil (Brasilia) 

TBD  IPv4 REDDIG 2008  

 
Perú/Lima  

 

IP  
Inter/Intra 
Regional 

NAM(Atlanta),,Argenti
na(BuenosAires),Boliv
ia (La Paz),Brasil 
(Manaos),Chile(Santia
go),Colombia 
(Bogotá),Ecuador 
(Guayaquil y 
Venezuela (Caracas), 

TBD  IPv4 REDDIG 2009  

 
Suriname/Paramaribo  

IP  
Inter Regional 

Brasil (Manaos), 
Guyana 

Francesa(Cayena) y 
Venezuela (Caracas) 

TBD  IPv4 REDDIG 2010  

 
Uruguay /Montevideo 

 

IP  
Intra Regional 

Argentina(Buenos 
Aires), Brasil (Brasilia) 

TBD  IPv4 REDDIG 2010  

 
Venezuela/Caracas 

 

IP  
Inter/Intra 
Regional 

CAM (San Juan ), 
 
 
 
EUR(Madrid), 
 
 
Brasil (Manaus ), 
Colombia (Bogotá) 
,Ecuador(Quito), 

TBD  IPv4 Interconexi
ón MEVAII 
REDDIG 

 
PTT 

 
 

REDDIG 

2009  
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Administration and Location/ 
Administración y Localidad 

Type of Router / 
Tipo de 

Encaminador 

Type of 
Interconnection/ 

Tipo de 
interconexión 

Connected Router- 
Encaminador 

Conectado 

Link Speed- 
Velocidad 
del enlace 

Link Protocol- 
Protocolo del 

Enlace 

Via 
Vía 

Target Date / 
Fecha Meta  

Remarks 
Observaciones 

1 2 3 4 5  7 8 9 
Guyana(Georgetown),  
y Suriname 
(Paramaribo) y 
Trinidad&Tobago 
(Piarco) 
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TABLE CNS 1BB – ATN GROUND-GROUND APPLICATIONS PLAN / TABLEAU CNS1B – PLAN DE LES  APLICATIONS TERRE – TERRE DE 
L’ATN/ TABLA CNS1 BB – PLAN DE APLICACIONES TIERRA-TIERRA ATN 

(SAM REGION / REGIÓN SAM) 
 

 
ATN GROUND-GROUND APPLICATIONS PLAN / PLAN DE APLICACIONES TIERRA-TIERRA 

Administration and Location/ 
Administración y localidad 

Application Type/ 
Tipo de 

Aplicación 

Conneted with Administration & 
Location of/ 
Conectada con Administración y 
Localidad de. 

Used 
Standard / 

Norma 
usada 

Implementation Date/ 
Fecha de 

Implementación 

Remarks/ 
Observaciones 

1 2 3 4 5 6 

 
AMHS 

 
Bolivia, Brasil, Chile, Paraguay Perú, 

Uruguay y AFI 

 
IPS  

2005  
Argentina, Buenos Aires 

 
AIDC 

Bolivia, Brasil, Chile, Paraguay Perú, 
Uruguay y AFI 

 
IPS TBD /Por determinar  

AMHS Argentina , Brasil  y  Perú  
IPS 2010  

Bolivia , La Paz 
AIDC Argentina , Brasil y Perú   

IPS TBD /Por determinar  

 
Brasil, Brasilia 

 
AMHS 

Argentina, Bolivia,Paraguay,Uruguay, 
NAM,EUR,AFI 

 
IPS 2008  

  
AIDC 

Argentina,Bolivia ,Paraguay,Uruguay, 
NAM,EUR,AFI 

 
IPS TBD/ Por determinar  

Brasil Manaus   
AMHS 

Colombia, Guyana, Guyana Francesa, 
Perú , Surinam y Venezuela  

 
IPS 2008  

  
AIDC 

Colombia, Guyana, Guyana Francesa 
,Perú , Surinam y Venezuela 

 
IPS TBD/ Por determinar  

Chile, Santiago AMHS Argentina, Perú y PAC.  
IPS 2009  

 AIDC Argentina, Perú y PAC.  
IPS TBD/Por determinar  

AMHS Brasil , Ecuador, Perú y Venezuela  
IPS 2008  

Colombia , Bogotá 
AIDC Brasil, Ecuador,Perú y Venezuela  

IPS TBD/Por determinar  

AMHS Colombia  , Perú y Venezuela   
IPS 2009  

Ecuador ,Quito 
AIDC Colombia ,  Perú y Venezuela   

IPS TBD/Por determinar  

AMHS Brasil, Surinam y Venezuela   
IPS 2009  

French Guyana , Cayenne 
AIDC Brasil, Surinam y Venezuela   

IPS TBD/Por determinar  

AMHS Brasil, Trinidad Tobago y Venezuela  
IPS 2009  

Guyana, Georgetown 
AIDC Brasil, Trinidad Tobago y Venezuela  

IPS TBD/Por determinar  
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ATN GROUND-GROUND APPLICATIONS PLAN / PLAN DE APLICACIONES TIERRA-TIERRA 

Administration and Location/ 
Administración y localidad 

Application Type/ 
Tipo de 

Aplicación 

Conneted with Administration & 
Location of/ 
Conectada con Administración y 
Localidad de. 

Used 
Standard / 

Norma 
usada 

Implementation Date/ 
Fecha de 

Implementación 

Remarks/ 
Observaciones 

1 2 3 4 5 6 
AMHS Colombia, NAM IPS 2008  Panamá, Ciudad de Panamá AIDC Colombia, NAM IPS TBD/Por determinar  
AMHS Argentina, Brasil  

IPS 2007  
Paraguay, Asunción 

AIDC Argentina, Brasil  
IPS TBD/Por determinar  

Perú AMHS Argentina, Bolivia Brasil, Chile 
Colombia, Ecuador, Venezuela y NAM 

 
IPS 2007  

  
AIDC 

Argentina, Bolivia, Brasil, Chile 
Colombia, Ecuador Venezuela y NAM 

 
IPS TBD/Por determinar  

Surinam  
AMHS 

 
Brasil,  French Guyana  y Venezuela 

 
IPS 

 
2009  

 AIDC Brasil, French Guyana  y Venezuela  
IPS TBD/Por determinar  

AMHS Argentina, Brasil  
IPS 2008  

Uruguay 
AIDC Argentina, Brasil  

IPS TBD/Por determinar  

AMHS 
Brasil, Colombia, Ecuador, Guyana, 

Guyana Francesa , Perú, Suriname, NAM, 
CAR y EUR 

 
IPS 2008  

Venezuela 

AIDC 
Brasil, Colombia, Ecuador Guyana, 

Guyana Francesa , Perú,  Suriname, 
NAM,CAR y EUR 

 
IPS TBD/Por determinar  

 
 

- - - - - - - 
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1. Background 
 
1.1 When the SICAS Panel was first entrusted with the development of SARPs for the 
Aeronautical Telecommunications Network (ATN), it was requested to use open protocols considered to 
be the “industry standard” as the basis for the ATN.  This lead to the selection of the OSI protocols Open 
Systems Interconnection. 
 
1.2 At that time, the use of this protocol was mandated by many ICAO Contracting States.  
Prior to 1997, the Panel and its successor, the ATNP, had worked successfully, and the ATN SARPs were 
validated.  Since then, air traffic services (ATS) based on these SARPs have moved to the deployment 
stage and are now operating in some areas.  
 
1.3 However, although ISO protocols were strongly supported by Contracting States outside 
of aeronautical communication services, industry protocols were converted using an older system of 
standards collectively known as “TCP/IP” (more appropriately called the Internet Protocol Suite (IPS)). 
Now these are the de facto standards for open communications, and IPS-based products are extensively 
available at a low cost.  
 
1.4 In the ground environment, considerable cost savings can be achieved with the 
introduction of IPS-based products, such as the ATS message handling service (ATSMHS), and others, in 
support of air-ground communications.  ICAO Contracting States have started to deploy IPS in these areas.  
 
1.5 In the air-ground setting, there is interest in the use of IPS.  However, this setting is very 
different from the ground environment.  There are specific tasks to perform concerning mobility and 
security that must be carefully considered.  While there is a desire to apply the industry standards in the 
air-ground environment, it is recognized that it is more complex and thus their implementation will take 
longer compared to the ground environment.  
 
1.6 In view of the above, the Air Navigation Council charged Working Group I of the ACP 
(Aeronautical Communications Panel) with analyzing the use of TCP/IP for the establishment of an 
aeronautical network and making recommendations for future work in this area.  
 
1.7 Working Group I of the ACP conducted the task using the following methodology:  
 
1.7.1 An analysis was made of States members to determine to what extent the IPS was being 
used for aeronautical communications in each State, and within what context.  
 
1.7.2 Consideration was given to aeronautical communication requirements in areas such as 
operations, security, mobility, etc.  
 
1.7.3 Consideration was also given to ground-ground and air-ground environments, as well as 
to the capacity of existing IPS products to meet these requirements.  
 
1.7.4 It was concluded that the IPS was appropriate for meeting aeronautical communication 
requirements, and a draft future work program was formulated to expedite the use of IPS in the selected 
area of aeronautical communications.  
 
1.8 The conclusion of the ACP report was that the use of IPS to support aeronautical 
communications in the ground environment was entirely justified.  
 
1.9  
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2. General Decision-Making Considerations 
 
2.1 Business  
 
2.1.1 The decision to implement the IPS must be both a cost-effective and a technical decision.  
It should be noted that while the existing IPS protocols have no patent restrictions and are available at no 
charge, this might not be true for future protocols.  
 
2.1.2 There are many vendors and service providers for the equipment and the establishment of 
an IPS network.  This has created a competitive environment that should offer ICAO Contracting States 
favourable prices when buying equipment and network services.  
 
2.2 Industrial Support 
 
2.2.1 There are many companies that provide network equipment and IPS-based services, while 
the establishment of an OSI network gradually reduces their capacity to provide support.  Furthermore, 
IPS standards are maintained by the Internet Engineering Task Force (IETF) with the active assistance of 
the industry.  
 
2.2.2 The number of nodes displayed by the IPS is about ten million, while OSI-based WAN 
networks are not displayed in that same scale, and those that have been displayed are being replaced by 
IPS.  
 
2.3 Security Policies to Consider 
 
2.3.1 The establishment of an IPS network increases the need for effective security, due to its 
openness.  The obscurity of ISO/OSI protocols as a result of not being extensively displayed in networks 
provides a certain amount of protection.  
 
2.3.2 Attacks against IPS networks are widely published, and hackers spend a lot of energy 
trying to devise new forms.  The cost of a system capable of inflicting significant damage to a network 
could be just that of a cheap computer that supports IPS.  
 
2.3.3 This means that ATS systems that use IPS without any effective security mechanisms 
would be vulnerable to the various forms of security breach.  Therefore, it is recommended that the 
security systems that underlie ATN vulnerability analyses be updated to reflect the use of IPS.  
 
2.3.4 There are many security mechanisms that can be used in an IPS network.  Current 
systems can use the IP security protocol (IPSec) to ensure the security of the network layer, and/or the 
SSL/TLS protocol to ensure the security of the IPS transport layer.  IPSec can provide encryption and/or 
authentication services. 
 
2.3.5 On the other hand, the Aeronautical Administration of each State shall comply with the 
internal Information Security Policies established by its own government. 
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2.3.6 Reading of the “Information Technologies – Security techniques – Codes of practice for 
information security management ISO-IEC 17799” standard published in 2005 by ISO (International 
Standardization Organization) and IEC (International Electrotechnical Commission) is recommended.  
The latest version, BS ISO IEC 17799: 2005 supersedes older versions of standards BS 7799 and ISO 
17799.  It is based on British Standard 7799.  Although standard ISO 17799 is not mandatory, it provides 
a sound basis for an information security programme.  
 
2.3.7 The provisions contained in ICAO Manual of Technical Provisions for the Aeronautical 
Telecommunications Network (ATN) (Doc 9705), and the security audit Checklist (Information Security 
Management BS 7799.2:2005 Audit Check List for SANS) should also be observed. 
 
2.4. Implementation 
 
2.4.1 Since IPS is the global de facto standard for the establishment of a network, supported by 
many years of implementation, there are many engineers with experience in the establishment of 
networks who are available to support implementation.  This knowledge base can support the deployment 
of an IPS-based ATN. 
 
2.5 Training 
 
2.5.1 Notwithstanding the above, it is absolutely necessary to quickly start a training and/or 
certification program in IPS networks that will provide the State with a minimum number of individuals 
for the satisfactory installation, implementation, management, and maintenance of the IPS network.  
 
3. Specific Design and Deployment Considerations  
 
3.1 Basic Decisions for the Preliminary Design of the National Network  
 
3.1.1 The basic recommendation that should be followed by each State is that the IPS network 
must be exclusively private. 
  
3.1.2 Each State may select the provider of the IPS elements that it deems advisable; however, 
this selection must be practically definitive, since it is not advisable to have equipment of various brands 
being used for the same purpose, since that would represent an unnecessary multiplication of: 
 
3.1.2.1 Training. 
 
3.1.2.2 Spare parts. 
 
3.1.2.3 Human resources. 
 
3.1.2.4 Remote management. 
 
3.1.3 Likewise, each State (based on its technical and economic policies) shall decide if the IPS 
network will be: 
  
3.1.3.1 Supported by ground or satellite networks (or a combination of both).  
 
3.1.3.2 Based on a network of self-owned or leased links to the PTTs (*).  
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3.1.3.3 Carried on dedicated lines or switched connections.  Switched connections, in turn, may 
consist of switched circuits or switched packages/cells (*). 
 

 
 
 
3.1.3.4 If use is made of point-to-point and of simple or duplicated accesses to the WAN (wide 
area network) at each end point, see Figure 2 (*). 
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3.1.3.5 With simple or duplicated networking elements (see Figure 3). 
 

 
 
(*): These matters are extensively discussed in Appendix 1. 
 
 Appendix 1 “Networking Concepts” describes in detail the various aspects of network design and 
configuration, as well as everything related to data segmentation elements (routers and switches). 
 
Appendix 2 “Description of a Router”, gives details of all the constructive, functional, and technical 
aspects of a router. 
 
Appendix 3 “Routing Protocols” describes routing aspects. 
 
NOTE:  All appendices make ample reference to Cisco elements, without pretending to influence the 
selection of the elements to be installed by each State. 
 
3.2 Remote Network Management 
 
3.2.1 The network shall be installed in such a way to permit the display and remote 
management of all and each one of its components. 
 
Appendix 4 “Device Management Package” describes the management elements that are available and 
their role in the operation of the IPS network.  
 
3.2.2 The following figures contain display examples of network elements corresponding to: 
 



Guidance for the Implementation of National IP Networks  

Project RLA/06/901 Page 10 

3.2.2.1 The headquaters of an AMHS service 

 

3.2.2.2 An ACC, under the concept “non existance of a common failure point”. 
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3.2.2.3 A very busy airport 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
3.2.2.4 A group of small airports 
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3.3. Addressing Plan 
 
3.3.1 Each State may use the addresses and the addressing scheme it prefers, but it is 
recommended that: 
 
3.3.1.1 Network addresses be assigned in continuous blocks. 
 
3.3.1.2  Address blocks be distributed in hierarchical order to allow for routing scalability. 
 
3.3.1.3 Subnetwork configuration be allowed in order to maximise the use of each assigned 
network. 
 
3.3.2 The only addresses assigned and known to the other States will be those of 
communication equipment interfaces used in the interconnection boundaries between internal and external 
networks in each State.  
 
3.3.3 Thus, each State must guarantee the routing through its network to the internal 
address(es) of the application servers used in other States.  
 
3.3.4 The Regional Office will determine which regional routing option will be finally 
selected, and will also coordinate and assign the addresses and modality to be established based on the 
corresponding institutional arrangements (ATN Task Forces, CNS Committee, GREPECAS, ACP, etc.). 
 
3.4 Service Transfer 
 
3.4.1 So as not to disturb the normal development of air operations, it is recommended that 
services be transferred to the IPS network gradually, one at a time.  As already established, AMHS must 
be the first service to be mounted on the IPS-based ATN.  
 
3.4.2 Once the deployment of this particular service has been completed, each State may 
choose: 
 
3.4.2.1 To continue with other data services (radar signals, AIS and/or MET applications, AIDC, 
OLDI, etc.); or 
 
3.4.2.2. To begin the transfer of operational voice services (direct or switched ATS 
communications); or 
 
3.4.2.3 A combination of both. 
 
3.4.3 Radar signals:  If these are generated in a native IP form, they will be mounted directly 
according to the corresponding addressing.  If they are generated in a synchronous serial form, be it V.35 
or V.24, they must be entered in the network in a “multicast” so that they can be received at their 
destination. 
 
3.4.4 AIDC:  This application shall be “mounted” over the AMHS application; thus, its 
transport over the IP network is immediate. 
 
3.4.5 OLDI:  The States that have OLDI X.25 instead of AIDC service should make the 
necessary software arrangements for its transport over IP instead of X.25. 
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3.4.6 ATS speech communications (ACC – TWR or between ACCs of the same State): Pre-
operational tests should be started by duplicating conventional circuits with high traffic density airports in 
order to detect/correct problems that might emerge.  Once this stage has been completed, use shall be 
extended to the rest of the network. 
 
3.4.7 ATS speech communications (between ACCs of different States): via REDDIG, once the 
necessary bilateral or multilateral arrangements have been made. 
 
3.4.8 ADS –B:  When this service becomes available.  
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11..  NNEETTWWOORRKKIINNGG  

1.1 The term networking (or internetworking) is applied to the industry, products and 
activities related to the interconnection, design and administration of individual networks so that they 
operate and behave like a single large network.   
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Corporate
Servers

HIDS

NIDS
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Access Server
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Laptop

Modem

 
1.2 The above figure illustrates a medium-sized corporate network, showing frequently used 
network devices.  Network design objectives are generally:  
 
1.2.1 Functionality 
 
1.2.2 Performance 
 
1.2.3 Security 
 
1.2.4 Management 
 
1.2.5 Scalability 
 
1.2.6 Compatibility 
 
Reference models 
 
1.3 The advantage of reference models is that they break down network operation complexity 
into a manageable series of levels or layers.  Reference model-based protocol design allows changes to be 
made in one layer without affecting others.  It is an effective instrument for analyzing networks of all 
kinds.   
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OSI Reference Model 
 
1.4 Developed by ISO, the OSI reference model is a framework for promoting 
standardization of protocols used to interconnect heterogeneous (open) systems. 
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OSI LAYER FUNCTIONAL DESCRIPTION EXAMPLES 

7.- APPLICATION Semantics. Interface with applications/users. Telnet, HTTP, FTP, www, NFS, SMTP, 
SNMP, X.400 

6.- PRESENTATION Data format.  Syntax.  Special processing 
(encryption). 

JPEG, ASCII, EBCDIC, TIFF, GIF, PICT, 
encryption, MPEG, MIDI 

5.- SESSION Orderly data flow among participating parties 
(transactions). 

RPC, SQL, NFS, NetBIOS names, AppleTalk 
ASP, DECnet SCP 

4.- TRANSPORT Service quality.  Division between network 
and upper layers. Mux.  

TCP, UDP, SPX 

3.- NETWORK Logical addressing. Routing. IP, IPX, APPLETALK, ICMP 

2.- DATA LINK Medium access. Link between neighbouring 
stations. Error management. 

IEEE 802.3/802.2, HDLC, Frame Relay, PPP, 
FDDI, ATM, IEEE 802.5/802.2 

1.- PHYSICAL 
Physical signals.  Connectors. Timing. EIA/TIA-232, V.35, EIA/TIA-449, V.24, RJ-

45, Ethernet, 802.3, 802.5, FDDI, NRZI,NRZ, 
B8ZS1 

 

                                                            
1 Note: these specifications are often complementary (i.e.: RJ-45 is only the connector). 
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TCP/IP Reference Model 
 
1.5 There are no presentation and session layers in the TCP/IP model.  The application layer 
containing all of the high-level protocols rests directly over the transport layer.    
 
1.6 There is a large gap (and for that reason a great deal of flexibility) below the internet 
layer because no protocol is defined in the TCP/IP model (it only mentions that a protocol must be used to 
connect the host to the network in order to send packets).    

Application
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1.7 Whenever mention is made of the layer model, the OSI reference model will be used 
(unless otherwise indicated).  Thus, everyone knows that IP is a Layer 3 protocol (note that in the TCP/IP 
model, it corresponds to Layer 2). 
 
CISCO hierarchical model 
 
1.8 CISCO, while enjoying the same layer modelling advantages as OSI, together with others 
oriented toward the practical implementation of Campus networks, has its own hierarchical design--easy 
operation and management, better understanding, scalability, policy implementation, addressing 
efficiency and problem resolution.    

CORE LAYER

DISTR IBUTION LAYER

ACCESS LAYER
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1.9 The table below summarizes the characteristics of each layer of the hierarchical model:   

CISCO LAYER DESCRIPTION 

CORE High-speed transport with high reliability, redundancy and low latency.  Site interconnections. High-
speed switches. No compression, filtering, encryption or other processing loads.  

DISTRIBUTION Access lists, distribution lists, route summarization, VLAN routing, security policies, filters, 
aggregation, encryption, compression and service quality.  High-speed routers and Level 3 switches.   

ACCESS Remote access services, shared and switched local access, MAC address filtering, and segmentation. 
VPN aggregation. Access switches. 

Numerical Bases 

1.10 The study of physical and logical addresses requires a review of numerical bases and 
conversions.  The diagram below demonstrates the principle of number formation using different bases. 

bb0bb1bb2bb3bb4bb5bb6bb7 basebase

111010100100100010001000010000101051010610107 b=10b=10

11224488161632326464128128 b=2b=2

11886464512512409640963276832768886887 b=8b=8

111616256256409640966553665536161651616616167 b=16b=16

Decim al base : 0 1 2 3 4 5 6 7 8 9Decim al base : 0 1 2 3 4 5 6 7 8 9
BinaryBinary base : 0 1base : 0 1
Octal base : 0 1 2 3 4 5 6 7Octal base : 0 1 2 3 4 5 6 7
Hexadecim alHexadecim al bb asease : 0 1 2 3 4 5 6 7 8 9 A B C D E F: 0 1 2 3 4 5 6 7 8 9 A B C D E F

bbn

10 11 12 13 14 15

 
1.11 The keys to conversions between the different bases are represented by: 

19810

100101112

4A16

Successive divisions by 2

Successive
divisionsby 16

Power-of-2 weighting
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Power-of-26 weighting
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re
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nv
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n
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Dire
ct

co
nv

ers
ion

1:4

 



Appendix 1 - – Networking Concepts  

Guide for the implementation of national IP networks Page 6 

22..  LLAANN    PPRROOTTOOCCOOLLSS    

2.1 LAN protocols operate in the two lowest layers of the OSI reference model. 
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2.2 The IEEE (Institute of Electrical and Electronic Engineers) divides the data link layer into 
two sublayers: MAC (Media Access Control) and LLC (Logical Link Control). The MAC sublayer 
permits and implements medium access, such as through the contention method or token-passing, while 
the LLC sublayer is responsible for MAC sublayer framing, flow control, error control and addressing.   
 
Medium access methods 
 
2.3 LAN protocols normally use one of two methods for physical access to the network: CSMA/CD 
(Carrier Sense Multiple Access/Collision Detect) and Token-passing. Network devices in the CSMA/CD 
scheme compete for use of the physical means and for that reason it is called access by contention.  
Ethernet/IEEE 802.3, including 100BaseT, are the most characteristic examples of LAN networks using 
CSMA/CD. 
 
2.4 The network devices in the Token-Passing medium access system accede to the physical medium 
based on the possession of a token.  The most typical examples are Token Ring/IEEE 802.5 and FDDI 
(Fiber Distributed Data Interface). 
 

Name MAC Sublayer LLC Sublayer Comments 

Ethernet_II (DIX) Ethernet There is no 
differentiation 

Digital, Intel and Xerox proprietary 
specification. 

IEEE Ethernet IEEE 802.3 IEEE 802.2 Known as Ethernet 802.3 

Token-Ring IEEE 802.5 IEEE 802.2 Originated at IBM 

FDDI ANSI X3T9.5 IEEE 802.2 No comment 

 
Transmission Methods  
 
2.5 LAN transmissions are classified into three types: unicast, multicast and broadcast, in 
which a frame is sent to one or more nodes. 
 



Appendix 1 - – Networking Concepts  

Guide for the implementation of national IP networks Page 7 

2.5.1 In the unicast transmission, a single packet is sent from a source to a destination.  
 
2.5.2 In the multicast transmission, a single packet generated by a source node is copied and 
sent to a specified subset of network nodes.  
 
2.5.3 In the broadcast transmission, a single packet is copied and sent to all network nodes.  
The source node generates a single packet using the broadcast address. 
 
LAN Topologies 
 
2.6 LAN topologies define how the devices are organized within the network.  
 
2.7 There are three common topologies: bus, ring and star. 

B U S

R IN G

S T A R

 
2.8 Although these topologies are logical architectures, the real devices do not need to be 
physically organized according to these configurations. Logical bus and ring topologies, for example, tend 
to be physically organized in the shape of a star (through a hub).     
 
2.9 Most frequently used Ethernet implementations (including Fast Ethernet, Giga Ethernet 
and 10 GE) use a bus topology, although the physical topology that is implemented through hubs and 
switches may have the appearance of a star.   

33..  EETTHHEERRNNEETT  TTEECCHHNNOOLLOOGGIIEESS  

3.1 Ethernet has survived its initial battle as an essential physical medium technology 
because it is extremely flexible and relatively easy to implement and understand.  Today it is without a 
doubt the dominant LAN network technology.    
 
3.2 The term Ethernet is applied to a family of LAN implementations that include: 
 

Standard MAC Sublayer Max Segment (meters) Type of Cable #Pairs 

10Base5 802.3 500 50 ohm thick - 

10Base2 802.3 185 50 ohm thin - 

10BaseT 802.3 100 UTP 3-4-5 2 

10BaseFL 802.3 2000 FO 1 
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Standard MAC Sublayer Max Segment (meters) Type of Cable #Pairs 

100BaseFL 802.3u 100 UTP 5 2 

100BaseFL 802.3u 100 UTP 3 4 

100BaseFL 802.3u 100 UTP 3-4-5 2 

100BaseFL 802.3u 400/2000 Multimode FO  1 

100BaseFL 802.3u 10000 Monomode FO  1 

1000BaseSx 802.3z 220-550 Multimode FO 1 

1000BaseLx 802.3z 3000 FO 1 

1000BaseCx 802.3z 25 STP 2 

1000BaseT 802.3ab 100 UTP 5 2 

10GBaseE2 802.3ae 40000 Monomode FO 1 

 
Ethernet and IEEE 802.3 
 
3.3 Ethernet is a baseband LAN specification invented by Xerox Corp. to operate at 10 Mbps, using  
CSMA/CD, over coaxial cable.  The design was created to serve in networks with sporadic high traffic 
requirements.  The IEEE 802.3 specification was developed on the basis of Ethernet. IEEE 802.3 offers a 
large variety of cabling options (for example 10Base5, in which 10 is the Mbps. speed, Base is the 
baseband signalling method, and 5 is the coaxial physical medium). 
 
3.4 In the Ethernet broadcast environment, all stations “see” the frames transmitted over the network.  
Each station must examine the frames to determine whether it is the addressee, in which case those frames 
are passed to the upper layer.   

 

                                                            
2 There are other monomode and multimode FO standards. 

A B A B

A B

Frame transmission
in t = 0 time

Fram e almost in  B
In t = t-e tim e

A BCollision
In t = τ time

Collision detection
In  t = 2τ time

7

Preamble SOF Destination
Address

Source
Address Lon Heading

802.2 + data FCS

1 6 6 2 46-1500 4
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3.5 Any station on a CSMA/CD LAN can accede to the physical medium at any time, but, 
before transmitting data, stations check (“listen”) to see whether there are any transmissions in the 
medium. If it is inactive, they can start their data transmission. 
 
3.6 If two or more stations start transmitting at the same time, there will be a collision, in 
which case both transmissions are damaged.  It will then be necessary to retransmit after a certain back-
off period has passed, as imposed by an algorithm executed by the stations.   
 
3.7 The IEEE 802.3 frame fields are: 
 
3.7.1 Preamble: Alternating pattern of ones and zeros to indicate the presence of a frame to the 
stations. 
 
3.7.2 SOF (Start of frame): delimitation byte to synchronize frame reception.   
 
3.7.3 Destination and Origin Addresses: The first three bytes of the address are specified by the 
IEEE to identify the manufacturer and the last three are configured by the manufacturer.  The origin address is 
always unicast (one node), but the destination address can be unicast, multicast (group) or broadcast (all nodes).   
 
3.7.4 Length: Number of data bytes following this field. 
 
3.7.5 Data: If the data in the frame are insufficient to fill the field to its minimum 64-byte value, 
padding bytes are added to ensure a length of at least 64 bytes.  
 
3.7.6 FCS (Frame Check Sequence): A 4 byte CRC value to implement error control.   
 
100-Mbps Ethernet (IEEE 802.3u) 
 
3.8 This high-speed LAN technology offers important updating in the available bandwidth.   
100BaseT is the 100 Mbps Ethernet implementation specification on UTP and STP. 
 
3.9 The MAC sublayer is compatible with IEEE 802.3, so that format, size and error 
detection mechanisms are kept, while it also supports all 802.3 network applications and software.   
 
3.10 100BaseT supports both 10 and 100 Mbps speeds, but the maximum network diameter is 
reduced by approximately 10 times as compared with 10BaseT (from 2000 to 205 meters), because of the 
need to detect collisions within the necessary timeframe for transmitting a minimum 64-byte length 
frame, even if the stations are located at the ends of the network.   
 
1 Gigabit Ethernet 
 
3.11 1 GE is an extension of the IEEE 802.3 standard that offers a 1 Gbit/s bandwidth, while 
remaining compatible with Ethernet and Fast Ethernet network devices. 
 
3.12 1 GE provides a new full-duplex operating mode for switch-to-switch and switch-to-
station connections.  Even so, it uses the same frame format and size and management objectives as the 
IEEE 802.3 networks.    
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3.13 This network has been designed to operate on fibre optics, but can be implemented on 
UTP 5 and coaxial cable. The IEEE 802.3 Working Group established the 802.3z Gigabit Ethernet Task 
Force to develop the standards.  The aim was to permit full and half-duplex operations at 1 Gbps., in 
keeping with the traditional frame format and the CSMA/CD medium access method.  Retroactive 
compatibility with 10BaseT and 100BaseT is also foreseen. 
 
3.14 The standard also specifies 500-meter maximum length monomode fiber link support, up 
to 2 km. of monomode fiber links, and a minimum of 25 meters of copper links.   
 
10 Gigabit Ethernet 
 
3.15 The 10 Gigabit (10GE) Ethernet specification is significantly different from the first 
Ethernet standards in several aspects, the most important of which are that it only supports fibre optics 
and operates in full-duplex mode.  This means that collision detection protocols are not needed.   
 
3.16 Despite reaching a speed of 10 gigabits per second, Ethernet maintains its frame format 
and current capacities, with the result that network infrastructure investments do not become obsolete.  
10GE is interoperable with other networking technologies like SDH, making possible Ethernet frame 
transit over SDH paths highly efficient.   
 
3.17 Ethernet expansion for use in metropolitan networks spurs technological advances 
beyond those achieved with 1 Gbps. networks, making Ethernet end-to-end connections possible.  1-
Gigabit Ethernet has already been developed as backbone technology for metropolitan dark fibre 
networks. Service providers can now build links reaching 40 km. and more using 10GE interfaces, optical 
transceivers and monomode fibre.   
 

44..  LLAANN    DDEEVVIICCEESS  
 
4.1 The most used network devices are: 
 
Repeaters 
 
4.2 A repeater is a physical layer device used to interconnect the segments of an extended 
network.  Essentially, it allows several cable segments to be treated as a single unit.  It receives signals 
from a network segment, amplifies them, then retimes and relays them to the other segments.  This 
prevents signal deterioration created by the length of the cable and the number of devices connected to it.   
 
Hubs 
 
4.3 A hub is a physical layer device that interconnects multiple user stations through a 
dedicated cable.  Electrical connections are established inside the hub.  Hubs create a star physical 
network, while maintaining the LAN logical bus or ring configuration.  The hub could be said to function 
as a multiport repeater.    
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Bridges and Switches 
 
4.4 Bridges and switches3 are devices that operate mainly in layer 2 of the OSI Reference 
Model (data link layer devices). Several types of bridging operations have taken place in internetworking 
scenarios.  Transparent bridges have been applied mainly in Ethernet environments, while source-route 
bridges were used in token ring networks.  MAC layer bridges are designed to operate between 
homogeneous networks, while others are able to translate different data link layer protocols (IEEE 802.3 
and IEEE 802.5, for example). 

B1 B2
A B

D E F

G HC

Segment 1 Segment 2 Segment 4

Segment 3

1 2 1 2

3

A, B 1
C, D, E, F, G, H 2

A, B, C 1
G, H 2
D, E, F 3

 
 

4.5 Switching technology has emerged as the successor in the evolution of network solutions.  
Superior performance, throughput, greater port density, lower per-port cost and more flexibility are the 
characteristics responsible for the success of switches in replacing bridges and complementing routers.   

E0
E1E2

E3

0260.8C01.1111

0260.8C01.2222

0260.8C01.3333

0260.8C01.4444

 
4.6 Switches are considerably faster than bridges because the switching takes place in the 
hardware (there are store & forward, cut-through and fragment-free switches). They are able to 
interconnect Ethernet networks at a rate of 10, 100 and 1000 Mbps. 
 
Full-duplex 
 
4.7 Half-duplex behaviour is needed when stations use an Ethernet 10BaseT hub, which 
recreates an electrical equivalent of the bus, and CSMA/CD rules remain in effect.  If the topology 
permits collisions, CSMA/CD can be used to react to them. 
 

                                                            
3 Note: there are ATM switches, LAN switches, and several types of WAN switches. 
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4.8 Full-duplex operation is impossible with a shared 10BaseT hub, but it can be done if the 
possibility of collision is removed (as with a switch).  This gives rise to switched networks. 
 
Collisions and Broadcasts 
 
4.9 Different devices delimit collision and broadcast domains. 
 
4.10 The collision domain encompasses all network plates that receive a transmission 
originating in this domain (in a hub, they are all the interfaces connected to its ports).  This means that so 
long as signals are present in the transmission medium, all other stations will have to wait for a chance to 
transmit. 

hub hubswitch

servers

2 3

5

678

1
4

BC Domains
Collision
domains

 
4.11 The broadcast domain consists of all network interfaces that receive a broadcast (bc) or 
multicast (mc) transmission originating in the domain (a bc transcends hubs, bridges and switches, but not 
a router). The diagram shows the collision and broadcast domains in a multi-device network.   
 
Types of operation 
 
4.12 Among the advantages of switches are their capacity to operate in different modes with 
regard to the moment of transmission of the frames received. Store & Forward is the slowest traditional 
mode, in which the switch awaits reception of the complete frame in order to check that all form 
requirements are correctly met before its retransmission.  The Cut-Through mode is the quickest, for 
once the destination address has been determined, the frame is immediately transmitted through the 
output port, although without the possibility of checking whether the unit meets the criteria for length, 
error detection, etc.  Lastly, the Fragment-Free mode is an intermediate one in which the switch waits to 
receive the minimum number of bits in order to ensure that it is not a runt (abnormally short frame 
produced by a collision or a transmission error).    
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Routers 
 
4.13 One of the most usual forms of interconnecting LANs and subnets today is by routers.  
Routers are installed at the boundaries between two physical and/or logical networks.  For 
internetworking, routing is a more sophisticated method than bridging.  In theory, a router (or a network 
layer switch) can act as a translator between a subnet with a P1 physical layer protocol, a DL1 data link 
layer protocol, and an N1 network layer protocol, and another subnetwork with a P2 physical layer 
protocol, a DL2 data link layer protocol, and an N2 network layer protocol.  Routers are generally used to 
interconnect networks using the same network layer, but different link layer protocols.   
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4.14 Routers allow for the interconnection of LANs through WANs, using traditional services 
(point-to-point, Frame Relay and ATM lines), and new IP/MPLS network services. Some routers operate 
directly on SDH and can also interconnect different LANs like Token Ring and Ethernet. 
 
4.15 The use of routers makes its possible to establish different networks both physically and 
logically, each with its own address space.  Routing methods become increasingly sophisticated as 
topology size and complexity increase. IP, IPX, and AppleTalk are the most common network layer 
protocols, although the general trend is toward IP use. 
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55..  VVLLAANNss  
 
5.1 Switches segment the collision domain to the maximum (only one device is connected to 
each port, making it possible to disable collision control and full-duplex transmission). Full network 
performance, however, is vulnerable to an excess of a certain kind of traffic because the switches 
propagate the bc’s and mc’s to all ports.   
 
5.2 One way to limit mc and bc traffic is by configuring VLANs (virtual LAN networks). 
VLAN support makes it possible to isolate networks within a single (or several) switches, impeding 
communication between devices connected to different VLAN ports (unless integrated by a router).   
VLAN design is based on security, performance, management and other considerations.    
 
5.3 The diagram shows a VLAN-supported switch in which 4 VLANs have been configured: 
A, B, C and D. 
 
5.4 In this example, each switch port constitutes a collision domain (actually, there will be no 
collisions and their detection can be deactivated in both the devices and the switch ports).  The basic 
difference between this example and that of a switch without VLANs is that now each VLAN constitutes 
a broadcast domain (that is, a bc or mc transmitted in VLAN 2, for example, will not be transferred to the 
three other VLANs.)     
 

VLAN A

VLAN B

VLAN C

VLAN D

VLAN A

VLAN B

VLAN C

VLAN D

VLAN A

VLAN B

VLAN C

 
 

5.5 All terminals connected to ports belonging to a single VLAN can communicate with each 
other, but cannot with those connected to other VLANs. 
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5.6 There are two ways for all terminals to accede to the server: 
 
5.6.1 Use four of the switch ports, each belonging to a VLAN, and connect them to 4 Ethernet 
interfaces installed in the server. 
 
5.6.2 Use a single interface with a trunking protocol (also supported by the switch) to connect 
it to the switch port transporting the traffic of all VLANs.    
 
5.7 In both cases, if the server routing function is activated, it will also be possible for the 
terminals in the different VLANsto communicate with each other.   
 

66..  WWAANN  NNEETTWWOORRKKSS  AANNDD  DDEEVVIICCEESS    
 
WAN CHARACTERISTICS 
 
6.1 The main WAN characteristics are:  
 
6.1.1 Extended geographic area: the network operates beyond the local geographic field of a 
LAN and generally uses the services of a carrier to interconnect devices over global areas.   
 
6.12 WANs use serial connections (interfaces) of different types and speeds to accede to the 
bandwidth.   
 
6.1.3 They provide full-time and part-time connectivity. 
 
6.1.4 By definition, a WAN connects separate devices over wide areas.  WAN devices include:    
 
6.1.4.1 Routers that offer multiple services including internetworking and WAN interface ports. 
 
6.1.4.2 Switches for voice, data and video communication that interconnect with the WAN 
bandwidth.  
 
6.1.4.3 Modems that serve as an interface to voice grade services.  They include channel service 
units/data service units (CSU/DSU) that serve as an interface for T1/E1 services, and terminal 
adaptors/network termination (TA/NT) that serve as an interface for integrated service digital network 
(ISDN) services.  
 



Appendix 1 - – Networking Concepts  

Guide for the implementation of national IP networks Page 16 

6.1.4.4 Communication servers that concentrate communications by telephone for user access.    

CSU/DSU CSU/DSU 
ModemModem

CommunicationsCommunications
ServerServer

WAN WAN 
SwitchSwitchRouterRouter

 
 
6.2 WAN networks use the OSI layer division method for encapsulation, as in LAN 
networks. 
 
WAN TECHNOLOGIES 
 
6.3 WAN protocol physical layer specifications describe how to provide electrical, 
mechanical, operational and functional connections for wide area networking services.  These services are 
generally obtained from WAN service providers (carriers).    
 
6.4 WAN protocol data link specifications describe how frames are transported over a single 
data route established between communicating systems.   They include protocols designed for operation 
through dedicated point-to-point, multipoint and multi-access switched services like Frame Relay.   
 
6.5 A number of recognized authorities, including the following organizations, define and 
administer WAN standards: 
 
6.5.1 International Telecommunication Union - Telecommunication Standardization Sector  
(ITU-T), the former International Telegraph and Telephone Consultative Committee (CCITT) 
 
6.5.2 International Organization for Standardization (ISO)  
 
6.5.3 Internet Engineering Task Force (IETF)  
 
6.5.4 Electronic Industries Alliance (EIA)  
 
6.6 WAN standards and specifications describe both physical layer delivery methods and 
data link layer requirements, including data flow addressing and encapsulation.  The diagram shows lower 
layer protocol generic data units. 
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6.7 The following diagram shows the stack of protocols used by WAN networks. 
 

 

Physical layer 

 
6.8 The WAN physical layer describes the interface between the data terminal equipment 
(DTE) and the data communications equipment (DCE). The DCE is usually the service provider and the 
DTE, the connected device. Under this model, services are offered to the DTE through a modem or 
channel service unit/data service unit (CSU/DSU). 
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6.9 The following physical layer standards specify these interfaces: 
 
6.9.1 EIA/TIA-232 
 
6.9.2 EIA/TIA-449  
 
6.9.3 V.24  
 
6.9.4 V.35  
 
6.9.5 X.21  
 
6.9.6 G.703 
 
6.9.7 EIA-530  
 
Data link layer 
 
6.10 The most common data link encapsulation protocols associated with serial synchronous 
lines are cited below.  

D C ED T E

M o de m /
D T U

D C E D T E

M o de m /
D T U

A p p lic a tio nA p p lic a tio n

P r e se nta tio nP r e se nta tio n

S e ss ionS e ss ion

T r a nsp or tT r a nsp or t

N etw orkN etw ork

D a ta  L inkD a ta  L ink

P hys ic a lP hys ic a l

 

6.10.1 High-level data link control (HDLC) - An ISO standard. HDLC may not be compatible 
among different manufacturers because of the way each manufacturer decides to 
implement it.  HDLC supports both point-to-point and multipoint configurations.  

 
6.10.2 Frame Relay – Using a simplified frame without error control mechanisms through high-

quality digital facilities, Frame Relay can transmit data very rapidly compared with these 
other WAN protocols.   

 
6.10.3 Point-to-point protocol (PPP) –Two standards developed by IETF, as described inRFC 

1661. PPP contains a protocol field to identify the network layer protocol. 
 
6.10.4 Integrated services digital network (ISDN) – A set of digital services that transmit 

voice and data over existing telephone lines.    
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77..  WWAANN  SSEERRVVIICCEESS  
 
CLASSIFICATION OF SERVICES 
 
7.1 As already stated, one of the important differences between WANs and LANs is that in 
the former case a provider (carrier) must be hired in order to use the network transport resources.    

Establishing a call
SS7/POTS/LAPD

Establishing a call
SS7/POTS/LAPD

X.25
Frame
Relay

X.25
Frame
Relay

TDM (E1/E0)
Circuits

TDM (E1/E0)
Circuits

WAN 
SWITCH

WAN 
SWITCH

 
7.2 The most commonly used WAN service is basic telephone service.  Both telephone and 
data services are connected from the point of presence (POP) of the building to the WAN provider central 
office (CO). A preliminary classification can be made of the “WAN cloud”, which organizes the WAN 
provider services into three main types: 
 
7.2.1 Call establishment service – Establishes and releases calls between telephone users.  
Signalling through common channel number 7 (SS7) is the most commonly used call establishment.  It 
uses telephone control signals and messages between transfer points along the route to the dialled 
destination. 
 
7.2.2 Time division multiplexing (TDM) – Information from multiple sources has a wideband 
location in a single medium.  Circuit switching uses signalling to determine the call route, a dedicated 
route between the sender and the receiver.   Time division multiplexing (TDM) avoids congested facilities 
and variable delays.  Basic telephone service and the integrated services digital network (ISDN) use TDM 
circuits.   
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7.2.3 Packet switching services (like X.25 or Frame Relay). Information in packets or frames 
shares a non-dedicated bandwidth with other WAN frames of the subscriber.  X.25 packet switching uses 
layer 3 routing with the sender and receiver addressing contained in the packet.  X.25 can use switched 
virtual circuits (SVCs), with some initial delay for the call establishment, or permanent virtual circuits 
(PVCs), which avoid delays in call establishment. Frame Relay uses layer 2 identifiers and permanent 
virtual circuits (PVCs). 
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TECHNOLOGIES 
 
7.3 There are two types of general options for wide area networking: dedicated lines or 
switched connections. The latter, in turn, can be either switched circuits or switched packets/cells . 

Leased Lines
FT1/FE1

T1/E1
T3/E3

ISDN
Telephone Service

SwitchedDedicated

X.25
Frame Relay

ATM

Switched
Circuits

Switched
Packets

WAN
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7.4 The WAN provider can receive orders for wide area network links at different speeds stated in 
bits per second (bps) capacity. This bps capacity determines how rapidly data can be transmitted over the 
link.    
 
7.5 The WAN bandwidth is provided in our setting, Europe and Japan based on PDH and 
SDH digital hierarchies. E1 is the first multiplexing level in PDH hierarchy and refers to a 2,048 Mbps 
signal. 
 
7.6 A similar hierarchy has been developed in the United States, where each format is called 
a digital signal (DS).  The term T1 tends to be used colloquially to refer to the DS1 signal and the term T3 
to refer to the DS3 signal.  
 
Dedicated line service  
 
7.7 Dedicated—or leased--lines provide full-time service. Transmission speeds can reach up 
to E3 (34,364 Mbps), or higher, but are usually E1 (2,048 Mbps) or fractional E1 (in 64 kbps or n64Kbps 
increments).  
 
7.8 Dedicated lines are generally used to transport data, voice and video. In data network 
design, leased lines usually provide the main connectivity among important sites or campuses and LAN-
to-LAN connectivity.   
 
7.9 When leased lines are connected, a router port will be needed for each connection, in 
addition to a CSU/DSU and the existing circuit of the service provider. 
 
7.10 The cost of dedicated line solutions can become very high when used to connect many 
sites, especially if a complete gridded network is used.  Serial point-to-point links provide full-time 
dedicated connectivity.  

DTE DCE
DT U-DSU/CSU

Co mpo n en tsCo mpo n en ts

•• Route rRoute r po rtpo rt
•• CSU /D SU  CSU /D SU  -- D T UD TU
•• Ca rrie rCa rrie r c ircu itc ircu it

TD M  N etwork
DTEDCE

DT U-DSU/CSU  
 
7.11 Connections are made using the router synchronous serial ports with typical bandwidth 
utilization of up to 2 Mbps (E1) available through a channel service unit/data service unit (CSU/DSU). 
Use of different encapsulation methods in the data link layer gives user traffic flexibility and reliability. 
 
7.12 Leased lines of this kind are ideal for high-volume environments with a constant-speed 
traffic pattern.  Use of the available bandwidth is a matter of concern because the cost of the line is paid 
even when the connection is inactive.   
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Switched circuit service 
 
7.13 Switched circuit connections from one location to another are established on demand, 
only when a communication is needed, and are generally low bandwidth.  Basic telephone service 
connections are usually limited to 33.6 Kbps. without compression and ISDN at 64 or 128 Kbps. 
 
7.14 Switched circuit connections are used primarily to connect remote and mobile users to 
corporate LANs.  They also serve as support lines for higher speed primary circuits, such as Frame Relay 
and dedicated lines. 
 
Dial-on-demand routing  
 
7.15 Dial-on-demand routing (DDR) means the connection is made only when a specific type 
of traffic initiates the call or when a backup link is needed.  These switched circuit calls are usually made 
over ISDN networks.   
 
7.16 DDR is an ideal substitute for leased lines when full-time availability of the circuit is not 
needed, as in the following cases: 
 
7.16.1 When traffic patterns are low volume or periodic.  The calls are made and connections 
established only when the router detects traffic that is marked as “interesting.”  Care should be taken to 
keep periodic broadcasts, like routing protocol updates, from triggering calls. 
 
7.16.2 When a backup connection is needed for redundancy or shared load.  The DDR can be 
used to provide shared load and/or a backup interface. For example, there may be several serial lines, but 
the desire is to use the secondary line only when the primary one is very occupied, in order to share the 
load.   When WAN lines are used for critical applications, secondary DDR lines--automatically enabled--
can be configured as backup when the main lines are out of service.   
 

ISDN ISDN oror
PSTNPSTN

C

BA

ConnectionsConnections are made are made onlyonly whenwhen thethe
traffictraffic makesmakes itit necessarynecessary..

 
ISDN 
 
7.17 ISDN was developed by telephone companies intending to create a fully digital network.  
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General  
 
7.18 ISDN includes the following devices:  
 
7.18.1 Terminal Equipment 1 (TE1) — Denotes a device that is compatible with the ISDN 
network.  A TE1 is connected to a type 1 or 2 (NT1/NT2) network termination.  
 
7.18.2 Terminal equipment 2 (TE2) — Denotes a device that is not compatible with ISDN and 
requires a terminal adaptor (TA).  
 
7.18.3 Terminal adaptor (TA) — Converts standard electrical signals to the form used by 
ISDN so that non-ISDN devices can connect to the ISDN network.    
 
7.18.4 Type 1 network termination (NT1) — Connects 4-wire cabling of the ISDN subscriber 
to the conventional 2-wire local loop facility.     
 
7.18.5 Type 2 network termination (NT2) — Directs the traffic to and from different 
subscriber devices and NT1. NT2 is an intelligent device that performs the switching and concentration (a 
PBX, for example). 
 
7.19 Reference points separate the ISDN functional groups and define the boundaries of the 
following interfaces: 
 
7.19.1 The S/T interface defines the functional boundary between a TE1 and the NT. The S/T is 
also used to define the interface between the TA and the NT.   
 
7.19.2 The R interface defines the interface between a TE2 and the TA. 
 
7.19.3 The U interface defines the 2-wire interface between the NT and the ISDN “cloud”. 
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ISDN transmission structure 

7.20 The transmission structure corresponds to the organization of the channels over the local 
loop for access to support services.  There are two structures between the user and the ISDN center: the  
basic access interface (BRI) and the primary access interface (PRI). 

TransmissionTransmission
StructureStructure

•• 2 B 2 B channelschannels(64 (64 KbpsKbps))
•• 1 D 16 1 D 16 channelchannel ((KbpsKbps))

ApplicationApplication

PresentationPresentation

SessionSession

TransportTransport

NetworkNetwork

Data linkData link

PhysicalPhysical

 
7.21 ISDN BRI operates over most of the copper cabling of today’s exterior telephone facility 
and delivers a total bandwidth of one 144-kbps line in three separate channels.  Two of the channels, 
called B-channels (carriers), operate at 64 kbps and are used to transport voice or data traffic.  The third 
channel, called D (data) channel, is a 16-kbps signalling channel used to carry instructions telling the 
telephone network how to manage each of the B-channels.   ISDN BRI is often known as "2B+D."  

B:B: 64 64 KbpsKbps

D:D: 16 16 KbpsKbps

B:B: 64 64 KbpsKbps

Carrier: Carrier: TrafficTraffic

Carrier: Carrier: TrafficTraffic

SignallingSignalling

 
7.22 ISDN gives the network designer a great deal of flexibility because of its capacity to use 
each of the B-channels for voice or separate data applications.   A long document, for example, could be 
downloaded from the corporate network through one of the ISDN 64-kbps B-channels, while the other B-
channel is being used to examine a page of the World Wide Web. PRI access with 30 B-channels 
(64 Kbps) and 1 D-channel (64 Kbps) could also be used.  

ISDN data link encapsulation  

7.23 There are several encapsulation options available with remote access solutions, the most 
commonly used one being the point-to-point protocol (PPP).   
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PACKET SWITCHING NETWORKS 

7.24 Switched networks can transport varying sizes of frames (packets) or fixed-size cells.  
The most common type of packet switching networks is the Frame Relay. Frame Relay was designed for 
high speed and more reliable links.  As a result, it has a limited number of error checking and reliability 
characteristics.  Upper layer protocols are expected to deal with these problems.   

WWAANN  EENNCCAAPPSSUULLAATTIIOONN  PPRROOTTOOCCOOLLSS  

7.25 Each type of WAN connection uses a layer 2 protocol to encapsulate4 traffic as it crosses 
the WAN link.  The choice of encapsulation protocol depends upon the WAN technology and the 
communications equipment.   

 

 

 

7.25.1 HDLC—The Cisco default encapsulation in point-to-point links.  It is normally used in 
communicating with another Cisco device.  If the communication is being made with a non-Cisco device, 
the most viable option could be synchronous PPP.  

                                                            
4 Encapsulation – Data envelope in a particular protocol heading.  For example, Ethernet data are encapsulated in a specific Ethernet heading 
before travelling over the network.   

Tunneling – Architecture designed to provide the necessary services for implementing any standard point-to-point encapsulation system.    
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7.25.2 LAPB (X.25 protocol layer 2) – For packet switching networks.  Can also be used on 
point-to-point links if the link is unreliable or there is an inherent delay associated with the link, as in the 
case of a satellite link.  LAPB provides reliability and flow control on a point-to-point basis.  

7.25.3 PPP- Usual for single user telephone dialling access to LAN or from LAN-to-LAN 
(router-to-router).  PPP is standardized, allowing for interoperability among manufacturers.  It also 
supports the encapsulation of several upper layer protocols, including IP and IPX.  

7.25.4 FR Cisco/IETF- Used to encapsulate Frame Relay traffic.  Cisco is a proprietary option 
and can be used only among Cisco routers.   

7.26 There are, then, four different serial line encapsulation methods. Although their 
characteristics are different, they all share a common frame format, as shown for HDLC, LAPB and PPP 
–and in the next MD, which will be used for Frame Relay-. 

FCSD ataControlAddressFlag Flag

•• Cisco  HDLC C isco  HDLC 
•• LAPBLAPB
•• PPPPPP

TypesTypes ofof encapsulationencapsulation

Fram eFram e
form atform at

 
 

7.27 The frame contains the following fields: 

7.27.1 Flag—Indicates the start of the frame and is determined using the 7F hexadecimal 
standard.  

7.27.2 Address—A one or two byte field to address the end station in multidrop environments. 

7.27.3 Control—Indicates whether the type of frame is for information, supervision or 
unnumbered.  It also contains specific function codes. 

7.27.4 Data—The encapsulated data. 

7.27.5 FCS—The frame check sequence. 

7.27.6 Flag—The 7E trailer flag identifier.  

CISCO HDLC ENCAPSULATION 

7.28 HDLC5 is the Cisco default encapsulation method for serial lines.  This is a very reduced 
implementation for optimization purposes; there is no windowing6 or flow control7, and only point-to-
point connections are permitted (there are no multipoint connections).  

                                                            
 
5 HDLC - High-Level Data Link Control.  Bit-oriented and synchronous data link layer protocol developed by ISO.  Derived from SDLC, HDLC 
specifies a data encapsulation method on synchronous serial links using frame characters and checksums.  Also see SDLC.  
 
6 Window – Number of octets the sender wishes to accept or that the transmitter can send without any need for recognition.  
 
7 Flow control  - Technique used to ensure that a transmitter unit, such as a modem, does not overload a receiver unit with data.  When the 
buffers of the receiver device are full, a message is sent to the transmitter device to suspend transmission until the data in the buffers has been 
processed.  In IBM networks, this technique is called pacing.  
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The address field is always defined as all-one.  Furthermore, a 2-byte proprietary code is inserted after the 
control field, meaning that the HDLC frame is not interoperable with the equipment of other 
manufacturers.   

•• Defined as X.25 layer 2
• Non-automatic installation
• Standard ITU

Technical Summary

Frame format

FCSDataControlAddressFlag Flag

 

 
LAPB ENCAPSULATION  
 
7.29 LAPB (Link Access Procedure Balanced) is the standard layer 2 protocol defined by 
X.25. 
 
7.30 It has two addresses that identify whether the frame is a command or a response.  It has 
no Type field.   
 
PPP ENCAPSULATION  
 
7.31 The point-to-point  protocol8 (PPP) is a standard (RFC 1332, 1661) serial line 
encapsulation method that includes a protocol type field, together with a link control protocol.  Among 
other things, this protocol can verify link quality during connection establishment.   
 
7.32 There is also support for authentication through the Password Authentication Protocol9 
(PAP) and the Challenge Handshake Authentication Protocol10 (CHAP). 
 

                                                                                                                                                                                                
 
8 PPP - Point-to-Point Protocol. A successor to SLIP, PPP provides router-to-router and host-to-network connections on synchronous and 
asynchronous circuits. See also SLIP.  
 
9 PAP - Password Authentication Protocol. Authentication protocol that allows PPP peers to authenticate each other.  A remote router wanting to 
connect to the router must send an authentication request.  Unlike CHAP, PAP passes the host or username and passwords in the free (non-coded) 
zone.  It does not, of itself, prevent unauthorized access, but merely identifies the remote end.  The router or access server then decides whether to 
permit this user’s access.  PAP is supported only by PPP lines. Compare with CHAP.  
 
10 CHAP (Challenge Handshake Authentication Protocol) – Security feature supported by lines using PPP encapsulation that prevents 
unauthorized access.  CHAP does not of itself prevent unauthorized access, but merely identifies the remote end.  The router or access server then 
decides whether to permit access to this user.  Compare with PAP.  
 



Appendix 1 - – Networking Concepts  

Guide for the implementation of national IP networks Page 28 

7.33 The point-to-point protocol (PPP) is generally considered the successor to the Serial Line 
IP (SLIP) protocol. PPP provides router-to-router and host-to-network connections through both 
synchronous and asynchronous circuits.  
 
7.34 PPP emerged at the end of the 80s as an answer to the lack of encapsulation protocols for 
the  Internet  that  was  impeding  the  growth  of  serial  line  access.   PPP  was  created  basically  to  

 

•• Encapsulation of standard serial line
• Specifi es protocol field typ e
• Has other functions

Technical Summary

Frame format

FCSDataContro lAddre ssFlag FlagProtocol

 

 
resolve problems of remote connectivity with Internet. PPP supports the use of several network layer 
protocols, including Novell IPX, TCP/IP and AppleTalk. 
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PPP Elements  

7.35 PPP uses a layered architecture. With its lower level functions, PPP can draw on:  

7.35.1 Synchronous physical media like those connecting to ISDN.  

7.35.2 Asynchronous physical media such as those used by basic telephone service for telephone 
connections via modem.  

7.36 PPP offers a wide array of services that control data link establishment.  
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7.37 These services are LCP options and consist mainly of frame negotiation and verification 
for the implementation of point-to-point controls specified by the administrator for the call.   

7.38 With its higher level functions, PPP transports packets from several network layer 
protocols in NCPs. These are functional fields containing standard codes to indicate the type of protocol 
of each network layer that PPP encapsulates.   

PPP Operation 

7.39 PPP runs on the following types of WAN physical interfaces:  

7.39.1 ISDN  

7.39.2 Asynchronous series 

7.39.3 Synchronous series  

7.40 PPP uses another of its most important components, the link control protocol (LCP) to 
negotiate and establish WAN data link control options.  It employs its network control programs (NCP) 
component to encapsulate different protocols. 

7.41 PPP datagram transmission uses three key components for more effective data 
transmission: 

7.41.1 Encapsulation - PPP supports the high-level data link control (HDLC) protocol for 
encapsulation. 

7.41.2 Link control protocol (LCP) – An extendable LCP is used to establish, configure and 
test the data link connection.   

7.41.3 Network control protocols (NCP) – An NCP family is used to establish and configure 
different network layer protocols. 

7.42 PPP connections are established by stages. An originating PPP node first sends LCP 
frames to configure and test the data link.  The link is then established and the facilities negotiated.  

7.43 The originating PPP node then sends NCP frames to choose and configure network layer 
protocols.  The chosen network layer protocols, such as TCP/IP, Novell IPX and AppleTalk, are 
configured and the packets are sent from each network layer protocol.  
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PPP frame format 

7.44 The PPP frame has the following field format: 

FCSDataControlAddressFlag FlagProtocol

2 2 bytesbytes

1 1 bytebyte

VariableVariable
((MaxMax 1500)1500)

7E 7EFF 03 Can be 4 
bytes

 
7.44.1 Flag – Indicates the start or end of a frame and consists of the binary sequence 01111110. 

7.44.2 Address - Consists of the standard broadcast address, the binary sequence 11111111. 
PPP does not assign individual station addresses. 

7.44.3 Control - 1 byte that consists of the binary sequence 00000011, which calls for 
transmission of the user’s data in a non-sequential frame. A link service without connection is provided 
similar to logical link control (LLC) type 1.   

7.44.4 Protocol - 2 bytes that identify the encapsulated protocol in the frame information field.  
The most updated values in the protocol field are specified in the request for comments (RFC) of the most 
recently assigned numbers.  

7.44.5 Data – Zero or more bytes containing the datagram for the protocol specified in the 
protocol field.The end of the information field is found by locating the closing flag sequence and allowing 
2 bytes for the FCS field.  The maximum default length in the information field is 1,500 bytes. By prior 
agreement, PPP consent implementations can use other values for the maximum length of the information 
field. 

7.44.6 Frame check sequence (FCS) - Normally 16 bits (2 bytes). By prior agreement, PPP 
consent implementations can use a 32-bit (4 byte) FCS for improved error detection.   
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7.44.7 Note – The PPP link control protocol (LCP) can negotiate modifications to the standard 
PPP frame structure.  Modified frames, however, will be clearly distinguishable from standard frames.    

Summary of WAN frame formats 

7.45 The diagram below summarizes the encapsulation protocol frame formats. 

FCSLCPControlAddressFlag FlagProtocol

FCSDataControlAddressFlag FlagType

FCSD ataControlAddressFlag Flag

D ataIdentifierCode Length

PPP

C ISC O  H D LC

LA PB

LC P

 
7.46 The following table offers a comparative summary of the most common data link 
protocols. 

88..  NNEETTWWOORRKK  FFUUNNDDAAMMEENNTTAALLSS  

8.1 Networking evolves to support both existing and future applications.  The OSI reference 
model organizes network functions into seven layers. The “RCP/IP reference model,” however, only has 
4 layers, which can be mapped over the former. 

8.2 Data flow from the highest level user applications to lower level bits transmitted through 
network media.  The peer-to-peer functions use encapsulation and dis-encapsulation in the interfaces of 
the different layers. 

WAN Technology  Encapsulation 
Protocol 

Notes 

• Dedicated 
Point-to-Point 

> HDLC 
> LAPB 
> PPP 
> Frame Relay 

Can be any protocol that is 
configured at both ends. 

• Packet 
switching 

 

> Frame Relay  
> X.25 
> ATM 

Should be the same protocol as 
that of the carrier network. 

• ISDN 
> PPP 
> X.25 
> Frame Relay 

In D-channel: LAPD. 
In B-channel: any (similar to that 
of the point-to-point). 

• PSTN > Normally PPP 
> Formerly SLIP 

Once established, it is a point-to-
point.  To accede to PPP Internet.   
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LayerLayer 1 1 andand 2 2 ProtocolsProtocols in L A N in L AN andand W AN  W AN  netw orksnetw orks

TELNET TELNET -- FTP FTP -- TFTP TFTP –– SM TP SM TP –– DNS DNS –– SNM P SNM P –– DHCP DHCP -- HTTPHTTP

PhysicalPhysical
linklink

Netw orkNetw ork

TransportTransport

ApplicationApplication
PresentationPresentation

SessionSession

ICM PICM PIG M PIG M P

ARPARP

Internet ProtocolInternet Protocol

Transm issionTransm ission
Control ProtocolControl Protocol

User DatagramUser Datagram
ProtocolProtocol O SPFO SPF

RIPRIP

RTPRTP
RTCPRTCP

 
8.3 The main characteristics of a LAN are: 

8.3.1 The network operates within a building or within the same floor of a building (with 
coverage extending toward the metropolitan sphere). 

8.3.2 LANs give the various connected devices (generally PCs) access to wideband media.   

8.3.3 By definition, LANs connect computers and services on a common medium. 

8.3.4 LAN devices include: Bridges (connect LAN segments and help filter traffic), Hubs 
(concentrate the LAN connection and make possible the use of braided copper media), Ethernet Switches 
(provide full-duplex dedicated bandwidth to segments or computers) and Routers, which offer many 
services including internetworking and broadcast control. 

8.4 WAN physical layer protocols describe how to supply electrical, mechanical, operational 
and functional connections for WAN services, often obtained from WAN service providers (carriers).  

8.5 WAN data link protocols describe how frames are transported between systems through 
a single data link.  They include protocols designed to operate through dedicated point-to-point, 
multipoint and multi-access switched services, such as Frame Relay. 

8.6 WAN standards have been defined and administered by different recognized authorities 
like the following: 

8.6.1 International Telecommunication Union – Telecommunication Standardization Sector 
(ITU-T), formerly called International Telegraph and Telephone Consultative Committee (CCITT). 

8.6.2 International Organization for Standardization (ISO). 

8.6.3 Internet Engineering Task Force (IETF). 

8.6.4 Electronic Industries Alliance (EIA).  
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8.7 WAN standards normally describe physical layer and data link layer (and at times 
network) requirements. The WAN physical layer describes the interface between the data terminal 
equipment (DTE) and the data circuit-terminating equipment (DCE).  The DCE is usually the service 
provider, while the DTE is the connected device.   In this model, the services offered to the DTE are 
available through a modem or CSU/DSU.  

8.8 The figure below shows the relationship between layer 1 and 2 protocols in LAN and 
WAN networks: 

OSI     LAN     WAN 

 802.2 LLC  
Link 

  
HDLC PPP LAP

B 
SDL
C 

  
Physical 

 

Ethernet 
802.3 802.5 FDDI 

 

V.24 – EIA/TIA232 – G703 

V.35 - EIA/TIA449 - HSSI 

 

8.8.1 High-Level Data Link Control (HDLC): an IEEE standard that is probably not 
compatible with the different providers, since each provider may have implemented it in its own way.  
HDLC supports point-to-point and multipoint configurations at a minimum cost.   

8.8.2 Frame Relay: Uses high-quality digital facilities and simplified framing without error 
correction mechanisms, which means that it can send layer 2 information far more rapidly than other 
WAN protocols. 

8.8.3 Point-to-Point Protocol (PPP): Described by RFC 1661. Two standards developed by 
the IETF. It contains a protocol field to identify the network layer protocol. 

8.8.4 Simple Data Link Control Protocol (SDLC): WAN data link protocol designed by IBM 
for systems network architecture (SNA) environments.  It has been largely replaced by the more versatile 
HDLC. 

8.8.5 Serial Line Internet Protocol (SLIP): Very popular WAN IP packet transport data link 
protocol. It has been replaced in several applications by the more versatile PPP. 

8.8.6 Link Access Procedure Balanced (LAPB): Data link protocol used by X.25 that has 
extensive error verification capabilities. 

8.8.7 Link Access Procedure for D-Channel (LAPD): WAN data link protocol used for 
signalling and for RDSI Channel-D call configuration.  Data transmissions are made in RDSI Channel-B. 

8.8.8 Link Access Procedure Frame (LAPF): A WAN data link protocol for carrier services in 
frame mode, similar to LAPD, used for Frame Relay technologies. 
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99..  IIPP  PPRROOTTOOCCOOLL  ((RRFFCC779911--RRFFCC776600))  

9.1 IP (Internet Protocol) is an OSI model layer 3 (network) protocol designed to 
interconnect communication networks through packet switching, in order to form an internet.    

9.2 Data blocks called datagrams are transmitted from a source computer to a destination 
computer. 

9.3 Each datagram contains addressing and control information for packet routing, with the 
result that better delivery service without connection (no connection is established prior to the transfer of 
information) is provided between source and destination.   

9.4 The device responsible for datagram routing among networks with different address 
systems is called a router.  The router is basically a traffic manager (tell it where you want to go and the 
router will tell you the proper way).   

9.5 Routers have ports, which are physical connections to the networks.  A local address 
should be assigned to each of these ports.  If there are several routers, each should contain the information 
configured in the rest in order to make datagram routing possible.    

9.6 Although it is possible to statically configure all IP addresses and their associated ports 
for each router, this would be inefficient because of the large amount of time it would take.   

9.7 The appropriate method is to use protocols specifically designed to distribute routing 
information among the routers, called routing protocols.   

IP packet format (Version 4) 

9.8 The following diagram illustrates the IP packet format version 4.  The bits have been 
technically organized as usual–into 32-bit lines (equivalent to 4 octets).   

Version IHL Type of Service

Identification
Used to reassemble a datagram

D
F Fragment Offset

TTL Protocol
(ICMP = 1, TCP = 6, UDP = 17)

Header Checksum
Heading error contol

Origen IP Address

Destination IP Address

Options
(Variable - from 0 to 40 bytes)

Total Length
Maximum datagram size = 65536 octets.

M
F

8 16 24 32

Data
(Variable)
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9.9 The first field, VERS (4 bits, 0 to 3), defines the IP packet version (currently version 4), 
in order to check that sender, receiver and routers analyze the packet according to version 4 of the IP 
structure –in other words, it is the first parameter that should be checked before its analysis since, if there 
is any difference (between the packet received and the packet processing software), the machines will 
reject the packet to avoid incorrect interpretation of its format.   

9.10 HLEN field(4 bits, 4 a 7)determines the length of the IP packet header and the amount is 
stated in bytes.  All header fields have a fixed length, except the IP Options and Padding field. 

9.11 The Type of Service is, in turn, divided into 5 subfields as follows: 

 

 

 

 

 

 

 

9.11.1 Priority (3 bits): (o precedence) indicates packet priority, making it possible to control 
the information that will be more important in resending the data.  For example, in VoIP (Voice over IP) 
transmission, the application software marks the packet in this field (with a certain value) so that routers 
will give it priority treatment over data packets.    

9.11.2 D (1 bit): determines the type of transport required for the packet.  When this bit is 
activated, it indicates processing with short delays.   

9.11.3 T (1 bit): determines the type of transport required for the packet.  When this bit is 
activated, it indicates high performance.   

9.11.4 R (1 bit): determines the type of transport required for the packet.  When this bit is 
activated, it indicates high reliability.   

9.11.5 Without use (2 bits). 

Assuming, for example, that a router can select between a low-speed leased line and a satellite link with a 
large bandwidth (but a long delay) and that some packets could have activated the D bit and others the T 
bit; in the latter case, the packets would be resent by the satellite link.  It is also very important for the 
routing algorithms to select the underlying physical network technology with the low delay, high 
performance and high reliability characteristics so that the algorithm can choose, according to the status 
of those bits (D, T, R), the physical interface that meets the requirement defined by the type of transport.    

9.12 The Total Length field determines the total length of the IP packet measured in bytes.  
Therefore, the length being 16 bits (16 to 31), the maximum packet size is 64 Kbyte (216=65.536). 

9.13 Fragmentation Control: The fields that control the fragmentation of a datagram when 
transmitted over a network with an MTU (Message Transfer Unit)11 smaller than the maximum IP 
datagram size are Identification, Flag and Fragment Offset.    

                                                            
11 MTU (RFC 1191): NetBios: 512; X.25: 576;; 802.3/802.2: 1492; Eth 2.0: 1500; PPP: 1500; FDDI: 4352; IEEE802.4: 8166; 16M TR: 
17914; EtherChannel: 65535 

0  1  32  7 654

 

1 1 1 1 1 1 1 1 ‐  ‐  ‐  ‐ 

 

Not 
Used 
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9.14 The Identification field determines which fragments form part of the same original 
datagram.  As a result, all of them will have the same value in that field so that the receiver can 
“understand” (by analyzing the origin IP address, as well) that they are fragments of the same packet.    

9.15 The Flag and Flag Offset fields determine the order in which those fragments should be 
reassembled.  The least significant bit of the Flag field determines if there are more fragments (when its 
value is set to “0”) and the Offset field, expressed in bytes, determines the position of the fragment within 
the original datagram.  

9.16 The Life Time field:  States the length of life of the datagram within the network.  For 
example, when at packet reaches a router, a timer is activated that measures the length of time it remains 
within the router.  Therefore, when the packet leaves that router, the equipment reduces its Life field by 
that period of time.  When that value reaches zero, the packet is automatically expelled from the network 
and an error message is sent to the destination, thus avoiding the indefinite travel of such packets within 
the network.   

9.17 The PROTOCOL field: Specifies the high-level protocol used to create the message 
transported in the data area.   

9.18 The Header Checksum field: Ensures the integrity of header values only. 

9.19 The Origin and Destination Address fields: Determine the datagram transmission and 
reception addresses. 

9.20 The Data field: Defines the data area, whose length varies. 

9.21 The Padding field: Depends upon the content of the Options field, but can be used to 
ensure that the header length will be a multiple of 32 bits. 

9.22 The Options field: It is not present in all datagrams and is included in network or 
debugging tests.  Its length varies and depends upon the chosen option; for example, there is a byte that is 
broken down into three parts: 

 

C ode
(1  byte)

L ength
(1  byte)

O ptio ns data
(n bytes)

F lag
C opy

(1 )

C lass

(2-3 )

O ptio n N u m ber
(4 -5 -6 -7 -8)

O P T IO N  N U M B E R
2: Secur ity
3: L oose Source R outing
7: R ecord  R oute
9: S tr ic t So urce R outing
4: Inter net T im e S tam p

 
 

9.23 Copy:  

9.23.1 1: routers should copy the option in all fragments 

9.23.2 0: routers should copy the option in the first fragment and not in all fragments  

9.24 Option Class 

9.24.1 0: Network or datagram control 

9.24.2 1: Reserved for future use 

9.24.3 2: Debugging and mediation  

9.24.4 3: Reserved for future use 
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Option Class Option Number  Length Description 

0 0 - End of the options list.  Used if options do not finish at the end of the header 

0 1 - No operation.  Used to align octets in a list of options 

0 2 11 Security and handling restrictions.  Military applications 

0 3 Var No strict source routing.  Used for datagram routing by a specific path 

0 7 Var Route recording.  Used to record the path of a route 

0 8 4 Flow identifier. 

0 9 Var Strict source routing.  Used to establish the route of a datagram in a specific path

2 4 Var Internet time stamp. Used to record time stamps throughout a  route 

 

9.25 The most important options are the routing and Internet time stamp because they make it 
possible to monitor and control how the network handles datagram routes.  The route recording option 
allows the source to create an IP address list and arrange for each router that handles the datagram to add 
its own address, in which case, the Option field would be formatted as follows: 

 
0                         7 8                        15 16                      23 24                      31 

Code (7) Length (Bytes) Pointer  

First IP Address 

Second IP Address 

… 

 

9.26 The Pointer field determines the next available slot in which the router can enter its IP 
address, but before it can do so it must compare the (stated) length value with the pointer value to see that 
there is enough “space.”  Only then will it enter its address and raise the pointer value; otherwise, it will 
send the datagram without including itself.    

IP Addresses 

9.27 Each host has as many IP addresses as it has network connection points. There are two 
kinds of network addressing systems: 

9.27.1 Classless:  Permits full use of the complete range of addresses, without any bit 
reservation for identifying different categories or classes. 

9.27.2 Classfull: Original system (RFC 791) for segmenting 32-bit addresses into specific 
classes, in which the network number and the host number are identified. 
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0

10

110

1110

11110

A

B

C

D

E

NET-
WORK

1.0.0.0
127.255.255.255

128.0.0.0
191.255.255.255

192.0.0.0
223.255.255.255

240.0.0.0
247.255.255.255

224.0.0.0
239.255.255.255

HOST            

HOST    NETWORK     

NETWORK           HOST

MULTICAST ADDRESS        

RESERVED FOR FUTURE USE

 
9.28 Network numbers are assigned by the NIC (Network Information Center) to avoid 
conflicts. RFC 1597 assigns several addresses for use in private networks. There are protocols (NAT) for 
translating private addresses (unrecorded) into public ones and vice versa. 

 

Address Class Initial Address Final Address 

A 10.0.0.0 10.255.255.2555 

B 172.16.0.0 172.31.255.255 

C 192.168.0.0 192.168.255.255 

Special values 

9.29 If a machine receives a packet whose Net ID field of the destination address is equal to 
zero and the Host ID field of the destination address corresponds to its address, the receiver interprets the 
Net ID field as being this network.  This address is used during the starting process –in other words, it 
allows a machine to communicate temporarily and once it has “learned” its correct network and IP 
address, it will again use the Net ID field = 0.   

9.30 If a machine receives a packet whose Host ID field of the destination address is all ones, 
then the receiver interprets the Net ID field as being this network.   

9.31 The Net ID network address=127 is reserved for the LOOPBACK function--in other 
words, it is a troubleshooting address for determining whether the TCP/IP protocol stack configured in 
the terminal operates correctly (ping 127.0.0.1). 

Subaddressing (Subnetting: RFC950) 

9.32 IP networks can be divided into smaller networks called subnets.  This procedure offers 
the administrator several benefits, including flexibility, efficient use of network addresses and the 
capacity to contain broadcast traffic (the broadcast does not cross the router). Subnets are locally managed 
and the organization is viewed as a single network by the rest of the world, which is unaware of the 
details of its internal structure.    
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9.33 One network address can be divided into several subnets.  For example, 172.16.1.0, 
176.16.2.0, 176.16.3.0, 172.16.4.0, etc., are all subnets within the network 172.16.0.0 (only zeros in the 
host number portion of an address denotes the entire network).   

9.34 A subnet address is created by “stealing” bits of the host field to assign them to the subnet 
field.  The number of “stolen” bits can vary and is specified in the mask.   

9.35 In an organization whose IP addresses are not divided into subnets, any address within it 
will be routed according to its Net ID value.  In the case of the address 180.15.0.0, for example, all 
packets will be routed based on 180.15 (this is a benefit for the size of routing tables). The drawback is 
that individual segments cannot be distinguished within the organization, resulting in low network 
performance, because all terminals “would see” the network broadcast.   

FDDI

180.15.1.0

180.15.4.0

180.15.3.0

180.15.2.0

 
9.36 The subaddressing/subnetting/subnetwork concept contributes to more efficient 
performance because externally all packets addressed to the organization will be routed in the same way, 
while subnets within the organization would restrict traffic to other segments.   

9.37 In the example, the network address 180.15.0.0 was divided into 4 subnets: 180.15.1.0, 
180.15.2.0, 180.15.3.0 and 180.15.4.0--in other words, in the address 180.15.1.0, 180.15 is the network 
address, 1 is the subnetwork address and the last field is the subnetwork terminal address.  From the 
viewpoint of the address, a subnetwork is an extension of the network number.  Network administrators 
will size the subnetwork according to the requirements.   

 
 Network Host 

IP Address 180 15 0 0 

 Network Host 

Default Mask 255 255 0 0 

 Network Subnetwork Host 

Mask 255 255 255 0 

 

9.38 The devices use a “subnetwork mask” to determine the part of the ID address dedicated to 
the subnetwork.  The “mask” size is 32 bits, in groups of 8s as shown in the figure.   
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9.39 The mask is calculated as follows: both the network and subnetwork fields should consist 
only of 1’s and the host of 0’s--in other words, the subnetwork mask indicates those bits of the host ID 
field used to identify the subnetwork. 

ARP (Address Resolution Protocol – RFC826) 

9.40 The ARP protocol makes it possible to map the physical address of the network card with 
the host’s IP logical address in order to route within a subnetwork (LAN segment) in accordance with the 
IP address.  To accomplish this, it must establish an unequivocal relationship between the network 
physical address (MAC address) and the IP logical address of the terminal to be communicated with.   

129.1.1.1129.1.1.1 129.1.1.2129.1.1.2 129.1.1.3129.1.1.3 129.1.1.4129.1.1.4

Here, D is my MAC addressHere, D is my MAC address

This is me!This is me!

This isThis is
not minenot mine

RequestRequest
ignoredignored

ARP 
request 

Attention all!:Attention all!:
I need the MAC address of station 129.1.1.4I need the MAC address of station 129.1.1.4

ARP Reply ARP Reply 
acceptedaccepted

This isThis is
not minenot mine

RequestRequest
ignoredignored

Updates ARP cache
129.1.1.4 --> D

Updates ARP cache
129.1.1.1 --> A

CCAA BB DD

 
9.41 The figure below illustrates the ARP packet format: 

DA SA TF CRCData

Logical address of the destination station
Hardware address of the destination station

Logical address of the source station
Hardware address of thesource station

Operation - OPCODE= (Request/Reply)
Address lengthHeader length

Type of protocol
Type of hardware

 
9.41.1 Type of Hardware: indicates the LAN IEEE802 protocol and also other types of networks. 

9.41.2 Type of Protocol: states the TCP/IP 

9.41.3 Header length: determines the length of the header protocol 

9.41.4 Length of the logical address: indicates the length of the logical address 

9.41.5 Operation: indicates whether it is a question or a reply 

9.41.6 Logical address of the transmitting host: indicates the logical address of the 
transmitting host  

9.41.7 Physical address of the transmitting host: physical address of the transmitting host 

9.41.8 Physical address of the receiving host: physical address of the destination host 
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9.41.9 Logical address of the receiving host: indicates the logical address of the destination 
host  

9.41.10 TF (Type Field): determines the type of data within the packet: TCP, Apple Talk, XNS 

NOTE: 

ARP does not run on IP and therefore has no IP header. 

ARP requests are transmitted on broadcast. 

The new EtherType defines 0x0806 for ARP requests and replies. 

ARP replies are sent directly to the ARP requesting station (unicast, not broadcast). 

ARP tables generally limit the validity of entries (age out). 

 

Interface: 168.226.1.203 

  Internet Address      Physical Address         Type 

  168.226.1.1               00-00-0c-03-21-7a         dynamic 

  168.226.1.6                00-e0-8f-d7-b3-ff          dynamic 

  168.226.1.43              00-04-00-10-97-cc        dynamic 

  168.226.1.44              08-00-09-57-53-1e       dynamic 

1100..  TTCCPP1122  

10.1 TCP (Transmission Control Protocol) was especially designed to provide a reliable 
byte flow from end-to-end, on an unreliable internet. An internetwork differs from a single network 
because different parts of it have extremely different topologies, bandwidths, delays, packet sizes and 
other parameters.   

10.2 Each machine that supports TCP must have a TCP transport entity in the form of either a 
user process or part of the kernel that manages TCP flows and interfaces to the IP layer.   

10.3 A TCP entity accepts local process data flows, fragments them into units no larger than 
64 Kbytes (in practice some 1500 bytes), and sends each part as an independent IP datagram.  When IP 
datagrams containing TCP data reach a machine, they are delivered to the TCP entity, which reconstructs 
the original byte flow.  

10.4 The IP layer does not guarantee appropriate datagram delivery.  For that reason, the TCP 
is responsible for implementing the necessary mechanisms to retransmit, order, recognize, time, etc. the 
segments in order to make the transmission reliable.   

                                                            
12 There are approximately 7 TCP RFCs, the most important being RFC 793; RFC1122: updating of the former (793); RFC 813: window 
management; RFC 816: isolation and recovery failures, and others.  The RFCs can be consulted in WWW.IETF.ORG 
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10.5 TCP does not support multicasting or broadcasting. 

Source Port

Sequence Num ber

S
Y
N

Recognition Num ber

Options (Variable – can be 0)

Destination Port

Reserved
F
I
N

8 16 24 32

Data (Optional and Variable)

HLEN W indow size
R
S
T

P
S
H

A
C
K

U
R
G

Checksum Urgent pointer

 

Source and destination ports 

10.6 The source and destination ports: Identify the connection end points. Each host can 
decide how to assign its own ports, starting at 1024. A port plus the host IP address form a unique 48-bit 
TSAP (Transport Service Access Point), also called a socket. The pair of source and destination socket 
numbers identifies the connection.  

 
TSAP Socket        = IP Address       + Port Number 

[48 bits]           = [32 bits]    [16 bits] 

 

10.7 Ports numbering from 0 to 1023 are called well-known ports and are reserved for 
standard services (for example, to use FTP services, a connection with source port 21 is usually requested 
in order to contact the FTP process; Telnet similarly uses port 23). The list of well-known ports can be 
obtained at RFC 1700. 

Sequence Number  

10.8 Sequence Number and Recognition: The numbers of segments being transmitted and 
received, which implement the usual connection procedure with recognition.   

Header length  

10.9 HLEN (Header Length): States the TCP header length in 32-bit units, since the options 
field has a variable length. Technically, the field indicates the start of the data within the segment (4 bits). 
Then comes an unused 6-bit field. 

Flags 

10.10 6 1-bit flags follow. 

10.10.1 URG: Activated to 1 when the urgent pointer is in use.  The urgent pointer is used to 
denote the displacement in bytes from the current sequence number where the urgent data are found.   
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10.10.2 ACK: Activated to 1 when the recognition number is valid.  If the ACK value is 0, the 
Recognition Number field is ignored.  

10.10.3 PSH: Way of indicating to the receiver that it should immediately deliver the data to the 
application layer, without any storage whatsoever (data are generally placed in a buffer to optimize their 
transfer to the upper layer). 

10.10.4 RST: This flag is used to reset a connection that has become confused for some reason.   
It is also employed to reject an invalid segment or a connection attempt.  Generally, segments with 
RST=1 represent a problem to be solved.   

10.10.5 SYN: This flag is activated to establish connections. The connection request bears 
SYN=1 and ACK=0 to indicate that the piggyback field is not in use.  The connection response supports 
recognition and for that reason bears SYN=1 and ACK=1. The SYN bit is essentially used as a 
Connection Request and Connection Acceptance (the ACK bit is used to distinguish between these two 
possibilities). 

10.10.6 FIN:  Used to terminate a connection.  Specifies that the sender has no more data to 
transmit.  In any case, after a connection is closed, a process can continue to receive data indefinitely.   
Both the SYN and the FIN segments have sequence numbers to guarantee processing in the correct order.   

Window value 

10.11 Window Size: Used to implement flow control through a variable-size sliding window.  
Specifies how many bytes can be sent after the recognition byte.  A window size = 0 indicates that all 
bytes up to the Recognition Number -1 have been correctly received, but that no further data may be 
received for the moment. 

Check Code 

10.12 Checksum: Complete segment (including the pseudo header) error control.  The pseudo 
header contains the IP addresses of the source and destination machines, the TCP protocol number (=6) 
and the computed number of bytes in the TCP segment, including the header. Inclusion of the TCP 
pseudo header in the checksum helps detect packets sent erroneously, but violates the protocol hierarchy 
because IP addresses belong to the IP, not the TCP, layer. 

Options 

10.13 This field was designed to provide a way to add facilities not covered in the regular 
header.  The most important option permits each host to specify the maximum TCP segment load it is 
willing to accept.  During the connection process, each host announces its maximum and analyzes that of 
its counterpart:  the smallest wins! (if this option is not used, the assumed value is 536 bytes; for that 
reason, all Internet hosts must support TCP segments of 536+20=556 bytes). 

10.14 Another important option is the negotiation of a window factor proposed in RFC 1323, 
which makes it possible to shift the Window Size field up to 16 bits to the left.  A 64-Kbyte Window can 
be a problem for links with large bandwidths or delays, or both, (considering that an E3 line takes some 
15 milliseconds to deplete a complete 64-Kbyte window and that the 2-way delay in transcontinental fibre 
is about 50 milliseconds.  The sender would be left waiting for recognition 70% of the time.) 

10.15 RFC 1106 proposes the use of selective relay (NAK), instead of the "fall back to N" 
protocol. 
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TCP Connection Management 

10.16 TCP connections are established via a three-way handshake. 

10.17 Before the establishment request, one side, the server, passively awaits the connection 
request, executing the primitive LISTEN and ACCEPT, whether or not indicating a specific source. 

10.18 The other side, the client, executives a primitive CONNECT, specifying the IP address 
and the port to which it desires connection, the maximum TCP segment size it is willing to accept and, 
optionally, some user data (password). 

HOST 1 HOST 2

SYN (SEQ=x)

SYN (SEQ=y, ACK=x+1)

(SEQ=x+1, ACK=y+1)

HOST A HOST B HOST C
Source port=3000
Destination port=25
SMTP + IP

Source port=3001
Destination port=25
SMTP + IP Source port=3000

Destination port=25
SMTP + IP

 
10.19 The primitive CONNECT sends a TCP segment with the SYN bit activated and the ACK 
bit deactivated, and awaits a reply.  When the segment reaches its destination, the TCP entity checks to 
see whether any process is executing a LISTEN at the indicated port in the Destination Port field.  If not, 
it sends a reply with the RST bit=1 to reject the connection. 

10.20 If any process is “listening” at that port, the TCP segment is delivered to it.  It may accept 
or reject the connection.  If it accepts it, it returns a recognition segment (SYN=1, ACK=1). 

10.21 Although TCP connections are full-duplex, in order to fully understand the termination 
process, it is better to envisage them as a pair of simplex connections. Each simplex connection is 
terminated independently of its counterpart.  To accomplish this, each part can send a TCP segment with 
the FIN bit activated, meaning that there are no more data to be transmitted.   When that segment is 
recognized, it means that that transfer address has been closed to the sending of data, although the transfer 
can continue indefinitely in the other direction.    
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1111..  IICCMMPP  

11.1 Since there is no provision by IP for status control and error management, ICMP (Error 
and control messages) is the protocol that handles this for IP. 

11.2 These messages are interpreted by the Internet Protocol in each piece of network 
equipment (host/routers). 

11.3 Technically speaking, the protocol is an error reporting mechanism--in other words, it 
permits the equipment to send a message to the original source each time an error is found, but does not 
specify the action to be taken in the case of a certain error.  

11.4 The only datagrams that do not generate error messages are those that bear error 
messages--in other words, if there is congestion, error messages are sent that could lead to more 
congestion, but in this latter case no ICMP messages will be generated, therefore avoiding messages 
about messages.   

DADA SASA TFTF CRCCRCIP HeaderIP Header ICMP HEADER AND DATAICMP HEADER AND DATA

Type(8) Code(8)

Checksum(16)

Parameters (they may not exist)

ICMP data (variable)

Possible functions
within the type (if
only 1function
=> 0 exists)

 
 

11.5 ICMP does not use a transport layer--it runs directly over IP--and consequently it is not 
reliable (there will be no ICMP error messages for an ICMP message).  It is not the intent of ICMP to turn 
IP into a reliable protocol; it only seeks to report errors and provide feedback under specific conditions.   

11.6 The Type field identifies the ICMP datagram and the Code field provides additional 
granularity.  

Type (8 bits): indicates the type of message: 

0: Echo reply 

3: Destination unreachable 

4: Origin reduction 

5: Redirect (change route) 

8: Echo request 

11: Packet time exceeded   

12: Packet parameter problems 

13: Timestamp request 

14: Timestamp reply 
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15: Information request 

16: Information reply 

17: Address mask request 

18: Address mask reply 

11.7 The code field indicates possible functions within each type (if there is only one function, 
its value is 0). 

Code (8 bit): provides more information about the type of message 

0: Network inaccessible 

1: Host unreachable 

2: Protocol unreachable 

3: Port unreachable  

4: DF configuration and fragmentation required 

5: Source route failed 

6: Destination network unknown 

7: Destination host unknown 

8: Source host isolated 

9: Communication with destination network administratively prohibited 

10: Communication with destination host administratively prohibited 

11: Network inaccessible by service type 

12: Host inaccessible by service type 

11.8 Type 3, for example, indicates that the host is unreachable, but a code 1 provides a more 
specific reply, indicating that the destination host, and not the port, is unreachable (this could mean that 
although the network was reached, no host replied to the ARP REQUEST. 

11.9 The checksum computes the ICMP message complement as "1". The header and the first 
64 bits of user data of the datagram that motivated the message are transported in the data.   

ICMP PING 

11.10 The PING is one of the most common ICMP uses. 

11.11 PING is used as a test and debugging tool 

11.12 PING is an ICMP message that tries to locate other Internet stations in order to check 
whether they are active or whether a path has been enabled.   
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192.1.1.2

192.1.2.1192.1.2.2

PING 192.1.1.2

Echo request

Echo reply

Network 192.1.1.0

Network 192.1.2.0

192.1.1.1

 

1122..  SSWWIITTCCHHIINNGG  AANNDD  RROOUUTTIINNGG  

12.1 There are differences between and confusion over the strict application of the concepts of 
bridging, switching and routing and their practical implementation. 

Layer 2 switching  

12.2 Layer 2 switching uses the MAC addresses of the Ethernet interface cards (NIC) to filter 
network traffic and is based on hardware (ASIC). Bridges and switches perform the switching function.  
As there are no modifications in the frame during the switching process (unless bridging between 
heterogeneous networks like Ethernet and FDDI, for example), the operation is very efficient (low cost, 
high speed and low latency). 

12.3 Layer 2 switches have the same limitations as bridges (they are essentially adapted to 
local 80/20 traffic patterns).  Furthermore, although they segment collision domains, they cannot break 
the bc domains and can cause performance problems and limitations in network size. The main drawbacks 
switches represent for large network growth are the bc and mc and slow STP (spanning tree protocol) 
convergence.    

Bridging 

12.4 Bridging is fully analogous with switching. The difference in application stems from the 
high density of switch ports as compared with those of bridges (a switch is like a bridge with multiple 
ports).   

Routing 

12.5 Routers segment not only collision domains, but also broadcast domains.  They provide 
optimum path determination because routers examine each packet that enters their interfaces, sending the 
information only to the known destination network (if the router does not know the destination network, 
the packet is discarded). Thorough packet inspection is used to control traffic and implement security 
policies. Routing is done based on Layer 3 (typically IP) logical addresses.   
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Layer 3 switching 

12.6 Layer 3 switching is functionally similar to routing in all its effects and scope, differing 
only in the way it is implemented in the devices.  It is a forwarding of packets based completely on ASIC 
hardware.  

Layer 4 switching 

12.7 Layer 4 switching is a technology similar to that of layer 3, into which routing functions 
relating to the applications (telnet, FTP, etc.) have been incorporated.  In other words, the packet 
application ports are taken into consideration in routing decisions.   

12.8 The main advantage of layer 4 switching is the possibility of implementing application- 
and user-based quality of service (QOS). 

Multi-layer switching  

12.9 Multi-layer switching combines the technologies of layers 2, 3 and 4 with characteristics 
of great scalability and reduced latency. 

12.10 A multi-layer switch can make switching and routing decisions based on: 

12.10.1 (MAC) frame source and destination addresses. 

12.10.2  (IP) packet source and destination addresses. 

12.10.3 The IP packet protocol field. 

12.10.4 The segment source and destination ports (TCP or UDP). 
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AAppppeennddiixx  22--  DDeessccrriippttiioonn  ooff  aa  rroouutteerr  

DESCRIPTION, COMPONENTS AND BASIC OPERATIONS 

 

ROUTER DESCRIPTION 

 

 INTERNAL CONFIGURATION COMPONENTS 

 

BASIC CONFIGURATION 

 

ROUTER MODES 

 

CONFIGURATIONS 

 

PASSWORDS 

 

 ROUTER INITIALIZATION 

 

 IP ROUTING  CONFIGURATION  
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11..  DDEESSCCRRIIPPTTIIOONN  OOFF  AA  RROOUUTTEERR  

1.1 In order to describe the components of a router, we will take as an example the Cisco 
1751 model router in the 1700 series. 

Description of the basic components 

1.2 Cisco 1700 series routers provide flexibility, security and functionality for small and 
medium-sized businesses, at the rate networks evolve.   

1.3 See the Cisco 1700 series data sheet to supplement this information.1 

 

 

 

 

 

 

 

 

 

 

 

1.4 Cisco 1700 series routers connect small businesses with various LAN Ethernets to several 
WANs through Integrated Services Digital Network (ISDN) synchronous and asynchronous connections. 

1.5 The 1751 model is a modular router (it offers three slots in which to insert different 
interface modules).  The location of the three slots can be seen in the figure above.   

1.6 The figure shows the back of the router.  Two of the slots are occupied by FXS voice 
interfaces.   

1.6.1 1 Kensington block slot. 

1.6.2 2 WIC or VIC card slot (SLOT 1) —Supports a Cisco WIC/VIC card. 

1.6.3 3 Console port (blue). 

1.6.4 4 VIC card spot (SLOT 2) —Supports a Cisco VIC card. 

1.6.5 5 Power switch.  

1.6.6 6 Power plug.  

1.6.7 7 Slot 2 status LED —On (green) when the VIC is inserted and operating properly. 

                                                            
1 The 1700 replaced the 1600 series, for which EOS (end of sales) and EOL (end of life) were declared. 

Slot 0

Slot 1 Slot 2 (only VIC)
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1.6.8 8 MOD status LED—On (green) when the VPN encryption module (hardware) is 
installed and recognized by the IOS. 

 

 

 

 

 

 

 

 

 

 

1.6.9 9 PVDM status LED —On (green) when the PVDM module (internal hardware) is 
installed and recognized by the IOS. 

1.6.10 10 Ground screw. 

1.6.11 11 AUX port (black). 

1.6.12 12 10/100 ETHERNET port (yellow) —Connects to the local Ethernet network.  Speed 
and duplex self-sensing. 

1.6.13 13 Ethernet interface LEDs: 

1.6.13.1 FDX—ON indicates the port is operating in full-duplex mode (OFF: in half-duplex 
mode). 

1.6.13.2 100—ON indicates the port is operating at 100 Mbps (OFF: at 10 Mbps). 

1.6.13.3 LINK—ON when the Ethernet link is active. 

1.6.14 14 WIC or VIC card slot (SLOT 0) —Supports a Cisco WIC/VIC card. 

1.6.15 15 Slot 0 status LED—On (green) when the WIC or VIC card is inserted and operating 
properly. 

1.6.16 16 Slot 1 status LED—On (green) when the WIC or VIC card is inserted and operating 
properly. 

Router interfaces and connections 

1.7 A router needs configuration in order to be able to operate within a network.  Once it has 
been configured, network administrators will need to check the status of several of its components. 

Console and Auxiliary Ports 

1.8 All routers have a console port used to accede to the device directly from a terminal or a 
PC with terminal emulation.  This port is frequently an RJ-45 interface called a “Console”. 

1 2 3 4 5

68 7910111213141516
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1.9 Cisco provides the necessary cables with the following pin-outs: 

ROUTER ROLLOVER RJ-45 to DB9 

SIGNAL CONSOLE AUXILIARY RJ-45 RJ-45 RJ-45 DB9 SIGNAL 

RTS NO 1 (out) 1 8 8 8 CTS 

DTR 2 (out) 2 (out) 2 7 7 6 DSR 

TxD 3 (out) 3 (out) 3 6 6 2 RxD 

SG 4 4 4 5 5 5 SG 

SG 5 5 5 4 4 5 SG 

RxD 6 (in) 6 (in) 6 3 3 3 TxD 

DSR 7 (in) 7 (in) 7 2 2 4 DTR 

CTS NO 8 (in) 8 1 1 7 RTS 

 

1.10 After establishing the physical connection from the terminal or a PC to the console port, 
the terminal must be properly configured to make communication with the device possible.    

1.11 The router is then turned on and the boot banner will appear.  The auxiliary port can be 
used to connect a modem, allowing for off band management if the other connections are lost.  Both ports 
support asynchronous TTY lines.   

Interfaces 

1.12 They are the connections to the network through which packets enter and leave the router.  
Cisco supports a wide variety of interfaces, including Ethernet, Token Ring and serial interfaces. Some of 
the most common router interfaces are serial (for connection to WAN links) and LAN (like Ethernet, 
Token Ring and FDDI). 

22..  IINNTTEERRNNAALL  CCOONNFFIIGGUURRAATTIIOONN  CCOOMMPPOONNEENNTTSS  

2.1 The router internal architecture (a router is a computer and, as such, has hardware 
elements similar to those of a conventional computer) supports components that play a very important 
role during the boot process.  These components are: 

2.1.1 Processor (CPU)  

2.1.2 Different types of memory for storing information 

2.1.3 An operating system that provides the operational functions 

2.1.4 Several ports and interfaces to connect it to peripheral devices, or permit communication 
with other computers 
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RAM NVRAM FLASH ROM

InterfacesAuxiliary
Console

 

Router elements 

2.2 Router hardware components include: memory, processor, interfaces and lines. 

Memories 

2.3 There are basically 4 different types of memories: 

2.3.1 RAM/DRAM 

2.3.2 NVRAM 

2.3.3 FLASH 

2.3.4 ROM 

2.4 RAM/DRAM: This is the main storage component for all router operations.  It is called a 
working memory and contains information about the dynamic elements. Part of the IOS is also 
decompressed in the RAM. When the router is turned on, a bootstrap program is executed from the ROM 
memory.  The program makes some checks and then loads the Cisco IOS software in the memory.  The 
command processor, or EXEC, is part of the Cisco IOS software. EXEC receives and executes commands 
entered from the keyboard. 

2.5 The router also stores an active configuration file, tables of network maps and routing 
addresses.  If a version of this file is stored in the NVRAM, the stored file is reached and loaded in the 
main memory each time the router is started. The configuration file contains global, process and interface 
information that directly affects router operation and interface ports.   

2.6 The operating system image cannot be seen on the terminal screen.  This image is 
generally executed from the main RAM and loaded from one of several input sources.  The operating 
software is organized into “routines” that manage tasks associated with the different protocols, data 
movement, table management, buffers, routing updates and user command execution.    
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IOS
Internetwork Operating System

Command
executor

PROGRAMS
Active

Configuration
Files

Tables Buffers

Program that converts
keyboard entries into
appropriate commands
for the router

The functions and parameters
programmed for the router.

•Routing tables
•ARP input

The boot program
executes: 

 
2.7 NVRAM: This component is the non-volatile RAM (a special type of RAM that is not 
erased during the router reboot process) that contains a configuration backup copy.  If power fails or the 
router is turned off, the configuration backup copy will enable the router to return to its operating 
conditions without any need for reconfiguration.   

2.8 The router startup configuration file is stored in the NVRAM by default. When the router 
leaves the factory, it has no configuration file. This is the first file that is created during the configuration 
process.  It also stores the virtual configuration register.   

2.9 The NVRAM stores all of the router configuration information defined by the user, 
including, among other things: the host name for the router, the routing tables, the protocol 
configurations, the cache configurations, and the virtual configuration register. 

2.10 FLASH:  This component is a special class of programmable memory (like a ROM, but 
erasable and programmable, an INTEL EEPROM). Typically, the Flash memory cannot be modified 
during normal router operations, but can be updated or erased when necessary.  The contents of the Flash 
memory are kept even after the router is rebooted.   

2.11 This memory normally contains a copy of the IOS (Cisco Internetwork Operating 
System) software.  The Flash memory has a structure that permits multiple copies of the IOS to be stored, 
making it possible to load new levels of the operating system into each network routers and then, at an 
appropriate time, to update the entire network to the new level.   

2.12 The Flash memory contains the working copy of the current IOS software and is the 
component that initializes the IOS for normal router operations. 

2.13 ROM: The Read-only memory stores the bootstrap program for the basic startup of the 
router hardware and the POST (power-on self test) programs that are used to check the basic workability 
of the hardware and determine the presence of interfaces.   

2.14 ROM also contains the ROM MONITOR, a monitor boot program that can be used by 
the administrator to recover the system in the event of a boot failure.  In some routers, the ROM contains 
a small version of the Cisco IOS software as an emergency backup.  Series 7000 and 7500 Cisco routers 
have a complete version of the IOS in ROM.    
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2.15 In ROM monitor mode, the prompt symbol is the sign for greater  (>). 

2.16 Another ROM component is the Mini-IOS--called RXBOOT or bootloader--a small 
version of IOS that can be used to activate an interface and load a complete IOS in the FLASH memory, 
as well as to carry out other maintenance operations (it is like a fail-proof startup). 

2.17 ROM components cannot be modified during normal router operations, but can be 
updated through special plug-in chips. ROM contents are kept even if rebooted. 

Configuration sources 

2.18 The router can be configured from different locations: 

2.18.1 At the moment of initial installation, it is configured from the console terminal.  The 
console terminal is a computer connected to the router through the console port.  It can be connected by 
means of a modem using the auxiliary port. Once installed in the network, it can be configured from 
virtual terminals 0 to 4.  

2.18.2 Files can also be downloaded from a network TFTP server or managed through a 
centralized management application.   

Network

TFTP Server

VTY 0 4

Network
Administration

station

InterfacesConsole
Port

Auxiliary
Port

Modem

Modem

 
2.19 The following figure illustrates the different modes of access to the router.  For normal 
router traffic (Ethernet, serial, TR, etc.), access can be obtained to the virtual terminals (vty) from any of 
the interfaces. 

vty 4
vty 3
vty 2
vty 1
vty 0

Auxiliary

Console

 
2.19.1 The Console and Auxiliary ports are physically accessible through connectors (EIA-232). 

2.19.2 The so-called VTYx (x= 0, 1, 2, 3 and 4) ports are virtual and do not exist physically.  
They are accessed from interfaces that handle normal router traffic (Ethernet, Serial, TR, ISDN, ATM, 
etc.), via the Telnet protocol. In other words, it is necessary to activate the IP protocol.   
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33..  BBAASSIICC  CCOONNFFIIGGUURRAATTIIOONN    

3.1 One way to gain an understanding of how Internet operates is by configuring a router.  
Routers are complex devices that can have a variety of possible configurations.   

3.2 After testing the hardware and loading the Cisco IOS system image, the router finds and 
applies configuration instructions.  These inputs give the router details about specific attributes for the 
router, protocol functions and interface addresses.   

3.3 If the router is in a starting situation in which it cannot locate a valid startup-config file, 
it will enter an initial configuration mode called setup mode. 

SETUP MODE 

3.4 The setup mode is the initial configuration routine. Its main purpose is to rapidly 
originate a minimum configuration for any router that cannot find its configuration elsewhere.   

3.5 The setup does not aspire to enter complex protocol characteristics in the router.  It is 
used only for minimum configuration. The command system configuration dialogue questions in setup 
mode are easily answered, because only basic configuration information is requested.  The answers permit 
the router to use a sufficient configuration, but with minimum characteristics that will include: 

3.5.1 An interface inventory  

3.5.2 An opportunity to enter global parameters  

3.5.3 An opportunity to enter interface parameters  

3.5.4 An information setup review  

3.5.5 The opportunity to indicate whether use of that configuration is desired for the router  

44..  RROOUUTTEERR  MMOODDEESS    

4.1 Regardless of whether access is obtained from the console or through a Telnet session via 
an auxiliary port, the router can be placed in several modes.  Each mode offers different functions:  

ROUTER M ODES 

EX EC user mode
Lim ited exam ina tion

Rem ote Access
Router >

Global configuration mode
Sim ple configuration

com m ands.
Router (config) #

EX EC Privile ged mode
Detailed exam ina tion . Debuggin g.

Testing. F iles. Rem ote
Access Router

SET UP M ode
Dialogue w ith prom pt used to

Es tablish an Initial Bas ic
Configuration .

O ther configuration modes
Com plex configura tions w ith

m ultip le lines.
Router (config-m ode) #

RX BO O T M ode
Recovery from catas trophes.

( IO S erasure or password
loss).
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4.1.1 EXEC user mode: “Look-only” mode in which the user can see certain information 
about the router, but cannot change anything.   

4.1.2 EXEC privileged mode: Supports debugging and testing commands, detailed 
examination of the router, manipulation of configuration files and access to configuration modes.   

4.1.3 Setup mode: Presents a dialogue with interactive prompts in the console that help new 
users create a basic configuration for the first time.  Global configuration mode - Implements powerful 
on-line commands that carry out simple configuration tasks. Other configuration modes – Provide more 
complex multi-line configurations. 

4.1.4 RXBOOT mode: Maintenance mode that can be used to recover lost passwords, among 
other things. 

4.1.5 EXEC modes: EXEC interprets the commands that have been entered and carries 
out the corresponding operations. 

 

55..  CCOONNFFIIGGUURRAATTIIOONNSS  

5.1 The configuration of network devices determines the behavior of the entire network. 

5.2 Careful device configuration administration should be sought: configurations must be 
backed up, maintained, and stored in network servers for shared access and the necessary software must 
be installed and updated. 

Router identification  

5.3 One of the first basic tasks is to give the router a name. 

Banners 

5.4 Routers provide support for different types of banners that will show information or 
warnings to different users under given circumstances.   

5.4.1 Message of the day (motd) 

5.4.2 Line 

5.4.3 Incoming 

5.4.4 Login 

EXEC Banner:  

5.5 The line activation (exec) banner is shown when an EXEC process (such as a line 
activation or an incoming connection in a VTY) takes place.   

Banner Incoming 

5.6 The banner incoming is shown in terminals connected to reverse Telnet lines. This mode 
is very practical for giving users information.   
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Banner Login  

5.7 Shown in all connected terminals following the banner MOTD and before the login 
prompt.  The command activates or deactivates the banner in all lines.   

66..  PPAASSSSWWOORRDDSS  

6.1 Routers require the configuration of passwords to protect four accesses: 

6.1.1 Privileged EXEC (ENABLE) 

6.1.2 Console (CONSOLE) 

6.1.3 Auxiliary line (AUX) 

6.1.4 Virtual terminals (VTY) 

6.2 Unless the router is configured to reference an external authentication server, the 
passwords will be stored (in explicit or coded form, depending upon the security environment) in the 
router configuration file.   

Password encryption 

6.3 Cisco offers a password encryption service like those that are usually explicitly present in 
the configuration file (except “enable secret”).  

6.4 Once the command has been entered, each password that is configured will be stored in 
coded form and cannot be recovered without a password cracking program (very simple and widely 
available). 

6.5 Cisco uses the MD5 algorithm (there is no known way to reverse this algorithm) to code 
the “enable secret”. If the “enable secret” is used, it will not be possible to apply normal password 
recovery techniques (except through brute force), which depend upon visualizing the password in explicit 
form in the configuration file, making its resetting necessary.    

77..  RROOUUTTEERR  SSTTAATTUUSS  CCOOMMMMAANNDDSS  

7.1 The figure below illustrates the router status commands: 

IOS RAM

Program s Active
Configuration

file

Tables
and

buffers

Backup 
Configuration

file
Operating
system s

I
N
T
E
R
F
A
C
E
S

Router# show version Router# show flash Router# show interfaces

Router# show processes
Router# show protocols

Router# show running-config

Router# show mem
Router# show stacks
Router# show buffers

Router# show startup-config

NVRAM Flash
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7.1.1 show version: Displays the system hardware configuration, the software version, the 
names and origins of the configuration files and the startup images.   

7.1.2 show processes: Displays information about the active processes. 

7.1.3 show protocols: Displays the configured protocols.  This command shows the status of 
any network layer 3 protocol that has been configured.   

7.1.4 show mem: Shows statistical data about the router memory, including statistical data 
about the free memory pools.    

7.1.5 show stacks: Monitors the stack usage of processes and interrupt routines and shows the 
reason for the latest system reboot. 

7.1.6 show buffers: Provides statistical data about the network server buffer pools.   

7.1.7 show flash: Shows information about the flash memory device.   

7.1.8 show running-config: Shows the active running configuration file. 

7.1.9 show startup-config: Shows the backup copy of the configuration file. 

7.1.10 show interfaces: Shows statistical data about all of the interfaces configured in the 
router.  

7.2 Show running-config and show startup-config commands: These are perhaps the most 
used Cisco IOS software EXEC commands because they allow the administrator to see the current or 
running router configuration or the size of the images and the startup configuration commands the router 
will use the next time it is put into operation.    

7.3 Show serial interface command: This command displays in real time the configurable 
parameters and statistics for the interface series.   

7.4 Show version command: Shows information about the Cisco IOS version being used by 
the router. 

7.5 Show protocols command: This command shows the overall status and the specific 
status of the interface of any configured Level 3 protocol (for example, IP, DECnet, IPX, and AppleTalk). 

  

88..  RROOUUTTEERR  IINNIITTIIAALLIIZZAATTIIOONN  

Startup Routines 

8.1 IOS software startup routines are designed to start router operations.  The router should 
perform reliably in the connection of user networks, having been configured for that service.  To 
accomplish this, the startup routines should: 

8.1.1 Ensure that all of router hardware has been tested. 

8.1.2 Search the memory and load the IOS software the router uses as its OS.  

8.1.3 Search the memory and apply the router configuration information, including the protocol 
functions and interface addresses.    

8.2 Immediately after startup, the router will make sure its hardware has been tested by 
executing a POST (Power-On-Self-Test). 
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8.3 The POST, which resides in and is executed from the ROM, performs a system self-test, 
during which it diagnoses all of the components.  The presence and basic operation of the CPU, the 
memory and the network interface posts are all checked.   

8.4 After the hardware functions have been checked, the router proceeds to initialize the software.   

• T h e s y s t em s ta r tu p ro u t in e s
in it ia t e th e ro u t e r s o f tw a r e  

• T h e c o m p a t ib il it y ro u t in e s
p r o v id e a s  m a n y s ta r tu ip
a lt e r n a t iv e s a s  n e c e s s a ry .

• R e v ie w h a r d w a re
• F in d a n d lo a d

I O S  s o f tw a r e  im a g e
• F in d a n d a p p ly th e
c o n f ig u r a t io n in f o rm a t io n

 

Configuration
file

IOS 
Operating

System

StartupROM

Flash

TFTP Server

ROM

NVRAM

TFTP Server

Console

• Load Startup

• Locate and load the
Operating System

Locate and load the
configuration file or
start the “setup” mode

RAM

 

99..  IIPP  RROOUUTTIINNGG  CCOONNFFIIGGUURRAATTIIOONN  

Initial IP Routing Table 

9.1 The router initially possesses information about the directly connected networks or 
subnetworks. Each interface must be configured with an IP address and a mask.  IOS software must 
receive this IP address and mask information from some source.   The initial addressing source is the 
person who makes the first configuration. 2 

9.2 Of course, it is possible to start up the router from a zero condition--status lacking 
another source for an initial configuration--in setup mode and to reply to the prompts for basic 
configuration information.   

                                                            
2 The global command “no ip routing” disables IP protocol routing. 
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Route Information  

9.3 Routers learn about routes to destinations in three different ways:  

9.3.1 Static Routes: Manually defined by the system administrator as the only route to the 
destination.  They are useful for controlling security and reducing traffic. 

9.3.2 Default Routes: Manually defined by the system administrator as the route to take when 
there is no known route to the destination.   

9.3.3 Dynamic routing: The router finds out about routes to destinations on receiving periodic 
updates from other routers.   

Static route configuration 

9.4 A static route allows for manual routing table configuration. No dynamic changes will be 
made in a given table entry so long as the route is active and in general reflects a special knowledge of the 
networking situation known to the network administrator.  No routing updates are sent by the links if only 
static routes have been defined, conserving the bandwidth.    

9.5 In the example: 

9.5.1 Assignment of a static route to reach the sole connection 172.16.1.0 network is 
appropriate for router A (ISP) because there is only one way to reach the network of the client.    

9.5.2 Assignment of a static route from router B to undisplayed networks is also possible.  
However, a static route assignment is necessary for each destination network; therefore, a default route 
could be more convenient.   

 
Command Description 

ip route 172.16.1.0 Specifies a static route to a destination subnet. 

255.255.255.0 A subnet mask indicates that there are 8 bits of subnet connection in 
effect.. 

172.16.2.1 The router IP address of the next leap in the route to the destination. 
 

iproute172.16.1.0   255.255.255.0   172.16.2.1

172.16.1.0 172.16.2.1

172.16.2.0

172.16.2.2
172.16.1.0

255.255.255.0

S0

S1

S2
S0 E0

A
B
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Default router configuration 

9.6 When the routing table contains no entry for the destination network, the packet is sent to 
the default network. The routing table must contain the default network.  Default routes keep the routing 
tables short.    

9.7 The default network number must be used when a route is needed and information about 
the destination network is incomplete.   

9.8 The router does not have complete information about all of the destination networks; 
therefore, it can use a default network number to indicate the address to be used for unknown network 
numbers.   

9.9 In the example, default-network 192.168.17.0 defines the class C 192.168.17.0 network 
as a destination route for packets for which no entry has been made in the routing table.    

Router(config)# ip default-network network-number
 

ip default network 
command 

Description 

network-number IP network number or default subnet number. 
 

192.168.17.0

S0

S1

S2
PUBLIC NETWORK

ACME COMPANY

ip default-network 192.168.17.0

 

Introduction to dynamic routing 

Autonomous system 

9.10 In the example above, Router A could need a firewall for routing updates.  The 
administrator in Company X does not want updates from the public network.  Router A could need a 
mechanism for grouping networks that will share the routing strategy of Company X.  One of these 
mechanisms is an autonomous system number. 

9.11 An autonomous system consists of routers administered by one or more operators that 
present a consistent standard for routing towards the outside world.     
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9.12 The Network Information Center (NIC) assigns an exclusive autonomous system number 
to each company.  This autonomous system is a 16-bit number.     

913 A routing protocol like the Cisco Interior Gateway Routing Protocol (IGRP) requires the 
specifying of this exclusive autonomous system number assigned in its configuration.   

Interior or exterior routing protocols 

9.14 Exterior routing protocols are used to communicate between autonomous systems, while 
interior routing protocols are used within a single autonomous system. 

Autonomous System
100

Autonomous System
200

Interior routing protocols
(RIP, IGRP, etc)

Exterior routing
protocol

 

Interior IP routing protocols 

9.15 Routers can use routing protocols--in the Internet layer of the TCP/IP protocol set--by 
applying specific routing algorithms. 

9.16 Some examples of the most common IP routing protocols are: 

9.16.1 RIP: Distance-vector routing protocol.  

9.16.2 IGRP: Cisco distance-vector routing protocol. 

9.16.3 OSPF: Link-state routing protocol. 

9.16.4 Enhanced IGRP (EIGRP): Balanced hybrid routing protocol. 

Dynamic routing configuration tasks 

9.17 As indicated in the figure, it is necessary to select the routing protocol to be used from the 
global configuration mode and then as many network subcommands can be entered as are necessary to 
activate protocol activities in the corresponding networks.   
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Global configuration
•Select routing protocol(s) 
•Specify network(s)

Interface configuration
Check subnet mask/
address

172.30.0.0

172.16.0.0

160.89.0.0

RIP

RIP

IGRP
IGRP
RIP

 

9.18 The figure shows the configuration situation of a router with 3 interfaces and different 
routing protocols. 

9.19 The routing protocol to be activated must be specified through the global command 
“router”.   

1100..  AADDMMIINNIISSTTRRAATTIIOONN  OOFF  TTHHEE  CCOONNFFIIGGUURRAATTIIOONN  EENNVVIIRROONNMMEENNTT  

10.1 As the network grows and evolves, it becomes necessary to maintain control over the 
software and network device files from a centralized site.   

 

RAMNVRAM

Console or
terminal

TFTP Server
(only IP)

•Configure terminal

•Show running-config

•Copy running-config
startup-config

•Copy startup-config
running-config
•config memory

•copy tftp running-config

•copy tftp running-config

•erase startup-config

•show startup-config

•copy tftp
startup-config

•copy tftp startup-config

 

Operation with a TFTP server  

10.2 Device configurations can be stored and downloaded from a TFTP server. 
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Configuration backup 

10.3 A copy of the running configuration can be stored in a TFTP server.  

Configuration retrieval 

10.4 The router can be configured by retrieving the configuration file stored in one of the 
network servers.    

Cisco IOS name conventions 

10.5 Cisco has developed many different images to optimize the way the software operates on 
the different platforms.  These images adjust to the different platforms and the available memory 
resources and reflect the needs of its clients for network devices.  

10.6 Thousands of IOS images and feature sets have accumulated over time. Cisco IOS 
software naming conventions, the meaning of the field name, the contents of the image and other details 
were always subject to change, making it necessary to frequently control the Cisco Connection Online 
(CCO) to obtain up-to-date data.    

10.7 Starting with version 12.3, Cisco has drastically simplified the task of selecting the 
Feature Set, reducing the Feature Set alternatives to 8 (out of a total of 44 that existed for each version 
prior to the 12.3).  

10.8 The table below illustrates the functionality included in each of the 8 IOS software 
packets.   

10.9 As can be seen, IP BASE is the foundation on which the 7 other packets are constructed.  
Thus, for example, if voice is required, we should think of the IP VOICE packet.  

10.10 But, if security functions (Firewall, IDS and VPN) were to be incorporated, as well, then 
the appropriate packet would be ENTERPRISE BASE (which incorporates support for ATM, VoATM 
and MPLS, not required in our case, but which are the consequences of packaging methodology applied 
by Cisco, in which priority has been given to simplicity). 

 

Functionality 

IOS Packaging 

Data Connectivity VoIP and VoFR ATM, VoATM and 
MPLS 

AppleTalk, IPX, 
IBM  Protocols Firewall, IDS, VPN 

IP Base X     

IP Voice X X    

Advanced Security X    X 

Advanced IP Services X   X  

SP Services X X X   
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1111..  AACCCCEESSSS  TTOO  AA  OOTTHHEERR  RROOUUTTEERRSS  

11.1 There are different ways to accede to other routers’ information.  One of these is by using 
the CDP protocol.   

CDP 

11.2 El Cisco Discovery Protocol (CDP) offers a Cisco proprietary tool that gives network 
administrators access to a summary of the configurations of other, directly connected, routers.  CDP runs 
on the data link layer that connects the physical media and the upper layer protocols. As CDP operates at 
the low level, the CDP devices that support different network layer protocols are able to know each other-
-the data link address is similar to the MAC address concept.    

11.3 When a Cisco device executes an initial sequence, CDP enters into operation by default 
and from that point on can automatically discover adjacent Cisco devices that are also using CDP.   

11.4 The devices discovered extend beyond those that have TCP/IP, for CDP discovers the 
Cisco devices that are directly connected, independently of the layer 3 and layer 4 protocols they are 
executing.   

The CDP protocol discovers and shows 
information about directly connected
Cisco devices

TCP/IP AppleTalk
Novell

IPX Others

LANs ATM
Frame
Relay Others

•Upper layer entry
addresses

• Cisco proprietary data
link protocol

• SNAP
Media support

 

Enterprise Base X X X  X 

Enterprise Services X X X X  

Advanced Enterprise 
Services X X X X X 
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CDP Information 

C D P

C D P

R o u t e r A R o u t e r B

R o u t e r C

R o u t e r D

C o n s o l e

 

11.5 The graph shows an example of how CDP offers its benefits to the system administrator. 

11.6 Each router that executes CDP exchanges information about the data of any protocol with 
which it is familiar with its neighbors. 

11.7 The administrator can see the results of this exchange of CDP information on screen in a 
console connected to a router configured to execute the CDP in its interfaces. 

11.8 The network administrator uses a show command to display information about networks 
directly connected to the router.  CDP provides information about each adjacent CDP device.  Included 
among the possible data are: 

11.8.1 Device identifiers: The host name and the domain name (if any) configured in the router, 
for example. 

11.8.2 Address list: One address for each protocol being supported. 

11.8.3 Port identifier: For example, Ethernet 0, Ethernet 1, Serial 0, etc. 

11.8.4 Capacities list: For example, if the device acts like both a source route bridge and a 
router. 

11.8.5 Version: Information like that offered by the locally executed “show version” command.    

11.8.6 Platform: Device hardware platform: Cisco 7000, for example.  

11.9 The bottommost router in the figure is not directly connected to the router of the 
administrator’s console.  As a result, in order to obtain DCP information about this device, the 
administrator would need to make a connection via Telnet with a router directly connected to this target.    

Testing Process 

11.10 The basic test of a network should follow a sequence from one layer of the ISO/OSI 
model to the next.  Each test presented in this section refers to the network operations of a specific layer 
of the OSI model.   
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Application

Presentation

Session

Transport

Network

Data Link

Physical

TELNET

PING
TRACE
SHOW IP ROUTE

SHOW INTERFACE

 

Testing the Application Layer 

11.11 Telnet offers a virtual terminal service, allowing the administrator to use Telnet 
operations to connect with other hosts using TCP/IP (through a client- server application). 

11.12 The purpose of the test is to determine the possibility of acceding to the remote router.  
Successfully using Telnet to connect from the Comodoro router to the other router, Ezeiza, is a basic test 
for checking connectivity and accessibility.    

Applica-
tion

Ezeiza

Comodoro telnet

 
11.13 If we can accede to another, remote, router through Telnet, not only will we verify that a 
TCP/IP application--upper layer application--can reach the remote router, but also that the lower layer 
services also function correctly.   

11.14 If it is possible to communicate via Telnet with one router, but not another, it is likely that 
the Telnet failure is due to a specific address name or one with access permission problems.  These 
problems can be traced to our router or to the router that failed as the Telnet communication target.    

Testing the Network Layer 

11.15 The following tools make it possible to determine the health of the network layer. 
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Ping Command 

11.16 As an aid to diagnose the basic connectivity of the network, many network protocols 
support an echo protocol, which is a test to determine whether protocol packets are being routed correctly. 

COMODORO>ping 180.53.160.2 
 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 180.53.160.2, timeout is 2 seconds: 
.!!!! 
Success rate is 80 percent (4/5), round-trip min/avg/max = 1/3/4 ms 
COMODORO> 

Console

Comodoro

Ezeiza

Tandil

S0
E0

180.53.160.0/24

192.32.16.0/24

E0

S0

 
11.17 The ping command sends a special packet to the destination post and then waits for a 
reply packet from that host.  The results of this echo protocol may help evaluate the reliability of the route 
to the host, delays along the route, whether the host can be reached and whether it is operating.   

11.18 The ping 180.53.160.2 target in the figure replied successfully to four of the five 
datagrams sent to it.  The exclamation marks stand for each successful echo.  If one or more dots (.) were 
to be received instead of those marks, this would mean that the local router application timed out while 
waiting for a packet echo.   

11.19 The EXEC user command ping can be employed to diagnose the basic connectivity of 
the network.  ICMP (Internet Control Message Protocol) is the protocol that uses ping. 

Trace command 

11.20 The trace command is the ideal tool for discovering where the data in your network are 
being sent.  It uses the same protocol as the ping, except that instead of testing the connectivity from end 
to end, the trace command tests each step of the way.   

11.21 This operation can be performed from either of the EXEC levels: user or privileged. 

11.22 The trace command takes advantage of the error messages produced by the routers when 
a packet exceeds its time to live (TTL) value, to send several packets and display the time each packet 
takes to go and return. 

11.23 The benefit of the trace command is that it tells us which is the last router reached along 
the route.  This is called failure isolation.   
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11.24 In the example, the route from Comodoro to Tandil is traced.  The route must cross Azul 
and Bahía along the way.  If one of these routers is not reached, we would see three asterisks (*) instead 
of the router’s name.  The trace command would then continue trying to reach the next step, until stopped 
by an escape operation. 

 

T a nd il
1 8 0 .5 3 .1 6 0.1 1

B a hía
1 8 0 .5 2 .1 6 .2 3

A zu l
1 9 2 .5 0 .1 5.3 5

comodoro>trace azul 
 
Type escape sequence to abort. 
Tracing the route to azul (180 .53.160.11) 
 
  1  azul (192.50.15.35)   4  msec 8 msec   12 msec 
  2  bahia (180 .52.16.23) 6  msec 10  msec  14 m sec 
  3  tandil (180.53 .160.11) 8 msec 14 msec  16 msec 
 
COM ODORO> 

C o m o d o ro

C on so le

 
Show ip route command 

11.25 The router gives us some powerful tools at this point in our search.  We can effectively 
consult the routing table--in other words, the addresses the router uses to determine how to direct the 
traffic through the network.   

Workability of the link 

11.26 While the hardware must make the actual connection between the devices, the software 
consists of the messages exchanged between adjacent devices.  This information is made up of data that 
pass between two interfaces of the connected routers.    

The interface has two components: 
 Physical (hardware) 
 Logical (software). 

Hardware
(Physical Layer)

Data Link
Layer

• Cable
• Connectors
• Interface

•KA Messages
• Control Information
•User Information

LOGICAL PHYSICAL

COMODORO>show interface serial 0 
Serial0 is up, line protocol is up 
  Hardware is HD64570 
  Description: INTERFACE SERIES TOWARDS EZEIZA 
  Internet address is 192.168.12.1/24 
  MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255 

S0 Carrier signal?
Keep alive messages?
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11.27 When the physical link and the data link are checked, these questions are asked: 

11.27.1 Is there a carrier detect signal? 

11.27.2 Is the physical link between devices operational? 

11.27.3 Are the activity (KA) messages being received? 

11.27.4 Can data packets be sent through the physical link? 

Show interface serial command 

11.28 One of the most important elements of the result of the show interfaces serial command 
is the display of the line and data-link protocol status.  The Table indicates the key summary line to be 
checked and the meaning of the status.    

IN TE R PRE TATIO N  O F TH E  IN FO R M ATIO N : show  inte rface  serial 

PHYSICAL LO G ICAL  STATU S 

U P U P O perational 

U P  D O W N  C onnection  prob lem  

D O W N  D O W N  In te rface  prob lem  

Adm in istrative  DO W N   D O W N  D isab led  

 
 

11.29 The line status in this example depends upon the carrier detect signal and refers to the 
status of the physical layer. 

11.30 The line protocol, however, depends upon the activity fames--in other words, the data 
link frames.  

Real-time traffic  

11.31 The router includes hardware and software that make it possible to trace problems with 
the router itself or with other network hosts.  The EXEC debug command at the privileged level starts up 
the console display of the events that have happened in the network as indicated in the debug command 
parameter.   
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AAppppeennddiixx  33  ––  RRoouuttiinngg  PPrroottooccoollss  

 

ROUTING FUNCTIONS 

 

CLASSES OF ROUTING PROTOCOLS 
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11..  RROOUUTTIINNGG  FFUUNNCCTTIIOONNSS  

1.1 Routers can be configured to use one or more IP routing protocols (or other network 
protocol).  There is no single routing algorithm that meets the requirements of any network. Network 
administrators must analyse different (technical and political) aspects in order to select the best algorithm. 

ROUTING CONSIDERATIONS 

Initial IP Routing Table 

10 . 8. 3. 0

10 . 1. 3. 0

10 .1 . 1. 0

S010 .8.3.0

T o010 .1.1.0

E 010 .1.2.0

INT E R FA C ENE T W OR K

R OUT IN G T AB L E

T o 0

S0
E 0 1 0. 1. 2 .0

 

1.2 Initially, a router must refer to the inputs of the networks and subnetworks that are 
connected directly.  Each interface must be configured with a mask and an IP address.  The Cisco IOS 
software must receive the IP address and the mask as configuration input from a source.  The initial 
routing source is the person who does the first configuration. 

1.3 Routers, by default, know the route to destination in three different ways:  

1.3.1 Static routes – Manually defined by the system administrator as the only route to 
destination.  They are useful for controlling security and reducing traffic.  

1.3.2 Default routes – Manually defined by the system administrator as the route to take when 
there is no known route to destination.  

1.3.3 Dynamic routing – The router learns about routes to destinations from periodic updates 
from other routers. 
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Static Route Configuration 

1.4 The following command stablishes a static route: 

IP route command Description 

network Destination network or subnetwork 

mask Subnetwork mask 

address IP address of the router at the next hop  

interface Name of the interface to be used in the network of destination 

distance Administrative distance 

 

1.5 The administrative distance is a reliability rating of a routing information source, 
expressed as a numerical value from 0 to 255.  The higher the value, the lower the reliability rating. 

1.6 A static route allows for manual configuration of the routing table.  No dynamic changes 
will occur in a given table input as long as the route is active.  

1.7 A static route may reflect a special knowledge of the networking status by the network 
administrator.  Manually-entered administrative distance values are normally low figures. 

1.8 Routing updates are not sent through a link if defined only by a static route, thus 
preserving bandwidth. 

Example: 

Command:  ip route  172.16.1.0 255.255.255.0  172.16.2.1 

Command Description 

ip route 172.16.1.0 Specifies a static route to the subnetwork of destination.  

255.255.255.0 A subnetwork mask indicates that an 8-bit subnetwork connection is in effect. 

172.16.2.1 IP address of the router of the next hop in the route to destination.  

Default Route Configuration 

IP default network command Description 

network-number IP network number or subnetwork number defined as default.  

 

1.9 In the absence of an entry for the route of destination in the routing table, the packet is 
sent to the default network.  The default network must exist in the routing table.  Default routes keep 
routing table length as short as possible.  
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1.10 A default network must be used when only partial information is available on the network 
of destination.  Since the router lacks full knowledge of all the networks of destination, a default network 
number can be used to indicate the direction to be taken for unknown network numbers. 

1.11 The global ip default-network 192.168.17.0 command, for instance, defines the C 
192.168.17.0 class network as the destination route for packets lacking an entry in a routing table.  

Static versus Dynamic Routes 

1.12 Static knowledge is managed manually:  a network administrator enters it in the router 
configuration.  The administrator must manually update this static route1 entry whenever a change in 
internetwork topology requires updating.  

1.13 The dynamic knowledge works differently.  After the network administrator has entered 
the configuration commands to start the dynamic routing2, route knowledge is automatically updated 
through a routing process whenever new information is received from the internetwork.  Changes in the 
dynamic knowledge are exchanged among routers as part of the updating process. 

Adjustment to Changes in Topology 

N e t w o r k
2

A

E

C
1

33

D

B
1

1

N e t w o r k
1

3

2

F

 

1.14 The network shown in the graphic adjusts in different ways to changes in topology, 
depending on whether it uses statically- or dynamically-configured knowledge.  Static routing enables 
routers to properly route a packet from one network to another.  The router consults its routing table and 
follows the static knowledge to send the packet to router F, C, B, A, and E, until the packet is delivered to 
the destination host.  

1.15 But, what happens if the route between router B and router A fails?  Obviously, router B 
will not be able to send the packet to router A through a static route.  Until router C has been manually 
reconfigured to send the packets through router D, communications with the destination network will be 
impossible. 

                                                            
1 Static route – Route explicitly configured and entered in the routing table.  Static routes have priority over routes chosen through dynamic 
routing protocols. 

 
2 Dynamic routing – Routing automatically adjusted to network topology and traffic changes.  Also called adjustable routing. 
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1.16 Dynamic routing offers flexibility.  According to the routing table generated by router C, 
a packet can reach its dstination following the preferred route through router B.  However, there is an 
alternate route available through router D.  When router B recognizes that the link to router A is down, it 
adjusts its routing table and sends the information to router C, which selects the route through router D as 
the preferred route to its destination.  Routers continue to send packets through this link. 

1.17 When the service in the route between routers B and A is restored, router C can again 
change its routing table and indicate its preference for the route clockwise, through routers B and A to the 
destination network.  The dynamic routing protocols can also redirect traffic between the different routes 
of a network. 

A pp li ca ti on

Pre sent at i on

Ses s i on

T ransp ort

N et wo rk

D at a l i nk

P hys i cal

Ro u t in g
p ro to co l

R o ut ing
p ro to co l

R o ut ing ta b le Ro u t in g tab le

•• T h e r ou tin g p ro t o co l k e e p s a n d d is tri b u t e s
r o u ti n g i n fo rm a ti on .

The r o ut er  
t r an s m it s r out i ng
i nf or m at i on t o i ts
ne ig hbo ur s

 

DYNAMIC ROUTING 

1.18 The success of dynamic routing depends on two basic router functions:  

1.18.1 Maintenance of a routing table 

1.18.2 Timely distribution of knowledge--in the form of routing updates--to other routers. 

1.19 Dynamic routing relies on a routing protocol for sharing knowledge.  A routing protocol 
defines the set of rules used by the router to communicate with its neighbors.  

•• Ho w  i s th e “b e s t” ro u te d e fin e d ?
• W h a t i s t h e “ b e st ” f o r e a c h ?

N e tw o rk
2

A
E

C
E 1

D

B
6 4 6 4

N et w or k
1

E 1

F

12 8

6 4

•• H OP S

• T I CK S ( of c l oc k)

• C OS T

•• B AN D W I DT H

• D EL AY

• L OA D

• R EL I AB I LI TY ( B ER)

 

1.20 For example, a routing protocol describes: 
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1.20.1 How updates are sent  

1.20.2 What information is contained in said updates  

1.20.3 When to send this information  

1.20.4 How to locate update receivers  

Distance representation using metrics  

1.21 When a routing algorithm updates a routing table, its main objective is to identify the best 
information to be included in the table.  Each routing algorithm interprets the term “best” in its own way.  
The algorithm generates a number--the so-called metrics value--for each route through the network. The 
lower the metrics number, the better the route. 

1.22 Metrics can be estimated based on a single feature of the route.  More complex metrics 
can be estimated by combining several features.  Several route features are used to estimate the metrics.  
The most frequently used router metrics are the following: 

1.22.1 Bandwidth – Data capacity of a link.  For example, a 10 Mbps Ethernet link is normally 
preferrred over a 64 kbps leased line.  

1.22.2 Delay – Time necessary to move a packet from its point of origin to its point of 
destination.  

1.22.3 Load – Amount of activity in a network resource, like a router or a link.  

1.22.4 Reliability – Generally refers to the error rate of each network link.  

1.22.5 Number of hops – Number of routers that a packet must cross.  

1.22.6 Ticks – Delay in a data link using the ticks of an IBM PC clock (approximately 55 
milliseconds).  

1.22.7 Cost – Arbitrary value assigned by the network administrator, generally based on 
bandwidth, expenditure in pesos, dollars, or other measure. 

Autonomous system 

1.23 An autonomous system consists of routers, administered by one or more operators, that 
present a consistent routing scheme to the outside world.  

 

1.24 The Network Information Center (NIC) assigns a dedicated autonomous system to 
enterprises.  This autonomous system is a 16-bit number.  A routing protocol like the Cisco Interior 
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Gateway Routing Protocol (IGRP) requires that this assigned dedicated autonomous system number be 
specified in its configuration. 

INTERNAL AND EXTERNAL PROTOCOLS  

1.25 External routing protocols are used for communications between autonomous systems.  
Internal routing protocols are used within the same autonomous system. 

Autonomous system
100 Autonomous system

200

Internal routing
protocols (RIP, IGRP, etc)

External routing
protocol

 
Internal IP Routing Protocols  

1.26 In the Internet layer of the TCP/IP protocol set, a router may use routing protocols 
through specific algorithms.  Some examples of IP routing protocols follow:  

1.26.1 RIP— A distance vector routing protocol.  

1.26.2 IGRP— A Cisco distance vector routing protocol. 

1.26.3 OSPF—A link state routing protocol. 

1.26.4 EIGRP (Enhanced IGRP) —A balanced hybrid routing protocol.  

22..  CCLLAASSSSEESS  OOFF  RROOUUTTIINNGG  PPRROOTTOOCCOOLLSS    

2.1 Most routing algorithms can be classified as one of two types of basic algorithms: 
distance vector3 or link state4. 

2.2 The distance vector routing type defines the direction (vector) and distance to any link in 
the internetwork. 

                                                            
3 Distance vector routing algorithm (Bellman-Ford) – Class of routing algorithms that iterate the number of hops in a route to find a shortest-
path spanning-tree.  Distance vector routing algorithms send their entire routing table to their neighbors in each update.  Distance vector routing 
algorithms are prone to routing loops, but are more simple in computer terms than the link state routing algorithms. 

 
4 Link state routing algorithm – Routing algorithm where each router broadcasts or muticasts information to all internetwork nodes indicating 
the communication cost to each of its neighbors.  Link state algorithms create a consistent network view and, therefore, are not prone to routing 
loops, at the cost of having relatively greater computer difficulties and a more disseminated traffic (as compared to distance vector routing 
algorithms). 
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2.3 The link state routing type (also called of the shortest path - SPF) recreates the exact 
topology of the whole internetwork (or at least of the partition where the router is located).  

2.4 The balanced hybrid type combines aspects of the link state and distance vector 
algorithms. 

Convergence 

2.5 The routing algorithm is essential for the dynamic routing.  When the network topology 
changes due to growth, reconfiguration, or failure, the basic knowledge of the network must also change. 

2.6 The knowledge needs to reflect a precise and consistent view of the new topology.  This 
precise and consistent view is called convergence.  

2.7 When all internetwork routers work with the same information, it is said that the 
internetwork has converged. 

2.7.1 Convergence occurs when all of the routers have a consistent perspective of the network 
topology.  

2.7.2 Whenever the topology changes, routers must recalculate the routes, generating a state of 
transition. 

2.7.3 The process and time required for convergence vary according to routing protocols.  

2.8 Quick convergence is a convenient network feature because it reduces the time during 
which routers have outdated information, which helps prevent making decisions that are incorrect, 
uneconomical or both. 

DISTANCE VECTOR 

2.9 Distance vector routing algorithms (also known as Bellman-Ford algorithms) periodically 
transmit copies of a routing table from one router to the other.  Regular updates between routers inform of 
changes in topology.  

2.10 Each router receives a routing table from its direct neighbor. In the following figure, for 
example, router B receives information from router A. 

2.11 Router B adds a distance vector number (such as the number of hops), which increases 
the distance vector, and then transmits the routing table to its neighbor, router C. This same process, step 
by step, occurs in all directions between direct neighbor routers. 

AC

D

B

ABCD

R o ut in g
T a bl e

R o ut in g
T a bl e

R out in g
T a bl e

R out in g
T a bl e  

2.12 Thus, the algorithm accumulates network distances in order to keep a network topology 
data base.  

2.13 Distance vector algorithms do not permit the router to know the exact topology of an 
internetwork. 
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Discovering the distance vector network  

2.14 Every router that uses distance vector routing starts by identifying its own (directly 
connected) networks. In the graph, the distance of the port to each of the networks that are connected 
directly is 0.  

NETWORK
A

NET WORK
B

NETWORK
C

NET WO RK
D

ROUTER
1

ROUTER
2

ROUTER
3

Int0 Int1 Int0 Int1 Int0 Int1

As the distance vector network discovery process proceeds, the routers discover the best route to the 
networks of destination, based on the information from each neighbor.  

ROUTER 1 ROUTER 2 ROUTER 3 

A      Int0      0 

B      Int1      0 

B      Int0      0 

C      Int1      0 

C      Int0      0 

D      Int1      0 

A      Int0      0 

B      Int1      0 

C      Int1      1 

B      Int0      0 

C      Int1      0 

A      Int0      1 

D      Int1      1 

C      Int0      0 

D      Int1      0 

B      Int0      1 

A      Int0      0 

B      Int1      0 

C      Int1      1 

D      Int1      2 

B      Int0      0 

C      Int1      0 

A      Int0      1 

D      Int1      1 

C      Int0      0 

D      Int1      0 

B      Int0      1 

A      Int0      2 

2.15 For instance, router A obtains knowledge about other networks from the information 
received from router B.  Each of these inputs from other networks in the routing table has a cumulative 
distance vector to show the distance at which the network is in the given direction. 

Changes in the Distance Vector Topology 

2.16 When a protocol topology changes by distance vectoring, the routing table must be 
updated.  Like in the network discovery process, topology change updates occur step by step from one 
router to the other.  

BA

Ro ut i ng 
t ab le 

u pda te 
p r ocess

U p d a te d
ta b l e

Ro ut in g 
t abl e 

u pdat e 
p ro cess
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2.17 Distance vector algorithms require that each router send its entire routing table to each of 
its adjacent neighbors.  Distance vector routing tables contain information about the total cost of the route 
(defined by its metrics) and the logical address of the first router in the route towards each network it 
knows. 

LINK STATE 

2.18 Routing algorithms based on the link state--also known as shortest-path-first algorithm 
(SPF) – keep a complex topology information database.  While the distance vector algorithm has non-
specific information about distant networks and has no knowledge about distant routers, a link state 
algorithm keeps complete data on distant routers and how they interconnect. 

 

AC

D

B

Top ol og ic
dat abas e

Shortes t
rou te
tree

SPF
a lg o rith m

LSA

LSALSA

L SA
Routing

table

 
 

2.19 Link state routing uses link-state advertisements (LSAs)5, a topologic database, the SPF6 
algorithm, the resulting SPF tree, and, finally, a routing table of routes and ports to each network. The 
following pages explain these processes and databases in more detail. 

2.20 The engineers have implemented this link-state concept in the shortest free path first 
routing (OSPF).  RFC 1583 contains a description of the OSPF link-state concepts and operations.  

Link-state network discovery 

2.21 Network discovery for link-state routing applies the following processes: 

2.21.1 Routers exchange LSAs with each other. Each router begins with the networks connected 
directly on which it has direct information. Then, each router, in parallel with the others, builds a 
topologic database that includes all of the internetwork LSAs.  

                                                            
5 LSA - (Link-state advertisement) or Link-state packet (LSP). Publication of the state of the link. Broadcast packet used by link-state protocols 
containing information about the neighbors and route costs.  LSAs are used by receiver routers to maintain their routing tables.  

 
6 SPF - (shortest path first algorithm) Routing algorithm that iterates the route length in order to determine the shortest route spanning tree. 
Dijkstra algorithm. 
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2.21.2 The SPF algorithm determines the way to get to the network, identifying the shortest 
route to each of the other networks of the link-state protocol internetwork.  The router builds this shortest 
route logical topology as an SPF tree.  With itself as the root, this tree expresses routes from the router to 
all the destinations.  The router makes a list with its best routes and with the ports to said networks of 
destination in the routing table.  It also keeps other databases on topologic elements and state details. 

Changes in link-state topology  

2.22 Link-state algorithms are based on the use of the same link-state updates.  Whenever a 
link-state topology is modified, the routers that are first aware of said modifications send information to 
the other routers or to a designated router that all the others can use for their updates.  This includes the 
delivery of common routing information to all internetwork routers.  To achieve convergence, each router 
does the following: 

Routing
table upd ate

p roces s

Routing
table upd ate

p roces s

Routing
table u pdate

process

Top olo gy
changes in
link -state
updating

 

2.22.1 It keeps a record of its neighbors:  name of the neighbor, whether it is active or down, and 
cost of the link to the neighbor.  It builds an LSA packet containing a list of names and costs of links to its 
neighboring routers.  This includes new neighbors, modifications of link costs, and links to out-of-service 
neighbors.  

2.22.2 It sends this LSA packet so that it is received by all the other routers.  When it receives an 
LSA packet, it registers the LSA packet in its database so that it can store the last packet generated by all 
the other routers.  

2.22.3 Using the accumulated LSA packet data to build a complete internetwork topology map, 
it re-runs the SPF algorithm from that common starting point and estimates the routes to each network 
destination.  

2.22.4 Whenever an LSA packet gives rise to a modification in the link-state database, the link-
state algorithm re-calculates the best routes and updates the routing table.   Then, all the other routers take 
this topology modification into account to determine the shortest route to be used for packet switching. 
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DISTANCE VECTOR - LINK STATE COMPARISON  

2.23 Distance-vector routing may be compared to link-state routing in several key areas:  

2.23.1 Distance-vector routing obtains all topology data from the information contained in the 
routing table of its neighbors.  Link-state routing gets a broad view of the whole network topology by 
accumulating all the necessary LSAs.  

2.23.2 Distance-vector routing determines the best route by increasing the value of the metrics it 
receives as tables move from one router to the other.  For link-state routing, each router works separately 
to estimate its own shortest route to destinations.  

2.23.3 In most distance-vector routing protocols, topology change updates are done in the form 
of periodic table updates.  These tables are transmited from one router to the other, which generally 
results in a slower convergence.  

2.23.4 In link-state routing protocols, updates are generally caused by changes in topology.  The 
relatively small LSAs that are transmitted to all the other routers generally result in a faster convergence 
following any change in network topology.  

DISTANCE VECTOR  LINK STATE   

Sees the network topology from the perspective of the neighbors. 

Adds distance vectors from router to router. 

Frequent periodic updates:  Slow convergence. 

Sends copies of the routing table to neighbors. 

Gets a common view of the entire network topology. 
Calculates the shortest route to the other routers. 
Event-triggered updates:  faster convergence. 
Passes on link-state routing updates to other routers. 

33..  DDYYNNAAMMIICC  RROOUUTTIINNGG  CCOONNFFIIGGUURRAATTIIOONN    

3.1 The selection of IP as routing protocol involves the definition of both global and interface 
parameters.  

3.2 Global tasks: 

3.2.1 Select a routing protocol, RIP or IGRP.  

3.2.2 Assign IP network numbers, without specifying subnetwork values.  

3.3 The interface task is to assign network/subnetwork addresses, as well as the correct 
network mask.  A dynamic routing uses broadcasts and multicassts to communicate with other routers.  
The routing metrics helps routers find the best route to each network or subnetwork. 

44..  RRIIPP  

4.1 The RIP protocol was originally specified in RFC 1058.  RIP key features include the 
following:  

4.1.1 It is a distance-vector routing protocol. 

4.1.2 It uses hop calculation as metrics for route selection.  

4.1.3 Maximum allowable hop calculation is 15 (16 is inaccessible).  
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4.1.4 Routing updates are issued every 30 seconds by default.  

global configuración
• Select routing

protocol(s)
• Specify network(s)

Interface configuration
• Verify subnetwork

address/mask

172.30.0.0

172.16.0.0

160.89.0.0

RIP

RIP

IGRPIGRP
RIP

 
Example of RIP configuration 

4.2 In the following example:  

4.2.1 router rip—selects RIP as routing protocol 

4.2.2 network 1.0.0.0—specifies a network connected directly.  

4.2.3 network 2.0.0.0—specifies a network connected directly.  

4.3 Cisco router A interfaces that are connected to networks 1.0.0.0 and 2.0.0.0 will send and 
receive RIP updates.  These routing updates allow the router to be aware of the network topology. 

A (config)#  Router ripA (config)#  Router rip
A (configA (config --router)#  netw ork 1 .0.0 .0router)# network 1 .0.0 .0
A (configA (config --router)#  netw ork 2 .0.0 .0router)# network 2 .0.0 .0

C

B

A

FD

E

3.3.0.03.3.0.0

1.4.0.01.4.0.0

2.6.0.02.6.0.0

2.4.0.02.4.0.0

2.3.0.02.3.0.0

2.2.0.02.2.0.0

2.7.0.02.7.0.0

1.1.0.01.1.0.0

1.2.0.01.2.0.0

2.5.0.02.5.0.0

2.1.0.02.1.0.0

4.1.0.04.1.0.0

 
RIP MONITORING 

4.4 The show ip protocol command displays routing timer values and network information 
associated to the entire router.  This information can be used to verify routing information.  This router 
sends information about the updated routing table every 30 seconds (this interval is configurable).  The 
next update will be sent after 9 seconds. The router injects routes for the networks mentioned following 
the router "network routing" line. 
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IP Routing Table 

4.5 The show ip route command displays the content of the IP routing table.  The routing 
table contains entries for all known networks and subnetworks, as well as a code showing how this 
information was obtained. 

4.6 All routes to the networks that the router becomes aware of receive the mask that 
corresponds to the interface for which they were updated (RIP version 1). 

DEBUG RIP  

4.7 The command debug ip rip shows RIP routing updates while they are being sent and 
received.  In this example, the update is sent and relayed by serial interfaces 0 and 2.  

55..  IIGGRRPP  

5.1 IGRP is a distance-vector routing protocol developed by Cisco.  Every 90 seconds, IGRP 
sends routing updates (which do not include subnetwork information) published by networks for a 
particular autonomous system.  It runs directly over IP (protocol 88). 

N e t w o r kN e t w o rk
22

A
E

C

E 1

D

E 1
6 4

N e t w o r kN e t w o r k
11

E 1

F

1 2 8

64

•• T h e  co m p o u n d  m e t ric s T h e  co m p o u n d  m e tr ics  
s ele ct s t h e  r o u te .se le ct s t h e  ro u t e .
•• S p e e d  is t h e  m a in  S p e e d  is  th e m a in  
c on sid e ra t io n .co n s id era t ion .

B

E 1

 
5.2 Some key IGRP features are shown below: 

5.2.1 Versatility to automatically handle indefinite and complex topologies. 
 
5.2.2 Flexibility for segments having different bandwidth and delay characteristics.  
 
5.2.3 Scalability to operate in very large networks.  

5.3 The IGRP routing protocol uses a combination of variables to determine a compound 
metric.  Variables used by IGRP include:  

5.3.1 Bandwidth (B) 

5.3.2 Fixed delay between nodes (D) 

5.3.3 Traffic load (L) 

5.3.4 Reliability or error rate along the path (R) 
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5.3.5 Maximum transmission unit (MTU) 7 

5.3.6 Count of hops to destination (H) 

IGRP METRIC 

5.4 IGRP uses the indicated set of values to calculate routes.  An algorithm is applied to these 
values, weighing them with coefficients K1, K2, K3, K4 and K5.8 

Métrica = (K1∗B) + K2∗B
256 − L

+ (K3∗D)∗ K5
R + K4

 

5.5 B is obtained by dividing 10 million by the least of all output interface bandwidths [in 
Kbps] (if Bw=1,544 Mbps  10000000/1544= 6476). 

5.6 D is the sum of all output interface delays, divided by 10 [tenths of microseconds] (if 
delays are (20000 useg + 1000 useg)/10 = 2100) 

5.7 The metric would then be 6476+2100= 8576. The path with the smaller metric is the best 
path.  

Example of IGRP configuration 

5.8 In the following example:  IGRP is selected as the routing protocol for autonomous 
system 109.  All interfaces connected to networks 1.0.0.0 and 2.0.0.0 will use IGRP to gather and 
distribute routing information. 

A  ( c o n f ig ) #  R o u t e r  ig r p  1 0 9A  ( c o n f ig ) #  R o u te r  ig r p  1 0 9
A  ( c o n f igA  ( c o n f ig -- r o u te r ) #  n e tw o r k  1 .0 .0 .0r o u te r ) #  n e tw o r k  1 .0 .0 .0
A  ( c o n f igA  ( c o n f ig -- r o u te r ) #  n e tw o r k  2 .0 .0 .0r o u te r ) #  n e tw o r k  2 .0 .0 .0

C

B

A

FD

E

3 .3 .0 .03 .3 .0 .0

1 .4 .0 .01 .4 .0 .0

2 .6 .0 .02 .6 .0 .0

2 .4 .0 .02 .4 .0 .0

2 .3 .0 .02 .3 .0 .0

2 .2 .0 .02 .2 .0 .0

2 .7 .0 .02 .7 .0 .0

1 .1 .0 .01 .1 .0 .0

1 .2 .0 .01 .2 .0 .0

2 .5 .0 .02 .5 .0 .0

2 .1 .0 .02 .1 .0 .0

4 .1 .0 .04 .1 .0 .0

 
5.8.1 router igrp 109—selects IGRP as the routing protocol for autonomous system 109.  

5.8.2 network 1.0.0.0—specifies a network connected directly. 

5.8.3 network 2.0.0.0—specifies a network connected directly.  

                                                            
7 MTU - Maximum transmission unit.  Maximum packet size, in bytes, that a given inerface can handle. 

 
8 Defaults are K1 = K3 = 1,  K2 = K3 = K5 = 0. 
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IGRP MONITORING 

5.9 The show ip protocol command displays the IP routing protocol, the routing timers, and 
the network information associated to the entire router.  

5.10 The algorithm used to estimate the IGRP routing metric is also shown in this display.  It 
also includes information on the routing metrics and the routing filters.  

IP routing table 

5.11 The show ip route command shows the contents of an IP routing table.  The table 
contains a list of all known networks and subnetworks and the metrics associated to each entry.  

DEBUG IGRP 

5.12 The debug ip igrp transactions command displays RIP routing updates while they are 
being sent and received.  

RouterA#debug ip igrp transactions
IGRP protocol debugging is on
RouterA#
00:21:06: IGRP: sending update to 255.255.255.255 via Ethernet0 (172.16.1.1)
00:21:06:       network 10.0.0.0, metric=88956
00:21:06:       network 192.168.1.0, metric=91056
00:21:07: IGRP: sending update to 255.255.255.255 via Serial2 (10.1.1.1)
00:21:07:       network 172.16.0.0, metric=1100
00:21:16: IGRP: received update from 10.1.1.2 on Serial2
00:21:16:       subnet 10.2.2.0, metric 90956 (neighbor 88956)
00:21:16:       network 192.168.1.0, metric 91056 (neighbor 89056)
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