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APPENDIX

PROPOSED ASSEMBLY RESOLUTION

A35-15: Consolidated statement of continuing ICAO policies and practices related to a
global ATM system and CNS/ATM systems

APPENDIX A

General Policy

APPENDIX B
Harmonization of the implementation of the ICAO CNS/ATM systems

APPENDIX C
Ensuring the resilience of ICAO CNS/ATM systems and services
Whereas the ATM/CNS systems are evolving and so are the associated CNS threats and vulnerabilities;

Whereas the occurrences of interferences against satellite-based CNS systems and GNSS, in particular,
have significantly increased:;

Whereas CNS resiliency to interference needs to be addressed at a global level with a holistic approach,
ensuring an efficient and coordinated evolution between the infrastructure architecture, improved
technological capabilities, civil and military operational procedures, radio regulatory authorities and
civil-military coordination;

Recognising that resiliency to interference needs to be improved by maximising the integration of all
suitable ground infrastructure, space infrastructure and airborne components in a complementary and
cooperative manner to be as robust as possible to cases of satellite-based service disruption or
environments where false or deceptive signals are present;

Recognising that both the aircraft onboard and ground infrastructure complementing the satellite-based
CNS systems need to be adapted to include, where appropriate, interference detection, mitigation and
reporting functions to support the resolution of operationally encountered performance anomalies;

Believing that, combined with the use of the appropriate legal framework, such capabilities and measures
will allow for the relevant authorities to act upon harmful interferences caused by the illegal operation
of transmitters and avoid the proliferation and the use of such illegal transmitters and the misuse of test
and maintenance equipment;

Believing that, with appropriate coordination and application of best practices, military and State
authorities can conduct GNSS-related testing and other interventions using radio equipment as necessary
and without causing an undue impact on civil aviation;
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Believing that civil-military coordination should facilitate the sharing of relevant information with
airspace users, especially when flying in the vicinity of a conflict zone; and

Acknowledging that loss of crew's situational awareness from malicious origin is classified as a cyber-
security threat and cannot be tolerated in civil aviation; and that intentionally sending misleading signals
to replace the accurate signal is a far more serious threat to flight safety than the loss of this signal.

The Assembly:

1. Encourages States to transition towards optimised, secure CNS systems based on
complementary integration of suitable and independent aircraft capabilities, satellite- and ground-based
infrastructure which maximise resiliency and robustness to any type of interference;

2. Encourages standardisation bodies and industry to develop appropriate interference detection,
mitigation and reporting capabilities for the aircraft on-board, satellite- and ground-based CNS system
components, in order to ensure higher CNS resiliency, continuity of operations and prevent any
cascading effects from the use of compromised position, velocity or time data;

3. Encourages States to ensure that sufficient terrestrial CNS capabilities remain available to ensure
safe operations and complement aircraft-level integration of position, velocity and time with independent
surveillance information;

4. Invites ICAO to develop high-level principles on how to integrate CNS ground, space and on-
board systems and capabilities to obtain more resilient positioning and timing services;

5. Urges States to apply necessary measures to avoid the commercialisation/proliferation and the
use of illegal transmitters such as jammers and the misuse of test and maintenance equipment which may
impact CNS systems;

6. Urges States to ensure close collaboration between aviation authorities, military authorities,
service providers, radio regulatory and spectrum enforcement authorities to put in place any special
measures required to ensure that spectrum used by all CNS systems, and GNSS in particular, is free from
harmful interference;

7. Urges States to refrain from any form of jamming, or spoofing affecting civil aviation;

8. Urges States to coordinate and notify to the maximum extent possible in advance with the ANSP
responsible for the affected airspace in case of military or other State-authorised security or defence-
related operations or training, potentially causing any form of jamming, or spoofing affecting civil
aviation; and

9. Urges States and operators when assessing the interference risks associated with conflict zones
to consider that the use of satellite-based CNS systems can potentially be impacted beyond those zones

— END —



