NITED NATIONS
FFICE OF COUNTER-TERRORISM

UN Countering
Terrorist Travel
Programme

Vugar Allahverdiyev, Programme Management Officer
UNOCT Countering Terrorist Travel Programme
United Nations Office of Counter-Terrorism (UNOCT)

UNITED NATIONS SECURITY COUNCIL > _ : s NITED NATIONS
COUNTER-TERRORISM COMMITTEE ‘ |CAO St s (@2} OFFICE OF INFORMATION AND
EXECUTIVE DIRECTORATE > INTERPOL 2 COMMUNICATIONS TECHNOLOGY



mailto:Marguerite.Carpenter@un.org

UN Countering Terrorist Travel Programme

Programme Framework

Assist Member States to detect and counter terrorists and serious criminals using
travel information (APl / PNR) in accordance with...

- UN Security Council Resolutions
« UNSCR 2178 (2014)
 UNSCR 2396 (2017)
« UNSCR 2482 (2019)

- ICAO Standards & Recommended Practices ~ NN
- Human Rights Principals
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Presenter
Presentation Notes
Firstly – before going into details on the programme - why are we doing this? We’re all well aware of the threats posed by the free movement of terrorist/criminals across borders and the increasingly transnational nature of terrorism and organized crime. 

This points to a need to use existing data and intelligence and enhance national, regional international information and intelligence exchange to counter these phenomena. 

The CT Travel programme was conceived to respond to this very need and aims to assist MS detect and counter terrorists and serious criminals using travel information, namely Advance Passsenger Information and Passenger Name record (API/PNR) data. 

Access to this data allows governments to screen passengers against watchlists and databases prior to a passenger’s arrival in, and departure from, a country, as well as conduct evidence-based risk assessments on passengers. 

The programme was launched in May 2019 and now has 42 MS participating worldwide. (Botswana, DRC, Eswatini, Mauritius, Namibia, and South Africa)

All of the support provided under the programme is in accordance with the three key UNSCR on the screen that call upon MS to systematically collect passenger data for terrorism and crime prevention purposes, 

And of course, the programme adheres to and address human rights concerns and privacy considerations throughout the various stages of its implementation

Unfortunately despite these Resolutions – just over one third of UN Member States are collecting API. And less than a fifth are collecting PNR. 

So clearly there is work to do. 
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You’ll see here that these four main challenges form the four pillars of our programme. Legal, operational, carrier engagement, and technical.

These are interconnected and mutually reinforcing. They are not necessarily a step-by-step approach – meaning that all four can be implemented simultaneously.

We work with the country to set up working groups for each of these four pillars. This means that our Programme Partners have focal points in each country that they can work with in each pillar.

It’s important to note that all support provided to MS is tailored and adapted to existing national capabilities and needs. It’s fully based on the requirements and recommendations of the particular MS. 
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Let’s look at the first area of support. 

Legislation. Delivered through UNODC Terrorist Prevention Branch

We have a dedicated legal team who can assess your current legislation, and can give you model legislative provisions that you can use for drafting API/PNR laws.

Our legal team also can support with the actual drafting of your national law, to ensure it is in line with international standards.
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Second area of support is operational. Delivered through UNODC AIRCOP.

As I mentioned early, each country will need a targeting team to use the data. What we call a Passenger Information Unit. 

We can help to build the structure and governance for your PIU.

We have experts who have worked in PIUs, that can provide you with guidance and terms of reference for building your unit. 

This will help with your country’s inter-agency collaboration. And our team can support you in drafting national standard operating procedures.

We make use of our pool of experts to twin you with other countries who have set up PIUs so they can share their lessons learned with you.

We offer specialized training to the targeting team that can use the data to match against watchlists. Or to create new watchlists of known suspects.​
​
We train the team on how to find unknown suspects using risk indicators and profiles.​
​
We also give training on building networks of known risks and unknown suspects – so the team can reveal a possible criminal network.​
​
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Third area of support is carrier engagement. Delivered through ICAO.

We advise and support on how you can engage with the airlines in your country, through your Board of Airline Representatives or similar body.

We have a questionnaire you can use to gather information from the airlines, and we have developed a template technical implementation guide for you to use when working with the airlines.

Also prepared draft terms of reference for the PIU to manage the relationships with the airlines.

We support and advise you on how best to connect to the various airlines in your country. 
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The fourth area is technical – which can hopefully also meet some of the financial challenges

We offer and API/PNR analysis system called UN goTravel.

This allows for route mapping, network analysis, and intelligence led targeting using passenger data.

It also allows for checks against national and international database – including INTERPOL’s SLTD/TDAWN and NOMINALS databases

We provide you with infrastructure support, and a cyber security assessment.

Once the legislation is in place, we deploy the system in your country.

All support and maintenance is provided for free for two years. 

Also important to note that the programme’s technical solution, “goTravel,”is compliant with human rights, privacy and data protection by design
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In addition to the technical assistance and expertise support provided under the four pillars of work, the programme also has a number of digital training and learning opportunities for participating Member States. This slide provides an overview of the different forms of training currently available. We have dedicated training consultants within our team that support this process.

The team plans to continue to deliver onsite support and training once the covid restrictions permit travel, but there are now a host of other options to support national agencies increase their basic and advanced knowledge in processing and analzing API/PNR data. 

We also launched a Cooperative Online Platform which serves as a centralized platform for all beneficiaries to gain access CT Travel resources, organize online forums, and exchange information and lessons learned moving forward. This also provides a link to our pool of experts [which consists of experts from ministerial or policy levels, legal experts, national detection capabilities or targeting centres and national competent authorities who will, on a pro bono basis, help to train, mentor and advise the Member States receiving assistance within the framework of the Programme]
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Now – what are the next steps concretely for Member States to join the programme. First, we need an official request from your Permanent Mission to the UN in New York requesting the technical support. After that we organize a deep-dive, virtual assessment visit to your country on API and PNR.

The idea is to assess the current status of implementation in a country so that we can evaluate where and how the UN can support and ensure all technical assistance provided is tailored and adapted to your national context. Leading up to this assessment, we’ll work together to identify the national focal points to be involved under each of the pillars and provide you with a questionnaire to complete that provides a foundation for the dialogue during the assessment. 

Once we understand your current situation after the assessment, we prepare a Roadmap for implementation which we agree with the country.

This ask you to commit to implementing this roadmap with us, through a non-binding MoU.

We work then directly with your working groups in the four areas of support I outlined earlier.
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On the donor side, we express our gratitude to the Kingdom of Netherlands, the European Union, US, Qatar, Australia, Germany, Japan, Hungary and India, for their support. 

The benefits of the Programme are threefold:

Firstly it is comprehensive – The Programme aims to support all countries from the beginning to the end, regardless of their level of development.

Secondly – the UN is non-commercial. So it is not trying to make a profit from Member States, or from airlines.

Thirdly – the data. The UN does not have any access to, nor does it want any access to it. The data belongs to the individual Member States. 

Thanks for your attention

For more information please check out our website. I’m happy to answer any questions you may have.
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