International Civil Aviation Organization
Job Description

POSITION INFORMATION

Post Title: Aviation Security Audit Team Leader | Duration of Secondment: Three (3) years
Grade Level: P-4 Deadline for applications: Until filled
Duty Station: Montréal, Canada Date for entry on duty: As soon as possible

Special Notice:
The ICAO Assembly recently reaffirmed its commitment to enhancing gender equality and the advancement of women by supporting
UN Sustainable Development Goal 5 “Achieve gender equality and empower all women and girls.”

THE ORGANIZATIONAL SETTING

The Aviation Security Audit Section (ASA) is one of four Sections within the Air Transport Bureau (ATB) which are responsible for
implementing ICAQ’s Strategic Objective — Security and Facilitation. ASA manages the ICAO Universal Security Audit Programme’s
continuous monitoring approach (USAP-CMA), which is aimed at promoting global aviation security through the continuous auditing and
monitoring of Member States’ aviation security performance, including assessing the level of implementation of the critical elements of
each State’s aviation security oversight system and the degree of compliance with the Standards of Annex 17 — Security and the security-
related provisions of Annex 9 — Facilitation, as well as associated procedures, guidance material and security-related practices.

The incumbent reports directly to the Chief, ASA (C/ASA), from whom s/he receives instructions and seeks advice and guidance on difficult
assignments and complex technical issues. The incumbent is expected to travel regularly in the performance of her/his duties and to
function effectively in challenging circumstances. Furthermore, as an Audit Team Leader, the incumbent is responsible for leading a team
of certified USAP-CMA auditors while on mission, including decision-making, direct technical supervision, coaching, delegation and
distribution of tasks.

MAIJOR DUTIES AND RESPONSIBILITIES

Function 1 (incl. Expected results)

Prepares for, and coordinates on-site and documentation-based audit activities with strict adherence to established timelines, achieving
results such as:

e Provide effective coordination of the administrative aspects of assigned audit missions;

e  Ensure timely and on-going contact with State representatives;

e  Prepare State-specific audit plans;

e  Liaise with assigned team members;

e Ensure transmission of audit-related documents and reports in accordance with the procedures, policies and guidelines
contained in the Universal Security Audit Programme Continuous Monitoring Manual and other relevant documents; and

e Provide regular status updates to the Chief of the ASA Section (C/ASA).

Function 2 (incl. Expected results)

Leads and supervises a team of auditors during on-site USAP-CMA activities, achieving results such as:

e Provide strong leadership and appropriate guidance to Team Members during on-site activities;

e  Conduct daily team briefings as per established procedures;

e Ensure the timely resolution of any disputes or issues that may arise within an audit team;

e  Ensure the timely resolution of any disputes between an audit team and the State being audited; and

e  Ensure all team members understand and are prepared to follow ICAO’s USAP-CMA confidentiality requirements.


https://www.icao.int/Meetings/a39/Documents/Resolutions/10075_en.pdf

Function 3 (incl. Expected results)

Prepares

and performs quality control on audit reports and related documentation, achieving results such as:

Ensure that audit reports are of a high quality and are completed in accordance with the time-frames and procedures set out in
the Universal Security Audit Programme Continuous Monitoring Manual;

Conduct a review of assigned audit reports for consistency with established report preparation standards and requirements.

Collaborate with the Analysis and Quality Assurance Coordinator and with the Technical Report Production Assistants in order to
ensure that reports meet the highest standards of quality; and

Participate in the revision of manuals, guidance material and other documentation related to the USAP-CMA, as required.

Function 4 (incl. Expected results)

Participates in quality management planning and improvement of USAP-CMA management and administration, achieving results such as:

Participate in the development, preparation and conduct of training courses, information seminars and workshops;

Assist C/ASA and the Analysis and Quality Assurance Coordinator in developing and implementing procedures to improve the
USAP-CMA methodology;

Provide regular feedback to C/ASA regarding the conduct of on-site or documentation-based audit missions;

Assist in the planning and scheduling of USAP-CMA activities; and

Perform tasks assigned by C/ASA, to ensure the smooth and effective operation of the USAP-CMA.

Function 5 (incl. Expected results)

Performs

other related duties, as assigned:

Review State Corrective Action Plans and advise C/ASA on the merits and relevance of the action plans submitted;

Draft correspondence to be sent to States relating to the audit process;

Contribute to the regular analysis of audit results and findings;

Participate in the Significant Security Concern process, as required; and

Participate in missions conducted in conjunction with the Implementation Support and Development — Security Section.

QUALIFICATIONS AND EXPERIENCE

Education

A first-level university degree in aviation, risk management or in a related field.

Professional experience

Essential

Desirable

e A minimum of ten (10) years’ experience in an aviation security or civil aviation environment, including 5 years in

progressively responsible positions related to oversight and/or management of international civil aviation security activities.

e  Certified USAP-CMA auditor; and
e  Good experience in the development, preparation and conduct of security-related technical assessments/audits.

e  Experience in the administration of complex projects, ideally aviation-related, involving significant levels of resources,

including personnel from a variety of backgrounds;

e  Experience in the development and implementation of aviation security procedures and measures designed to prevent acts

of unlawful interference with civil aviation, including the management of responses to emergency situations and
national/regional quality control aspects;

e  Experience in the operation and use of specialized security equipment;

o Experience as an aviation security instructor;

e Managerial experience; and

e International experience dealing with civil aviation authorities and industry representatives.

Languages

Essential
Fluent reading, writing and speaking abilities in English and French.

Desirable
A working knowledge of any other language of the Organization (Arabic, Chinese, Russian, Spanish).



Competencies

Core Competencies:

Professionalism: Good knowledge of international aviation Conventions, ICAO security-related Standards and Recommended Practices and
ICAO Annexes and documents, including the ICAO Aviation Security Manual, ICAO functions and organization, as well as the role of other
related international organizations; strong ability to write clearly and concisely and to present articulate verbal presentations; and
preferably knowledge of the principles of learning and instruction. Shows pride in work and in achievements; demonstrates professional
competence and mastery of subject matter; is conscientious and efficient in meeting commitments, observing deadlines and achieving
results; is motivated by professional rather than personal concerns; shows persistence when faced with difficult problems or challenges;
remains calm in stressful situations.

Communication: Speaks and writes clearly and effectively, listens to others, correctly interprets messages from others and responds
appropriately; asks questions to clarify, and exhibits interest in having two-way communication; tailors language, tone, style, and format to
match the audience; demonstrates openness in sharing information and keeping people informed.

Planning and Organizing: Develops clear goals that are consistent with agreed strategies; identifies priority activities and assignments;
adjusts priorities as required; allocates appropriate amount of time and resources for completing work; foresees risks and allows for
contingencies when planning; monitors and adjusts plans and actions as necessary; uses time efficiently.

Accountability: Takes ownership of all responsibilities and honours commitments; delivers outputs for which one has responsibility with
prescribed time, cost and quality standards; operates in compliance with organizational regulations and rules; supports subordinates,
provides oversight and takes responsibility for delegated assignments; takes personal responsibility for her/his own shortcomings and
those of the work unit, where applicable.

Managerial Competencies:

Leadership: Serves as a role model that other people want to follow; empowers others to translate vision into results; is proactive in
developing strategies to accomplish objectives; establishes and maintains relationships with a broad range of people to understand needs
and gain support; anticipates and resolves conflicts by pursuing mutually agreeable solutions; drives for change and improvement; does
not accept the status quo; shows the courage to take unpopular stands.

Judgement/Decision-making: Identifies the key issues in a complex situation, and comes to the heart of the problem quickly; gathers
relevant information before making a decision; considers positive and negative impacts of decisions prior to making them; takes decisions
with an eye to the impact on others and on the Organization; proposes a course of action or makes a recommendation based on all available
information; checks assumptions against facts; determines that the actions proposed will satisfy the expressed and underlying needs for the
decision; makes tough decisions when necessary.

Mode of Secondment

The duration of the secondment is three years (3). The Secondee is expected to work five days per week.

ICAO may avail itself of the services of personnel seconded by governments, other international agencies or educational, scientific,
research or other institutions. Seconded personnel are engaged under a Trusted Funded or Gratis (detached expert) arrangement, in
accordance with terms and conditions stipulated in a Memorandum of Understanding between ICAO and sponsor of the seconded
person. During the period of assignment with ICAO the seconded individual will be considered an “Official” of ICAO.

Once engaged by ICAO the seconded individual will be under the sole authority of the Secretary General of ICAO and all relationship
with the releasing Government/Agency will be held in abeyance during the period of employment with ICAO.

As detached expert: The individual is detached from the releasing government/Agency but is assigned to work for ICAO.

Trust Fund arrangement: Funds are deposited by the Government/Agency with ICAO for the purpose of engaging personnel normally
subject to the stipulations of a Memorandum of Understanding.

NoOTICE TO CANDIDATES

ICAO does NOT charge any fees or request money from candidates at any stage of the selection process, nor does it concern itself with
bank account details of applicants. Requests of this nature allegedly made on behalf of ICAO are fraudulent and should be disregarded.



