S|

Doc 9303
Ll 36 g jhall jaudl i

YY) — 3l daukal

Ll e g aall ) (3306 5l dalal) miliall AV Al 1V Y ¢ 3all

Leilales aa gy < i g Al AnaY) Lgtaaic |

Al el ) galall daliie
9+ LY~






S|

Doc 9303
LT 36 g shall el 33

YY) — 2l daukal

Ll e g aall ) (3306 5l dalal) miliall A1 dull 1V Y ¢ 3all

Leihala caa s & i g dalal) dineY) Lgiagic |

sl il ol alall daliia

=3



Aty Al Bapel) Clallly Alaiio Cilas 3 3250 3 L
Ao illy Aiacally Ay g

Al sl ¢palal) daiia

999 Robert-Bourassa Boulevard, Montréal, Quebec, Canada H3C 5H7

www.icao.int/security/mrtd Jaslll Ao ddlay) cilagleally cDL3EN jilgn

LT 5agdall i) 3y «Doc 9303 Addis)

LT e hall jiud) (3g! dalal) grilall dsalud) Al — VY giad)
Order No.: 9303P12

(de gulaall d2ll) ISBN 978-92-9265-560-0

(% ST daall) ISBN 978-92-9275-579-9

© ICAO 2021

Ay 8 4iias ol jediall 138 e g (6 Fladial Gens ¥ L Aasiae (3eiall paea


http://www.icao.int/security/mrtd

fdy WY k|
WS e £ U (St cclanlly cilatiall z5lli€ 3adle 3 Dbl (e

obal Jganlly wwwicao.int Tl e cuigyl o SISV adge b 4iadlag

Glugailly caail) Jaww

Gl guail) CObasal)

audgy Jadl gl )l addgy Jadl ol

A

YoYe/aNe

@l oo ) ey Le ol e Bl 8 Yy gsahaal) 138 6 deadtia) Ciliasdl) b Gl
Laass ) lgagdd (s LA

(i)



http://www.icao.int/




dadall
L ettt ettt ettt et e b e eA e e et et ettt et et a ettt Jlaal)
L ettt dalad) rliall dpul) A ) dale Bl
B et et ettt ettt il g jally et
............................................... L 5o joall g S i) dadsl dalal) iliall Lalal) dd) V=Y
................................................................................ el dalall molaall Al dadl Y-y

L0 ettt ettt ettt ettt ettt ettt a e e et e ettt et ettt taeas gesilial) 8))
10 e, LT 5 el dig pSIY) jondl i) dalal) pesliall puli) ) V¢
18 ettt oastlall dalal) alaall L) Aadl Y-t
TSN sl bl
22—ttt Ll milaall Qs iy &l V-0
7 TR Sl Jalal) gy AT Yo
23 ettt Lot AW poysi AT Yo
2h s lgle dBaliaally dalal) piliall dpulad) dad) olass)
24 e, LT g jiall g iKYyl d2dsl dalall meleall Luwla) Al Y1
7 J SRR ol dalell malaall Lulu) 20 Y1
2T et clalgid) olad) datlly salgill Biagal) cilagy)
27 s L1 5o joall g S i) dadsl delal) moliall Lunloy) Al V-V
A0 et ol dalell malaall Lulu) 20 Y-V
A8 et (SPOC) 5ajiall Juaty) ddaii J 8575
49 8ayall Jlai¥) ddads JoSgi pu dalaiall Ll Y =A
0 TR sjcal) Jla) dkai JoSsigp by YA
] Cogll A0k s YA
B0 e clalgdl o adgills dgiaal) dihgl) Adaball dyatyl) Aasldll Ay
B0 e e e et e e e e e a i —r e e e e e s anarrrrraaaeeeaas SignedData Type -4
B e ASN.1 Master List Specification y-19

v)

=A



LT seg piadl s (3il55) dalel) meilial] duslus/) Luisl (vi)

37 ST PRPPRR Cildaty) dafld Ay -y .
B2 Ladsall bl gss VY
B3 ettt ettt ettt s e ettt et s ettt s en s ASN.1 daalsd) Y-«
1 PP PT PR PR PTPRPRPRPRPRPTON (M)LM) aaball =)
ADPP AL ettt (Radke)) el — VY gall (1) @osd
ADPD AL ettt ettt ettt et et et et te et te et ereetere et Y JGl y=i
ADP AL ettt e b et et et et e b et et e reebeabeeteete st etetareas Y JEd Y-i
N T3 ¥ Jhd) v-i
AppB-1 () clalgldl ¢lad) daildg salgdll jagall il el palll — VY gall (@) (38 al)
APP C-1 e (edle)) alall B Balall clalgdll Gagall dilagi) — VY gall (g) @@l
APP D-1 (D)) s 3855 RFC 5280 Jlaall — VY gialla (3) (aéal)
APD Dl s Steps Relevant to eMRTD AR
APPD-4 Steps Not Required by eMRTD Y-
APP D-5 Modifications required to process CRLs ¥-a

APP E-L e (o)) LDS2 4 (Ao Jla — VY gially (&) Gl




Jadl -3

RYREN P T 8eg el duig pSIY) and) dddiy Gaulal (PKI) dalal) iilall L) Al Doc 9303 dadisll (e e S Sl e
.(CRLs) clalgal) lall 2ilgis clalgatll jlaals asii (CA) s il jlaaY dlale Jud olld & Lo ¢ jlaay) cilalaie gl Jgo bl
Lalalgal) sl gy clalgsl @b e galat ) Gl Lgalaiy Joill Jg0 ilillaie Liagf 23a3s
s cliadaig AlaaY) el cDlawsg (VDS) 4 el dudd ) 2lia S dalad) ilialsall Doc 9303 Al (e Aialill Aaadall (pauati
W 5eg sl As pSIY) jeudl 32550 i) Galaill il (LDS2 amly 485 yeall) Alal) aslond) Vu) Cilaws sl
-(LDSL sl cagyadll)
1 b L ae OLEYL Doc 9303-12 dadsl B of Gaass
£(1C) Eaeadls Y ALalSia 8yl 8 Loy s sl IV ) bl A (LDS) dsalaiall Llul) 40y — Doc 9303-10 4adisll o
Wl eyl audl 3y el Il — Doc 9303-11 dadislls o

JAdpall 4aad )l J63Y) — Doc 9303-13 dadislly e

dalal) ziliall dual) Ad) ) dale Blai ¥

Slo Al gl daia e 30U aailly oLay) W segjall Aaig pSNI ) 3lis) (PKI) dalal) meiiloall Zaull) Ll i
Vs - Lebaet iy aly daania dadgall bl o lacal (SOp) dadisll 4iaY) Balall lly 3 Loy (Ll Beg jaall &g 5V jaudl 5335 Sse
el b Cuall sang )l il e ) B GUAY) ol et Al e DA daladl Sela) & WY1 Sl salgdll i) (535
Clilal) 4y by daaay Al Ga (g AN G O n GURY) 138 Jay danaa s LT Bagjhe Ay S i dadiy of
Ay i) L) dadigl Jalil) (sl e esaS Allual) @l & Cull (AT duig 7SI e Gl pladin) Bxie (Karg (368] 8 Lalaial)
’ T e jaall

ac) landail) 5axeie dalall pliall Taslu) Al o S0 Jausl LT 8o jaal) 4ig 5SIV) jiual) Aads) Aalall peiiliall Aualy) A
Begiall g SV L) dadil dalall eilaall 2l dil) 8y .[RFC 5280] (o8 Adjaall i il dalal) prsiliall Laulil) Gl Jie
o Lo cilgll il 88l el muan Jlaals o ki (CA) Gardsi ol dlabu sliily laa) b [ algs JS agin (Ll
.(CSCAs) gl e adgilly dyiaall Luidall olalidl ansly 38 (st il lana) cillal ) HLids . giligl e dadsall cilgal) clld
sl Aiead) Lkasgl) Alalol) lalgss [ eilie b Byilie A8 Jol g0 s -Aanla) Al 3 AT pati o) cillabu a3 Vs
)] dalaia gl Aga JSI cilalgdll e

[X.509] Jass dalal) meilaall ZauluY) Al dale julan ) LT 5eg j2all Lug SN jaud) d2ds] Aalall eilall daulu) gl v
O Lpniiall A& GlBle s LAY Glawdl (g 528 de sana 2383 Aelall eileall Laulad) Ll L) juled) ellig . [RFC 5280] 5
<l <5 Doc 9303 Aadisll (pe eyall 138 8 33a8s Ll Beg jall g SIV) jaud) 425 (adaty L) Ala ¥ Al Gt i) sl cillals
Begial) duig SN ) iy gaadail 52l Calgall Giamsy Ll Beg el duig SSIVI i) Ay 3ulai alial Lasad aavaa ¢ uladl
tob Lo ot Wi

laal Agy JST clalgdl) e adgills duina saalg dpidg Al A0 4ng e 2agi e



LI beg jéall jiuall (5355 2

(@bl o absall Mia) sanly s2lgd 28 ang o Jadi Gad il Chlse o

AL e Slsian ) 0 =0 e USae il e 3o s Of o @

casede el e adglly dyiaall dubgll Al au) jui5 e

ol lse 8 dlangie Claled Lhas wllad Y @laledll e adgill driea) bl Al oo splall Ll )Y) clales o
dada (b (ld aag [RFC 5280] pe dablgia WT seg yaall dg iSNVI ) dadisl dalal) rilaall Ganl) &l (0S5 a1 el 3
ala) ilall Zualu) Al e 528 e (i and ) i o (Ka cliledll e adgilly deall dghgl cllalud) o
[RFC 5280] (& ddjeall lalgtll olal) 46 e Zislaall Clelin) (ans pe Ailsie e (585 LT Seg joall A0 5V jaudl 42l
s Baisa ag () sl 8 DAY sda e s) 1 g

(bl dse dniag Ak g Al cAaadyll adlll dalall aliall anlu) Al a3 (LDS2 Asially 4 pall dsad )l liaS dpuailly
LAY ashond) OV Clausy Apall Auad )l AGaY) o dadgal) clgall Ll LLDST Al dalall zaliall ZalY) 2l Tolsia)
G clprl) adgll e aaats LDST Al e Aadgall sleall jaan Al cuolgdl) Lo xdgill daal) Aabagl) Aalull (i Ly yausis
Lalal) gotlaall Ll Ll dadine Jalsall 238 )l saaad) Cilindail) sigy dalaial) ol S gal) Clbalgall e culi]
T Beg el duig Iy i) Al
) LD (e A alsill dalal) mlaall il
ccnlgal) Lo adgll duaall dulagl ALl o
A ll Ayl Balall e adgill deodioall dadgall cilgal) el o
tob Lee clling (LDS2 o dadsall cilgall Clales o
(LDS2 Ay dabeiall ol Hlaf e adgis LDS2-TS lo dadsall dgall  —
(LDS2 Al Aabeiall A5 5 clyuslill e adsis LDS2-V o dxdsall dgally  —
(LDS2 Al ddlaiall 1LYl aslsnd) V) Gilaws e 28535 LDS2-B lo dadsall dgally  —
ORI sl Glesill daigl 3 Lelal (e Ciass «(BCSC) 52aeY) ey o dadsall dgal) cilalgs o
§(VSC) culpalill o daded) dgall clalgd -
stglehall s 8 and) 3l o dadsd) dgal) Cilalgs -
o)) gl e adill aaiiy Al A e dadgd) dgall clalels o
¢lilai) Kl e adgll aadiudy clihatV) Al e dadgd) dgall gl o
olalgdll ola) Al .
clal) Adls e Load Al e adgis .coblgdll o adglly dnaall Labgll dllul) Gt ddiaall clalgdl) glel aaea o adg
bl e saball dlalgdll aen A eles IS5 Hliug 8alglll g8 e il Cayan slala Balgd Gl e gsan Al celalgal)
Aadgal) cilgad) clalgd anly Shlgdl) e adgilly diea) dkas)



3 LI 5eg phall siuadl (3355] doladl msiliall duliw¥) Luiall — de I giadl

S gy panlill Aelell mleall Luwlul) Lall (Ko . oadlill dalad) ailiall dpalud 4y Cijas (LDS2 daid) claglal dnally
Beg el duig I Ll 3y e LDS2 Al iy dse LS Gasdli gl Cudael ) L) Joall 8ol ddlhe (g oY) daliia
Balgd e Joans o LDS2 Ll iy S ol 56l 3 e 3 Lin) &gl e ansg 03 UL Sse el Lgy Aalad) LT
T g il g SN il didy laal daliia ol dls (e )dlae pasi il
Sl llasig (150 7816 Lald) (S all laladl cilalgd) clalgsll diae 4y Gl il dalall wliall 4lu) dad) aadns
ol 4l 28l cliSa
ALelSial) 50l e LDS2 il culil alge UK A3aa Lol dunwadls DU AlelSiall 300l s of dud phall sasgl (e LDS2 Al s
sasgll Balgdng JAY) o aaly (el 7 likes Sigase Adyhall sassll oda ()55 .LDS2 duid) bl e 8ol Al3ae el sl duwadls DU
Agbylall sl salgd (A e o LS LDS2 Al Dlly LUS/56) 8 3a ddylall sas gl e W 5eg el jand) dasiy 43l a9
4l CULSD (e LDS2 Al (|l Aalall eilaall Auuly) Al Calls

ccledl) e wdsilly dueall dadagll Al o

¢ 3lsl e dBiaidl Clgally o

sdadyhall Cilasglly e

.(SPOC) s3yall Jla¥) dlazis o
Sl A Adauslgy (3301 (e Abatial) cilgally clgl) e adgilly dpiaal) Ludagll claldl (gt il Clale 80l i g
gy U< & Bk
L1 Byl g SIV) el Aadsl alall ilaall Lauli) 4l Jasall Coasll Doc 9303 il (e e SN giall 138 s
fob Loy 8 Loy ALad) olgally il dalal) esliall Zualu) Aill Jasall Ciuaslly

oullY) Al 8 Gl Gldggaas gl e

c__ﬁl.ul\ @\J}) M\ C_:lé,q‘)‘)\}; .

Q\JL@.&S\ gul 2\4313‘9 53\.@.&&\ sz.'tu °

REREIPIA| P PRER R PP RCHT I

.ua:xA)ﬂ\ JLA.&.A ‘AL Z\AJLAAS\ °

Sy jusally Sl ¥

LT 509 s2all g I jiual) gl Aalall eliall Aeal) Ll (e U Cllgiasas lsals SULSN e Alaie Cilaglas audl) 138 2tk
coan il Aelall ileall Zauluy) Al



LI sogjiall i 5ilSs 4

LT B Ral) dig sty i) Aiel dalal) iliall dpuladl) Al V-
) 20s 41 A oda Aaall o bl (3aatll Lagrany Tl Bl g NI Jaudl 3y 3 A5a) L) Al daa
Lo S ) Aadgl Aalall lial] Zanla) Al Aslall 4000 dalad) meileall Aualu) dndl GULS e ety daady Ciladss
Lxﬂ 5;«})&.«5\
slo sl dyina saaly dyikag ddalu laca) dhalu [ dlgy IS ;48 1(CSCA) Calgdd) Ao adgilly dyinal) Akl Al o
o adgilly Luad) Aadagl) Adaldl sy LT 5eg jaall Auig 5KV el 3565 Bl b Asidagll A8 Adaks Lghiagy lalgl)
Jie 9AY) dulgll @bl Lylad)y 35l e dadsall (dihsll) cleall o ST gl saalg) dale milie culaled ilalgal)
Dlaal Ll claleal) e adgills dpinall Ldashl Aaldl agiy . coldhaiy) Al e b sally Zadyl) S e puadgal)
ccll 8 ol 1 ol e 6 i€ 1 L b (CRL) clalell slalls g0 Kl
Sl iy 8 o3an A Sl e L) gl By o dddge g gl s i(DS) il Ao dadsal) gl o
Aaoll a1 salall 8 Ul seg o) Agg SN el 3285 & adsd) 138 (3aus LT Seg joall 4335 SN
Jsa o by adisills LDS2 o dxdsal) dgall a5 :(LDS2) byl Aglonll PG Clo Ao dadgal) cilgal) o
ST gl aals gs3 e LDS2 Al il
(Alaylly Glsiall) bl e Ty adigill s20eY) 30y o dagall dgall a5 :(BCS) 5aasY) Juy Ao dadgall cilgal) o
dgall Aalal) Jleain) Vs (e Olegi Aadsll sda aaay 520 Ga) b Lad xdsill O3aas 5aeeY) Say 8 Bpaal)
oshll s 4 el dadigs 5yuslll iz aeet) ey Ao dadgall
Aaall e bl 3l e 508 U gl Ag SN ol Aadiy 3 A3iaall 4g SIY) Ll
dieall Akl ALl sl Al e Ty pisy (@LES) OLS 58 Aty Al e adsdl) tduent)) Aailal o Gplgal) o
bl e adgills dyeall Lkl dlalull cilaledl S aall 4 Lees (Ruia¥ls ddadl) clileal) e adgll
iy LA HE e il Cliha) Ll e dxdgal clgall s rclblady) b o dadsal) clgall .
-Doc 9303-3 dadsll & ddjea il)aiy)
als! labide meilaad) (e 793 U Jadug o)) dalaie of Algy )] deals malid) #13 aial Lgalll GiLall 0585 o cua
Gilmayall Y] agailly Jaa) manaill 3)ka (e Lgs Adaiyal) Cljagatll of Lkl )y Lalal) mileall ja55 o cua s Lol laliaas
A padne gt sl (ala el gl e diles
dgall wlalgd e S 2ae Lkl Sl g yan Al 4ld Lo dal Qs calalgdd) o gl iaal) daidagl) ddalid) salgl O s G
Ladgll e dadgal)
o Aga agiiy Jodll gl AHI 5paal) el lgansy jlaa) daliie 5 dlgy U< cllgdl) o pdgilly Lieall Ladagl) dlalud) Jaxs
Jodl) &gy asis Bold IS8 3 Jodl) oo o laledl) o adsilly diadll Libsgl) Allull olall ~ Gl pjsty jlaal) daliie
A Jal e "8I Do WS 03a5s calatll oHla Bilus DA Ge "BEIL s’ (4 padnd) Zeal) salgdll o2 of il
dadge clalgd clalgdll Lo adsills dyieall Ladgl) Aaludl culalgdll s3a 055 o uaan g ARG Baal) salgll) [ A& ) - Lkl
o gl el Aubgll Al clalgd 05 YT qany cabiledl) e adglly dued) Zubgll Al syile Wl Lol
Lol tyaan all Jal) claled o) Leal jsans Aalal) malaall Sl daulid 4y 8 Alae ciles 5 ol 4aje 8 cilalgal)



5 LI 5eg phall siuadl (3355] doladl msiliall duliw¥) Luiall — de I giadl

Ainal) Lodagll Aalull Bans Salgl [ s Zlide B AR oL 8 Jgadl) Aga sacluad lalgdl) e gl dyiaal) duilagll ddalul
etlaal) aaf =i e chledl) e pdgilly

k] Llel) ZBLuI (CCA) sl ) dbabad (5550 cilpe (359 O ela®d] Sl ney 6 2ng — dhisdlo
5olgds Ciolgadl] e il duinal] Loidsgl) dhaluad) 5 f 4 (San O Jials oY Iad) 038 g . lallal) gsent L5 dedgal] cololgill
elatily pligll) msill loa) dhals ciilye lgesdsi o o iolgadll Glls ey (Doc 9303 5ISY/ 4ady Cilutia &) Lol dedge
Lonalo¥) Ll o Teja Crl lgnsdsi e Gaumall Clolgdl] oda i e (Apall palSd) i il] laus) Al e Sl agdr of
sl s Ao £355Y iy LT 5eq jhall duig 0SIY) ieal] 48dsl dalel] msiliall
gl Ao adgilly duinal) Liibygl) dblad] 11 -1
laall ddle Al Ay b Wiy (KPucsca, KProsca) chalgdll lo adsill dsiaal) Luidagll ddabud) melia #g3 sliily (uag
«(Cos) dadsll e dadsall dgal)l cialed o adgill (KPresca) clslgdll o adgilly diaal) Lk gll Aalll (alal) - Gaall s
hlgall slal) g, g)al claleds
ahsal) Clalgdis ARl o dadsall dgall Clalgd e d8alaall (Cosca) wlalgdd) o adgilly drinall dyibasll ddaldl Cilalgd padiins
diaall diagl) Alalud) Loy Al (681 Clalgdlly clalglll ol ilsy lilai) Al o algall Clalgds dnad )l AW e
il e gl
Lo s il Gl Aladinls lgasiss Gy Vsl 8 Sassall Lalad) jgall clalgal) clal] 2685 algdll paan i o iag
.0 (.....IEJ\ ‘_; Baxsa &
L Aaulsy bledl) e adgll died) dabgll Al e 8algd JS Jl) L cuag cdalal) mtlaall (s 8 €Lkl dally
((Cos) Aadsll e dadsall dgall claled e dislaall (m)3)) dalal) malad) Qs ) 5ol lana)
Eandll A aaaa g8 Lecia (g)50 wl.uj e Glalgall elal) @ laa)
didal o dedgall Clgal) Y—1-F
Alaall e Jle (gsine @3 Ll Ay Lginsats (KPuUps, KPrps) dddsl) e dafsall dgal) milia z gl el aam
.(SOp) M &Yl Mgl o adsill (KPrps) dadish Ao dadgall dgall alal) -l aadiy
.(SOp) (335l AiaY) alsall e d8abaall (Cps) adigl e dadsall dgall cilalgd ariiud
ALaliall 50l 3 Lginias caan s V andll 8 485l 5olgl) 8 53)s]) Al 8ygall 438l o dadgal) dgall Balgd IS et of
Doc dadigll Llail) dafgl) le Aadsall dgall Hlalial) alall ~badl lode adsill 25 LT 5o jhe Auig iU jon iy JSI dansadls DU
IS alall @3 dadisll o dabgal) dgall salgd o g LY ! 21 Joill dgo Ol 1% e (dralal) e e 33U 9303-10
T g e A 5SH i dasis
o Aalall meilaall iy 8 AS)Laal) (56l e Aadgal) cilgald) cilaled claleadll jlaa) dga Aaulsy Laad ISV I dush of
-(PKD) Zalal) zilaall HICY) iy 3 i) Jaf
LDS2 4l Ao dedgall Clgall F—1—1

ST gl aaly g5i (3 LDS2 dsal) il dlge o L) 8gilly LDS2 Al e dadall dgall o5t



LI beg jéall jiuall (5355 6

Al il dge e pald g3 e Bl dgadl Wjliel LDS2 il e dxdsall cilgall ) SUY1 ) dalall ses L,
rJa sadll e gl L (L DS2

¢LDS2 Aully dabeiall jaudl Hlaf e adgig LDS2-TS o dadgall dgall o

¢LDS2 Ailly dabeiall &g iSIY) il e adgis LDS2-V o dadgall dgally o

(LDS2 il ddlaiall L) aglond) Vo) Glaw o aBsig LDS2-B o dadsall dgally @
cibatlill o saaly dadse dgag (LDS2 Al dalaiall il Hbal o sasly dadse dga e ST s S (68 05S Y 0l (uapas
Agad L (Karg 1DS2 4l dalaiall 4Lyl aslsndl DY 0Y) Cilew e aaly dadge dgang (LDS2 Al Adlaial) 4 STy
Nemsen b 1) 038 Gy et o LDS2 &l e 5as)s dadge
Calasall ol cpplosall a2y Ta ey ac (53 Calisall of ¢ jondl wid ate Canal (53 adsall Jad (e ¢ Saal 83L5 sllaall IS 130
Gl Bale (e AL DA 3 aah) oSa cddlaaY) aslond) VW) Glew 48 Cidual @3 adgdl sl syl ael g
g Ll lewds LDS2
baac ¥l ja) Ao dadgall cilgal) £—1-1
Al drene Linlad Ay 8 Leiaas (KPuUscs, KPracs) 33y ) o dadgall dgall milia g gl sLisl (e
Gxag BreeY) Sy (A Basall (Ullly Glsiall) liladl Ao adsill (KPracs) 52 ey o dadgall dgall (alall 7 Gl aadiny
B39 ey o Lad wigil
B ) &2 Brapall (Al olsiall) libad) e d8aliadll (Caes) 5aaeY) ey e Aadsall dgall cilalgd ariig
25 Yy V) A el salgdll asell Caiasll (Cacs) saacY) ey Ao dadgdll dgall Cilalgd (e aled JS Joa ol caas
it o Ay Al A @iy a3 A e quag Il s i)l a8 5aeeY) Ge) o dagal) dgall cilalgs
oe Hle 5eeY) Jay o dadsall dgal) cilalell A6V asl 5U8 (5S35 4y Galad) saeeY) ey e Aadsall Agall Claled paen
gl ClsB sl A< e il e o gAY @l ey L AU daled) mledll i

SIS ) Baledl o) At ddandsy Aalad) maladll Qs 8 uSlaall 53aeY) ey o Aadsall dgal) cililed dusi of Lol i
Aalal) znlall SISV Ay A Lyl

322V ) o Ladgall dgall Lald Vs tolshll Vs 3 el 3565 o Axp) dgally il o dedsdl) dgal) e,
Shddil allii o= —F

el Aasl Luaedls DU ALlSid) ) e Ajaall @bl daiay Adle Gleal daall o bl il (05 daliie a8
) B ol sadl e and il e daa (e aaill (il al (535 o G chaleal) @l (g e3aSy LT seg jiall iy 5SIY)
L) Ladlil) o dedgal) dgall 1—1-1

chalgal e wdglly duinad) dalagll Aaloll Zast )l W81 e adsil duss )l A e adgall (alal) ~lad) aaad

chalgal e wslly duinad) Aol gl Alalull Zaat )l 2815 slieY dat )l A e abgd) il paand



T begpball ydudl 336] dalel) miliall dusles¥) Ll — de G cjndl

i) daili o dedgal) dgal) V—1—1
Ll il e adsll ClihatV) Al e adgall (alall ~likall aading

L) Lls8 dlaeY Clihai) Al e adsell cilalgd paaid e

oLl dalal) oliall dpuld) ) Y-

plica) Cidy laay) daliie ol Algs Aaules LT 8eg s duig 5N i dads) Zueadls W dlalSad) s0al) e 1LDS2 dull adss (i
et el

o olaayl Aadaie ol Agd e Jeant O g el W ALl 550l e LDS2 4l dlge LS (o (g)al Alga o Kan of Ui
AESIL A Alsal) 3 LDS2 Al o dedsall dgal) (ula e Liad) Aedse LDS2 &l il sale S (555 Iy Alill a5
Ofisha (e LsSall Aleal) 4ning AUSIL AGW) Al 3 dadiye Ak Sang Alanlyy Lpssdls S ALASIA B0 e TaY (i
&8sl Aadsll Ao dadsall dgall ag Cus LDS1 dxiall asgie duad je 4yl Bang daulsy 450y dadsall dgall U8 (e adsilly Abiaial)
LS ¢ ot ol elaa) dilee (DA (e LDl D) ALK 551400 Ao Tn (0S5 dsall 038 (K15 42550 2] Ssall e L)
Al 8ol Auad ye Adyks lang DA (ye Apssdls DU ALK 83100 (g0 LDS2 Al Sgal 22D 86l @l aip ) JSAN 8 mlage s
LDS2 8alal ieall g5illy Aalal) LDS2

(3l 56D l) Jgumsll diblra con T Seg el Ay 5 il G2ty s daliia of A1y (mi i) dalall mtlil £luY) 2l (Ko
Ay ) Ll g il dg ASIY) il (351 nsdls DU ALalSidl) jilsall e LDS2 Sbily )

g sl) pa (Gaaill Luibyl) dalud) V-1 -1

Basly duihag dalus 28 Of LT Segjiall dusg SN iud) 35 ) LDS2 iy dlialy and jlanal daliia o) dlsa JS e can
Ot Al Aalal) iliall Luuly) &l A8 LS iied (CA) sl ill jlaal ddals o dhalull o35 .(CVCA) wilalgall (ye (aaill
e Anade ol 401 1 LS Al gl e gEail didagl) Aalul) (65 g LDS2 ki aas axis delaiall ol Alpall el
o alsall pui A oS WIS 13 Al e L3 Adaial) o Alpall el sl cliledl) o adglly dviaall duidagl) Al
calalgall e gl Lueall bl Allully (aldll malial 753 o il milie z) axdind of Clalgdl) e 3aill Ak gl) dlalud)
ey aia¥ly Lie Dlaall (HEN o sl mas (M midie A Jgeasll Goin il (o Gaail daksl) daludl aaa;
Bl e Gaaaiall e aaly JST A0 Gadlill e gl clilgd

Gl e GEaal  P-r—F

Cian gl i) AR Cin gl e e gana Bl chaali s3ny n Tt b casli pmatlill lael Al s G5l (n (3Eaial
uilly i 35 (5550 (e (Binial) 555 o oy Al lan gl ogl Gt 5 il lanaly (sl 3g3n G by 31 8,00
CAGA gy Al ailn s Alnye ol lanal (o S of U8 Il (hn (3anl) Al 5enall Ak ALl (a5 Bl
s B o Biniall ) Lenia (e caie Ao Ao gane e o i (st Al e (gind of @S e inial e 8Ll
LB G aatal el Gast il iy Gads gl e gian Y

Ghidll) 2/ Ld bl Gangl F—r -1
s A8 g) useds DU ALlSial) 8000 Y Jamagll i€y LS o Adylall Bangll e ll Aelal) eiliall Aualud) Al (Sl (san
5algd Ayl sasll 5 o s LLDS2 Apill il sale D of (LDS2 Aiall Tiady dadge iy 8ale i€y WY Beg joa g 5i<I)



LI beg jéall jiuall (5355 8

anls Aablal) saagll ) L Slas agllaal) Gadt il mia 531 gy palal) 3 e aall giaiall caila (e Ll Bba (it
. M"‘. X ‘ em}

il 335 lacal dakaie gl 4ga ad jall clilad) 456K A gy
Wl e saall s Iy LDS2 4ii ll
Ainall duida 1) dalil) dginal) dgida 1) Adalul)
lalgall e a sl cilalgdll e o ally
A v
‘ JEELRA PSP ’ ‘ LDS2 4835l adse J
S0, LDS2 4a5ll a8 sall salall
A A

s Aales
ad il Gla glaall

4825 1 48 o) salddl
LDS2 Gahad s 44 sl Apiay) solall LDS2 A Al

PASSPORT

@

Ll J<ag LDS2 Auil) b AR £igad ) JSal)

(SPOC) b4dall Jluaiy) 4bdi £—r—F

o bl s3ay .5aaly 53 je Jlail Aok ¢ AT ol LDS2 4l & st all dalal) molaall Al da) o bl Ay S e caan
Jaiig . oAl dga & BN e paaatially Joall (sas) (A Clalglll e Gaaill didagll Alabudl (y VLA poead aadid Al dgalsl)
A andll 3 aasal) 83jal) Jlat¥) dads JsSg39 5 aladinl gy S 8 5ajeall Jla¥) blas o Lgle 350305 lalgdd) e bl



LT seg piall jiual) (5304l dalel] milial] Lunslus) Luial] — ide G cjadl

Ll A4S 4 Gy lua) delaie 5 5 ULl A0S A
LDS2 &5l dad Ll Ll Be 5 Rl dui s JSIYY i) LDS2 dadil dad yall
Lk ) Al

Cilalgdl) (e (3aaill

SN e GEatall G5l e Giaall

el dalal) ldall duwlad) Al A8 zigad — ¥ JS&)



LI sogjiall i 5ilSs

10

bl 46 4 4
LDS2 &l dad sl

éﬁ\j} )\MJ dalhia }i :\j}J

Ll e 5 yaall dan g yiIY) il

~
. ~
\
/ \
/ \
/ e\
o dladl dasy
I ¢
1 PN ~
1 53 yia )
\
\ /!
\ /
NN -

éﬁ\ﬂ}]\ QA o ”

AT Begjaal) dig SV sdead) Addgl dalad) iliall Lycalua) A

Cbilad) 4,US g
LDS2 45l dad jall

e ~o - .
N N
/ \ ’ \
/ \ 4 \
’ -y \ ’ .y \
i iy i dl i ]
\\ 53 yia /I \‘ [BPT) /1
\ ’ \ /
\ / \ ’
< /
S _ AN -

Baskall Jlady) ddadi g0 — ¥ JS&Y

milkall By

Gl (e Baaiall

camiie (<8 Aalall malaall (i) Gl Lol malaal 85 sy 3y

\—¢

(Y e mileall 2193l e plegs JlaaY) cladaia 5 Jsa sl 05 of

claletl e xdgilly dinall dgidagl) Adalud) ilia )

Aadgl e dadsdl dgall milia zy)s

13l malaall 293l e plsl laal) ciladaie ol Jso sl 0sSs of Ssae

Gt AGE) e adsall milie z4)



11 LI 5eg phall siuadl (3355] doladl msiliall duliw¥) Luiall — de I giadl

(lihaty) Al o adgall milie g5 @

¢LDS2 ) o adgall milia mg)g @

3 hal) Juat¥) dads Jaee eilie gy @

5 jkall Jlaty) ddath adoda il mg)g @

e Axisdl gl (e plesi Lang) (lshll Vs b il 3asy e 3sal milie zaifcpdll o adsdl molie zsls o

.(E.\AC-KY\ )'AJ

Aasinly 53kl Juai¥) Alaki salgds dxdsall dgal) Balgdis laledll o mdgilly L) dabgl) Alabull dolall malad) o) 2
Al s g Ganall ol o adgilly dgiaal) Akl Aaldl ilalgd lgale (gt ) dalal) sliall aadindg [X.509] ol
Aiaal) il gl Alallly clajlaal o5 Al 53jall JUaiy ddais Calgdis dadgal) dgall Chalgd e cilalgdl) o adally diaal) dyidagll
Aol @ ) clilgdl) ell) Sl ey ccalgsl e adsill
Ladla by (alall ~ el jee @l eV LaV) Clalgds mileey lilaiy) Al e adsally Lawd )l A e adgall dually
eyl dadiia o dlgy el salgdd)
Leadlia 5y el ke aladinl Zadsl) e dadsall dgal) cilalgds clalgdll o adgilly duiaall Lk ol Alabud) culalgis (p JS S
A dsaall b gl el e ol ke

aduay mailzall aladiu) — ) Jgaad)

alad) 7 lidal) dadla

(s v B3R Jacd) s Ol Gl o) oaldl) 7 lidal) aladia)
4w YoV Y Glgin =Y | clalgdl) e ad gl duiaal) duilagll Adalul)
L Clgias 1+ tysed ¥ s bl e dadsd dgal
el Y g ) Lw Y)Y | LDS2 Al b il md e dadgal) dgal)
el ¥ g Vs Jaw YO LDS2 4l (e Ggaaiall o Zadgall dgall
VIR JESRCHRTARIN FEW B Ll 8 saaeY) Ja) Ao dadgal) dgal)
LDS2
el VA= Maa e kel Jlat¥) dda Jaee
el VA= M stall Jlai¥) ddadi adie
5ailill Ladla 5as + (aldll #laall alasin) 5ae FEW B sl saacY) ey Ao dadgal) dgall

Y bl 5 Jalall - Leull (e Jolal (5% 38 dadsl) o L3S0 dgall saled AprivateKeyUsage Dbl duey La¥ 1




LI beg jéall jiuall (5355 12

alad) 7~ Lidal) dadla
(Slsinn Vo B8 Jhadd) clilsy (sl ual®) o) waldl) 7 lidal) aladlinl

el JUY) + palall mlidl sl sae | e Ohedll) (et A | il da8y b 5aeeY) ey o dagall dgal

skl s (& i) ddds Ll (w3l Jal lshll Vs 4
Slaay) dddaie g g i | laay) Aol o dlgy i Lawdyl) L) e adgal)
Slaay) dddaie g g i | laay) ddaia o dlgy i Clihaiy) Al e adsal
o) dadaie g Aga i | laay) dadaia ol dlgy i Juaay)

didell o dadpall dgall clolgdy piilda 1 —1—£
Bl alall ~ Gaall A2l e Aadsall dgall salgs Aendia 58 (o IS pusdl A285 o Aadgall dgall (aldl) - Gaal) alasin) 5y

Agdell Ao dedpall dgall slel) Flidal) dnde 1)) £
POl 8 538l Al 23a) ARl e Axdsall dgall alall ~baall cialgal) Ladla 558 (5f ¢ jae

LT 8o 500 Ao iSI oo (335 slaal laliall (aldll ~lad) 4 aadiide 63 cagll Jola o

2 el A3 Aanlsy aylaa) o5 LT g joe dig iSH s A2y (oY dadla 5 Jolaf g @
Beg yaall duig SV jaull (35lig daa (e (3aaall Ay Allaa) 553l o3¢ Aallia (Cps) didigh Ao dadgall dgall salgd 09 o) uan
paadiud 0 5,aY) Aol Ladla olguil ymar Bagane 83 (35 laaY aih aeladinul ik LA Galall ~led) of e LU
Lsllae 3ga0 Y alall # Gl o 3) clajlaay
sl Ao defgall dgall alsl) ~ldel) ylas) 53 ¥—)—)—£
dgall Sjiie pald e danly lgde adgil dinn A (35ls)) sae Blehe 8 e 8 gl Hin s cilaliie o Jo ag Laxie
adgl) e dadgdl)
il Lalall Lgaslae 755 53530 Lgie IS 0588 ¢ (3iligl o dadgal) cilgall o ST ol saaly i lacal daliie of Alga (Y en
C(pra Cadg L_gi & Cpdaslill
hal laal daaia gl Alga e 38 (didigl) o dadgall dgal) salgd ol Al & S aal) ) Qe e CallSs (mbd Aok
b L gl (8 LT Beg jaal) duig SSIVI andl 3ilhg cha DS Taxe

Sl 5 coalall il ALl 8ynad aladind 558 aladiud e

2 ike Balety Ly Galall il (alal Lealita lgia (IS (oS caild gl 8 ALl GG o daBse dialfia Cilgn 520 50 @
ke
r’)

23 by sl die aV) s v e cdallia moas of da W Beg e dsg S b iy Jlaa) cilalaie S Jsn pam ami B 2
Vo D) W segyaall duig SV joud) dadsl Lubadl) Asdlall Joiin "WlT 8og 500 Ao iU s dady (Y dadla 55 Jshl' (i Vsl
Aalla 4 a3 caglly W 5eg i) Ag 5SN) judl Aady lanal G () gl 10805 (sias




13 LI 5eg phall siuadl (3355] doladl msiliall duliw¥) Luiall — de I giadl

e Aadge dgn i a3 (gl sl (8 LT seg el Aug Ay il 35 (e Das lase Jaa jlacal daliie sf Alss (6Y sa
coald e aladiaY Julis Jokl 8538 sas ae 2 LY Liad saag 33k G0

)y gl b Al Gl e dadgal) cilgal) sie sl casll b 5oball W seg el dg ANV el @ilig 2ae e LI Capny
2005 W1 5oy sha Ag 5SU L 3y o agill G5 o Axge dgal (ald ke lgab patiey A (ggeadll 51 (0585 o ag
< el

Winahe (Ko iyl aldll Flddl jlasy) claliia of Jss saad O (s e pald # ke lgde adse day JAT 2 1) Baa
Agie Glaa gl

asdad] VLY Glaw Ao dedpall dgall clilgdy piilia  ¥—1—£
Jlaxind 8538 o G e Gl e Aabsall dgall miilia £33 (LDS2) aslond) Y 5ia¥) ilaw o dadsall dgal) milia g5 auis
Beghal) Aaig S Haudl) ARy e AS Aalla cilalgl) a5 o iy Allaal salgatl) Andla 558 (e LIS jual Lalill ilial
Ji (e Ul eg joall dg pSIY) il 335 o (i€ dadgal)l i) dlse of Lasg o (Jshl Legad) LDS2 duill dadsall salall sf LT
(i Vo o) LT seg yoall dig IV joud) Zadisl jee Jshal o JB Y 5aal dallia cilalgll sda 0S8 o g cdéling g
LDS2 4l o dedpall dgall olsd) 7 lial) diadlc 5536 ) =F=1=£
tlae ol ol Jayy gl e (algll Andia 5 (gl (LDS2 Al e dadgdl) dgall (alal) # el jee 22y
e LDS2 dill olga o adsill liall Galdl) ol L ardin Al 5add) o
tel lae Jola¥l dadigl) dada 5538 @
ol ¢z bl Glly Aadsall LDS2 52le (patas Wil 5o he dig SN jous daiy o —
adia 558 30 aall e LDS2 g5l (s g Y 8yl Alla 4l Laadly - Bial) @llly dalge LDS2 82k (5] —
Sl el e 3l LT g il g S Jholl dids dndlm 558 aas Lo ) daBsall dug SO 50l

50408 oy Ao dadpall dgall clolgdy piilda P 1 £

Aadgs o5yalll Jia (30 gl o dums 288 o adgill Aariid) a8l Sladie (e 23m0 £55 A B2V Soy o Aadpal) dgal)
) mdsil) milee (o Lah 3gama ae dladiul (aags cJlad) 138 3 lileal) Jomil o L L clld L) L gglshall e s 8 )
IS elad) (e ST e Alasind Lbaanll bl giad ol Lo cdoad )l aiadl adls olis Slsie JSGs (sl Ay e il dae
Olacal Ll i (5 ol s @isil milia sleie il Culs Alls 8 52aeY) o) o dabgall dgall il lavals - 3llas

(3 Y Ly algal aisey cAabalial mlie dlac) (Jie) JleeY) Al paind

Al 8wl milae sl agane adlgill Eadla milie e G5 o i (0 andl Hl) AL csleal) ae dalal Jagedl

5002 Y/ oy o dndsall dgall jalil) ~ liall dnds 535 ) =T—1—£
D) (3385 o dadsall dgally sl o AeBsall dgall @lld b La el ey o daisall Cleall puan o anil) 138 Galay
{olshll @Yl
tlae ol ol Jany gk e cBalgdl) Andia 5 (of e Jay e Aadsall dgall aldll ~lid) jae 22,
e clolshall s (8 i iy ol 8l lacaY Bl (aldd) - lkal) g aadiin Sl sl e



LI beg jéall jiuall (5355 14

Sz Gl 138 Adanlsy Haal dadiy (oY Asdla 55 Joll e

VI iy clld pag A8l daia (pe 3aal) AalY Alea) 55l 03¢l dallin BaecY) Juy o Aadgd) dgall Balgd 0sS5 Of s
dala dllis ag &l ¢ laadl il Al 5yl dadisl dadla gl daag cBagana Byl (3l sy V] paldll #Gaal aadty

coalal) o bl
dafioll jagall Criagll Crus 1paldl) #ldal) aladtn) 5ae
Aafisll dndla 53l Sl JUaY) + aldll - el aladiul 8ae Balgdll dsda
Jlia

el 3s 6 diaaial cilluad! 6 darfiall Lo daall <l e cilagi of i ¥ — 45l
L 532V o) o Aadsall dgall saled] palall - lad) pladiul Bae oy (st © Wjlaal &5 U (35650 Eadla a0 o (i il
Balgd] palall ~Gaall pladiul a0 S 13y L clgin T =0 4+ ) eyl o) Ao Aafgal) dgall salgd Ladla i (y6<8 Mvie LBaslg
i 4= T+ Y el e adglly dieadl bl salgad 2Dl 5 (s$ (lgia ¥ liledl) o il dgaall Al
Cllgdl) Ao aidgilly duival] Luibgl) dblud) cfilgldy piilda  £—)—£
Liad) Alagll Aaldl Bolgs Aendia 558 (ga LK el il e adgill diad) dbagll Aalill (alsl) ~Gde alasiu) sy
bl el ~ el clalgdl) e adgilly
bl o pdigills duinall Luidsgl) dbalall alel) 7 lidal) desds ) —£—1—£
tlae Gl (il Jayy gl e clalgdl) e adgilly dninall Lokl Alalll alall - Gaal (8ol Zndla (f ¢ jae 23
@l e masll cliledl) o adgilly diaal) Akl Aalull i) Galall ~bad) 4 addionn @3 cdgl Jsk o
il e aigills dsiaall dyilagll Aalll i 5algs
Lhlgsl e gl duaad) Labagll Alalull cant o salgd Y aalY) janlly e
ol e pills dvinal) Luibsgl) dbalud] alil] = lidal) jlaus) 5538 Y—£—)—%
Jalsall 3y Ol o lalgall £lal) ailsis clalgad il lalgal) e i gilly Ainall Ayidagll Alalll alil) o bkl alasind 558
il
Labiia of &gy dlavdgy A & aBgll Galdll Gkl o) dlalu #lde iy of b diddl Jesall je Gaall G e
&l sl e dadgall dgall mnlia oozl canal LT 5oy el dusg STl 35 gaen &sDla fé ¢ sl
Sl s € s Hhaall (g G clalgdll e adgills dyiaal) dabgl) Aalull (alsll ~ il lliles adg
Lol Bpad o) 58 Lo clay) 8 eyl cladiia of Jen e of Jgam
Ainal) Al gl) Adabual) A jluad) Aelall eiliall (go Tan 50 220 35mg ) (Sa%0s LAl yusd jlaa) 55 e 2@ o e e
capaal) vie dalleal) alis Jabs Taes ST ol 5)a) () 138 (535 Of Sy e iy (gl (3 laled) e adgily

s gl s ad Ja e JBa o oy cdallin e o 8 LT 8oy jhe g 5SY i @iy Jlaa)) claliia 5f Jga mans o 87
(Sgins )+ i) LT 5eg jaal) Ang S ol 3aisl Labadll Zasdall et LT g e Aig S s Aafsl LDl 5538 Johal' (8 c¥lall oda
Al sdie a3 casglly T seg jaall Lg SN o) dady jlaa) g (sl saall 5



15 LI 5eg phall siuadl (3355] doladl msiliall duliw¥) Luiall — de I giadl

) daliie of Algal ol e gl dyieall dyiagl) Al zilie 755 il Glsin Gued ) EDE IS 83y ol (g Al
holgil] Ao il dieall Luibygl] Ll deivo olell) ~iall  F—£—) £

Jabaas o Al Gy LUl Lty 38 ada (eus aleSh Sl 3 AS Ll clalgd o adsill deal) Lkl dhlul) milie s
Dlaal) 5 el Saars cbledl) o gl deal) Lkl Al adilis 795 oo Al Laladl laay) cldaieg Jso
I e o) Lty ylaal dadaie 5 Algn (sF sal (s cclalgl) e adgilly dpiaall dpidagl) Adabidl L) alal) adgill ikl
SCpne g (6 B i)l (Cosca) laledl) o adsill dvieall Lkl dlalull cilalgd (s

calaledl o adgilly diea) dyidagll Aalull ~Bde aaal ladadtl) (g sl Jsadl) Jgo Jldadl o)) clabiie o Jgo e qaan
Aiaall dpilagll Adalull Baaall salglll mgh o - Uikall nadi Gigas dyaang Jag gy ZGaall daa Jad HUadY) 13e andd g
sl gy e (halgs) e adsilly diaa) dudgll dlabull sl alell ~ bl agin All) chbleal) e adglly

pladnnl salgdl) el dsia (e (gaa1ll LA ey Lald dadga 0 Balgd lalglll e 2 gl duiaall daidaol) Adalid) salgl cuilS 13
Gl s gl

JUal gl sl liaalls dasd) - Gall Jasss 5algd laa) quag clalgdl e adgilly Luiaal) dpidagl) Alalull ~ bk 203 Gigan die
Ol g gumsall Aildy laay) A A8 Lo (S L3 5an Baled o) DA e 13 3l Tasacs 8aainal) G (5ale
Lll Glalglll sdag L aall maliall 7o) Jia izl alall ~Ukally wdl) miliall ) Jiar adgill e el addiall - bl oS
Ll saled e wdgll (Y Tyl Uaill 2 )la ol alasinly gaas 1) #la Y clalgal) e gl diaa) Al gl) Alaludly Aalsl)
Laieall dgilasll Adabid) i) Loilly Jadll 45 Bsisn ale ke aladinly 4ie Gaadll L3y clalgdl) FJ; sl Ll bl ALl
gy el o adslly dyeal dybgl) Aalully Tl aojsil Lpehyll il alaaind Lad oSy cclileddl e gl
cabilgal) e adgilly dyiaall Ak gl) Aalll Lald dad gal) Auli)

SISV el algil) e adgilly Ayiaall dida gl Adalll aiaall alal) lgalie ladin) ge oYl cladaie of Jgo aina of asis
ek daaig @ 38 )5Sl Al Alabull jhliall anaad) alall ~Gad) o (e ST 63)sSa dyidagll Adabd) - Bide il 2

Al adsily (lalgdl) man o sl Lieall bl Aalull Gal) Galdll F el aadis of laal) cladaieg Js e can
Lclalgall el

Shlgldf clel) o—1-¢

(e LIS Jia) dadly Alla 3 lalgd sy laaY) claliie of Jgo 2l 38

J(CRL) chalgll olall datls IS5 8 duyen olall cilasbea laal cilalgdll e adgilly duiaal) dibagll lbalul) pues o g
Aral o e 80 U AN e saaly claled ol Al jaan of cilalgd) e adgilly dyiaall dibgll il e qaag
Los 40 JS lajlaal (e ST jilgi clalgl) elad) S8 jlaal Jsaws -Anlall cilalgall bl 46 o il o Ma il @l el
Aelu €A JS Wlaa) Hslaty il pad oS

Aelu £A Game b PlIY) Glld cpd clalgall clal) 406w ca aleal) o) 513

G skl clilgally chlaay) Lo cilgsll ell) il sadta) sty @ AaY) sl Gl i cloledl) S oSa
chledl syl chledl) @lld 4 L) cliledll o) Al conal ) cliledll o adgilly Luieall dbgll dalull gl



LI beg jéall jiuall (5355 16

Bisall ol Auat )l Al e adsall clalgady dadigll e dxdsall dgall claledy cilalgdll e adilly dieal) Lkl dlalud)
(ol laay Al @l el Al claledd) e 3l glsil gls clihaty) sl e

dina Ay Al gl U llgal) mueny LT Beg jaal) Ao SNV el dady (3t 3 daviall clalgal) clal) ilgh aand Y
Clalgds haledl) e adgily Agaall Lkl Alalull cilalgdis Aadsl) o Aadgall Agal) chaled Glld Ly cclaledd) e gl
Ll o (e il ey clalgall olal) Al uti e Ly A a5 (lilay) A6 e adgal) cilalgdig At )l Al e x8sall
Sla) A et cialetll o agill Luinall Ayl Allll (o) (als ads 2 lae Saal Ll adgl Lals my chalgal) ol
Lol Al a8 g milee Lgple agill &5 Chled (e Db 4t (aldll # badl cllly lgde adsil) 5 cilalgd olally cihled) calel)
hlgsl e adglly dyiaall dukgll Aall

Clolgudll o piisills duieal] Luibyoll Lhald] ol elil) ) —0—1 £
bl salgall b Joid Alga jUad) vieg .aild Cgll 3 Cucag Cijlia ga cilalgdl) e a8l Aiaal) Apidagll ddabiall Balg olal)
Loihagl) Alalull HhUA Galdll ~Gad) aladiuly dedga) (9AY) claledll aan ol ccuadl 3 Clalgal slo mdsll Ll Lkl

el A Clalgdl) e gl dedl

el dydagll Alalull 4 (el ke pladiuly chbledl) o adglls dues Ly bl Juag Balgd o gl 38 05K Cua
cisill dxiia oled) Fladl k) il o adgill Lueall dibagll Aalull aoa ale ~bde o diabadl clalgdl) e adgilly
ALl 5aaall algal) L il of o clalgadl e adgilly Auinall Gtk gl) Aalll Aapadll 5algl) il o(Y-£-V—¢ 4" i)
il e adgilly dyiedl) dyidagll

elal) Al o) 5)sShall dglagll Alalull Gemy celdll ) dals 8 clledd) o adgill deall dyibgll Aalull salgd clS 13
clal) Al serdiie OsSus N angll el sa 13 (Y Dl coplal) S o3 alal) Zlikall Hlalie (als Uk dadge cilalgl)
O e 3l (el L lallia 5,5S00)0 Al bl olad) ~ el el iy ccll Glll b ate sl e cppals Shalgld
e Ldiad clalglll clal] A adgi daia (o lalgdl) olal) Al ardiie (383 A O Haas Zdla @lalglll olal) 40l ad g
danall e @l llee maead Al salgdl) iy Hhall (ajes cliledll e adgilly Leall dahgll dhlull (aldll dgl
LAlsadl

salgd laal 3nb e il M daiall e sl ke Jial ) jlaal) dadaie o dlgs i of s s 336, laay
S saleal) of Glail #yla ASB awliy Joadll Jgo e saleatll @l gy clalgdll e adgilly Lueal) Lkl Al s do)a
il e aigilly dyiaall Zuiagl) Aaloll Adlal) oY) salgll) drdall 8 & Jad Algy S Lgials

AV Cblgdl slel) Y—o—1-%
YV gl ccliledl o adgily dyeal) Ladagl) dlaludl ciad laylaa) &5 dadge dga 5ol 2] Bl dadiie ol Al e Ladie

Qs B Slalgd elal] Al laylaa) cdg ls Dllall Glalgll) elal] A8 & nextUpdate 85 s jUany) ) ~bas
YU ledY) e de bl €A 58 (oume 8 cilalgdl) clal) LB ol

AT Cluales T —f
cilialy lalgdll o adgill duiaall duidagl Lgihalid lgailia b alaaindl dibide dae lsd laal) deliie of dlgs e of jga
(Olaldfy ey sty alatiuly yua 8 Ghlgsl e adglly Aeal Lkl Aalud) 068 Lay oJid) Qs ey L adsill clales

Sl Gally ablaY) el e ad gl diay )3 dadsall dgal) clalgd ()5S 8 oSl



17 T begpball ydudl 336] dalel) miliall dusles¥) Ll — de G cjndl

i laglS HlaeY) Ges 33585 o iy laagdl e Bles 2 AaDle milee Jlshl o)) clalaie ol Jgo 5l of qaan
Jaulie

LT 8o jaall dgg 5N i) 3y o adisill daia (e inil) 3 it Cum L) 3 lio lal) paen Jsidll st ae 5 of
ciliay lalgdll e a8 glly dyieall Ayl Lgilabis 3 aladindl olial cilaa)ylsad) (e Baaly ) ciladiia of Jso pe s of cun
L5l V) Slgall LY ey (il

Olaldly pady Cusssy  1=T-1=£

gl Al salally olgall daem (e G o gl LAY Glalily aady sk due o 35 A el eyl clabiia f g2
(o8 ol uagss .RSASSA-PKCSL_VI5 5 RSASSA-PSS caisill iull [RFC 4055] 23ss5 .[RFC 4055] axdind ¢l caa (SOb)
Gladgll daca (o gaaall Lead daeand Ao (56<0 o can Josll Jgo oK1 (RSASSA-PSS I iy cilasdgill oyl ciladaia of Jso

.RSASSA-PKCS1_v15 I la,

Il pdigil] daajlss F=T-) =

Apnldl) 5acall) FIPS] podins o g dina (e 3a) o aligil oLy o)) il daa)ylsd 325 ) el laal) ciladaia of g
[186-4 (lasteall dalleal dpalany)

Lo Y/ piniall ai)ll adgill Liaj)lss K112

P2 o g dinia (ge @Rl ol gl oLy allaY) il ) adll dueyled a0 Al el oY) cladie o g
ablaY) il ) a8l dae)jlsd eiilie 7o) elidY derdivall allaY) i) Ui yulaas -[ISO/IEC 15946] sf [X9.62]
Y lee ciliinia V) oabla¥) giaiall jules gs5 0o 0585 o) can Laleal) of (6 cplall Zbad) jules b dsba iy cia

Dsian e IS8 B allaY) sl Ll 0sS of caas - oY) didal delall e of caas (e ulea

[TR03111] 4zasill & Lok uag
Ladyl) daad] plaiin) Siluj)les E-T-1 -4

Aadl) e W] Ll Apad )l Aecad) aladiuY gy zsamsall sl lua) il 8 (SHA-224, SHA-256, SHA-384 and SHA-512
[ FIPS 180-2 lasteal) dalladl dualazy)

LDS2 Luisll Ao dedgalf dgal) Cfalgdd pddilf cilsajjfss  V—1—£

Gy A LK) 38 Al i (56S5 G Lgalad dieadls DU ALalSaal) lal) e d)aa (56<8 Aadgall algally LDS2 Al cilalgd of Las
& deadiudl daah)lsall pe R Cajpan (allaY) ailll Bl a8l dae))lsa LDS2 Al e dadsall cilgall aadius o
Gl e adsll miliay clalgdl) o adgilly dyieal) dyikgl) Aalud)

lshl) ¥l A i Aidy of 3uili Lo Aadgall dgal) cialgdd uaddl) el lsd A=) -t

) Gy ¢ bl iniall 1 85 e s ool S B ke Hidy o 58 e asal Cilgal) pasis of o
sl e agl miliag cilalgdll Ll gl daal) dakagll Alalull b dariieall dua sl e

14/6/24
No. 1



LI beg jéall jiuall (5355 18

ol dalal) oliall dpalad) 4l Y-

13 mlaall 23l eleil LDS2 Al 3 ) syl clabiie o g sal s of eam

tclilgall o adglls dyiadl) Akl Aalul) milie 79

Adyhall Bangll iilie mgyyg e
Lalad) milaally clalgdl o adsilly Lpinall dyhasll Adabull Aalell moliall o clalgdl o adsilly Laieall dyibasll ddalud) 3

sl Al Aida gl Adalial) e JST alal) lially A plall 5am ol Aalal) eilial) e 30 (e (3Raall (Baang L (33511 (he (3R

lalgill sasdl Glaadl Juna o can g 48l o)y @il (Ko claled o ikl sasglly @bl e aaiadly cilalgdll e
Gl e @iatall Chled o ialedl) Lo adill dyiaall dyidagl Alalul) clalgdl elad) Al ang Vs LV anidl) 8 Ajea) Ll ALad)
X509 8algil) Aundla 853 (a0 peadl Lgiadla ciliid (o< llily Akl sasgll cilalgd
Gaalally lalgdl) e adgilly dyieall Lkl Adabudl zilae 7155y dalall milaal) dadia 558 ¥ Jgaal) maagas «alell 7 Gial) dadia
Akl saaslls (3Gl e

gLl aladiny ABUas ddaulgs (3aaill ALY Balgdd) dada — ¥ Jgaal)

alal) 7 dal dada

Cilgins ¥ — el 1 sl dgieal) ddagll dlald)
clalgdll e

ol ¥ = legud Glisl) (e GRasall

aly sl — aly e Lkl sasl)

Ld bl bungl daa o GEaill il clujfsd 1 -F—£

& Reaiiadll Luah loadl LT Begjall As pSIY) ) A2y ylaa) Asd) delill claledl) o adgilly Al Lkl Alalull saa
plaads Uil cljiahls adsill dae)lsd aadind of Gy - ) ll Aalall eiliall Luull) Ll 8 4yl sasgll daa (ha (oal)
Clalgdy 3l (e ghaiall clalgdy cilalgdll e adglly duiaall dadagll Alaludl cilalgal (o) clalgsl Al faca g kil
eiliall gzl Bans Cppiene Lyl classlly BN e Osintall 6 O Can ¢l At L (Gma (i Al dunailly A ylall sl
Aabudl jeag (of (Alal eyl e Capay Tele alite Jadi of clalel) e agily Auiaall dyidasl) Adabuadly Jas )l ilalgs) S9am s
s eilie alaal o Bans Uy clahl sl uss wisi dsalsn ) Jeam of chaleal) o adgills dueall Akl

iy - eabiaY) iniall el adsll daplsd sl bl @lsll diaplsd alasiul Gea Ayl sasgll daaa (e (Esll Al
-Doc 9303-11 dadigl) & Jualall

bdall Jlai¥) dhdi pdlil ciliajjfes  T—V—£
kel Jlaty) ddads JoS5ig5 B lgaladinl ) jaall aedll Cilegena ¥ Joanll 8 ap

14/6/24
No. 1



19 LI 5eg phall siuadl (3355] doladl msiliall duliw¥) Luiall — de I giadl

JA Alda oyl bl cilegana — ¥ Jgaal

Chrdl) de gana eilially clalgdl) Jald dsajled
TLS_RSA WITH_AES 128 CBC_SHA RSA
TLS_DHE_RSA_WITH_AES_128 CBC_SHA DHE_RSA
TLS_RSA WITH_AES_256_CBC_SHA RSA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA DHE_RSA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA ECDHE_ECDSA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA ECDHE_ECDSA

X Jsand) b saaaall Jail) dads ol bl cle gane ae o dueadl Lo g ) dada (pely Jlatl dalaly eaglall 3Ua dg
oams - oA blaY) iniall e sl daalsd o) el @lsill daa)led dnia (e @ e of aeally a3 (e S e
Medlob Laad daally 238l saless o Cilida g5 (e o Balgd by 330

[TLS1.2] 5 [TLSECC] (& saasall clilay) aa Gilge Jall dada ol Jlsal s ECDHE_ECDSA zilia Gl aladinl iy
[TLSECC] daalsall 3 2350 58 Lopuen Apalilal) cliniall Apliall cilalaial ) pe s of p3adlly Jsanll o S e s [TLSEXT] 5
[TLSECC] (30 © il & duallal) ciliniall Ll JISaTy dasesall duallal) cliniall sassy . Jaill dila el Jlal (3Uas 3
oo Algia ppill paiial) udill Al 5 ) padid S (7 Jgand) B saaaal) Jail) dia cpel bl e sana plasind (05$ of G

.[TLSAES] diwalsall

sl bl —e
Jsd oo Aalall ilaall ZaluY) Ll Mg wojsil Anla A5 (LT 5eg jal Auig iSIY) jauad) (330 Aalall el Zpusl) Aall dpuailly
Y olsall da aig of Aaadle agall (g Al clilialy saldl gai e (g cdbiaall aisll Gl e dae sl L Jsidll
AT sl saaae lalyl el @lily L lgy Aagye dale [ dials milie ol calsall el lal ¢ i

el iliall Aeale) Al s AT A aidll s
tob b dati Joill Jga e laaY) ciladaia ol o3 (e Lgaisil dala A ) slgal)
caialedl) e adsill dyaall dadagll Allull clales @
¢l e adgilly dyiaall Al Al L)l cilalgss o
¢dadigll o Aaigall dgall clalgly @
¢LDS2 dull lo dadsall dgall Cilalgsy @
cclalgdd) e aall dulagll ALl A08Y) Clalgdlly o
clalgdll (e aanll dudagll daludly dayjll cilalgdy @

caligll e iaidl Cililgds e



LI beg jéall jiuall (5355 20

52acY) ey lo dadgal) dgall Cililgdy @
(LU e Jlalll) calgal) olall Sy e
el ailgal) (dat ) AR o adsall lalgly o
lihaty) Al e dadgall dgall cilalgdy @
tob Lo i () ily Tl Seg yaal) Aty SV ) (330550 alall pelaall Apul) Al 8 dastiosdl) jsil) bl
tdalal) milad) Jds @
¢ Sl Jalally e
i) Jlay) dlaiiy @
)l Qilgdlly o
(lihaty) iy e
T Beg yaal) duig SV ) dadiel dnaeadls D) ALelSiall 3y50ally @
(£ Jsanll b ol sl e ale JS (LDle 05S Cam) (555 sl aysh AT aaas

dalal) geailiall palul) Al slge aujss — ¢ Jgand)

cUBadle daslay) duld Juda A dhi | Alalsiall gya
Ll | clipady) | slia) i Shai¥) | dsawadl MW
dalall Basal)
’ - P
(e8) () el A
) e gl
clalgad)
gl 8 g cilalgd pad pad dgall cilalgds
SOD 4 iS5 (g1 () (QJ‘) e dadgall
- - e
cagll b Lgke cilalgd axd dgal) clalgd
Aadgall Aalal) 4 (o< (53 Al e Zadgal
LDS2
gl b Lge clalgd pxd gy salgdd)
Cilbaalgall 4 (oS5 (53 dulagl) ddalll
adl dadgl Auad ) e sl
Cptaaiall e gyg clalgd prd prd Ll clales
OLS b oo @B (e Libasll dlaluly
Jaka gl adalllg 53 y2dll clalgdd)
A Gilalgdll (e goaill
ALelSadl syl e aiaas
Al il vie dadls DU




21 L] ey piall yieal] (355 dalel] peiliall dacsln¥) Lil] — ie I gind)
O (3Raial \‘;;Lié&.,:\ prd (saaidl \.ca\.sl.g.&
goasall @iy Gl O
gl bl Al Lo ol ol cilalgall elal) L)
adaludl e ) i ol s Jlalil)
gl died) 2ok () | (=9 (bl
Glaglea clalgdll e
Jgas Alal) @ld S
ilaall L) A
LDS2 Al Lalall
pxo deall chales
e Aadgall
Loyl A5
adgall leall S s Y axl px dgall clalgs
20 e Sy e i sl e Axdsdl)
O i Ml 52acY) () 1 (&) saacYl ey
@il VoiSa anysill 05
Blac Y )'A) (e
s o Lmall) allsdl)
pxd deall chales
e Aadgall
Gld)aiy) 458

adale il @i o AU asall Jsril) g Lol ) jamall e OS alatinls dedle pe Jedll s chabiadill Lalil (s
lalgal) olal) Al 5l salgdl Gl Haaall Jedll dlgn Aabes Crandind 135 . il ol IV jaaal) aladind Gaty IS 13 Lo sl
S IV aadl acal sl e 0585 o gt daasdl Wollee 3

28Il Aniaal) dpidagl) ddabid) eiiléa (o JST Anilly Lgatilie gy aladind 578 paas bl ) Jaladsl 2 Uias jlaal) cilalaia S dse
gl 8 ol Jgo agan Ahe dalail Jaly ) laledl) Sl lgig clalgdl) i Aal) La Aadsal dgall milies cidledl) e
sy 36 Lnla Ll Lol (068 8 Joill Jgo ans oS0 dAelu $A (gt (8 Gaana SLEY) o g J1Y) gl L canliall
Gl o2 sl aga IS sl Jso Jai of g skl Uy Lade clalgtll i) ilgdy colaledl) il Gty 8 Juagll
Aels $A Gaune 8 agaal) clhas pues e il o) s

Joll 53 Aandss Ly wisms (Cosca) lalel) o aigilly dsiadll duidagll dlalull cilales o laal) ciledaia o Jo adsin of s
Aele EA (g <

dgal) 5algd (36)) (3yk (e (Cos) 3lsl) o Aadsall Clgal) clalgd s il cdgll b 2 of ) cileliie sf Jgo e
s B 8ystiall (Cos) dadisll o dadsall dgall s3les of @i of (s (SO0) dkisll duial) salal) Jas (Cos) gl o dadgall
Aels £A et b Lagaal) cllaadll e lgasend Liagl aias Lalal) zilaal

O el Al duane @iy sy 3 ol o qan ULy i o)) ) 8 BaeeY] e o dadsall dgall cililed 35 Yy
zilaall Qs & 5aeeY) ey o Aadgal) dgald) cilalgsd 406V ayeill 5y L4y Aalad) 5aaeY) Gay o dadsall dgall cilaled i
Al sl gh Kol s ol Jie ((gAY) LB Al L. S dal



LI beg jéall jiuall (5355 22

somltl cplaall A iy o cas BaeY) ey o dxdgall Clgall

delu $A o 05 Y 5al lpamsd Gaan Baas Balgd oli) 2 Wila o

L) ol lwadla olgm) cus M 8ysdia Baleadl) (A5 of aas
el elally 51l el I 8 Lay eclalgdl) i) pilsal by Janll (9T Alinssy of Ty €I 2lous Alglaa IS o) Jgo J35 o) At
Al Gig )k sl

) 8 JS 3 Leahy) b oo dad)ll A0 e adsall cilaled] oulial) cagll 8l el

dalal) ilaall Juls ajgi A V-0
slal) Jilgdy calalgall Gy 6 Loy cdalall peslaal) (il ge Zaddll oda i f cuas (PKD) dalall peiliall (s dadd il 5ISY) W36
sl Jso aand Balia Loleaty s 8 g3 cdlalall i) s (3 oLl (g et ) alsally ol
5 gl e KO dalad) milell iy dedd (e g3aS L (Cosca) gl o gl Auiaall dabasll Alaludl cilalgs 335 Y
gdde (sgian At Algall culY) dalall milaall iy 8 Bagage (95S0
Dbl alall ~tad) o Al o G 1Y e il Cojeny clgialed Dl 58 i s dalad) msleddl iy b saled OS
Jeasnee Jin Y
i Aalal) alid) iy & Slid) paes Alandsy Aalal) mslaal) Jdy b A3jA) Al a3lslly cilalgsl) olal) alghy ol
il Lok g daua o Aabadl Cloglaall o3 ) zliad ) (Aelall sesleall Jiy & pSliad) e ALels) CGalLY1 aeal Lgaaly)
Ayl A AU Slgas LDS2 Aall dse Laady A3jaall UlT 5o ) A ST ) dadig
dalad) geiliall Jala Jaaad \=V-o
O G Aalall malaal Qs e dt )l W8sally clalgatl) elal) g8y clalgll Jrant o dalall msliall s b uSliall gan
525l laaalsall Aawast I 23158l aen it o s oY ansdl) 8 53)l0 Bagall Calia DU clalgdll elad) allsis calgdl) puan i
Al
padiil Aalall mslidl dils G GOladl e qaas Jsebill Yy "RESE QY e deld) malid) s (S
ey AUSH Bl e aadlge seatl (Ol casdl) Jalal) e e DY) JsS439 ) Lightweight Directory Access Protocol (LDAP)
Sebl) iy 8 saldll i dalsl) Al Lpaaai U (gAY Bl cllee JWS)s abe Lo B adsil (e 3 2 o
dalad) pileall Jala Ja3is Y-1-o
oS tiall lalie 005 o g dalal) malaall Qs 8 8sial) Ayl SS1ally clalgatl) o) Q585 algdll auen o Belalls ¢ MUY
Aalall slad) dids e el ¢ U dpally ¢ U A8)5e 305 Y1 ans S tal) gt Aalal) maladdl s 8
Lol Aide 5S0% LloaYly Giaal lgaln e delall stleall (il (e V) Sgad) aojs o Adggudll Jsidll Agy gile o o
T B jaall dig SV il dady by e ciladgll (e @aaall AU clalgdl) il ) dls clalgall ol



23 LI 5eg phall siuadl (3355] doladl msiliall duliw¥) Luiall — de I giadl

AU Jalal) ajgi ddl ¥-e
S ol o A1 aieil 58 G ((Cosca) ol e agilly Liaall Ayl Aalud) ilalgady clalgatl) elal) Q158 Ll
At Slsal) sl S ol aladid Toad oSass - dadl) Jsas ol cladia of Jso oo
g Al gias laal dadaia o alg IS clibin e Gign s o SUD Jolal) Y deadtied) sadaall Laglgiall gl 58
el (mang L sall @l e oY) Y st Jad Ay S cilulis e bl Leailsiy Clalgall sUlY \gallsdy Letlalgs
rob L Jadn S Jalall b aadid 8 3 Cilslgial)
cipnlashall Lpaall [ lashall 2yl o
s‘;.':}‘)BSN\ .l:\‘)ﬂ\ dJL.ﬁ} .
Ol el Al @il e adsily dieall Lkl Ahludl Lagye 55580 adse (g0 iy @
Caels A gl e adgily Ageal) Aiagl) Allull Jagye (3l Caall Q) e g ST JsS5is5d 3530 (e duyilly o
laayl
J 25

Al Dla gl Lal aadnud 85 dlals A6 Cal o8

L) Al pjgs 41 Yo

Al Gl e el e asilly dadl) Al Aaludl Cilalgd gisiy SN psill Aaal dacly Laglgi€i o duwst I plsE)
c P sl Alad (e g8 58 028 Albeay dad)

S Ol Aadaia ol Alga "lgd 30 A el o adglly diad) dpidasl) Alaludl sl Ly Aadse AalE o dasssyl) LS
o sl driedl dbgl) ALl dlals Lol dedsall dpial) cilolgl) dawdy Al 3 mpd G Seag Al A cupaal
g A sl 8 Oli e dandyll AN (S0 Ay lalgll) e a8l Ayl duidasll Alaludl e 8jaliall Lyl calalgdiy cilalg il
el o giglly dyinall Al Aalad) cilalgd (e degena o Juanl) 0o @AY o) cilaliie 5l Jga (Ko Ay 40308
Al Hlaay) ciladiie g clale e S o e S8 ol Gl cLial e Yy (Rl A laa) Am) il juas (s
Al el e

laals L) lgale il L)) ailgal) Caaly culaledll e adgills dnall diagll Aaludl (e 4 Zheme Ly 438 o a5 (o
Clalgatll g o G s Bl Lty b laals ledde adsill calgdl) o asill Liea) dyida gl Aaldl o685 VT qaan A 1 2305305
Vsl 8 (el salgdll edaal it AW e dadsdl)

ALl chblgs e disbadl auly Glas o agty of iy Loty LB laall 201 L)) AW e adsall jaa) of U
dginall Lkl ilald) o gShas claleal) of laa lld b Loy clgmdsh e Goaaill ahyall ol e adgilly dyinall Zkas)
Bypial) clalgal) ilulas b (S o GUaill 2 )la Zisliaall o3l Aeaiiusall clelad iy - laaass & A chaledd) e adsilly
At A e adgal salgd cypaal Al Clalgsl e adgils dyiaal) diagl) ALl

e Sad At Al e psil) o 3aill padii ) Ayl A0 e adsall salgd e Ay Al IS (gt of e
At A e adsall salgd cypaal 85l bl clalgl) e il dsiaall duidasl) b} clales

Duals gy lge diladll lelal JLS) &y «lalgdl e adsils daall duidagll Alalull snon claled Joal) Algy el 13)
ylaaly saas A A3l



LI beg jéall jiuall (5355 24

sl Jso prand Gl chledl) e adgilly Lpiall dyidasll Alabud) culalgadd 5ol (o 2hes @il i ¥ Laeady AailE alaiud
el gl (ggint A algdll b AR eLasy dcalal) Lobubin 2385 o Ledde aan 1 Y oty w158 (ge s Js Ao g o e
(o) e e DU T andl) i) Al

lgple dBaliaally dalal) pleall palad) i) olaisl =Y

illy LT 5o phall g ST jual) (3508 5] alal) eiliall Lol Al (s Lnle d8aliaally Zaelall eiloall ZaslaY) Al olast) Caia,
coas il Lalal) mslaall Al
LT B sal) g Sy deall (3500 dalad) ailiall dpailedy) 4l V1

o Ugndll LY o0 Jsill Jgo 3 Gl alas ass (Ll g jaall g SNV o) 3850 dalall laall Aanlu) Al A3y 8
Aaia ey W 5eg s Ayig U s A28 sl AnaY) 52l e )l adiill daaa (pe oty (3oaTl) sa L Aalal) liall L) A)
Qs 285l e (3oanl dlaal) llig LT B sl yaull g SV Aadsl) Gl Luaadls S ALl 85000 3 A3a) bl Al
SEase 43 s adsl) e 3aill aadiall dadl) e dadgd) dgall alad) # el o J3ead) Caplall iy o
Oo Gl g plias A clalgdll el Wiy clalgial e gAY Jodl) Joal © anil) 3 A8Seall Al aijsill ] e
it Al dalall eilaal) of ol elal] il of colalgatl) @iy lail ¢ 58 Y aygill Taladll oda of e el daadll Culagigal)

gl elal) iy Slalgll) el e ciladgll e (gaas
o Daadyl) ledgll (e 3aaill aaaid (Cosca) lalgadll e pgilly dsieal) dyiasll Aalul) oy lgale (s5ia3 1 dalal) slaall
Conag 3 Joill Algd 058 o g AT laca) Algn (e LT B joe Ay Sl i iy Jadl ety . ulalgall elall L1585 clalgl)
o sl Agiaal) Lkasl) Al 5algd (e Aiaige Adasd ca) Jpumsl) ganll 485l Ll iy ol U il O3 3 Jadlls
sl Luiaal) daibagl) dlalud) Gl plall ~liaall G Sipe Claslee (e AT JSE 5l ¢ laaY) dadiie 5f dlgal (Cosca) clalgal)
Balgdll e e g LS cilalgdll e
Clalgall (585 (Cosca) Claleadl) e adgills dyiaall Labasll Aalll clalgd 3 ol elial ce Adggud) Joill gy Gile e o
gl o panill lgaks lgasdiod K1 disele Al ¢ LU liSHeS (@lalgadl] (he cilastad) )

olaliy) jSisa gl 1-1-1
Aadigll o daise disma dga Ao Babiad) el 38055eS dalasinl (Sa Ol K55 oLt any [RFC 5280] (o5 s23a5 o5 Lasues
Al s e Balgd o A Al e adsall sl dae )l ASE) e adsall
tob Lo (ol 3aS Lyl iSiye et o any 4 Adaiyal) Clastedd) by (i ale bde (e Gl K55 JS Cally
bl ddasige Closbee luslul gy Gaizal aladl Zlzall o
el e ol o

Joll e gginn Sl cllgdl) e a8l diaall dulagll dll) salgd] SubjectAltName odid dad o
Skl e b aadig V13 of g a2l eg ool dalite o Al GG diacad 3 GaaY) DU
.DOC 9303-11 Aadsl) & Cajeall daall (o bl G 3 a2did) sed (alglll i) Al e dislad) Clela)



25 LI 5eg phall siuadl (3355] doladl msiliall duliw¥) Luiall — de I giadl

Aol e gl At Aipna gty Ald oo ke IS dusiio el S50 L (Ll 505l g ST il 28y Gk 8
oA & P e gl Lt cian ccliledl) Lo a gl dvies dyidag Al (g dile Joeanl 2 (3 JoY) alall 2 lidall il
chledll o adgilly dyinal) ksl Adabidls Jasipe 3530 o ol o 28gilly dyins dyikag ddalis 5algd Jayd @3 1) Dlay « @laill
Adabd) i} A nm 5algd adlsl) o Juyill Balgd of (e 3Ranll (39 SV 2yl f Canlel) i) Ll o )la Jlai) plasind oKy
chbledl e adgll Lueall Akl dalul) lubis sl of adead) Ciplall Hemy 28 Gl L cbilgall o xgilly duieall Laidagl)
£La) Sy - lalgl) pladna dalaal) cililbiially elisl oIS ok Aigele il 13 Lo oyl Lgilojlaas Leilehals JlaaYl culi )
13 g Al Alabodl ] 00 5lhal] Zodanl) Lo (S ectlalel e gy A Aisnn duihg Al gl Ll 3550
sha) Jlae) Yaie (Ko cclalgall e adgilly dyies by Alaluy bl 5algs hlgdl) o adgilly dieal) Ladasll dlald) cpaual
(i3 ale ke Jadly aadind 43 sa0all salglll daa (e eaill lalgdl e adgilly Auiaal) didagll ddaludly 3Uaill #)la Jlal
85l dinal) Al gl) Adaliadly Lol D salgll) el e adigill A (ge 32l lgast lalgll) Ao aigilly dinal) dyidagl) Alalid) il
calalgall Ao

Gaige IS8 A ol clgais clalgtll o adgils daal) dudasl) Aabul) s2lgd (e diaige A3niS O] Sixe Slasbie (583 jen
Lol

Ablal) ol oL 2y ginaa G gasill dals (3 el e a8l diine dpihy cillalu ge salall cililgdl) e cladgll oY
Aial) i)l Aalud) uiil aaly L) Sije e AST Jad Als ol (5] 005Soms La Balad ¢ digha gy priliall (o Lgang ) Cuaaty duilagll
Sl 038 Gns Ol ¢pnd il el e 8l Al Al Al a3y . me iy 6 3 Slalgll e sl
aall aal) e sl sgintug clalgdll e xgill diieall Aol dyiagl) Aalull and) o (gginin oladl

ity Clalgd] olil) daild / balgdd] Ao ddslasll yandl) ¥—1-1
lslly Aadisll 4] dsall i) Wl g sl dig SSNI o) Aafiy okt & lilal) dge Ay A (o @) didae (a g3aS
tob L o8 Ao (6l s (o O T eclihaty) 23lg8s dans)
salgd (dadigll o dafgall dgall salgd Jia) Uikl Bl Ao adgll dsia e @il deddiidl salglll e dialadl) e
((lihaiV) Al o adgal) salgd Ayl A e adsall
$2\:\.\AAS‘ Edw‘ ;.\;dl CAA} ua;d E\AM\ U_I\JL@.JJ\ ;Ld! i48 ‘_,,J:- dew‘ °
i) Balgall elal) aag (ge 3Rl Clalgdll i) A Al e
& Al Baaaal) daayjleall ddnl Jdl) Jgo zliad Yy [RFC 5280] (& aasall elli Jia cclidanl) o3¢l ilia) s il g

38 Gob e Leiles @l Alatind eas clelal) sl e @l sl @bl Tslue St 355 of w81 RFC 5280
ddasaall dal) Galiid Wi Gala

[RFC 5280] 3 5aamal lls 1) gt} ylsa slind as ) Joll Joad ol () Gaiyall pdiy
b1ae¥ jo) Ao dslad) dal  F-1 -1

Juaitlls DoV 9303-13 (il 233y . Asboaal) dubi Guli Gk (o () @8 o dhaliadl saeeY] 3oy o daboad Al 48
alae Al adg Jal e disladd) Glu)lsiy ulaa

Basbad) Glaey e 520 3ay e dialad Al adiady SaeeY) ey o disbad) Akl Ladagl) i<l € JSE gy
cag3all Adlye b daddind Csuls (o ey (Sar A



LI beg jéall jiuall (5355 26

Bysea Liads cAidiol) e W e iall eially 5aac) 3oy 5alain saacV) eyl Bysem 33l 56l Slens Aliaia disbiadl Cilaay (sS
And) a8 A e Aaffie Balaal) ilimay 58 O Ay (o) 3 a8 Dl e 3ailly LT o5 2l Lgdha Balein ARl
Ll ell) Qlsh 5aee Y] e e dadsal) dgall 5,881 il salany JBY) e dele Y S dalad) maliall 4l

SSY s 32 ) ey Bel 8 lea

Y
'\ T

/

/ e Bsadl i —

s jall g (‘:UAY\
Ll e 5 saal)
-  “

- [ s30eY) e o ol pall sales }

Al 5 ol >
\ Cilalg il JUay) u Cilalgdl) JUay) 48 }
—

Slaayt ads

3aael) ey Ao ABalaall — ¢ <)
(Sloadl sf 5yl Sag) gy Aaipe 3355 6V W Beg el ehalls (ol S8 ey BaeeY) ey e Aibad) Glaay asi
Aabll e dislas Alla 205 Jal e (Doc 9303-13 dafsll aal)) disbad) Al Gadiis ¢ o)l 23w o dialadly
danlgy 240 &ndla (o @ndl) (Ko laing - Cila o dBaladll ilmay i Lo oKa cdlina) 5eaY) Slagyln b
Bealill Jia) desalaall W 5eg il e3alls 280 Jals Bagmpal) (Aadsall) ililadl o 35l 25 of s ¢ S Canlgh e Slaayd)

Wle 5,891 Aol e G Alill yseall 7la Lig 50 seg el eladl sual) masally sel@l dlaslsy of Lon L) (Slsad)

BaeeY) a) e dBalaal) Gl y daslsy A6l L) mlles
(chlsad) o sl pea i bl Sigal i Al Jad) clbly e
Llalgdl Wl gy calgdlly e
el dalal) aliall dualad) A Y-

cabine IS8 Aaabiadlly 481 3550 ae Jaledl) a3 ¢l dalad) mslaal] Aulul) Al dpally



27 LI 5eg phall siuadl (3355] doladl msiliall duliw¥) Luiall — de I giadl

Albull lgia Foail ol Al Cflgdl) Ao ddsladd) 1 -F-1

Gaal g A8 e 05 el Aol malall Al Aad) A8kl saagl) Clalgdis Gl (e ralall cilalgd) Dl
A Sy 05 O s LT Beg sl As S el iy copaal A Algall 8 clalgdl) (pe 3aill Ayl Adalull ale - ie
Jay (8 L) sl ) dlaje 3 LT Beg sl L sV ) Aadsl Lpads DU ALalSiall 8501 8 el Aiyhay ae (Y
Aabuadly Lol g 050 gl e ity lalgi (g (gamall yiagl) Alabud) alaatios 63 eiliall 293 (o Lasg Auaad ) il sall
Spe uany LT 8egjaal) Laig pSIY) ) sl Aaeadls DU ALlSiall B0al) agin of iy Asiie Clalgdll e gaaill dukgl)
0o aaill Ayilagl) Alaldly Jasyl) ilalgds Aaayd Tylass L 5alsll Aadlall Jayyll culalgad g Llsls Ly (Ralall) (alal) 280 (<l 5)
B e g (gl B Aadln DU ALelSaall s e AR i he GHAT Cagas cilalgal)

T 5 jaall dug IV jand) Adel deadls DU ALelSaall B0l e i) AR S5

& M09 LDS2 Al daa (e 3asall JsSgig ym Lals 28l sasgll culalgdis 36N (e Baaiall cilalgd Ao dBaladl elynl (16
.(Doc 9303-11 4adll

clalgdd) plal] aslBy Salgddl Bagall cilagy) -V
celiall L) dadly W 5o jaal) g Y ad) (35050 Aalall eilall Zanl) L) (g JSU lalgil] By sall Caliasy) Cispat 4
ol dalall
LT B el dig Sy sheal) (3500 Lalad) gailiall dpaled) il V-

a0l ey Lol sanadll Basall CiliagY) e 30 Clalgd sl Ay clalgd ol jlaaY) cladiie o Jg e s
ol Bagall Calias¥ls L llaly ladgll Aok e Laliall (DER) el uadill sacls IS8 3 clalgdl) o) sy alglll
b calian Glialgall 83 (e duald) daidal) q;gj S Aadgl e Aabgall dgally cilalgill e wdsilly diaal) dabasl) dlald)
Gailas ! ol Ty cpral Ll cialedll dalles Jle 5,08 (asl i (6 o cans A0S Sagall Gilasd) e cVlad) an
) B gal) Caliag¥) SISy ((z) @iell k) Azl B sall
hlgd) o adgills dyiee Baaly daikg Al jlaa) dabiie sf Algy S i o Guaw 4 el ) Shasall Caliag¥! ode anis
.Doc 9303 Aadisll Alinadl) LT 55 jaal) g SN joudl (3l paen o padgil) (injal
(I i) gl anl) 138 8 dea lalgdl S gall CiliasY)

Ll afgall Gad il o) Al e

Aadigll Ao Aaigall dgall @

clalgdl) o adgll diead) Lokl Aalull Lyl LG e adsdd) o

(lihat¥) Al e aBgd) e

Al Geas i) b iU Blad o s3as asdl o) dule dals s Cad Ll (e a2l e —oNLaY) o
sl il Jdal e oY) JsSsign cVlal) gl el malidl Qb e g cliledl o
cclalgl) e ad gl dimall dyihagl) dlalud) il o3 aah b aashs . Jsall G LDAPEMAILHTTP



LI sogjiall i 5ilSs

28

Tyl AR e Zadgal) dgally clihaty) Al o dadgal) dgally dadigll o Zafgall dgally alll Zadgall (and il laa) Al

¥ ] b Ajea Wdlge Ll e asilly Al dgilagl) Aalll
VY il 8 Cajae haledl Hl) AR agall Caas)

el ey [ clisSal e IS aga colbkial 40 cilallaad) S gall Ciliagyl st

Basase LA 058 f = B m
Bagage WY 0 VT uan — lgeasna Y
Basase DAY 0 o jgm — @lasl 0
Asee Cigph 3 Basage WA 08 o can—Lgyie C

Hlghsai onn [ gan lalaiaY Aapal) ol 00 Cilallaiad) s gal) Cilag¥l padi
calsiaY) 138 dallee o 8,08 Joul) il (35S O can — daga c
calalats o Jean NneY) 138 aeis ¥ A Joll linds — dam nc

Lisis .(RFC 5280 Uie) aaballs 55eal) Zauli) Sasall Ciliag¥) e 85500 Srasall Ciliag) o3 & 5aaaall cllbiiall (s
(<) G 8 dsanll 8 dngate sand) il ass Al Al Basall Ciliag¥l (e Sieall paill Gl (Jagal

Chlg il i pall Cilagy) V-1 -V

Aoy LA T Jaaall samsg 52kl (e AT daills lalgdl) pueal ASEA Basall Cilag) cilllia © Jyaall saa

Balgdll calalangy

Balgdd) LAY Sagal) Ciagl) — & Jgaal)

Certificate Component Presence Comments
Certificate m
TBSCertificate m See Table 6
signatureAlgorithm m Value inserted here dependent on algorithm selected
signatureValue m Value inserted here dependent on algorithm selected
TBSCertificate
version m MUST be v3
serialNumber m MUST be positive integer and maximum 20 Octets
MUST use 2’s complement encoding and be represented in the smallest
number of octets
signature m Value inserted here MUST be the same as that in
signatureAlgorithmcomponentof Certificate sequence
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Certificate Component

Presence

Comments

issuer

m

countryName and serialNumber, if present, MUST be
PrintableString

Other attributes that have DirectoryString syntax MUST be
either PrintableStringorUTF8String

countryName MUST be Upper Case

See 7.1.1 for naming conventions

validity

MUST terminate with Zulu (2)
Seconds element MUST be present

Dates through 2049 MUST be in UTCTime
UTCTime MUST be represented as YYMMDDHHMMSSZ

Dates in 2050 and beyond MUST be in GeneralizedTime.
GeneralizedTime MUST NOT have fractional seconds
GeneralizedTime MUST be represented as
YYYYMMDDHHMMSSZ

subject

countryName and serialNumber, if present, MUST be
PrintableString

Other attributes that have DirectoryString syntax MUST be
either PrintableStringor UTF8String

countryName MUST be Upper Case
countryName in issuer and subject fields MUST match

See 7.1.1.1 for naming conventions

subjectPublicKeyInfo

issuerUniquelD

subjectUniquelD

extensions

See Table 6 on which extensions should be present

Default values for extensions MUST NOT be encoded

[ segpiall dual] 53l dalel) mesiliall duslus) L) — e G cjadl
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@ 5 © c c
o o~ = B o2 k=)
() (=) cwmw =
= = %) D 5]
2 - - D 2 2
Extension name €D < = = = S Comments
5 3 £ 36 =
@ 1) -1 .9
wn O 8 ] =
< S &g S
O ) 2 ©
$ =0
@ > @ > @ P @ 2> @ >
= = 1 = -0 = = = = =
2| S|g S|g 8| g|8| g8
S S |l =] 2] £
a |l olal olalS|lalolal o
AuthorityKeyIdentifier | o nc {m|nc | mj|nc| m}|nc|mj|nc
keyIdentifier m m m m m
authorityCertIssuer 0 0 0 0 0
authorityCertSerialNum | o 0 0 0 0
ber
SubjectKeyIdentifier m |[nc | mj|nj|ofn| o nc | o | nc
subjectKeyIdentifier m m m m m
KeyUsage m c |m| c |m| c m c |m| c
Some communication
certificates (e.g. TLS
certificates) require that the
keyUsage bits be set in
. . accordance with the particular
digitalSignature X X m m 0 cipher suite used. Some
cipher suites do, and some do
not require the
digitalSignature bit
to be set.
nonRepudiation X X X X X
keyEncipherment X X X X 0
dataEncipherment X X X X X
keyAgreement X X X X 0
keyCertSign m m X X X
cRLSign m m X X X
encipherOnly X X X X X
decipherOnly X X X X X
PrivateKeyUsagePeriod m | nc | mj|nc|m| nc 0 nc | o | nc
At least one of notBefore
notBefore 0 0 0 0 0 or notAfter MUST be
present
notAfter 0 0 0 0 0 MUST be encoded as
generalizedTime
CertificatePolicies 0 nc|o|nj|o|fn | o nc | o| nc
PolicyInformation m m m m m
policyIdentifier m m m m m
policyQualifiers 0 0 0 0 0
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Extension name 2 < = 5 2 5 Comments
= 9 £ 55 =
© 1) -1 .2
n 3 = =
< © e s 8 S
o a %3 ©
8 =c
PolicyMappings X X X X X See Note 1
. See 7.1.2
SubjectAltName m |nc| mjfinc|mj|nc|mj|nc|m]|nc
IssuerAltName m nclmj|nc|mjnc | m nc | mj| nc SEB (s
SubjectDirectoryAttrib
X X X X X
utes
Basic Constraints m c |m| ¢ X X X
CA m m X X X
PathLenConstraint m m X X X MUST always be ‘0’
NameConstraints X X X X X See Note 1
PolicyConstraints X X X X X See Note 1
ExtKeyUsage X X X m c |m| c | See7.1.3
CRLDistributionPoints m |nc | mjfinc|mj|n|m}|nci|o| nc
MUST be Idap, http or https
distributionPoint m m m m m
See7.14
reasons X X X X X
cRLIssuer X X X X X
InhibitAnyPolicy X X X X X See Note 1
FreshestCRL X X X X X See Note 2
- E -
privatelInternetExtensi 0 nc |oj|nc|fo| nc 0 nc | o | nc | See Note 3
ons
NameChange 0 nc |o| nc | x X X See 7.1.1.5
DocumentType X X m | nc X X See 7.1.1.6
Netscape Certificate x X X x X See Note 4
Type
other private
. 0 nc |oj|ncj|o| nc 0 nc | o| nc
extensions
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Singapore PKD example:
https://pkddownloadl.icao.int/CRLs/SGP.crl
https://pkddownload?2.icao.int/CRLs/SGP.crl

Hong Kong example:
https://pkddownloadl.icao.int/CRLS/CHN HKG.crl
https://pkddownload?2.icao.int/CRLS/CHN_HKG.crl
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nameChange EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-icao-mrtd-security-extensions—-nameChange}
id-icao-mrtd-security-extensions OBJECT IDENTIFIER ::= {id-icao-

mrtd-security 6}

id-icao-mrtd-security-extensions—-nameChange OBJECT IDENTIFIER ::=
{id-icao-

mrtd-security-extensions 1}


https://pkddownload1.icao.int/CRLs/SGP.crl
https://pkddownload2.icao.int/CRLs/SGP.crl
https://pkddownload1.icao.int/CRLs/CHN_HKG.crl
https://pkddownload2.icao.int/CRLs/CHN_HKG.crl
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The DocumentType extension MUST be used to indicate the document types, as they appear in the MRZ, that the corresponding
Document Signer is allowed to produce. This extension MUST always be set to non-critical.

ASN.1 for Document Type List extension:

documentTypelList EXTENSION ::= {
SYNTAX DocumentTypeListSyntax
IDENTIFIED BY id-icao-mrtd-security-extensions-
documentTypeList}
DocumentTypelListSyntax ::= SEQUENCE ({
version DocumentTypelistVersion,
docTypelist SET OF DocumentType }
DocumentTypelistVersion ::= INTEGER {v0(0)}

-- Document Type as contained in MRZ, e.g. “P” or “ID” where a
-- single letter denotes all document types starting with that letter
DocumentType ::= PrintableString (size(l..2))

id-icao-mrtd-security-extensions-documentTypelList OBJECT
IDENTIFIER ::= {id-icao-mrtd-security-extensions 2}
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Extension name LDS2 Signer Comments

Presence
Criticality

AuthorityKeyldentifier nc
keyldentifier
authorityCertlssuer
authorityCertSerialNumber

ExtKeyUsage

3|o|o|3(3

c See Note 1

e LDS2 i) e dedgall dgall solgis lail (o i ST Siaal] = ldal) plasind Siol Slas o g — ) 4hadle
A5 LDS2 lily Yse (re glsif sae adisi] mian Ao LDS2 it/ o 5anly dedpe dgn it i (Ko 4if Lin Dy ol (isall gail]
Aedgall dgall oigy dlaial spisdl Cilifes pran Ao ieal] ~ldall podin Jiel gping 28 Ala s
id-icao-mrtd-security-1ds2 OBJECT IDENTIFIER ::= {id-icao-mrtd-security 9}

id-icao-1ds2Signer OBJECT IDENTIFIER ::= {id-icao-mrtd-
security-1ds2 8}

* LDS2 Travel Stamp Signer (LDS2-TS) certificates
id-icao-tsSigner OBJECT IDENTIFIER ::= { id-icao-1lds2Signer 1}

. LDS2 Visa Signer (LDS2-V) certificates:
id-icao-vSigner OBJECT IDENTIFIER ::= { id-icao-1lds2Signer 2}

. LDS2 Biometrics Signer (LDS2-B) certificates:
id-icao-bSigner OBJECT IDENTIFIER ::= { id-icao-1lds2Signer 3}

EF.Certificates g__I;S// ilal) g jls Al anad) 24811 DS2 Leidl] e dedgall dgall solgd Jiiai of cuay — ¥ i
-Doc 9303-10 4ésdsl/ 4
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L) Als e @aaall ot Sl Glalgll) ela) A6 s

baac¥l) ja) Ao dadpal) dgal) Clilgdd jage ciy F—1-V
clalgs of Lag .LDS2 Al e dadgall dgall 52lgdd Jagall Chagll diid of 5aeeY) ey e dadgall dgall cilalgd e caan
dagg calill (a8 die (aisg Dagall ghiag ld (LDS2 cilaled g0 (e alide o ash eyl ey o dadgall dgal)
Dhl) bl J330l5 5aaeY) Say o dadgal) dgall Balgds (alall (subjectDN) gsasall Graall adl 5aame cillliia dagy cals
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Extension hame LDS2 Signer Comments
>
8 =
s |g
3 £
a O
AuthorityKeyldentifier m nc
keyldentifier m
authorityCertlssuer 0
authorityCertSerialNumber 0
DocumentType 0 This extension indicates
the document type, which
the Bar Code Signer is
allowed to produce
ExtKeyUsage m [ See note below
saill o 520e Y] oy Ao dedpall dgad) 50lgis lsif (1o 53 ST dieal] # ldal) pasie] Sio) Moy o cuay — dLiadle
colisf sall
id-icao-mrtd-security-vds OBJECT IDENTIFIER ::= {id-icao-mrtd-security 11}
id-icao-vdsSigner OBJECT IDENTIFIER ::= {id-icao-mrtd-security-vds 1}
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Certificate List
Component

CSCA CRL

Comments

CertificatelList

m

tBSCertList

m

See Table 10

signatureAlgorithm

Value inserted here dependent on algorithm selected

signatureValue

Value inserted here dependent on algorithm selected

tBSCertList

Version

MUST be v2

Signature

value inserted here MUST be the same as that in
signatureAlgorithm component of
Certificatelist sequence

Issuer

countryName and serialNumber, if present, MUST be
PrintableString

Other attributes that have DirectoryString syntax MUST be
either PrintableStringorUTF8String

countryName MUST be Upper Case

thisUpdate

MUST terminate with Zulu (Z)
Seconds element MUST be present

Dates through 2049 MUST be in UTCTime
UTCTime MUST be represented as YYMMDDHHMMSSZ

Dates in 2050 and beyond MUST be in GeneralizedTime.
GeneralizedTime MUST NOT have fractional seconds
GeneralizedTime MUST be represented as
YYYYMMDDHHMMSSZ

nextUpdate

MUST terminate with Zulu (Z)
Seconds element MUST be present

Dates through 2049 MUST be in UTCTime
UTCTime MUST be represented as YYMMDDHHMMSSZ

Dates in 2050 and beyond MUST be in GeneralizedTime.
GeneralizedTime MUST NOT have fractional seconds
GeneralizedTime MUST be represented as
YYYYMMDDHHMMSSZ

revokedCertificates

SHALL be present if there are revoked certificates. If there are no
revoked certificates it SHALL NOT be present. If present, MUST NOT
be empty

crlExtensions

See Table 10 on which extensions should be present

Default values for extensions MUST NOT be encoded
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CSCA
Extension Name CRL Criticality Comments
CRL Extensions
authorityKeyIdentifier This MUST be the same value as the
m nc subjectKeyIdentifier field inthe CRL issuer’s
certificate.
keyIdentifier m
authorityCertIssuer 0
authorityCertSerialNumber °
issuerAlternativeName 0 nc See Note 1
cRLNumber MUST be non-negative integer and maximum 20 Octets
m nc , .
MUST use 2’s complement encoding and be represented
in the smallest number of octets
deltaCRLIndicator X
issuingDistributionPoint X
freshestCRL X
CRL Entry Extensions
reasonCode X
holdInstructionCode X
invalidityDate X
certificatelIssuer X
other private extensions 0 nc
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Data Object Certificate
Presence

CV Certificate m
Certificate Body m
Certificate Profile Identifier m
Certification Authority Reference m
Public Key m
Certificate Holder Reference m
Certificate Holder Authorization Template m
Certificate Effective Date m
Certificate Expiration Date m
Certificate Extensions 0
Signature m
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Data Object
Certificate Extensions
Discretionary Data Template
Object Identifier
Context Specific Data Object
Discretionary Data Template
Object Identifier
Context Specific Data Object
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<?xml version="1.0" encoding="UTF-8"?>

<wsdl:definitions
xmins:wsdI="http://schemas.xmlsoap.org/wsdl/"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmlins:SPOC="http://namespaces.icao.int/lds2"
targetNamespace="http://namespaces. icao.int/lds2">

<wsdl:types>
<xs:schema xmlns="http://namespaces.icao.int/lds2"
targetNamespace="http://namespaces." elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xs:element name="certificateSequence">
<xs:complexType>
<xs:sequence>
<xs:element name="certificate" type="xs:base64Binary" minOccurs="1"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="RequestCertificateRequest">
<xs:complexType>
<xs:sequence>
<xs:element name="callerID" type="xs:string"/>
<xs:element name="messagelD" type="xs:string"/>
<xs:element name="certificateRequest" type="xs:base64Binary"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="RequestCertificateResponse">
<xs:complexType>
<xs:sequence>
<xs:element ref="certificateSequence" minOccurs="0" maxOccurs="1"/>
<xs:element name="result">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="ok_cert_available"/>
<xs:enumeration value="ok_reception_ack"/>
<xs:enumeration value="failure_inner_signature"/>
<xs:enumeration value="failure_outer_signature"/>
<xs:enumeration value="failure_syntax"/>
<xs:enumeration value="failure_request_not_accepted"/>
<xs:enumeration value="failure_request_syntax"/>
<xs:enumeration value="failure_expired"/>
<xs:enumeration value="failure_domain_parameters"/>


http://schemas.xmlsoap.org/wsdl/
http://schemas.xmlsoap.org/wsdl/soap/
http://www.w3.org/2001/XMLSchema
http://namespaces.icao.int/lds2
http://namespaces/
http://namespaces.icao.int/lds2
http://namespaces/
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<xs:enumeration value="failure_internal_error"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="SendCertificatesRequest">
<xs:complexType>
<xs:sequence>
<xs:element name="callerID" type="xs:string"/>
<xs:element name="messagelD" type="xs:string" minOccurs="0" maxOccurs="1"/>
<xs:element ref="certificateSequence" minOccurs="0" maxOccurs="1"/>
<xs:element name="statusInfo">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="new_cert_available_notification"/>
<xs:enumeration value="ok_cert_available"/>
<xs:enumeration value="failure_inner_signature"/>
<xs:enumeration value="failure_outer_signature"/>
<xs:enumeration value="failure_syntax"/>
<xs:enumeration value="failure_request_not_accepted"/>
<xs:.enumeration value="failure_certificate"/>
<xs:enumeration value="failure_internal_error"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="SendCertificatesResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="result">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="ok_received_correctly"/>
<xs:enumeration value="failure_syntax"/>
<xs:enumeration value="failure_messagelD_unknown"/>
<xs:enumeration value="failure_internal_error"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="GetCACertificatesRequest">
<xs:complexType>
<xs:sequence>
<xs:element name="callerID" type="xs:string"/>
<xs:element name="messagelD" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="GetCACertificatesResponse">
<xs:complexType>
<xs:sequence>
<xs:element ref="certificateSequence" minOccurs="0" maxOccurs="1"/>
<xs:element name="result">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="ok_cert_available"/>
<xs:enumeration value="0k_reception_ack"/>
<xs:enumeration value="failure_syntax"/>
<xs:enumeration value="failure_internal_error"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
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</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="GeneralMessageRequest">
<xs:complexType>
<xs:sequence>
<xs:element name="callerID" type="xs:string"/>
<xs:element name="messagelD" type="xs:string"/>
<xs:element name="subject" type="xs:string"/>
<xs:element name="body" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="GeneralMessageResponse">
<xs:complexType>
<xs:sequence>
<xs:element name="result">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="ok"/>
<xs:enumeration value="failure_syntax"/>
<xs:.enumeration value="failure_internal_error"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>
</wsdl:types>

<wsdl:message name="RequestCertificateRequest">

<wsdl:part name="RequestCertificateRequest" element="SPOC:RequestCertificateRequest"/>
</wsdl:message>
<wsdl:message name="RequestCertificateResponse">

<wsdl:part name="RequestCertificateResponse" element="SPOC:RequestCertificateResponse"/>
</wsdl:message>

<wsdl:message name="SendCertificatesRequest'>

<wsdl:part name="SendCertificatesRequest" element="SPOC:SendCertificatesRequest"/>
</wsdl:message>
<wsdl:message name="SendCertificatesResponse">

<wsdl:part name="SendCertificatesResponse" element="SPOC:SendCertificatesResponse"/>
</wsdl:message>

<wsdl:message name="GetCACertificatesRequest">

<wsdl:part name="GetCACertificatesRequest" element="SPOC:GetCACertificatesRequest"/>
</wsdl:message>
<wsdl:message name="GetCACertificatesResponse">

<wsdl:part name="GetCACertificatesResponse" element="SPOC:GetCACertificatesResponse"/>
</wsdl:message>

<wsdl:message name="GeneralMessageRequest">

<wsdl:part name="GeneralMessageRequest" element="SPOC:GeneralMessageRequest"/>
</wsdl:message>
<wsdl:message name="GeneralMessageResponse">

<wsdl:part name="GeneralMessageResponse" element="SPOC:GeneralMessageResponse"/>
</wsdl:message>

<wsdl:portType name="SPOCPortType">
<wsdl:operation name="RequestCertificate">
<wsdl:input message="SPOC:RequestCertificateRequest"/>
<wsdl:output message="SPOC:RequestCertificateResponse"/>
</wsdl:operation>
<wsdl:operation name="SendCertificates">
<wsdl:input message="SPOC:SendCertificatesRequest"/>
<wsdl:output message="SPOC:SendCertificatesResponse"/>
</wsdl:operation>
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<wsdl:operation name="GetCACertificates">
<wsdl:input message="SPOC:GetCACertificatesRequest"/>
<wsdl:output message="SPOC:GetCACertificatesResponse"/>
</wsdl:operation>
<wsdl:operation name="GeneralMessage">
<wsdl:input message="SPOC:GeneralMessageRequest"/>
<wsdl:output message="SPOC:GeneralMessageResponse"/>
</wsdl:operation>
</wsdl:portType>

<wsdl:binding name="SPOCSOAPBiInding" type="SPOC:SPOCPortType">
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="RequestCertificate">
<soap:operation soapAction="RequestCertificate"/>
<wsdl:input>
<soap:hody parts="RequestCertificateRequest" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="RequestCertificateResponse" use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="SendCertificates">
<soap:operation soapAction="SendCertificates"/>
<wsdl:input>
<soap:body parts="SendCertificatesRequest" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="SendCertificatesResponse" use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="GetCACertificates">
<soap:operation soapAction="GetCACertificates"/>
<wsdl:input>
<soap:body parts="GetCACertificatesRequest" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="GetCACertificatesResponse" use="literal"/>
</wsdl:output>
</wsdl:operation>
<wsdl:operation name="GeneralMessage">
<soap:operation soapAction="GeneralMessage"/>
<wsdl:input>
<soap:body parts="GeneralMessageRequest" use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body parts="GeneralMessageResponse" use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>

<wsdl:service name="SPOC">
<wsdl:port name="SPOCPort" binding="SPOC:SPOCSOAPBiInding">
<soap:address location="http://spoc-server/SPOC"/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>


http://schemas.xmlsoap.org/soap/http
http://spoc-server/SPOC
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Master Lists are implemented as instances of the ContentInfo Type, as specified in [RFC 5652]. The ContentInfo MUST
contain a single instance of the SignedData Type as profiled below. No other data types are included in the ContentInfo.
All Master Lists MUST be produced in DER format to preserve the integrity of the signatures within them.

9.1 SignedData Type

:[RFC 3852] 8 53 lsll dallaall ac)sd ukai

The specification of Master List structure uses the following terminology for presence requirements of each field.

mandatory — the field MUST be present

do not use — the field MUST NOT be present

m
r  recommended — the field SHOULD be present
X
0

optional — the field MAY be present.

L)) Aadldl) — VA Jgand)

Value Comments
SignedData
Version Value = v3
digestAlgorithms
encapContentInfo
eContentType id-icao-cscaMasterList
eContent The encoded contents of an cscaMasterList
Certificates The Master List Signer certificate MUST be included and the CSCA
certificate, which can be used to verify the signature in the
signerInfos field SHOULD be included.
Crls
signerInfos It is RECOMMENDED that States only provide 1 signerinfo
within this field.
SignerInfo
Version The value of this field is dictated by the sid field. See [RFC 5652] for
rules regarding this field
Sid
subjectKeyIdentifier It is RECOMMENDED that this field be supported rather than
issuerandSerialNumber.
digestAlgorithm The algorithm identifier of the algorithm used to produce the hash value
over encapsulatedContent and SignedAttrs.
See note below.




61

[ segpiall dual] 53l dalel) mesiliall duslus) L) — e G cjadl

Value Comments

signedAttrs m Additional attributes may be included. However these do not have to be

processed by Receiving States except to verify the signature value.
signedAttrs MUST include signing time (see [PKCS #9]).

signatureAlgorithm m The algorithm identifier of the algorithm used to produce the signature

value, and any associated parameters.

See note below.

signature m The result of the signature generation process.

unsignedAttrs 0 Although this field MAY be included, Receiving States may choose to
ignore it.

Note.— DigestAlgorithmIdentifiers MUST omit “NULL” parameters, while the

SignatureAlgorithmIdentifier (as defined in RFC 3447 ) MUST include NULL as the parameter if no
parameters are present, even when using SHA2 Algorithms in accordance with RFC 5754. Implementations MUST accept
DigestAlgorithmIdentifiers with both conditions, absent parameters or with NULL parameters.

9.2 ASN.1 Master List Specification

CscaMasterList
{ joint-iso-itu-t(2) international-organization(23) icao(136) mrtd(l)
security(l) masterlist(2)}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

IMPORTS

-- Imports from RFC 5280 [PROFILE], Appendix A.l
Certificate
FROM PKIX1Explicit88
{ iso(1l) identified-organization (3) dod(6)
internet (1) security(5) mechanisms (5) pkix(7)
mod (0) pkixl-explicit(18) };
-—- CSCA Master List

CscaMasterListVersion ::= INTEGER {v0(0)}
CscaMasterList ::= SEQUENCE ({
version CscaMasterListVersion,
certList SET OF Certificate }

-— Object Identifiers

id-icao-cscaMasterList OBJECT IDENTIFIER ::=
{id-icao-mrtd-security 2}
id-icao-cscaMasterListSigningKey OBJECT IDENTIFIER ::=
{id-icao-mrtd-security 3}
END
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{[RFC 3852] (& 5)lsll dallaall 2efgd 5ok

m  mandatory — the field MUST be present
r  recommended — the field SHOULD be present
X do not use — the field MUST NOT be present
0 optional — the field MAY be present.
Caldfasy) daslE — V4 Jgaad)
Value Comments
SignedData
version m Value = v3
digestAlgorithms m
encapContentInfo m
eContentType m id-icao-DeviationList
eContent m The encoded contents DeviationList
certificates m States MUST include the Deviation List Signer certificate and
SHOULD include the CSCA certificate, which can be used to verify the
signature in the signerInfos field.
crls X
signerInfos m It is RECOMMENDED that States provide only 1 signerInfo
within this field.
SignerInfo m
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Value Comments
version m The value of this field is dictated by the sid field. See [RFC 3852]
Section 5.3 for rules regarding this field.
sid m
subjectKeyIdentifier r It is RECOMMENDED that States support this field over
issuerandSerialNumber
digestAlgorithm m The algorithm identifier of the algorithm used to produce the hash value
over encapsulatedContent and SignedAttrs
signedAttrs m Producing States may wish to include additional attributes for inclusion
in the signature, however these do not have to be processed by receiving
States except to verify the signature value.
signedAttrs MUST include signing time (ref. PKCS#9).
signatureAlgorithm m The algorithm identifier of the algorithm used to produce the signature
value, and any associated parameters.
signature m The result of the signature generation process.
unsignedAttrs X
ASN.1 ddalgall  Y-1
DeviationList

{ joint-iso-itu-t (2) international-organization(23) icao(136) mrtd(l) security(l)
deviationlist (7)}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

IMPORTS

-- Imports from RFC 3280 [PROFILE], Appendix A.1l
AlgorithmIdentifier
FROM PKIX1Explicit88
{ iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechanisms (5) pkix (7)
mod (0) pkixl-explicit(18) }

-— Imports from RFC 3852
SubjectKeyIdentifier, Digest, IssuerAndSerialNumber
FROM CryptographicMessageSyntax2004
{ iso(l) member-body(2) us(840) rsadsi(113549)
pkcs (1) pkcs-9(9) smime (16) modules (0)
cms-2004 (24) };

DeviationListVersion ::= INTEGER {vO0(0)}

DeviationList ::= SEQUENCE {

version DeviationListVersion,
digestAlgorithm AlgorithmIdentifier OPTIONAL,
deviations SET OF Deviation

}

Deviation ::= SEQUENCE{
documents DeviationDocuments,
descriptions SET OF DeviationDescription

}

DeviationDescription ::= SEQUENCE {
description PrintableString OPTIONAL,
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deviationType OBJECT IDENTIFIER,

parameters [0] ANY DEFINED BY deviationType OPTIONAL,

nationalUse [1] ANY OPTIONAL

-- The nationalUse field is for internal State use, and is not governed
-- by an ICAO specification.

}
DeviationDocuments ::= SEQUENCE {

documentType [0] PrintableString (SIZE(2)) OPTIONAL,

-- per MRZ, e.g. ‘P’

dscIdentifier DocumentSignerIdentifier OPTIONAL,

issuingDate [4] IssuancePeriod OPTIONAL,

documentNumbers [5] SET OF PrintableString OPTIONAL

}
DocumentSignerIdentifier ::= CHOICE({

issuerAndSerialNumber [1] IssuerAndSerialNumber,

subjectKeyIdentifier [2] SubjectKeyIdentifier,

certificateDigest [3] Digest -- if used, digestAlgorithm must be present in
DeviationList

}

IssuancePeriod ::= SEQUENCE {

firstIssued GeneralizedTime,
lastIssued GeneralizedTime

}

—-— CertField is used to define which part of a certificate is
affected by a coding error. Parts of the Body are identified by
the corresponding value of CertificateBodyField, extensions
by the corresponding OID identifying the extension.

CertField ::= CHOICE {

body CertificateBodyField,

extension OBJECT IDENTIFIER

}
CertificateBodyField ::= INTEGER ({

generic (0), version(l), serialNumber (2), signature(3), issuer (4),
validity(5), subject(6), subjectPublicKeyInfo(7),
issuerUniqueID(8), subjectUniqueID(9)

}

Datagroup ::= INTEGER
{dgl (1), dg2(2), dg3(3), dg4(4), dg5(5), dg6(6),
dg7(7), dg8(8), dg9(9), dgl0(10), dgll(ll),
dgl2(12), dgl3(13), dgl4(l4), dgl5(15), dgl6(le),
sod(20), com(21)}

MRZField ::= INTEGER

{generic (0), documentCode(l), issuingState(2), personName (3),
documentNumber (4), nationality(5), dateOfBirth(6),
sex (7), dateOfExpiry(8), optionalData(9)}

-- Base Object Identifiers

id-icao OBJECT IDENTIFIER ::= {2 23 136 }

id-icao-mrtd OBJECT IDENTIFIER ::= {id-icao 1}

id-icao-mrtd-security OBJECT IDENTIFIER ::= {id-icao-mrtd 1}
id-icao-DeviationList OBJECT IDENTIFIER ::= {id-icao-mrtd-security 7}
id-icao-DeviationListSigningKey OBJECT IDENTIFIER ::= {id-icao-mrtd-security 8}

-- Deviation Object Identifiers and Parameter Definitions

id-Deviation-CertOrKey OBJECT IDENTIFIER ::= {id-icao-DeviationList 1}
id-Deviation-CertOrKey-DSSignature OBJECT IDENTIFIER ::= {id-Deviation-CertOrKey 1}
id-Deviation-CertOrKey-DSEncoding OBJECT IDENTIFIER ::= {id-Deviation-CertOrKey 2}
id-Deviation-CertOrKey-CSCAEncoding OBJECT IDENTIFIER ::= {id-Deviation-CertOrKey 3}

id-Deviation-CertOrKey-AAKeyCompromised OBJECT IDENTIFIER ::= {id-Deviation-CertOrKey 4}
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id-Deviation-LDS OBJECT IDENTIFIER ::= {id-icao-DeviationList 2}
id-Deviation-LDS-DGMalformed OBJECT IDENTIFIER ::= {id-Deviation-LDS 1}
id-Deviation-LDS-DGHashWrong OBJECT IDENTIFIER ::= {id-Deviation-LDS 2}
id-Deviation-LDS-SODSignatureWrong OBJECT IDENTIFIER ::= {id-Deviation-LDS 3}
id-Deviation-LDS-COMInconsistent OBJECT IDENTIFIER ::= {id-Deviation-LDS 4}
id-Deviation-MRZ OBJECT IDENTIFIER ::= {id-icao-DeviationList 3}
id-Deviation-MRZ-WrongData OBJECT IDENTIFIER ::= {id-Deviation-MRZ 1}
id-Deviation-MRZ-WrongCheckDigit OBJECT IDENTIFIER ::= {id-Deviation-MRZ 2}
id-Deviation-Chip OBJECT IDENTIFIER ::= {id-icao-DeviationList 4}
id-Deviation-NationalUse OBJECT IDENTIFIER ::= {id-icao-DeviationList 5}
END
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Component / Extension Reference Relevant Excerpts

Certificate RFC 5280-4.1.1

TBSCertificate RFC5280-4.1.1.1

signatureAlgorithm RFC 5280 -4.1.1.2

signatureValue RFC 5280 -4.1.1.3
TBSCertificate RFC 5280 -4.1.2

version RFC 5280 —4.1.2.1 | When extensions are used, as expected in this profile, version

MUST be 3 (value is 2).
serialNumber RFC 5280 — 4.1.2.2 | The serial number MUST be a positive integer assigned by

the CA to each certificate. It MUST be unique for each
certificate issued by a given CA (i.e., the issuer name and
serial number identify a unique certificate). CAs MUST force
the serialNumber to be a non-negative integer.

Given the uniqueness requirements above, serial numbers can
be expected to contain long integers. Certificate users MUST
be able to handle serialNumber values up to 20 octets.
Conformant CAs MUST NOT use serialNumber
values longer than 20 octets.

X.690 - 8.3.2 If the contents octets of an integer value encoding consist of
more than one octet, then the bits of the first octet and bit 8 of
the second octet:

App B-1
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Component / Extension Reference Relevant Excerpts

a) shall not all be ones; and

b) shall not all be zero.

Note. — These rules ensure that an integer value is always
encoded in the smallest possible number of octets.

X.690 - 8.3.3 The contents octets shall be a two’s complement binary
number equal to the integer value, and consisting of bits 8 to
1 of the first octet, followed by bits 8 to 1 of the second octet,
followed by bits 8 to 1 of each octet in turn up to and
including the last octet of the contents octets.

signature RFC 5280 — 4.1.1.2 | This field MUST contain the same algorithm identifier as the
signatureAlgorithm field in the sequence
Certificate.
issuer RFC 5280 — X520countryName ::=
Appendix A.1 PrintableString (SIZE (2))
X520SerialNumber ::=

PrintableString (SIZE (1l..ub-
serial-number))

RFC 5280 —4.1.2.4 | CAs conforming to this profile MUST use either the
PrintableStringor UTF8String encoding of

DirectoryString
1SO 3166-1
validity RFC 5280 -4.1.2.5 | Both notBefore and notAftexr may be encoded as
UTCTime or GeneralizedTime.
CAs conforming to this profile MUST always encode
certificate validity dates through the year 2049 as
UTCTime. Certificate validity dates in 2050 or later MUST
be encoded as GeneralizedTime
(1f encoded as X.690-11.8.1 The encoding shall terminate with “Z”, as described in the
UTCTime) ITU-T X.680 | ISO/IEC 8824-1 clause on UTCTime.
X.690 -11.8.2 The seconds element shall always be present.
(if encoded as X.690 -11.7.1 The encoding shall terminate with a “Z”, as described in the
GeneralizedTime) ITU-T Rec. X.680 | ISO/IEC 8824-1 clause on
GeneralizedTime.
X.690 - 11.7.2 The seconds element shall always be present.
RFC 5280 — GeneralizedTime values MUST NOT include
41252 fractional seconds.

For the purposes of this profile, GeneralizedTime
values MUST be expressed Greenwich Mean Time (Zulu)
and MUST include seconds (i.e., times are
YYYYMMDDHHMMSSZ), even where the number of
seconds is zero.
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subject RFC 5280 — X520countryName ::=
Appendix A.1 PrintableString (SIZE (2))
X520SerialNumber ::=
PrintableString (SIZE (1..ub-

serial-number))

RFC 5280 -4.1.2.6

CAs conforming to this profile MUST use either the
PrintableStringor UTF8String encoding of
DirectoryString

subjectPublicKeyInfo

RFC 5280 -4.1.2.7

issuerUniquelD RFC 5280 —4.1.2.8 | CAs conforming to this profile MUST NOT generate
certificates with unique identifiers.

subjectUniquelD RFC 5280 —4.1.2.8 | CAs conforming to this profile MUST NOT generate
certificates with unique identifiers.

extensions X.690 - 11.5 The encoding of a set value or sequence value shall not

include an encoding for any component value which is equal
to its default value.

AuthorityKeyIdentifier

RFC 5280 -4.2.1.1

The keyIdentifier field of the
authorityKeyIdentifier extension MUST be
included in all certificates generated by conforming CAs to
facilitate certification path construction. There is one
exception. Where a CA distributes its public key in the form
of a “self-signed” certificate, the authority key identifier
MAY be omitted.

keyIdentifier

authorityCertIssuer

authorityCertSerialNumber

SubjectKeyIdentifier

RFC 5280 -4.2.1.2

To facilitate certification path construction, this extension
MUST appear in all conforming CA certificates, that is, all
certificates including the basic constraints extension (section
4.2.1.9) where the value of cA is TRUE.

subjectKeyIdentifier

KeyUsage RFC 5280 — 4.2.1.3 | The usage restriction might be employed when a key that
could be used for more than one operation is to be restricted.
digitalSignature The digitalSignature bitis asserted when the

subject public key is used with a digital signature mechanism
to support security services other than certificate signing (bit
5), or CRL signing (bit 6).

nonRepudiation
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Component / Extension Reference Relevant Excerpts

keyEncipherment

dataEncipherment

keyAgreement

keyCertSign The keyCertSign bitis asserted when the subject public
key is used for verifying a signature on public key
certificates.

cRLSign The cRLSign hit is asserted when the subject public key is
used for verifying a signature on certificate revocation list
(e.g., a CRL, delta CRL, or an ARL). This bit MUST be
asserted in certificates that are used to verify signatures on
CRLs.

encipherOnly

decipherOnly

PrivateKeyUsagePeriod

RFC 3280-4.2.1.4

CAs conforming to this profile MUST NOT generate
certificates with private key usage period extensions unless at
least one of the two components is present and the extension
is non-critical.

notBefore

notAfter

Where used, notBefore and notAfter are
represented as GeneralizedTime and MUST be
specified and interpreted as defined in section 4.1.2.5.2.

CertificatePolicies

RFC5280-4.2.14

If this extension is critical, the path validation software
MUST be able to interpret this extension (including the
optional qualifier), or MUST reject the certificate.

PolicyInformation

policyIdentifier

policyQualifiers
PolicyMappings RFC 5280 -4.2.1.5
SubjectAltName RFC 5280-4.2.1.6
IssuerAltName RFC 5280 -4.2.1.7

SubjectDirectoryAttributes

RFC 5280 -4.2.1.8

Basic Constraints

RFC 5280 -4.2.1.9

The basic constraints extension identifies whether the subject
of the certificate is a CA and the maximum depth of valid
certification paths that include this certificate. Conforming
CAs MUST include this extension in all CA certificates that
contain public keys used to validate digital signatures on
certificates and MUST mark the extension as critical in such
certificates.
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cA The cA boolean indicates whether the certified public key

belongs to a CA. If the cA boolean is not asserted, then the
keyCertSign bitin the key usage extension MUST

NOT be asserted.
PathLenConstraint
NameConstraints RFC 5280 —
4.2.1.10
PolicyConstraints RFC 5280 —
42111
ExtKeyUsage RFC 5280 — This extension indicates one or more purposes for which the
42112 certified public key may be used, in addition to or in place of
the basic purposes indicated in the key usage extension.
CRLDistributionPoints RFC 5280 —
42113

distributionPoint

reasons
cRLIssuer
InhibitAnyPolicy RFC 5280 —
42114
FreshestCRL RFC 5280 —
4.2.1.15

privateInternetExtensions RFC 5280 - 4.2.2

NameChange

DocumentType

Netscape Certificate Type

other private extensions

Qthﬂ\ﬁuﬂeﬂﬁcMMihbubUG.——*—gadjqﬂ

Component / Extension Reference Relevant Excerpts
Certificatelist RFC 5280 -5.1.1
tBSCertlList RFC 5280-5.1.1.1
signatureAlgorithm RFC 5280 -5.1.1.2
signatureValue RFC 5280 -5.1.1.3
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Component / Extension

Reference

Relevant Excerpts

RFC 5280 -5.1.2

version RFC 5280 -5.1.2.1 This optional field describes the version of the encoded CRL. When
extensions are used, as required by this profile, this field MUST be
present and MUST specify version 2 (the integer value is 1).
signature RFC 5280 -5.1.2.2 This field MUST contain the same algorithm identifier as the
signature field in the sequence CertificatelList.
issuer RFC 5280 — X520countryName ::= PrintableString
Appendix A.1 (SIZE (2))
X520SerialNumber ::= PrintableString
(SIZE 1. .ub-serial-number))
RFC 5280 -5.1.2.3 CAs conforming to this profile MUST use either the
and 4.1.2.4 PrintableStringor UTF8String encoding of
DirectoryString
thisUpdate RFC 5280 -5.1.2.4 CRL issuers conforming to this profile MUST encode

thisUpdate as UTCTime for dates through the year 2049.
CRL issuers conforming to this profile MUST encode
thisUpdate as GeneralizedTime for dates in the year
2050 or later.

(1f encoded as X.690-11.8.1 The encoding shall terminate with “Z”, as described in the ITU-T
UTCTime) X.680 | ISO/IEC 8824-1 clause on UTCT ime.
X.690 -11.8.2 The seconds element shall always be present.
(1f encoded as X.690-11.7.1 The encoding shall terminate with a “Z”, as described in the ITU-T
GeneralizedTime) Rec. X.680 | ISO/IEC 8824-1 clause on GeneralizedTime.
X.690 -11.7.2 The seconds element shall always be present.
RFC 5280 -4.1.25.2 | GeneralizedTime values MUST NOT include fractional
seconds.
For the purposes of this profile, GeneralizedTime values
MUST be expressed Greenwich Mean Time (Zulu) and MUST
include seconds (i.e., times are YYYYMMDDHHMMSSZ), even
where the number of seconds is zero.
nextUpdate 5.1.25 CRL issuers conforming to this profile MUST encode
nextUpdate as UTCTime for dates through the year 2049.
CRL issuers conforming to this profile MUST encode
nextUpdate as GeneralizedTime for dates in the year
2050 or later.
(1f encoded at X.690 -11.8.1 The encoding shall terminate with “Z”, as described in the ITU-T
UTCTime) X.680 | ISO/IEC 8824-1 clause on UTCTime.
X.690 - 11.8.2 The seconds element shall always be present.
(1f encoded at X.690-11.7.1 The encoding shall terminate with a “Z”, as described in the ITU-T
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Component / Extension Reference Relevant Excerpts
GeneralizedTime) Rec. X.680 | ISO/IEC 8824-1 clause on GeneralizedTime.
X.690 -11.7.2 The seconds element shall always be present.

RFC 5280 -4.1.2.5.2

GeneralizedTime values MUST NOT include fractional
seconds.

For the purposes of this profile, GeneralizedTime values
MUST be expressed Greenwich Mean Time (Zulu) and MUST
include seconds (i.e., times are YYYYMMDDHHMMSSZ), even
where the number of seconds is zero.

revokedCertificates

RFC 5280 -5.1.2.6

When there are no revoked certificates, the revoked certificates list
MUST be absent. Otherwise, revoked certificates are listed by their
serial numbers.

crlExtensions RFC 5280 - 5.2 Conforming CRL issuers are REQUIRED to include the authority
key identifier (Section 5.2.1) and the CRL number (Section 5.2.3)
extensions in all CRLs issued.
X.690 - 11.5 The encoding of a set value or sequence value shall not

include an encoding for any component value which is equal to its
default value.

authorityKeyIdentifi
er

RFC 5280 -5.2.1

Conforming CRL issuers MUST use the key identifier method, and
MUST include this extension in all CRLs issued.

issuerAlternativeNam
e

RFC 5280 -5.2.2

cRLNumber

RFC 5280 -5.2.3

CRL issuers conforming to this profile MUST include this
extension in all CRLs and MUST mark this extension as non-
critical.

CRLNumber INTEGER

(0. .MAX)

Given the requirements above, CRL numbers can be expected to
contain long integers. CRL verifiers MUST be able to handle
CRLNumbe r values up to 20 octets. Conforming CRL issuers
MUST NOT use CRLNumber values longer than 20 octets.

X.690-8.3.2

If the contents octets of an integer value encoding consist of more
than one octet, then the bits of the first octet

and bit 8 of the second octet:

a) shall not all be ones; and

b) shall not all be zero.

Note.— These rules ensure that an integer value is always encoded
in the smallest possible number of octets.

X.690-8.3.3

The contents octets shall be a two’s complement binary number
equal to the integer value, and consisting of

bits 8 to 1 of the first octet, followed by bits 8 to 1 of the second
octet, followed by bits 8 to 1 of each octet in turn up to and
including the last octet of the contents octets.
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Component / Extension

Reference

Relevant Excerpts

deltaCRLIndicator

RFC 5280 -5.2.4

issuingDistribution
Point

RFC 5280 -5.2.5

freshestCRL

RFC 5280 -5.2.6

reasonCode

RFC 5280 -5.3.1

holdInstructionCode

RFC 5280 -5.3.2

invalidityDate

RFC 5280 -5.3.3

certificatelssuer

RFC 5280 -5.3.4
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Country Document
Section in Signing CA Signer
Certificate Component RFC 3280 Certificate Certificate Comments
Certificate 411 m m
TBSCertificate 4111 m m See Table C-2
4112 m m Value inserted here dependent on algorithm
SignatureAlgorit selected
hm
SignatureValue 4113 m m Value inserted here dependent on algorithm
selected
TBSCertificate 4.1.2
version 4121 m m SHALL be v3
serialNumber 4.1.2.2 m m
signature 4123 m m Value inserted here SHALL match the OID in
signatureAlgorithm
issuer 4124 m m
validity 4125 m m Implementations SHALL specify using UTC time
until 2049 from then on using
GeneralizedTime
subject 4.1.2.6 m m

App C-1
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Country Document
Section in Signing CA Signer
Certificate Component RFC 3280 Certificate Certificate Comments
subjectPublicKey 4127 m m
Info
issuerUniquelD 4128 X
subjectUniquelD 4.1.2.8 X
extensions 4.1.2.9 m See Table C-2 on which extensions SHOULD be
present
Gl — Y-z Jgaad)
Paragraph Country Document
in RFC Signing CA Signer
Extension name 3280 Certificate Certificate Comments
AuthorityKeyIdentifier 4211 0 m Mandatory in all certificates except for
self-signed CSCA certificates
SubjectKeyIdentifier 4.2.1.2 m 0
KeyUsage 4213 mc mc This extension SHALL be marked
CRITICAL
PrivateKeyUsagePeriod 4214 0 0 This would be the issuing period of the
private key
CertificatePolicies 4215 0 0
PolicyMappings 4216 X X
SubjectAltName 4.2.1.7 X X
IssuerAltName 4.2.1.8 X X
SubjectDirectoryAttrib 4219 X X
utes
BasicConstraints 4.2.1.10 mc X This extension SHALL be marked
CRITICAL
NameConstraints 42111 X X
PolicyConstraints 42112 X X
ExtKeyUsage 42113 X X
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Paragraph Country Document
in RFC Signing CA Signer
Extension name 3280 Certificate Certificate Comments
CRLDistributionPoints 42114 0 0 If issuing States or organizations choose to
use this extension they SHALL include the
ICAO PKD as a distribution point.
Implementations may also include relative
CRL DPs for local purposes; these may be
ignored by other receiving States.
InhibitAnyPolicy 4.2.1.15 X X
FreshestCRL 4.2.1.16 X X
privateInternetExtensi 422 X X
ons
other private N/A 0 0 If any private extension is included for
extensions national purposes then it SHALL NOT be
marked. Issuing States or organizations are
discouraged from including any private
extensions.
AuthorityKeyIdentifier 4211
keyIdentifier m m If this extension is used this field SHALL
be supported as a minimum
authorityCertIssuer 0 0
0 0
authorityCertSerialNum
ber
SubjectKeyIdentifier 4212
subjectKeyIdentifier m m
KeyUsage 4213
digitalSignature X m
nonRepudiation X X
keyEncipherment X X
dataEncipherment X X
keyAgreement X X
keyCertSign m X
cRLSign m X
encipherOnly X X
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Paragraph Country Document
in RFC Signing CA Signer
Extension name 3280 Certificate Certificate Comments

decipherOnly X X
BasicConstraints 4.2.1.10

cA m X TRUE for CA certificates

PathLenConstraint m X 0 for New CSCA certificate, 1 for Linked

CSCA certificate

CRLDistributionPoints 4.2.1.14

distributionPoint m X

reasons m X

cRLIssuer m X
CertificatePolicies 4215

PolicyInformation

policyIdentifier m m

policyQualifiers 0 0
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This appendix provides guidance to receiving States wishing to use systems that implement the [RFC 5280] certification path and CRL
validation algorithms.

The eMRTD PKI trust model is a subset of that covered by the validation procedures defined in [RFC 5280]. Section D.1 identifies
the subset of steps from the [RFC 5280] definition that are required for the eMRTD application and provides the necessary inputs and
initialization values and processes for certification path validation, CRL validation and revocation checking.

Section D.2 covers the remaining steps from the [RFC 5280] definition that are not relevant to the eMRTD application. The inputs and
initialization values for certification path validation and CRL validation are provided. The guidance in this section is for use in
situations where the tools implement the full [RFC 5280] algorithms, rather than just the subset described in D.1.

Section D.3 provides guidance to support the extension of [RFC 5280] based CRL processing to cover revocation checking after a
CSCA has undergone a name change.
D.1 STEPS RELEVANT TO eMRTD

The eMRTD certification path validation procedure defined here is based on the procedure described in [RFC 5280].The same
terminology and process descriptions are used. The eMRTD certificate profiles restrict certification paths to a single certificate and
prohibit use of many optional features that are used in other applications, such as the Internet PKI defined in [RFC 5280]. Path
validation steps associated with these features are omitted from the eMRTD certification path validation procedure.

D.1.1 Certification Path Validation Procedure

D.1.1.1 Inputs

[RFC 5280] defines a set of nine inputs to the path validation algorithm. Only the following three are relevant to the eMRTD
application:

«  certification path: A single certificate (e.g. the Document Signer certificate);
e current date/time; and
. Trust Anchor information, including:

0 trusted issuer name: If the Trust Anchor is in the form of a CSCA certificate, the trusted issuer
name is the value of the subject field of that certificate;

0 trusted public key algorithm: If the Trust Anchor is in the form of a CSCA certificate, the
trusted public key algorithm is taken from the SubjectPublicKeyInfo field of that certificate;

0 trusted public key: If the Trust Anchor is in the form of a CSCA certificate, the trusted public
key is taken from the SubjectPublicKeyInfo field of that certificate; and

App D-1
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0 trusted public key parameters: This is an optional input that is included only if the trusted
public key algorithm requires parameters. If the Trust Anchor is in the form of a CSCA certificate, these
parameters are taken from the SubjectPublicKeyInfo field of that certificate.

If an implementation requires that the additional six inputs be supplied, recommendations for these are provided in D.2.
There could be several Trust Anchors for the CSCA that issued the certificate being validated. Of these Trust Anchors, the one that
MUST be used is the one that contains the public key that matches the value of the Authority Key Identifier extension in the certificate
being validated.
D.1.1.2 Initialization
There are eleven State variables defined in [RFC 5280]. Only the following five are relevant to the eMRTD application:

«  application: max_path_length: Initialize to “0”;

» working_issuer_name: Initialize to the value of the trusted issuer name;

« working_public_key_algorithm: Initialize to the value of the trusted public key algorithm;

« working_public_key: Initialize to the value of the trusted public key; and

« working_public_key_parameters: Initialize to the value of the trusted public key parameters.

If an implementation requires that the additional six variables be initialized, recommendations for these are provided in D.2.

D.1.1.3 Certificate processing

eMRTD certificate processing steps are a subset of those defined in [RFC 5280]. The result of processing an eMRTD certificate using
this simplified process will be consistent with the result using the full RFC 5280 algorithm. If the additional inputs and State variables
are configured as described in D.2:

a) Verify the basic certificate information. The certificate MUST satisfy each of the following:

. the signature on the certificate can be verified using working_public_key_algorithm, the
working_public_key, and the working_public_key parameters;

« the certificate validity period includes the current time;

. at the current time, the certificate is not revoked (see 6.3 for details); and
. the certificate issuer name is the working_issuer_name.
b)  Assign the certificate subjectPublicKey to working_public_key.

c) Ifthe subjectPublicKeyInfo field of the certificate contains an algorithm field with non-null
parameters, assign the parameters to the working_public_key parameters variable. If the
subjectPublicKeyInfo field of the certificate contains an algorithm field with null parameters or
parameters are omitted, compare the certificate subjectPublicKey algorithm to the
working_public_key_algorithm. If the certificate subjectPublicKey algorithm and the
working_public_key_algorithm are different, set the working_public_key_parameters to null.

d) Assign the certificate subjectPublicKey algorithm to the working_public_key_algorithm variable.

e) Recognize and process any other critical extensions present in the certificate.
f)  Process any other recognized non-critical extensions present in the certificate.
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If any of the checks in step a) fail or if there are any unrecognized critical extensions in the certificate that cannot be processed, the
path validation procedure fails. Otherwise the procedure succeeds.

D.1.1.4 Outputs

If path validation succeeds, the procedure terminates, returning a success indication together with the working_public_key, the
working_public_key_algorithm, and the working_public_key_parameters.

If path validation fails, the procedure terminates, returning a failure indication and an appropriate reason.

D.1.2 CRL Validation and Revocation Checking

The CRL validation algorithm in [REC 5280] covers various types of CRLs including delta CRLs, partitioned CRLs, indirect CRLs,
etc. The CRL profile for the eMRTD application is very restrictive and prohibits use of any of these features. Use of the
issuingDistributionPoint extension as well as all of the standardized CRL-entry extensions is also prohibited. As a
result, CRL validation and revocation checking for the eMRTD application is relatively simple.

D.1.21 Inputs

[RFC 5280] defines two inputs to the CRL validation algorithm. Only the following one of these is relevant to the eMRTD application.
If an implementation requires that the additional input be supplied, a recommendation for this is provided in D.2.

-  certificate: certificate serial number and issuer name

D.1.2.2 Initialization

There are three State variables defined in [RFC 5280]. Only the following one of these is relevant to the eMRTD application. If an
implementation requires that the additional two variables be initialized, recommendations for these are provided in D.2.

«  cert_status : initialize to the value UNREVOKED.
D.1.2.3 CRL Processing

All CRLs in the eMRTD application are complete CRLs that cover all current certificates issued by the CSCA that issued the CRL.
There are no partitioned, delta or indirect CRLs. The steps in the CRL processing algorithm for the eMRTD application are:

a) Obtain the current CRL for the CSCA that issued the certificate. If the CRL cannot be obtained, the cert_status
variable is set to UNDETERMINED, and processing is stopped.

b) Verify that the CRL issuer is the same CSCA that issued the certificate in question. Because there is a single
CSCA in each country, and the eMRTD application is a closed application with Inspection Systems retaining a
cache of CRLs that is unique to this application, verifying that the country name is the same in the issuer field of
the CRL and the issuer field of the certificate is sufficient.

. If the CSCA has not undergone a name change since the certificate was issued, the issuer field
in the CRL and the issuer field in the certificate will be identical.

. If the CSCA has undergone a name change since the certificate was issued, the country
attribute of the name in the issuer field of the certificate and in the issuer field of the CRL will be the same,
but some other attributes may be different.

. If the relying party wishes to verify that substitution of some non eMRTD CRL has not
happened, it may optionally verify that it has Trust Anchors for both CSCA names and that those Trust
Anchors are for the same CSCA. If the CSCA has undergone a name change and has included the optional
issuerAltName extension in the CRL, the relying party MAY optionally verify that the issuer field in
the certificate is identical to one of the values in this extension.

If the CRL issuer is not the CSCA that issued the certificate, the cert_status variable is set to UNDETERMINED, and processing is
stopped.
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¢) Validate the certification path for the issuer of the CRL. Note that in the eMRTD application all CRLs are
issued by CSCAs that are the Trust Anchors for the respective paths. Unlike the algorithm in [RFC 5280], the
eMRTD application does NOT require that the Trust Anchor used to validate the CRL certification path be the
same Trust Anchor that was used to validate the target certificate. However, if the Trust Anchors are different,
they MUST both be Trust Anchors for the same CSCA. Unlike [RFC 5280], the eMRTD application has multiple
Trust Anchors for a given CSCA that are valid at the same time. If the certification path cannot be successfully
validated, the cert_status variable is set to UNDETERMINED, and processing is stopped.

d) Verify the signature on the CRL. If the signature cannot be successfully verified, the cert_status variable is
set to UNDETERMINED, and processing is stopped.

e) Search for the certificate on the CRL. If an entry is found that matches the certificate issuer and serial number,
then the cert_status variable is set to UNSPECIFIED.

D.1.2.4 Output

Return the cert_status. If steps a), b), c) or d) failed, the status will be UNDETERMINED. If the certificate was listed as revoked on
the CRL, the status will be UNSPECIFIED. If CRL validation succeeded, but the certificate was not listed on the CRL, the status will
be UNREVOKED.

D.2 STEPS NOT REQUIRED BY eMRTD

D.2.1 Certification Path Validation

Settings for additional inputs that are not relevant to eMRTD validation include:

« initial-policy-mapping-inhibit: Set to inhibit policy mapping;

« initial-any-policy-inhibit: Set to inhibit processing of the any-policy value;
» initial-permitted-subtrees: Set to permit all subtrees;

+ initial-excluded-subtrees: Set to exclude no subtrees;

» initial-explicit-policy: This should NOT be set; and

» user-initial-policy-set: Set to the special value “any-policy”.

Initialization of State variables that are not relevant to the eMRTD application include:
»  permitted_subtrees: Initialize to permit all subtrees;
»  excluded_subtrees: Initialize to exclude no subtrees;

* inhibit_any_policy: If initial-any-policy-inhibit is set, initialize to “0”. Otherwise, set to the value 1 or any
value greater than that;

*  policy mapping: Initialize to “0”;
«  explicit_policy: Initialize to “2”’; and

» valid policy tree: Initialize the valid policy element to “anyPolicy”, the qualifier set element to empty and
the expected_policy_set to “anyPolicy”.
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D.2.2 CRL Validation

Settings for additional inputs that are not relevant to eMRTD validation include:
»  use-deltas: Set to prohibit use of deltas.

Initialization of State variables that are not relevant to the eMRTD application include:
»  reasons_mask: Initialize to an empty set; and

* Interim reasons_mask: Initialize to the special value “all-reasons”.

D.3 MODIFICATIONS REQUIRED TO PROCESS CRLS

CRL validation systems that comply with the CRL validation procedure in [RFC 5280] are not intended to support environments where
a CA has undergone a name change, such as the eMRTD application environment. Therefore these systems require some modification
to handle this special case, as described below:

a) Inclause 6.3.3, step a) of the [RFC 5280] CRL validation procedure, the name in the distribution point field
of the CRL Distribution Points extension of the certificate in question is used to update the local cache with the
relevant CRL(s). For the eMRTD application, this step would need to be modified and only the count ryName
attribute of the distribution point field should be used to identify and obtain the appropriate CRL.

b) In clause 6.3.3, step f) of the [RFC 5280] CRL validation procedure, there is a requirement that the same
Trust Anchor be used to validate the certification path for the CRL issuer that was used to validate the target
certificate. This is NOT a requirement for the eMRTD application because independent Trust Anchors are
established for each public key of the CSCA.

The Trust Anchor used for validation of the CRL issuer will be the one for the CSCA’s public key that corresponds to the private key
used to sign the CRL. The Trust Anchor used to validate the certification path for the target certificate may be for an earlier CSCA
key pair.
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