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»  Encryption of clear text S with symmetric key K: E(K, S);
+  Decryption of cipher text C with symmetric key K: D(K, C);
*  The operation for computing a hash over a message m is denoted by H(m).
»  Computing a Message Authentication Code with symmetric key K over message M: MAC(K,M);
* Key agreement based on asymmetric key pairs (SK, PK) and (SK’, PK’) and domain parameters
D: KA(SK,PK’,D) / KA(SK',PK,D);
+  Key derivation from a shared secret S: KDF(S);
*  Signing a message m with private key SKirp is denoted by s = Sign(SKirp, m);
»  Verifying the resulting signature s with public key PKirp and message m: Verify(PKirp, s, m).

«  Computing a compressed representation of a public key PK: Comp(PK).
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Contactless Inspection
Method IC System Benefits Note
BASELINE SECURITY METHOD
Passive Authentication m m Proves that the contents of the Does not prevent an exact copy
(Section 5.1) SOp and the LDS are authentic | or IC substitution.
and not changed. Does not prevent unauthorized
access.
Does not prevent skimming.
ADVANCED SECURITY METHODS
Comparison of n/a 0 Proves that contactless IC’s Adds (minor) complexity.
conventional MRZ(OCR- content and physical eMRTD Does not prevent an exact copy
B) and IC-based belong together. of contactless IC and
MRZ(LDS) conventional document.
Active Authentication 0 0 Prevents copying the SOp and Does not prevent unauthorized
(Section 6.1) proves that it has been read access.
from the authentic contactless Adds complexity.
Chip Authentication olc 0 IC. Chip Authentication is
(Section 6.2) Proves that the contactless IC REQUIRED for LDS2.
has not been substituted.
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Contactless Inspection
Method IC System Benefits Note
Basic Access Control c m Prevents skimming and misuse. | Does not prevent an exact copy
(BAC) (see also 4.1) (see also 4.1) | Prevents eavesdropping on the | or IC substitution (requires also
(Section 4.3) communications between copying of the conventional

Password Authenticated
Connection
Establishment (PACE)
(Section 4.4)

ric
(see also 4.1)

m
(see also 4.1)

eMRTD and inspection system
(when used to set up encrypted
session channel).

document).

Adds complexity. At least one
of BAC or PACE SHALL be
supported by the eMRTD.
PACE is REQUIRED for
LDS2.

PACE offers better protection
against eavesdropping than
BAC. See also Appendix A.

Terminal Authentication olc 0 Prevents unauthorized access to | Requires additional key
(Section 7.1) sensitive data. management.
Prevents skimming of sensitive | Does not prevent an exact copy
data. or IC substitution (requires also
copying of the conventional
document).
Adds complexity. Terminal
Authentication is REQUIRED
for LDS2.
Data Encryption 0 0 Secures additional biometrics. Requires complex decryption
(Section 7.2) Does not require processor-I1Cs. | key management.

Does not prevent an exact copy
or IC substitution.
Adds complexity.

m = REQUIRED, r = RECOMMENDED, 0 = OPTIONAL, ¢ = CONDITIONAL, n/a = not applicable.

Lo ity 3D Lo ased U AalSiall ifoul] ibiianll LS Jualds o gL £ wuidll ki) — dinLo

Ngile Gl ju 4ol JLaiy) iy ol g LY

SIS ASY JEeY) e ) Jsaall 8 da e o LS dadinall dusaY) Gyl ddn i Y

e AlalSiall 3y0al ) Jguash) ¢

tasaell s (lSe] it U Beg jhe 4g AU i difiy o g OULY) Al (o AanadlY AlalSia 8 dila]

(o=Dan) 2285l 5elal 03gy et ) (sa s SN g3 (K BanedD) ALISIA 53000 3 A3l ) e

bl Bae ddlie (e adde Coamll (Ko (58 leang ey AlalSie 5l G i)l je JLa¥) e
Flan ¥ el Gl (el Slea by (Ble b Liaee 408 padialy bl i) GeDAiDU alias ASes dle ulS aag Laiy
g M aual Ay 41 (ol A6 e g DUV A A1 din s of qan Jlaal) cladiie 5 Jgo of asgiall el L caanl)
Ayl \giel B o Apuse DU ALelSiall Byilal) 8 A3iaal) i) o Tl g sall A IV o) A2y canlia Gy o sl 8 callas
caaill ISy e aia A8 e o Y1 Al L) sdag L disale
ey o Gandl) ala evie 0 ol b Lgbsine e gD aid 81 e o SUY) d8)al 200 dneae duwadlY AlalSie 353

Badiunall Cilaglaall A yaae ndil) aUas ufly Gum ¢ a3 oS5 0 (B (aad LBV 1aag 4D ALalSial) 830 glgs 4l Gl e i
Joald) dzdigl e



5 LI beg siall ical) (5l3g Syal L] — e (soladl cjndl

Olastedl) & lagind Gy AusdDU ALKl 5800 8ed e oSKai of Ui Clasbeal) odgy Ta33e Gradll s o6 of
Slagleal 02 Jaal e (tite e of Ll s (W1 il il (e Nia) il 5eg el A S i a5 (g Lpnayflipen
clasteall B sel @l OS] axe Ala b Gadll HUas & Loy
O Badinne lasteall o ) Ll Se) sslaie e dads e lgple pand) oSar Y Al db (e Slaglad) of Gl e
U it g iy alall e (il coddls 38 T g jaall dig pSIY) i) dadty o Jsshall (g o(liigan o9 soall LT g5 i) o3l
T Taga by 88 Jla¥ ol caanll s
(8 = gly Al ill anll 38 ey

¢l juain ) heas 2t Al o(F= andll) ulu) g OY) Al o

Lug il Cilygd esilia gl BLDU el Jeaion @2l) (€% audll PACE) lgale 3han Ju 4l pladauls Juaiyl o

S|
Ll meilia 598 ol Alin) Cilastes e Joeanll (1) Gisal) Lead )
Alfiaal) cdgasl) Y -¢

1325a)) Adalgall o3¢} A UK (e

(i ol g MUY Adle e 0 LT Beg j2all g SV ) 35 G, o

b1 g DULY) Ay lgile Glan o Al JLatV) et 305 A T Beg joall g 5SIY) o) (355 BE,

i lgde (3hian Ay JUal) b e A LT Beg jaal) A 5SIY) jaudl (335 clila) o

edsiall e (1) Gl (B asyd 3 @A) sl e «JsS5g ) panaity e sl ) g Y A8l p0 i (5301 Cpaalilly

OSaall (o (5Sams (lly il g Y Adlpe ddandss lana G e Rl ) lgiad) g5 e SignaSl seal 558 525 gags o
Ay o Lanys Joail o LYY 5 clldl LAl ghan Ak} Alga Ul g Allal) SLSISRY) (30 gine 38 il la mals JS8 g
Aale Bhian ju A Jlaal w8 ) o) g DY)
sl Q) 558 ol

el W clgle Bhian o LS Jlai) b LT Beg sl dug 5SIY) pud) (335 B, M8 o amy YAYVV /Y e
Alye i U LT Beg yaall A S o) G5 lBE) moans Loy andl Gl (Srmsed 1 o) DULY A i
Ngiadla 5 Jlsh dadlgie Jais Y2 YV/V /) J plially L asl) ¢ SUY)
Beg el g SV ol (355 clala ) 325 () o dlaess ¢ oual) g ST A0 Uity Jasl) il (s Y2 YA/ /) e Bliie) o
S JLai¥) e 3an W1 Beg jaall dsg 51 el (3385 BB, maens -lgale Blias o AalSy JLatV) mud Ladd LT
i s o amy lgiadla 55 Jlsh Al i Yo YAV /) 8 Blall cnll) ¢S Al e (3han
S 5t Wl 5 sk Ay Y has Ay il 13y L Aktiadl) Tl 5eg saall Zsg SSIY) il a5 LKA mpan Aliiad) il
£ U el Adhall Lo} (il pUas pnsin of g cJgemsll sl hally Lde (3hima o 3K JLaiV) 3 (e
Bsl i 3 Lagia IS Gl () Ll (3hme jus Al JLaiV] b L
dsag pde Ludis [ seg piall duig 5SIY) Jéud] (5iliy ulliy) Doc 9303 bl dolud) lyaayl cialil — ) dkiaSLall
alii e e ol pag Aujulaiy) deshal] 3 cosaiie ol 1iag . (Alasessl] LT Gog sial duig 0SIY) bl (531g) £ U dussles] 48]
ML Lussloo] Lidlya (190 (po LI 5 jiall duig 5SIY) dall (355 pe i of Aliiacl) iiail

14/6/24
No. 1



LI beg jéall jiuall (5355 6

lede (Bhan o AalSy JLai¥) it 2 ALISTA 850 ks (o g (LDS2 lila ) Jgamasll — 7 4hin Lo

3@y A 53&:\1\ Slelal Y-t
Al clghadll e il aUai Asia (e geaill A8 e t\)uw\ lehal s
1. Read EF.CardAccess (REQUIRED)

If PACE is supported by the eMRTD, the eMRTD chip MUST provide the parameters to be used for PACE in the file
EF.CardAccess.

If EF.CardAccess is available, the inspection system SHALL read the file EF.CardAccess (cf. Section 9.2.11) to determine
the parameters (i.e. symmetric ciphers, key agreement algorithms, domain parameters, and mappings) supported by the
eMRTD chip. The inspection system may select any of those paramet

If the file EF.CardAccess is not available or does not contain parameters for PACE, the inspection system SHOULD try to
read the eMRTD with Basic Access Control (skip to Step 4)

2. Read EF.DIR (OPTIONAL)
The Inspection System MAY read EF.DIR (if present) to retrieve a list of applications present on the eMRTD chip.
3. PACE (CONDITIONAL)

This step is RECOMMENDED if PACE is supported by the eMRTD chip. This step is REQUIRED if access to LDS2
applications is intended.

*  The inspection system SHOULD derive the key K from the MRZ. It MAY use the CAN instead of the MRZ if
the CAN is known to the inspection system.

*  The eMRTD chip SHALL accept the MRZ as passwords for PACE. It MAY additionally accept the CAN instead
of the MRZ.

»  The inspection system and the eMRTD chip mutually authenticate using K and derive session keys KSgenc and
KSwmac. The PACE protocol as described in Section 4.4 SHALL be used.

If successful, the eMRTD chip performs the following:
e It SHALL start Secure Messaging.

. It SHALL grant access to less sensitive data (e.g. EF.DG1, EF.DG2, EF.DG14, EF.DG15, etc. of the eMRTD
Application, and the Document Security Object. For the definition of “sensitive data” see Doc 9303-1).

» It SHALL restrict access rights to require Secure Messaging.

The inspection system MUST verify the authenticity of the contents of EF.CardAccess using EF.DG14 or
EF.CardSecurity, and of EF.DIR (if present and read) using EF.CardSecurity.

Note.— If no LDS2 application is present on the eMRTD chip, EF.CardSecurity may not contain a secured copy of
EF.DIR.

4. Basic Access Control (CONDITIONAL)

This step is REQUIRED if Chip Access Control is enforced by the eMRTD chip and PACE has not been used. If PACE
was successfully performed or if the eMRTD does not enforce Chip Access Control, this step is skipped.

The eMRTD Application MUST be selected before Basic Access Control is performed.

«  The inspection system SHOULD derive the Document Basic Access Keys (Kenc and Kmac) from the MRZ.

14/6/24
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»  The inspection system and the eMRTD chip mutually authenticate using the Document Basic Access Keys and
derive session keys KSenc and KSmac.

If successful, the eMRTD chip performs the following:

e It SHALL start Secure Messaging.

. It SHALL grant access to less sensitive data (e.g. EF.DG1, EF.DG2, EF.DG14, EF.DG15, etc. of the eMRTD
Application, and the Document Security Object).

* It SHALL restrict access rights to require Secure Messaging.

Note.— As a result of the Chip Access Procedure, the Current DF can be either the Master File
(if PACE was used) or the eMRTD Application (if BAC was used).
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1) The IFD requests a challenge RND.IC by sending the GET CHALLENGE command. The IC generates and
responds with a nonce RND.IC.

2) The IFD performs the following operations:

a)
b)
c)
d)
€)

generate a nonce RND.IFD and keying material K.IFD.
generate the concatenation S = RND.IFD || RND.IC || K.IFD.
compute the cryptogram Eirp = E(Kenc, S).

compute the checksum Miro = MAC(Kwmac, Eirp).

send the EXTERNAL AUTHENTICATE command with mutual authenticate function using the data Eirp ||
Mirp.

3) The IC performs the following operations:

a)
b)
c)
d)
€)
f)
9

14/6/24
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check the checksum MIFD of the cryptogram EIFD.

decrypt the cryptogram EIFD.

extract RND.IC from S and check if IFD returned the correct value.
generate keying material K.IC.

generate the concatenation R = RND.IC || RND.IFD || K.IC.
compute the cryptogram EIC = E(KEnc, R).

compute the checksum MIC = MAC(KMAC, EIC).
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h)  send the response using the data EIC || MIC.

4)  The IFD performs the following operations:

a)  check the checksum Mic of the cryptogram Eic.

b)  decrypt the cryptogram Eic.

¢)  extract RND.IFD from R and check if IC returned the correct value.

5) The IFD and the IC derive session keys KSEnc and KSMAC using the key derivation mechanism described
in Sections 9.7.1 and 9.7.4 with (K.IC xor K.IFD) as shared secret.
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The inspection system reads the “MRZ_information”. The “MRZ_information” consists of the concatenation of
Document Number, Date of Birth and Date of Expiry, including their respective check digits, as described in Doc
9303-4, Doc 9303-5 or Doc 9303-6 for document form factors TD3, TD1 and TD2, respectively, from the MRZ
using an OCR-B reader. Alternatively, the required information can be typed in; in this case it SHALL be typed
in as it appears in the MRZ. The most significant 16 bytes of the SHA-1 hash of this “MRZ_information” are used
as key seed to derive the Document Basic Access Keys using the key derivation mechanism described in Section
9.7.2.

The inspection system and the eMRTD’s contactless IC mutually authenticate and derive session keys. The
authentication and key establishment protocol described above MUST be used.

After a successful execution of the authentication protocol both the IFD and the IC compute session keys KSgnc
and KSwmac using the key derivation mechanism described in Sections 9.7.1 and 9.7.4 with (K.IC xor K.IFD) as
shared secret. All subsequent communication MUST be protected by Secure Messaging as described in
Section 9.8.

bl Ll clialsal)  P-r—f

LlainYly sanill pidi  )—F=r—¢

< [ISO/IEC 11568-2] - Wi (0x00 00 00 00 00 00 00 00 L*;i) IV oo g CBC dapylay lilad) padal dpulall saclall ¥ (jlalise
.EXTERNAL AUTHENTICATE al slal ic dliad) culilull siall aladind ase caans .Eirp and Eic bl Lagal i

14/6/24
No. 1



9 LI beg siall ical) (5l3g Syal L] — e (soladl cjndl

LlainYly (goail) daua (1o (3iadl)  Y-P=1=s

DS e ¥ Aol dsia (e @3l ey d2a)lsd [ISO/EC 9797-1] aladiuls Mirp and Mic _padill (e 3asill o gane lus g
oo 3l ey Jsh 05 of s J[ISO/NEC 9797-1] I Y séall sl IV (8 bytes) Laas clilul) el Zuladl) saclall AKS
b A Al dsa

il J3S579 40 cilily SHfaag f—r-£

dasall (e (38a3) diidig ae EXTERNAL AUTHENTICATE 5 GET CHALLENGE (¥l aladinls (i) ¢ SRV 4y elol o
[ISO/IEC 7816-4] 3 sandl) saill e yals¥) b caay s . alalidl)

gl )-E-r-f

Command
CLA Context specific
INS 0x84 GET CHALLENGE

P1/P2 0x0000 -

Data Absent
Response
Data Random Nonce
Status 0x9000 Normal processing
Bytes Random Nonce successfully generated and transmitted.
Other Operating system dependent error
Random Nonce could not be transmitted.

M/w (_,,AJBJ/ ‘}5;7.// Y—§—1-¢

Command
CLA Context specific
INS 0x82 EXTERNAL AUTHENTICATE

P1/P2 0x0000 -

Data Command data Eirp || Mirp REQUIRED
Response
Data Response data Eic || Mic REQUIRED
Status 0x9000 Normal processing
Bytes The protocol has been performed successfully.

Other Operating system dependent error

The protocol failed.
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*  MRZ: The key K defined by Kz = KDFz(MRZ) is REQUIRED. It is derived from the Machine Readable
Zone (MRZ) similar to Basic Access Control, i.e. the key is derived from the Document Number, the Date of Birth
and the Date of Expiry.

*  CAN: The key K defined by Kz = KDFz(CAN) is OPTIONAL. It is derived from the Card Access Number
(CAN). The CAN is a number printed on the document and MUST be chosen randomly or pseudo-randomly (e.g.
using a cryptographically strong pseudo-random function). Doc 9303, Parts 4,5 and 6 specify the CAN field.
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«  READ BINARY as specified in Doc 9303-10;

MSE:Set AT (MANAGE SECURITY ENVIRONMENT command with Set Authentication Template function) as
specified in Section 4.4.4.1;

«  The following steps SHALL be performed by the inspection system and the eMRTD chip using a chain of
GENERALAUTHENTICATE commands as specified in Section 4.4.4.2:

1) The eMRTD chip randomly and uniformly chooses a nonce s, encrypts the nonce to z = E(Kx,s), where K, = KDF
(m) is derived from the shared password 7, and sends the ciphertext z to the inspection system.

2) The inspection system recovers the plaintext s = D(Kz,z) with the help of the shared password 7.

3) Both the eMRTD chip and the inspection system perform the following steps:
a) They exchange additional data required for the mapping of the nonce:

i) for the generic mapping, the eMRTD chip and the inspection system
exchange ephemeral key public keys.

i) for the integrated mapping, the inspection system sends an additional
nonce to the eMRTD chip.

b) They compute the ephemeral domain parameters D = Map(Dic,s,...) as described in Section
4.4.33.
c) They perform an anonymous Diffie-Hellman key agreement (cf. Section 9.6) based on the

ephemeral domain parameters and generate the shared secret K = KA(SKpnic, PKphiFp,D) =
KA(SKoh,iFp,PKpH,ic,D).

d) During Diffie-Hellman key agreement, the IC and the inspection system SHOULD check that
the two public keys PKpw,ic and PKpw,irp differ.

e) They derive session keys KSmac = KDFmac(K) and KSenc = KDFenc(K) as described in
Section 9.7.1.

f) They exchange and verify the authentication token Tiro = MAC(KSwmac,PKph,ic) and Tic =
MAC(KSwmac,PKbH,iFp) as described in Section 4.4.3.4.

4) Conditionally, the eMRTD chip computes Chip Authentication Data CAic, encrypts them Aic = E(KSknc,
CAic) and sends them to the terminal (cf. Section 4.4.3.5.1). The terminal decrypts Aic and verifies the authenticity
of the chip using the recovered Chip Authentication Data CAic (cf. Section 4.4.3.5.2).
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Chip denoted as IC Inspection system denoted as IFD

Static domain parameters Dic
Choose random nonce s
Compute z = E(Kx,5)
BTN
Compute s = D(Kx,2)
« additional data for Map —

D = Map(Dic,s,...) D = Map(Dic,s,...)
Choose random ephemeral key pair Choose random ephemeral key pair
(SKpH,ic, PKpH,ic,D) (SKoH,iFp,PKpH,IFD,D)
«— PKboH,ic, PKpH,IFD —
Check PKpH,ic # PKpH,IFD Check PKpH,ic # PKpH,IFp
K = KA(SKbH,ic, PKpH,iFp,D) K = KA(SKbH,IFp,PKbpH,ic,D)
Compute Tic= Compute Tirp=
MAC(KSmac,PKpH,iFp) MAC(KSmac,PKpH,ic)

[compute CAic and encrypt as
Aic = E(KSEnc, CAIC).]
«— Tic, Tirop —
[— Aic —]
Verify Tirp Verify Tic
[decrypt Aic and authenticate chip]
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Clala— s JsSgigue JCaYly Slaajlsdll — ¥ Jgaall
OoID Mapping Sym. Key- Secure Auth.
Cipher length Messaging Token
id-PACE-DH-GM-3DES-CBC-CBC Generic 3DES 112 CBC/CBC CBC
id-PACE-DH-GM-AES-CBC-CMAC-128 Generic AES 128 CBC/CMAC CMAC
id-PACE-DH-GM-AES-CBC-CMAC-192 Generic AES 192 CBC/CMAC CMAC
id-PACE-DH-GM-AES-CBC-CMAC-256 Generic AES 256 CBC/CMAC CMAC
id-PACE-DH-IM-3DES-CBC-CBC Integrated 3DES 112 CBC/CBC CBC
id-PACE-DH-IM-AES-CBC-CMAC-128 Integrated AES 128 CBC/CMAC CMAC
id-PACE-DH-IM-AES-CBC-CMAC-192 Integrated AES 192 CBC/CMAC CMAC
id-PACE-DH-IM-AES-CBC-CMAC-256 Integrated AES 256 CBC/CMAC CMAC
Y-r—¢-¢

oY) iniall Hlaba= 40 JsSsig
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.Reference source not found.9.5.1

OoID Mapping Sym. Key- Secure Auth.
Cipher length Messaging Token
id-PACE-ECDH-GM-3DES-CBC-CBC Generic 3DES 112 CBC/CBC CBC
id-PACE-ECDH-GM-AES-CBC-CMAC-128 Generic AES 128 CBC/CMAC CMAC
id-PACE-ECDH-GM-AES-CBC-CMAC-192 Generic AES 192 CBC/CMAC CMAC
id-PACE-ECDH-GM-AES-CBC-CMAC-256 Generic AES 256 CBC/CMAC CMAC
id-PACE-ECDH-IM-3DES-CBC-CBC Integrated 3DES 112 CBC/CBC CBC
id-PACE-ECDH-IM-AES-CBC-CMAC-128 Integrated AES 128 CBC/CMAC CMAC
id-PACE-ECDH-IM-AES-CBC-CMAC-192 Integrated AES 192 CBC/CMAC CMAC
id-PACE-ECDH-IM-AES-CBC-CMAC-256 Integrated AES 256 CBC/CMAC CMAC
id-PACE-ECDH-CAM-AES-CBC-CMAC-128 Chip AES 128 CBC/CMAC CMAC
id-PACE-ECDH-CAM-AES-CBC-CMAC-192 Ag;?i%rgl- AES 192 CBC/CMAC CMAC
id-PACE-ECDH-CAM-AES-CBC-CMAC-256 AES 256 CBC/CMAC CMAC
sasy Gpe pa%ind U BV Y lae yany pidi FoF-f—f
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The function Map:G — G is defined as G = sxG+H, where H in <G> is chosen such that logcH is unknown. The point H SHALL be
calculated by an anonymous Diffie-Hellman Key Agreement [TR-03111] as H = KA(SKwmap,ic, PKmap,iFp, Dic) = KA(SKmap,iIFp, PKmap,
ic, Dic).

capall silgiall alell alasiud (a3 e Spieall duejill ile sanall Cilaxs (130 J3aTECKA peiiliall 5lail duaj lss — ibia Lo
el s JsSsis

The function Map:g — § is defined as § =g°xh, where h in <g> is chosen such that loggh is unknown. The group element h SHALL
be calculated by an anonymous Diffie-Hellman Key Agreement as h = KA(SKwmap,ic, PKmap,iFp, Dic) = KA(SKwmap,iFp, PKmap,ic, Dic).

Spieall duepill Cile panall Cilans aial [RFC 2631] 4 iseapall alel = lidall e Tilemal] ishaf asin in — dhis o
SolSiall Y laall aias  F—F—peg—g
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The function Map:G — G is defined as G = fo(Rp(s,t)), where Ry() is a pseudo-random function that maps octet strings to elements
of GF(p) and fs() is a function that maps elements of GF(p) to <G>. The random nonce t SHALL be chosen randomly by the inspection
system and sent to the eMRTD chip. The pseudo-random function Rp()is described below. The function fs() is defined in
[BCIMRT2010]. An informative description is given in Appendix B.

ohabia— i J5S5is 2

The function Map:g — § is defined as g = fg(Rp(S,t)), where Rp() is a pseudo-random function that maps octet strings to elements of
GF(p) and fy() is a function that maps elements of GF(p) to <g>. The random nonce t SHALL be chosen randomly by the inspection
system and sent to the eMRTD chip. The pseudo-random function Rp() is described below. The function fg() is defined as fq(x)=x?
mod p, and a = (p-1)/q is the cofactor. Implementations MUST check that § # 1.

R Agdall 2B Y laa yaal
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The function Rp(s,t) is a function that maps octet strings s (of bit length 1) and t (of bit length k) to an element int(x1||xz||...|[xn) mod p

of GF(p). The function Rp(s,t) is specified below in Figure 2.

The construction is based on the respective block cipher E() in CBC mode according to [ISO/IEC 10116] with 1V=0, where k is the
key size (in bits) of E(). Where required, the output ki MUST be truncated to key size k. The value n SHALL be selected as smallest

number, such that n*1 > logz p + 64.

Ay ALY Cliiladl] 203505 Yy ki o VE AV o Clisilall] pokie) AES-192 (A dussills L oY £ LaidY) — dhiaDLe
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G

Co

INIT FIRST ITERATION

SECOND ITERATION

A Apdal) Al c¥lae paas — ¥ A

The constants co and c: are defined as follows:

»  For 3DES and AES-128 (1=128):

- c0=0xa668892a7c41e3ca739f40b057d85904

- cl=0xad4el36ac725f738b01clf60217cl1l88ad

+  For AES-192 and AES-256 (1=256):

- c0=

0xd463d65234124e£7897054986dcalal’74e28df758cbaal03£240616414d5al1676

- cl=

0x54bd7255f0aaf831bec3423£fc£39d69b6cbf066677d0faae5aadd99df8e53517
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AES [19] SHALL be used in CBC-mode according to [ISO/IEC 10116] with IV=E(KSenc,-1), where -1 is the bit string of length 128
with all bits set to 1.
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1. MSE:Set AT
2. GENERAL AUTHENTICATE

4441 MSE:Set AT

The command MSE:Set AT is used to select and initialize the PACE protocol. The use of MSE:Set AT for PACE is indicated by a
PACE Object Identifier (see Sections 4.4.3 and 9.2.3) contained as cryptographic mechanism reference with tag 0x80, see table below.

Command
CLA Context specific
INS 0x22 Manage Security Environment
P1/P2 0xC1A4 Set Authentication Template for mutual authentication
Data 0x80 Cryptographic mechanism reference REQUIRED
Object Identifier of the protocol to select (value only, Tag 0x06 is omitted).
0x83 Reference of a public key / secret key REQUIRED
The password to be used is indicated by the following values in this data object:
0x01: MRZ_information
0x02: CAN
0x84 Reference of a private key / Reference for computing a session key CONDITIONAL
This data object is REQUIRED to indicate the identifier of the domain
parameters to be used if the domain parameters are ambiguous, i.e. more than
one set of domain parameters is available for PACE.
0x7F4C Certificate Holder Authorization Template CONDITIONAL
This data object (defined in Doc 9303-12) MUST be present if the terminal
requests Certification Authority Reference(s) for use in Terminal Authentication
to be returned as part of PACE (cf. Section 4.4.5).
The Object Identifier contained in this data object SHALL be set to id-IS (cf.
Doc 9303-10). The access bits in the discretionary data template SHALL all be
set to 1 by the terminal.
Response
Data - Absent
Status 0x9000 Normal processing
Bytes The protocol has been selected and initialized.
0x6A80 Incorrect parameters in the command data field
Algorithm not supported or initialization failed.
0x6A88 Referenced data not found
The referenced data (i.e. password or domain parameter) is not available.
other Operating system dependent error
The initialization of the protocol failed.

i) il i) pfasiias] i i [bis audiy sdlsie e ~lide HLas) b5 Jutdil] i daey — ) dhis Do)/
Vi dussily 5orne g lgasasy (3555 A ULl Jpe LolSiadl 53000l Jalats f (s NSE.Set sl ducsilly — ¥ dlis Lol
ALelStall 5300 (yo dasgio lgif Cigpall s o psans I3 Slily Jpe bl sangll Jadid ¥ iy . s



LI beg jéall jiuall (5355 18

(GENERAL AUTHENTICATE) dauall (1 pled/ (3éx5)/ Y—é-¢-¢

Mede Bhan o ALl Jlai¥) w8 JsSig 5 #18Y (GENERAL AUTHENTICATE) daall (g alall 32ail) yall (g Alusbs padiind

Command
CLA Context specific.
INS 0x86 GENERAL AUTHENTICATE
P1/P2 0x0000 Keys and protocol implicitly known
Data 0x7C Dynamic Authentication Data REQUIRED
Protocol specific data objects
Response
Data 0x7C Dynamic Authentication Data REQUIRED
Protocol specific data objects as described in Section 4.4.5.
Status 0x9000 Normal processing
Bytes The protocol (step) was successful.
0x6300 Authentication failed
The protocol (step) failed.
0x6A80 Incorrect parameters in command data field
Provided data is invalid.
other Operating system dependent error
The protocol (step) failed.
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Data Signature o generated by the IC REQUIRED
Status 0x9000 Normal processing
Bytes The protocol has been performed successfully.

Other Operating system dependent error
The protocol failed.
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OoID Sym. Cipher Key Length Secure Messaging

id-CA-DH-3DES-CBC-CBC 3DES 112 CBC/CBC

id-CA-DH-AES-CBC-CMAC-128 AES 128 CBC/CMAC
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id-CA-DH-AES-CBC-CMAC-192 AES 192 CBC/CMAC

id-CA-DH-AES-CBC-CMAC-256 AES 256 CBC/CMAC

;"e.b.h, LlaY/ isiall du.éw—gapdj@"jﬂﬁ@ﬂm" O geadll  Y=r-y-1

Jsaally =9 ausill (po dbual il JISEY Y5 ilia sl alasind ing abla¥) gisiall Glaba i JsS5ism BB dan G Gl
A

Al (iaiall lald— i JsS5igm DB daa (e (eIl agid) clbja — 1 Jgaal

oID Sym. Cipher Key Length Secure Messaging
id-CA-ECDH-3DES-CBC-CBC 3DES 112 CBC/CBC
id-CA-ECDH-AES-CBC-CMAC-128 AES 128 CBC/CMAC
id-CA-ECDH-AES-CBC-CMAC-192 AES 192 CBC/CMAC
id-CA-ECDH-AES-CBC-CMAC-256 AES 256 CBC/CMAC

JsSedg il alily Sfang cldubs £—r—1
) daas o ganll Ol il (sl A LBLAl dae) lsal) Cas
slilall U uadalls & galall Ol 3yl e 28] daaa (pe aaill Al U aY) aladid o e
MSE:Set KAT -
3805 pdiial) il Aawslitll ae Lall A salall DUl pally 861 Aaas (pe sonil) 2l )Y (pe Ll ALdidl oladind Gy o
rbball D il iyl e Aisalll Bl 4885)) daia (e gaaall dudl Lgaladiia)
MSE:SetAT —)

GENERAL AUTHENTICATE —Y

MSE:Set KAT absinl ddii) )1 —£=F=1

id-CA-ECDH- 4 id-CA-DH-3DES-CBC-CBC Jaf (e i lgaasin/ jens MSE:Set KAT — 4hadle
clibull D piil] e §uatie Ligalal] dluliall f 5/ «3DES-CBC-CBC

Command
CLA Context specific
INS 0x22 Manage Security Environment

P1/P2 0x41A6 Set Key Agreement Template for computation.
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Data 0x91 Ephemeral Public Key REQUIRED
Ephemeral public key PKph,iro (cf. Section 9.4.5) encoded as plain
public key value.

0x84 Reference of a private key CONDITIONAL

This data object is REQUIRED if the private key is ambiguous, i.e.
more than one key pair is available for Chip Authentication (cf.
Section 6.2 and 9.2.6).

Response

Data - Absent

Status 0x9000
Bytes

Normal processing
The key agreement operation was successfully performed. New session keys have been derived.

0x6A80 Incorrect Parameters in the command data field
The validation of the ephemeral public key failed.
other Operating system dependent error

The previously established session keys remain valid.

GENERAL AUTHENTICATE y MSE:Set AT p/siwb Lueiiff F—&-r-1

4wy 38l dsa (e Geaill MSE:Set AT )j}” pladiuly . JoSsig nll ey HLBAY addiuh MSE:Set AT )}}1\ :MSE:Set AT —)
Lol Jeaall kil ctag 0x80 amglly ol ay cA)AS 2)lgll (\’—Y—‘i} F=Y—1 rend) )Lu\) A8yl dAsia (o 3ol Bale Li)2a

Command
CLA
INS 0x22

P1/P2 0x41A4

Data 0x80

0x84

Context specific
Manage Security Environment

Chip Authentication:
Set Authentication Template for internal authentication.

Cryptographic mechanism reference REQUIRED
Object Identifier of the protocol to select (value only, Tag 0x06 is
omitted).

Reference of a private key CONDITIONAL
This data object is REQUIRED to indicate the identifier of the private
key to be used if the private key is ambiguous, i.e. more than one
private key is available for Chip Authentication.

Response

Data -

Absent

Status 0x9000
Bytes

Normal processing
The protocol has been selected and initialized.

0x6A80 Incorrect parameters in the command data field
Algorithm not supported or initialization failed.
0x6A88 Referenced data not found

The referenced data (i.e. private key) is not available.
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other Operating system dependent error
The initialization of the protocol failed.

el i pill - lidal) piiinsd Loie g (b ) 5ogelly jdlsio i o~ lde JLas) o5 Joidil] dabiif aes — dLiaDlo

.A88,)l) daia (o (3aa1 ¢\ GENERAL AUTHENTICATE )&\ ?Ji:‘“‘;‘ :GENERAL AUTHENTICATE -Y

Command

CLA Context specific

INS 0x86 GENERAL AUTHENTICATE

P1/P2 0x0000 Keys and protocol implicitly known.

Data 0x7C Dynamic Authentication Data REQUIRED
Protocol specific data objects.
0x80 Ephemeral Public Key

Response

Data 0x7C Dynamic Authentication Data REQUIRED
Protocol specific data objects

Status 0x9000 Normal processing

Bytes The protocol (step) was successful.

0x6300 Authentication failed
The protocol (step) failed.

0x6A80 Incorrect parameters in data field
Provided data is invalid.

0x6A88 Referenced data not found
The referenced data (i.e. private key) is not available.

other Operating system dependent error
The protocol (step) failed.
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.siFp = Sign(SKirp, IDic||ric||Comp(PKoH,iFp)) @5‘53}1.\ dadyhal) sasgll Cuatun - €

Verify(PKiro , siFo, IDic [Iric||[Comp(PKDH,IFD)) = true o (s dLelSiall syilall gaats  —o

Y laall 1037 g lgile 5imn o LalS) Jlaiy) =38 o] Bl dais 10 3inTl) oL/ PKoHrD = Ldall A — dia L
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Al Jla¥) idl g3 s pas aladl =~ Biall aladinly IDe cansny clle (3himn o Sy JlaiV) b i 13 o
-IDic = Comp(PKbH,ic) 4__5i deple Bian
sangll dais o 3ol lya) L Liplha lgnle 5ime s AalS JLaiy) =38 JpSpig sl malil] dudiil] (55 — dlia L
il Cilell 4 4Ll
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IC (chip) IFD (inspection system)

Choose ric randomly
—TIc —

sikp = Sign(SKirp, IDic||ric|]|[Comp(PKopH,iFp))

<~ SIFD —-

Verify(PKirp , siFp, IDic||ric||Comp(PKoH,iFp)) = true
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oID Signature Hash Parameters
id-TA-RSA-PSS-SHA-256 RSASSA-PSS SHA-256 default
id-TA-RSA-PSS-SHA-512 RSASSA-PSS SHA-512 default
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ALY aiall el (s IS8 Abibal Bangl) daua (e 3T Jaf G dsall e — A Jsaad)

OID Signature Hash
id-TA-ECDSA-SHA-224 ECDSA SHA-224
id-TA-ECDSA-SHA-256 ECDSA SHA-256
id-TA-ECDSA-SHA-384 ECDSA SHA-384
id-TA-ECDSA-SHA-512 ECDSA SHA-512
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External sl PSO:Verify Certificate Lgi) gl e padal) dlee olgml s ] plasiund PREREIY O g e
-(Authenticate

ﬁyﬁwdjﬁmé}yebcw@@ﬁ .
ase 3ysid) Z kel lae L &850 5ygems 3y5ine ale ~Uie (5f (he Adpall sansl) 2 ¥ caan g
salglll A 5a)lsll Al ddlial) clibull (p)a5 g (A3 5a 5l A2 Bygea 3)sicea ple 7 bt S dpnally 184 glusal) duduagll clilud)
:(Doc 9303-12 dadisll i)
.EJL@.ﬁJ\ c._\al..a S .
algall Jedll oyl e
Balgdl) dnda clgml yls
(slmmY) die) salgdl) clalvial e
(Rdshl sangll o (@Sl e il o clalgdll o Gaaall Al Al dedl) el cillaa T=T-EV =V adll 3 oy
Adiapall 038 5L i iy Yy il plii e dijsal) lilul) JS5 aatey — dhia Lo
il JaSaiqw clily Slang  o—1—V
4kl sas gl daa e a) bl AY) bl pa el I Qi paaid o g
MSE:Set DST o
PSO:Verify Certificate o
MSE:Set AT o

Get Challenge o

External Authenticate e
Gaaiall salgd gl cclalgdll (e zaall duika ) Al Loyl clalgd) Lge 3aail) ) joall (e 3515 B B2l ST Y 5 ) lishall | S5
(Al sasgll Balgd o ¢l e
MSE:Set DST ¥/ 1—0—1-v

Balgl) (e 3aadll dlacy MSE:Set DST yaY) addiia
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Command
CLA Context Specific
INS 0x22 Manage Security Environment
P1/P2 0x81B6 Set Digital Signature Template for verification.
Data 0x83 Reference of a public key REQUIRED
ISO 8859-1 encoded name of the public key to be set
Response
Data - Absent
Status Bytes | 0x9000 Normal Operation
The key has been selected for the given purpose.
0x6A88 Referenced data not found
The selection failed as the public key is not available.
other Operating system dependent error

The key has not been selected.

Capill aledl o iall sk Lodie V) (b3 15 ¥y jdgio e ale =lide JLos) (fistil ahii iaes i — 4hia o

L) a7 g3
PSO:Verify Certificate JAS// Y—o—)-vy

aalyily clalgdll (ya (3aill PSO:Verify Certificate ) adiing

Command
CLA Context Specific
INS 0x2A Perform Security Operation
P1/P2 0x00BE Verify self-descriptive certificate.
Data Ox7F4E Certificate body REQUIRED
The body of the certificate to be verified.
O0x5F37 Signature REQUIRED
The signature of the certificate to be verified.
Response
Data - Absent
Status Bytes | 0x9000 Normal processing
The certificate was successfully validated and the public key has been imported.
other Operating system dependent error
The public key could not be imported (e.g. the certificate was not accepted).
MSE:Set AT ¥/ F—o—1-y

L) Jgaall il (OXBIA4 e PI/P2 Javias iyl sasgll daaa (ha 3inill Jal (o MSE:Set AT L) alasid ) L

Command

CLA Context Specific

INS 0x22 Manage Security Environment

P1/P2 0x81A4 Terminal Authentication:

Data 0x83 Reference of a public key / secret key REQUIRED
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This data object is used to select the public key of the terminal by its
ISO 8859-1 encoded name.
Response
Data - Absent
Status Bytes | 0x9000 Normal processing
The protocol has been selected and initialized.
0x6A80 Incorrect parameters in the command data field
Algorithm not supported or initialization failed.
0x6A88 Referenced data not found
The referenced data is not available.
other Operating system dependent error
The initialization of the protocol failed.
il ol 7 Géal) aasivg Larie Y/ le.//.:ﬂ.u.? )ﬁ)ﬁ}kﬁﬁbcwjéﬁifw/ﬁﬁju'ay@—%)&
L) a7 i

Get Challenge ¥/ £-o—1-v

Command
CLA Context Specific
INS 0x84 Get Challenge
P1/P2 0x0000
Data - Absent
Le 0x08 REQUIRED
Response
Data rc 8 bytes of randomness.
Status Bytes | 0x9000 Normal processing
other Operating system dependent error
External Authenticate JAS// o—o— |-y
Command
CLA Context Specific
INS 0x82 External Authenticate
P1/P2 0x0000 Keys and Algorithms implicitly known.
Data Signature generated by the terminal. REQUIRED
Response
Data - Absent
Status Bytes | 0x9000 Normal processing
The authentication was successful. Access to data groups will be granted according to the
effective authorization of the corresponding verified certificate.
0x6300 Warning

Signature verification failed.
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0x6982 Security status not satisfied

The authentication failed as the current authentication level of the terminal does not allow to use
Terminal Authentication (e.g. Terminal Authentication was already performed, etc.).

other Operating system dependent error

The authentication failed.
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AALGY) aslgnd) IV o juddd b V-A

Cils 0o Lol Lde (3inall Colialsall 5f alpall Adalall Clialpall e 2LaaY) ZlsY) aslondl QYY) Class dles 2k Adiny
cloglaal o3 & Sl

ASjiial clialgall  —4

ladAl il AW Jsad) degara B V-9

QW saill e d8%e AlgorithmIdentifier s SubjectPublicKeyInfo ablall i

SubjectPublicKeyInfo ::= SEQUENCE ({
algorithm AlgorithmIdentifier,
SubjectPublicKey BIT STRING

}

AlgorithmIdentifier ::= SEQUENCE {

algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL
}

[X9.42] and [TR-03111] & ciehlll dualis o giall (Ko

dgge dal) cliudailly e eSsiguull oo Glaglrall  Y-4

Beghall Aug pSIYI joull dadig 48, 33k (o yds aw SecurityInfos Gladall (oSl J) Ssell degana clily 4y
t el LS clilll A sandy L dasead) 2na) c¥eSsg ) ol W

SecurityInfos SET OF SecurityInfo

SecurityInfo ::= SEQUENCE ({

protocol OBJECT IDENTIFIER,

requiredData ANY DEFINED BY protocol,
optionalData ANY DEFINED BY protocol OPTIONAL

Al eall el SecurityInfo @bily 4 A 5)lsll jualiall
caseall JsSsig5ll protocol Al Cijes Ciday o
-JsSsigoll Baxaa dnalil) lily e (s5is requiredData gsidall goill o
-JsSsigll Baxma dylid) @lily e 553y optionalData gsikell goill e
lale Glan u Al JLaiy) sl dial cilagles
Al SR Ao SecurityInfos ggiad Ol s lgle Blian s A JLa) il acall Gl
350 (3Ual lea aladiul PACETNTO (e Y o saals Sagase (0sSi (f qaag @

.Bdgage PACEDOmainParameterInfo (s o) daspall GUaill jules (e dagede degana X1 0
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Sl aninn o S5 @Al Slasbea s o (AT CsSsig pen (i Adlia) cDlas e SecurityTnfos sl of jsa
lgile (Gias pu dalS Jlai) pid Ciloglea 1 -1—4
Nedde Blan yu WS JlatV) w8 2is e Aliade Cilastes Cllall L) 238 353
daa e @l Says LA il mlid) Gl gl) padind A @lie all sl jes protocol e of ca e
(Al
Aalsall 23gy Lo ¥ Asill ae iy . JsSsgsll Adus daniall version asd o cias e
Begyaall duig ASIY) ol dadig 4818, CilS 1) dladind Gan g Blaill Hlwa Cijee Glul dsaaall parameterId em o
e Al Jlay) Jal (e Baaxie Aaopa el yulas jisg (V0= sl aal) 823gal) (BUaill il jiahl aadiud A
e lele Bhan RS JLaill gz dAlls b Lasull Clijes ¥-CAM-* (3 3als 58 protocol sl lele Giae
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Lol Al sia

PACEInfo ::= SEQUENCE {
Protocol OBJECT IDENTIFIER (
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version

i1d-PACE-DH-GM-3DES-CBC-CBC |
id-PACE-DH-GM-AES-CBC-CMAC-128 |
id-PACE-DH-GM-AES-CBC-CMAC-192 |
id-PACE-DH-GM-AES-CBC-CMAC-256 |
id-PACE-ECDH-GM-3DES-CBC-CBC |
1id-PACE-ECDH-GM-AES-CBC-CMAC-128
1id-PACE-ECDH-GM-AES-CBC-CMAC-192
1id-PACE-ECDH-GM-AES-CBC-CMAC-256
id-PACE-DH-IM-3DES-CBC-CBC |
1id-PACE-DH-IM-AES-CBC-CMAC-128 |
id-PACE-DH-IM-AES-CBC-CMAC-192 |
1id-PACE-DH-IM-AES-CBC-CMAC-256 |
1d-PACE-ECDH-IM-3DES-CBC-CBC |
1id-PACE-ECDH-IM-AES-CBC-CMAC-128
id-PACE-ECDH-IM-AES-CBC-CMAC-192
1id-PACE-ECDH-IM-AES-CBC-CMAC-256
1d-PACE-ECDH-CAM-AES-CBC-CMAC-128
1id-PACE-ECDH-CAM-AES-CBC-CMAC-192

1d-PACE-ECDH-CAM-AES-CBC-CMAC-256)

INTEGER, —-- MUST be 2

parameterId INTEGER OPTIONAL

|
|
4

lgde (jiaa g dal$ Jlaiy) pid lhi gules cilogles  F—1—4

Glan u LS Jlai¥) midl dnpen 3t yulae a5 Ul Seg jiall duig SV iudl Adfig 286, culS 13) dagliaa ULl Al o3

el GBS Ledia gy Lol

iniall laba— i JsS5i0 5 o labia— s JsSi0 3 6l) Ul jules 55 8alall Cijeall protocol ) s of s o

(aliay)

il jules e domainParameter Julad gsing of g o

Dl dafig 481, culS 1Y) deladin) qany L Aaall Glaill jlae e Gl masaall parameterId aladiul jsa e
Nede Bhiae s Ll Jlat¥) b daf (e dasjea el julea s 5365 LT 5eg joall duig ST

PACEDomainParameterInfo ::= SEQUENCE ({

}

dapeall GLhi ules (o 5235 desene (o SIST LT Segjiall duig iIY) iud) dédy

protocol

OBJECT IDENTIFIER (
id-PACE-DH-GM |
id-PACE-ECDH-GM |
id-PACE-DH-IM |
id-PACE-ECDH-IM
id-PACE-ECDH-CAM) ,

domainParameter AlgorithmIdentifier,

parameterId

INTEGER OPTIONAL

4ili) pei f jgaw — dhiale

A el pe Cadl) e Al sl by (Al milie Sebl o)y Glajls aexi o e 0 o 5

.5blia)) PACEDOomainParameterInfo

Jmlae a3 (35ag Aigele e 058 ) 9mg dsesa e PACEDOmainParameterInfo \gle (sgiad S il ules
Beghall duig pSIY) jaud) 3ilig (318) acd g Aeadinal) jud) Al s ) lgde Bhian o Al JLany) c:\ﬂa_':yin‘)gf‘— Galas



LI beg jéall jiuall (5355 46

Db Caal) Sigal aains Y gy ) —0-1 sl 8 sl il e saisall Uil jules e JBY) e sasls deganar Ul
Gl Seal 8 (e dalja A pre Glaill ) Al (S5 o1 Lo Tl 5eg jaall 2 IV siudl Aoy 4308 lgass ) Aoyl 3Uall
Aisela Lol

== il b el ol Glogleal o the e giall (Sag Ans dale miilia o€ g3l e Falal) peailiall Jols cang

lgle (Gias pu dalS Jlaiy) pid bals Cijea P r—14

lede Bhan ju 4SS JlaV) 2l dexdid) Balall lijes e bsi-de d el aull sging

bsi-de OBJECT IDENTIFIER ::= {
itu-t (0)
reserved (127)

1id-PACE OBJECT IDENTIFIER ::= {
bsi-de protocols(2)
}

identified-organization (4)

smartcard(2) 4

etsi (0)

etsi-identified-organization(0) 7

AUl salall (i pladin) G

id-PACE-DH-GM OBJECT IDENTIFIER = {id-PACE 1}
id-PACE-DH-GM-3DES-CBC-CBC OBJECT IDENTIFIER = {id-PACE-DH-GM 1}
id-PACE-DH-GM-AES-CBC-CMAC-128 OBJECT IDENTIFIER = {id-PACE-DH-GM 2}
id-PACE-DH-GM-AES-CBC-CMAC-192 OBJECT IDENTIFIER = {id-PACE-DH-GM 3}
id-PACE-DH-GM-AES-CBC-CMAC-256 OBJECT IDENTIFIER = {id-PACE-DH-GM 4}
1id-PACE-ECDH-GM OBJECT IDENTIFIER = {id-PACE 2}
id-PACE-ECDH-GM-3DES-CBC-CBC OBJECT IDENTIFIER = {id-PACE-ECDH-GM 1}
1id-PACE-ECDH-GM-AES-CBC-CMAC-128 OBJECT IDENTIFIER = {id-PACE-ECDH-GM 2}
id-PACE-ECDH-GM-AES-CBC-CMAC-192 OBJECT IDENTIFIER = {id-PACE-ECDH-GM 3}
1id-PACE-ECDH-GM-AES-CBC-CMAC-256 OBJECT IDENTIFIER = {id-PACE-ECDH-GM 4}
id-PACE-DH-IM OBJECT IDENTIFIER = {id-PACE 3}
id-PACE-DH-IM-3DES-CBC-CBC OBJECT IDENTIFIER = {id-PACE-DH-IM 1}
id-PACE-DH-IM-AES-CBC-CMAC-128 OBJECT IDENTIFIER = {id-PACE-DH-IM 2}
id-PACE-DH-IM-AES-CBC-CMAC-192 OBJECT IDENTIFIER = {id-PACE-DH-IM 3}
id-PACE-DH-IM-AES-CBC-CMAC-256 OBJECT IDENTIFIER = {id-PACE-DH-IM 4}
id-PACE-ECDH-IM OBJECT IDENTIFIER = {id-PACE 4}
id-PACE-ECDH-IM-3DES-CBC-CBC OBJECT IDENTIFIER = {id-PACE-ECDH-IM 1}
1id-PACE-ECDH-IM-AES-CBC-CMAC-128 OBJECT IDENTIFIER = {id-PACE-ECDH-IM 2}
id-PACE-ECDH-IM-AES-CBC-CMAC-192 OBJECT IDENTIFIER = {id-PACE-ECDH-IM 3}
1id-PACE-ECDH-IM-AES-CBC-CMAC-256 OBJECT IDENTIFIER = {id-PACE-ECDH-IM 4}
1d-PACE-ECDH-CAM OBJECT IDENTIFIER ::= {id-PACE 6}
id-PACE-ECDH-CAM-AES-CBC-CMAC-128 OBJECT IDENTIFIER ::= {id-PACE-ECDH-CAM 2}
1id-PACE-ECDH-CAM-AES-CBC-CMAC-192 OBJECT IDENTIFIER ::= {id-PACE-ECDH-CAM 3}
id-PACE-ECDH-CAM-AES-CBC-CMAC-256 OBJECT IDENTIFIER ::= {id-PACE-ECDH-CAM 4}
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ActiveAuthenticationInfo ::= SEQUENCE ({
Protocol OBJECT IDENTIFIER (id-icao-mrtd-security-aaProtocolObject)
version INTEGER -- MUST be 1

signatureAlgorithm OBJECT IDENTIFIER
}

id-icao-mrtd-security-aaProtocolObject OBJECT IDENTIFIER ::=
{ id-icao-mrtd-security 5 }

[TR-03111] (& 4&jaall 5alal) Cildjan aladin) caa csignatureAlgorithm ) 4wl

-Doc 9303-10 4édsl/ 4 Cijes id-icao-mrtd-security éild/ ijeo — 4hadle

Al daa (o la) (il Clagles 0-F—4
LB daaa e sl M Glis dliaie Gilaglae ULl Aid) oda W38
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_)5‘94 L:S\ oy yiall il Ay A3l CilS 1)) anladin) ey . GJ;.AS\ CL\AA\ e Ol dsasall keyId e\JA.\u‘ Jsaa e
3\5\3)5\ dana %) da;.\ﬂ dale GLI\-QA AT

ChipAuthenticationInfo ::= SEQUENCE ({
protocol OBJECT IDENTIFIER (
id-CA-DH-3DES-CRBC-CBC |
id-CA-DH-AES-CBC-CMAC-128 |
id-CA-DH-AES-CBC-CMAC-192 |
id-CA-DH-AES-CBC-CMAC-256 |
id-CA-ECDH-3DES-CBC-CBC |
id-CA-ECDH-AES-CBC-CMAC-128 |
id-CA-ECDH-AES-CBC-CMAC-192 |
id-CA-ECDH-AES-CBC-CMAC-256),
version INTEGER, -- MUST be 1
keyId INTEGER OPTIONAL
}



LI sogjiall i 5ilSs

48

L5 das (o GEaill alel) £ lial] Cilaglea

T—y—9

Oo )l cVlae a3 e lgde (Bhian o AWl JlaiY) o A8l daa (e gaaill Lile lalite clilall e Aad) o2 g8

Sy S8 8 alall ~lidl Lle chipAuthenticationPublicKey dubul) ssing of
BegRall duig SIY) Haull 42 48, culS 1Y daladin) aang . Aol #Uaall Cidae gll dsasiall keyTd aladiul jean
paa3 ae lgple 3hian Al JlaiV) il padiid - liaall 12a o&\ﬁl;ﬁ&&j\@y@uﬂhb@msm i Wl
8 Aaa (e (inal YLl

ChipAuthenticationPublicKeyInfo

protocol

chipAuthenticationPublicKey

keyId
}

Lli ) daass (o 3l miliall (s sy 29 0 ST LT 55 phall duig iSIY) jiaal) disky 4dl) ae i 5 g — din Lo

SEQUENCE {

OBJECT IDENTIFIER (id-PK-DH
SubjectPublicKeyInfo,
INTEGER OPTIONAL

T 5o jaall duig pIY) and) dass 48181 436 ) daa

iniall laba— s JsSsis ol glaba— s JsS5is 0 ) pladl 2kl g5 protocol sald) Cijee e o

id-PK-ECDH) ,

A A i Cies po CadS oy AT sda Ly (ke molie Skl s Clejss acxi DS o (5)
-QyéﬁaﬂChipAuthenticationPublicKeyInfo“gChipAuthenticationInfo

id-PK OBJECT IDENTIFIER
bsi-de protocols(2)
}

id-PK-DH
id-PK-ECDH

id-CA OBJECT IDENTIFIER
bsi-de protocols(2)
}

id-CA-DH
id-CA-DH-3DES-CBC-CBC
id-CA-DH-AES-CBC-CMAC-128
id-CA-DH-AES-CBC-CMAC-192
id-CA-DH-AES-CBC-CMAC-256

id-CA-ECDH
1id-CA-ECDH-3DES-CBC-CBC

ti=

smartcard(2)

OBJECT
OBJECT

=

smartcard (2)

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

OBJECT
OBJECT

id-CA-ECDH-AES-CBC-CMAC-128 OBJECT
id-CA-ECDH-AES-CBC-CMAC-192 OBJECT
id-CA-ECDH-AES-CBC-CMAC-256 OBJECT

1

IDENTIFIER
IDENTIFIER

IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

A daa o (Gaall bale cijea V—1—14

AUl salall (i pladin) G

{id-PK 1}
{id-PK 2}

{id-ca 1}

{id-CA-DH 1}
{id-CA-DH 2}
{id-CA-DH 3}
{id-CA-DH 4}

{id-CA 2}

{id-CA-ECDH
{id-CA-ECDH
{id-CA-ECDH
{id-CA-ECDH

Ld bl bungl daa (o Geal Claglea A—T—4
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e 2anall JoSgig ) il fylas A plall sangll Aaaa (g (3oaill alel/ JsS5i5 5l 3any of protocol dsall Cijes e g o
L)

HLEY) aads ) laaY) dbalsall sda pe i Ullay . JsSigll Jlaa) 20a3 of mesaall aaall version aal Je g o
Adaalgal 03 (Ui e 2520 Y 58y «JsSsign) 13 ¥ jlaayl Cijed [TR-03110] 4 5,83 cihlaayl of )

TerminalAuthenticationInfo ::= SEQUENCE ({
protocol OBJECT IDENTIFIER (id-TA),
version INTEGER —-— MUST be 1
}
Dbl ban gl dawa (a (G Hpa Slima 11
1 A algall hea alasin) quag
id-TA OBJECT IDENTIFIER ::= {

bsi-de protocols(2) smartcard(2) 2
t

id-TA-RSA OBJECT IDENTIFIER ::
1d-TA-RSA-PSS-SHA-256 OBJECT IDENTIFIER ::
1d-TA-RSA-PSS-SHA-512 OBJECT IDENTIFIER ::

{id-TA 1}
{id-TA-RSA 4}
{id-TA-RSA 6}

1d-TA-ECDSA OBJECT IDENTIFIER ::= {id-TA 2}

id-TA-ECDSA-SHA-224 OBJECT IDENTIFIER ::= {id-TA-ECDSA 2}
id-TA-ECDSA-SHA-256 OBJECT IDENTIFIER ::= {id-TA-ECDSA 3}
id-TA-ECDSA-SHA-384 OBJECT IDENTIFIER ::= {id-TA-ECDSA 4}
id-TA-ECDSA-SHA-512 OBJECT IDENTIFIER ::= {id-TA-ECDSA 5}

EFDIRINfo 1 .—t—4

sl bl & il EFDIR <aladl) o1 Cild) (sina e ALl das i) Ay Cilas

EFDIRInfo ::= SEQUENCE {
protocol OBJECT IDENTIFIER(id-EFDIR),
eFDIR OCTET STRING
}
1d-EFDIR OBJECT IDENTIFIER ::={

id-icao-mrtd-security 13

}
Llal) Ao sl 11 —-r—4

wlildl & SecurityInfos LT egaall duig sSIY) and) dady 486, Jig of can cdasedall yuladly cYsSgig il PO
:(Doc 9303-10 sl b lilal) o3g) dalal) i) Ao giall (Ko A8l 45V

i) Ay 28l Lase e Lo 3hmn e 2, JLa¥) 38 (IS 13) cllaa pusil) ) 3 3050 EF. CardAccess il e
tledde Bhias s Al Jlady) il dustlaal) Aball @3 SecurityInfos (e sing of caas LT 5eg aall dug S
PACEInfo -

PACEDomainParameterInfo —

3 gl el caldll & 3)lell EF.CardSecurity <aladl o
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Ag S ol Aady 43y Losede 28650 Aaa (o ganall CVlae 203 pe lgale (Bhme o 4K JlalVl 8 (IS —
S T el
LT B jaall dug 5SIY) M\wjﬂlﬁjhﬁm‘fﬂmj‘ cilall & ddyhall sangll daaa (e @il QK1Y —
(Ll g jhall dig FSIY) i dafige Lase e ol Calall b 280 daam (e (inl (IS 13—
:SecurityInfos e (g5 o waa
48,1 daa o 32l 4l las ChipAuthenticationInfo -
PACE-CAM/Chip dsa (e 32aill Ciglha 98 lasws ChipAuthenticationPublicKeyInfo -
dadylall sasgll A (e 323l 4dlay lases TermninalAuthenticationInfo -
40 e Tagage W segjaall duig sSIY) aud) dadig gubs (e sSI OIS 13 EFDIRINfO  —
EF.CardAccess L“,,Jjﬁ\ alall 8 3l securityInfos —

13 Casllan Ll 5o jaall g €YY i) Aady ks 3 3ol EF.DGL4 iVl Cilall o

B hal) Aaig SNV jaudl) Ardy (3l 4808 5 Lo ge de JalSiall/alall ¥ laal) 3ant e lrde 3lian o Al Juai¥) b (IS o
S

As SSIY) il iy gk 33085 Lase v Tll 5o sall 435 5KV sl Ay 3kt b Akl Sansl) A (e 3oadl) S @
S oLl 5eg 2l

Beg al) &g S youad) Ay (3auke 286 3y Lasede Tll g jall Aig iSOV joud) A2s Gl 3 B A (e (32l IS
[A]

:4dbll SecurityInfos e gsisn of G
485 dana (e 3t dal e Lglhas s» WS ChipAuthenticationInfo -
4818, daa (e 383l Jaf e gl 98 Laws ChipAuthenticationPublicKeyInfo —
Ld k) sasgll daa (e @il Jal e isllas g8 laws TermninalAuthenticationInfo —
-EF.CardAccess diUaill e & DB gjﬂ ) e (s il securityInfos -

sasdll e EF.CardAccess lele sisy Jll SecurityInfos &l & L) SecurityInfos (e dkll) 3\.934;«4\ .
Auig SN i) iy 3kl (EF.DG14) )¢ il desanal 1 Cilall 3 Lilia) Lgiujas cunm (Doc 9308 dasis)) 3
-(Doc 9303-10 4adigll lail) [A] uj)ux\

Aaalgall oda (3l o SecurityInfos e clilal (ggan Oi e

Y g_];S// cilally 1§ bl sic_,au./g__ljs// cilol 4 dj3ell SecurityInfos dawa I ops A — bl
- e _pé EF.CardAccess cilell 8 cdaiall (o ol (63ill diase diLb.)
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Gkl JeSsign clily claag ¥-4

dlaad fobalf 1—r—4
Oy siaall Jolall Jsin 3 gadaill JoSsig 5 il lang alasind cuag o ledgil) cAalal) molaall) juaiall slge aas e Taliel
[ISO/EC 7816-4] _kai) aadl) Jshall Jualis e ¢ DUy LT 569 520l dig pSIY) jaudl) Aoy 48, ) culilad) 028
LT seg jiall duig iSIY) il dady cldls, ) —)—r—19
GV miladl alSals Batll il led il 13y Jagpda saadl Jshall aes ol (LT Beg sl Aag Y1 jeudl dady alE, Al
486, ulS 1305 . 2xaall Jolall LT 56 saall dig 5SIY) ) 4l By ac s (f i c22a Joha aladind ki jlaal) Ay Lyl
&b 2mdll il e EFATRINFO b sl ATRIATS 8 138 oly casd casadll Jshl) aexs LT Begaall duig pSIY) aud) dadig
.[ISO/IEC 7816-4]
Ldbl Casgll  Y=)—r—9
Wiae 22aal) Jshall peal) (K5 ol of OIS 13 Lo Ayl sang o pands O (Al - usthaa daadl) Jolall ae s b cddylall culas ol Zally
Ayl sansgl) aaaid ¥ Gy . LAl 138 alasiu) (8 EFATRINFO b ol W1 seqaall 4 iSIY1 jaudl 438, 3361 ATRIATS b
JA3 EFATR/INFO b sl ATRIATS (b dabpa ciu ol Lo &) als¥) il Gabaill JoS5i 5 iy s Jal e 22aall Joball
T eg joall Ay SSIY) joudl Aady 4365 Apleal) plaaly Lasally 38l

MSE:Set KAT o

GENERAL AUTHENTICATE o

sl ke ¥-1—4

iy yalg¥) Alds Jas )} (GENERAL AUTHENTICATE) dauall (e alal) gasall al daf (o 5als¥) dlidis alasiad caan o
ooas A3 A Ao ol e (gal (alel el Alude aaanud ¥ iy e Gaae Al Jlat¥) mu S5
[ISO/NEC 7816-4] kil yals¥! dlulus oliy Jaalaall le & DD

cllal ga P-4
Bang Ciiay 8 dasall an gl oyl 5la 8 ULl slse sy ol Llaiu) 5 V) ks JsSs 50 il sang Jupe o cua
<Gl 58539 0 iy

MSE:Set a/ (o Mo e olsiall fuiidif] 4uilSe) Jpaund 5 cusipi (sl bl Spo L5 5 uplbaall ool — 4hin Do
Bl il s Cus PSO:Verify Certifcate cfo solsf/ Al 5 isdl 457 4ubs clli as -ATIGENERAL AUTHENTICATE
Ay by

alal) kel clily dsa €4

el Baans iy Sge Bacg Balall Cijes o (g5t s ausll Jsh Aad Laulul) ainl) 2ol Ay o ol £ lke @bl 5ok
LOX7F49 A8l Jalad alell ~liaall & 358 Jals dda gins
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SV Lo S0 (3aaad) ULl dse Blaw ) Lo alal) Zliall (K5 )Y udg Gubail) s d3as g8 Bald) (s o

cAaaladng
LU uleay alal) Z Gadl) dad e (ggiats Balall Cijra Wdhey (Bladl Cana Baaadd) ULl Slge o
dalsall 038 8 deaiia) dalall meilial) by dlse (S5 Cang bl 2y
bl sala juays 1—£-1

23a) o Gy 5 Ailed (85 USE b ) aaall L i) lasinl 4L Al ) aise s prases 23 gl
.0X00 Aastl) 13 Apwast )l lsilaill i W quag (of cclaldil e 3V

[TR-03111] I g lagrime ye Saa pladin) g ¢ alla) Jinie Ll juasl
Olaltly pady Cuids; Aalal) priildad)  ¥—£-1

Tl il dsa (a5 - lalify aadiy sty Aalal) pesliall b 5l il dse @ Jgaal) b 3

Olalaly saadiy Cudy alal) ZURRY — 4 Jgaall

Data Object Notation Tag Type CV Certificate
Obiject Identifier 0x06 Object Identifier m
Composite modulus n 0x81 Unsigned Integer m
Public exponent e 0x82 Unsigned Integer m

Olabid— st daled] psildalf r—£—4

5l UL Sge a5 055 ) v Jsandl o A labin— ol ale # e Lggle (gginy ) L) Jse

Clabia— il Aalal) ziliall bl dlge — Vo Jgand)

Data Object Notation Tag Type

Object Identifier 0x06 Object Identifier
Prime modulus p 0x81 Unsigned Integer
Order of the subgroup q 0x82 Unsigned Integer
Generator g 0x83 Unsigned Integer
Public Value y 0x84 Unsigned Integer

Sl o Y] 2] i e pgin NS O Liias iy pipe _pé inan 2308~ lidel] CliGCe juayi — dlindle
bl UL (o 22 G siae i s lalia =40 plad] = iad] lS edeals dicarg OX00 Ao dilead] il Lasin G5y (5T ediSaall
sl Wbl aae e
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aLaY) iniall dolel) piildal) f—£-14

Uagpdal) Glall juleas cculh ULl dge afifis ) Jsaadl 8 Ae alle) iaid ple ~lke lgle (st ) Ul Sse
U gatll o sagage e WIS o (aihall Jalal) limuls cBagage WIS (36<s Ll cuan

ALY (iaiall lalid— s JS5ia dule glial il dlse — V) Jsaadl

Data Object Notation Tag Type
Object Identifier 0x06 Obiject Identifier
Prime modulus p 0x81 Unsigned Integer
First coefficient a 0x82 Unsigned Integer
Second coefficient b 0x83 Unsigned Integer
Base point G 0x84 Elliptic Curve Point
Order of the base point r 0x85 Unsigned Integer
Public point Y 0x86 Elliptic Curve Point
Cofactor f 0x87 Unsigned Integer

Sl daled] piildalf o—£-4
y dalall dall (of cdadh Adasad) dalall moliall Aad 8 (Gl L Jedlls ddg pra Uaill juleag JSEI 8 Bplal) dalall zslaall dually
Badaae Cilily Bale (8 el alall ~ el A aadind ¢ alla¥) Jiaiall dalad) milaall Yo dalall ddaiilly labia— g dalal) milial
.okl

5 (3565 O ulbati 3inil] duajles Gl s lab— 4] Duillyy . Spled] Loled] peiilial] o inilL gy — dbin Lo
Ay dole o3 Lo Slaads 38T (Leniivual) Lo il de genall cuiii () Gt yulews diyen LI 5eg piall duig o<IYI sicall 42y 4l
PKCS#3

Gl julaa 0—4

cab) AlgorithmIdentifier lhag Glaill julas pes ydsh qaw «PACEINfo lgde (ggiad el Alaill julea £lELL
(V- Al

PIEPIPRES Vi cans Y Jeaall & Agasal Basgall Gl julee Cidae () jble gage sladin) qan (PACETnfo Jib
angal) Gl jules Jaf (ge Bjsaadll Cilijedl ¢l PACEDOmainParameterInfo g ol dasjall Uail

ibﬂ/d'w/x_ulx.a f—o0—9

Sysanall Clijaall Gl daspall Uil julro a2355 Y1 quing g -olial Jsanll 8 Zgucsal) 52m gl Glail) yulas Ciliae aladi) oy
angall GUall juleal
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(V=% audll xa)) AlgorithmIdentifier i sasgall GUaill julee ) 8L JGH slgall Cihan aladiul ol

standardizedDomainParameters OBJECT IDENTIFIER ::= {
bsi-de algorithms(1l) 2
}

Adag 4 JJJ;J\ QA A [PREEEN JS}A\ Cg\.hﬂ\ JI:\&A A)za J\J‘“ﬂ a_'eja..d\ [KYY d:\;e Qi @ AlgorithmIdentifier Jala
.AlgorithmIdentifier @ parameters 4uas )l (INTEGER

sadgall (GUaill julaa — VY Jgaal)

ID Name Size (bit) Type Reference
0 1024-bit MODP Group with 160-bit Prime Order 1024/160 GFP | [RFC5114]
Subgroup
1 2048-bit MODP Group with 224-bit Prime Order 2048/224 GFP | [RFC5114]
Subgroup
2 2048-bit MODP Group with 256-bit Prime Order 2048/256 GFP | [RFC5114]
Subgroup
3-7 RFU
8 NIST P-192 (secp192rl) 192 ECP | [RFC 5114], [FIPS 186-4]
9 BrainpoolP192r1 192 ECP | [RFC5639]
10 NIST P-224 (secp224rl) * 224 ECP | [RFC 5114], [FIPS 186-4]
11 BrainpoolP224r1 224 ECP | [RFC 5639]
12 NIST P-256 (secp256r1) 256 ECP | [RFC 5114], [FIPS 186-4]
13 BrainpoolP256r1 256 ECP | [RFC5639]
14 BrainpoolP320r1 320 ECP | [RFC 5639]
15 NIST P-384 (secp384rl) 384 ECP | [RFC 5114], [FIPS 186-4]
16 BrainpoolP384r1 384 ECP | [RFC5639]
17 BrainpoolP512r1 512 ECP | [RFC 5639]
18 NIST P-521 (secp521r1) 521 ECP | [RFC 5114], [FIPS 186-4]
19-31 RFU

cJalSiall Vsl maat e aiall 138 aladin) oKa Y #

Dapall G yplea  F-0-4

(ablaV) sl Gleba— 2 JsSgig 5 o Olabia— ooy JsS5ig 5 Jal (e ecPublicKey s dhpublicnumber skl Gijee
:(V-% maill gal) AlgorithmIdentifier b dasmall Gl jules ) 5L Legalasinl cng ¢ Vsl e
dhpublicnumber OBJECT IDENTIFIER ::= ({
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iso (1) member-body(2) us(840) ansi-x942(10046) number-type(2) 1
}

ecPublicKey OBJECT IDENTIFIER ::= {
iso(l) member-body(2) us(840) ansi-x962(10045) keyType(2) 1
}

Al i parameters Wias 305l (ECParameters 4 i dabua Glaill julee Chiay g (alla¥) cilisidl dls 3
Aad) Glaill iy slavell ilisiall aaaiud ¥ g ol (cAlgorithmIdentifier

el (3 clsallsd -9

: JGl Joasdl 8 padld) il e alla¥) aiall laba— cdig Gleba— oo milie () dialgall 038 a5

eiliall ) claj lsd — V¥ Jgaal)

Algorithm / Format DH ECDH
Key Agreement Algorithm [PKCS#3] ECKA [TR-03111]
X.509 Public Key Format [X9.42] [TR-03111]
TLV Public Key Format TLV, cf. Section 9.4.2 TLV, cf. Section 9.4.3
Ephemeral Public Key Validation [RFC 2631] [TR-03111]

sl gland) 4] V-4

Ziildad) lais) dédig 1-v—19
t ) saill e ddhes (KDF(K,C) gilia) 3lins) daky
EEEPIEPAR  ( ty EP R BN

(Aslae) K ASiisall djud) dadll o

(4usihae) A 32-bit, big-endian integer counter ¢
-An octet string keydata :g_al)
AEN el gag ralslaY)

keydata=H(K |[c) e

Output octet string keydata o
0s$ of g Bl dead) AN ) Jola o (5 HO) = ) ) dsalio duddy deas Al ks KDF(K ) ¢ biall () diidag
.big-endian byte 1 ds 3% lgbiasy daayll darall Aad juusit s - 3udiall # Gall oy Jolal Liglise ol e S
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230l Al clgladl)

v At )l bl 5 VT ) 8 e bl T il UL sl il A Y e pasil e
(Aia) Al bl phil Aaulal saelal) peilie (usSal G Ayl alilally T sl GULA Jolall iy Jasa) o
poiiall _picill Lunslidl) 52l Y—1-y=9

Laad) A3 2l i 14V laglaal) dadlaal Goolasy) Lol sac Gl] asisell ubdall Zuwlall saelal) o) YA aslie Glasy
A ALY spladll el s [Y=) A+ ilasbead) Aallaal dpalasy] Gouldl sac W] ) —2iegall daadyl) Lacad) due))lsd dnad )
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Lalal) saclall ) A peilial Ay [Y—) A+ o glaal Aadbead LotV Anulal) sae Gl Y01 —Aie gl daad )l Aanad) due lsd

1A ALY sedadll olaf uan aniall il

iln) il a3 Yy )l bl e YE Y e ol ol o

didgll Ao £ Luldy) pesilial) ¥~V —4

Kere = KDF(K,1) sl e ¢ 3 Aaulol) siliall oli) & posind (K) (sie o Bie 0 il DU pill cpalie o
.and Kmac = KDF(K,2)

lle (Giaa o dalS Jlai¥) g PF-v—9

&b 20 K=f(m) @l Sl Gaagigm e AalS e i il By @y dpk ) sl KDF(m) = KDF(f(m),3) Jaail

AR JJAAJ‘
sl dalS Efiaas V€ Jgaad)
sl ) dals
SHA-1(Document Number || Date of Birth || Date of Expiry) ’\_J]"\ SIS

[ISO/IEC 8859-1] encoded character string FER| Sle &).L.Y\ a8

(TD1) 1 pasll (o ilisl) il g ALol diidsl) o) Laily (35K TD S dalosios) y pdall diisl] nd) o) — dlin L
eqpiall eindl (3 DLRY) ULl Dilky 4l wdy DS o Slaakia didell a8y (35 o Gl sigpn Do o Jobf gy 355 A
.DOC 9303-5 ésiell (o F—V—5 awsill didsll 6 (& dlisdlall L] Liif . giad] Cipn elitinls LT
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A 5y00s) ABKH paad Ll JL ) gl dlae iy ams 005 of canas - JluyY) il 21aa€ afisn 5 asia e ladiad cuay
cediial uanll aulal) sae ) ) dalls VYA 5 il AN puadal) ) Al < T8 esl eyl el darsind)

S o el dad CulS 13 gl ¢ Gakill JoSsig p il Bang e Dlaid ) el lacal 8 8ye IS JL¥) ks dae oy i
42 A AV Blandl Al Jl ¥ als slae dady okl oo Jls¥) ol dae das ol Jo) )

p S sadl e JLu¥) ol e aadind digeldl) Oyl Jinis 2l 13)
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el 55l ik BLEY axdiudll a1 0 sl

—4 sl flilall DA il Y A silly YA ) il aaonl) 4 ladn ded e bgume Jlo¥) ol e
paall pal] Al saclall ) Al ¥-V-A

A L/ 5alg¥] dleal daall ¥ gl slae s saal) Aiajl) 5ysal) milie paiid o
Ldaill gl elgd) A1
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Header Lc Data Le
CLA, INS, P1, P2 Lc Data Le
Data padded to multiple of block size
Header
k bytes k bytes X bytes ‘80°[ '00°..°00°] Le
Data encryption
v v
| ‘87 L0T Encrypted Data
Header ‘80 00 00 00°[ ‘00°..°00’] | Formatted Encrypted Data | ‘97'L Le | ‘80°[ '00’..00"] |
MAC calculation
v
Header | Lc '87' L ‘01 Encrypted Data '97'LLe | '8E 08'MAC | oo,

*00’ for standard length
‘00 00’ for extended length
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Unprotected response APDU

Response data S\évgfggz
Pad data \
\ \4 A
‘@) SW1-SW2
Response data 80’ ‘00 2 bytes
Encrypt
Y yp 4 A
3DES or AES SW1-SW2
2 bytes
v Build DO ‘87’ Build. DO ‘99’
g7’ L ‘01’ ‘99’ | 02’ SW1-SW2| Padding
Encrypted response data 2 bytes 80 00
Compute
Cryptographic
Checksum CC
SW1-SW2
‘87" L ‘01’ <encdata> 99 102" | o bytes ‘8E’ | ‘08’ cc SW1-SW2
2 bytes
Protected APDU
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SSC = RND.IC (4 least significant bytes) || RND.IFD (4 least significant bytes).

In all other cases, the SSC SHALL be initialized to zero (i.e. 0x00 00 00 00 00 00 00 00).
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B.1 HIGH-LEVEL DESCRIPTION OF THE POINT ENCODING METHOD

The algorithm takes as inputs the curve parameters (@, b, p, f) where (a, b) are the curve coefficients, P is the characteristic of the
prime field over which the curve

E:y*=x*+ ax + b (mod p)
is defined. The order of E is always of the form fq for some prime  and f is called the co-factor. PACE v2 requires the generation of
a point that belongs to the g-subgroup of E that we denote by E[q]. The point encoding also takes as input a number t such that
O<t<p

and returns, in constant time, a point that belongs to E[([]. As described in [BCIMRT2010], point encoding comes in two flavours,
depending on the coordinate system preferred by the implementation:

«  Afirstimplementation, described in Section B.2, outputs the elliptic curve point in affine coordinates (X, Y);

«  An alternate implementation, presented in Section B.3, outputs the same point in Jacobian coordinates (X,
Y, Z).

Irrespective of the option taken, the generated point is identical in the sense that
X =XZ?mod p and y= YZ*mod p

and the implementation of the subsequent phase of PACE v2 (the elliptic curve Diffie-Hellman key exchange phase) can therefore
take advantage of using the option that best fits the interface of the cryptographic API that performs elliptic-curve operations.

As noted hereafter, point encoding for affine coordinates roughly requires two modular exponentiations modulo P whereas point
encoding for Jacobian coordinates requires only a single one.

Note that for the two available implementations, point encoding explicitly requires that p = 3 mod 4.

B.2 IMPLEMENTATION FOR AFFINE COORDINATES

The algorithm is implemented as follows:
Inputs: curve parameters (@, b, p, f ) andtsuchthat 0 <t <p
Output: a point (X, Y) in the prime-order subgroup E[q] of E

Compute a = -t?mod p

Compute X, = -ba’l(1+(a+a?) 1) mod p
Compute Xz = a Xamod p

Compute hy= (X2)3+ a Xz + b mod p
Compute hs= (X3)®+ a X3+ b mod p
Compute U = t*h,mod p

oukrwnpE
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7. Compute A = (hy) P+C*D* mod p

8. If A2h,=1 mod p define (X, y) = (X2, A h,mod p)
9. Otherwise define (X, y) = (X3, A U mod p)

10. Output (X, ¥) = [f] (X, ¥).

Implementation Notes

Neglecting modular multiplications and additions, the execution time of the above implementation is dominated by two modular
exponentiations:

»  Step 2 can be rewritten
Xo=-bat(I+(@a+a®) 1) = -b(I1+a+d?) (a(a+a?) "*mod p

which essentially amounts to a modular exponentiation with exponent p-2;
+  Step 7 is a modular exponentiation with exponent p-1-(p+1)/4.

Note.— Step 10 requires a scalar multiplication by the co-factor f. For many curves, the co-factor is equal to 1 so that
this scalar multiplication can be avoided.

B.3 IMPLEMENTATION FOR JACOBIAN COORDINATES
The algorithm is implemented as follows:
Inputs: curve parameters (@, b, p, f) and tsuchthat 0 <t <p

Output: a point (X, Y, Z) in the prime-order subgroup E[q] of E

1. Compute a = -t?mod p

2. Compute Z = a(a+a?) mod p

3. Compute Xp = -bZ (I+a+0?) mod p

4. Compute Xz = a X mod p

5. Compute hy= (X2)3+ a X, Z*+ b Z8mod p

6. Compute hs= (X3)*+ a X3 Z*+ b Z®mod p

7. Compute U = -a ¢ homod p

8. Compute A = (hp) P1P*D4 mod p

9. If A2h,=1 mod p define (X, Y, Z) = (X2, A hamod p, Z)
10. Otherwise define (X, Y, Z) = (X3, AU mod p, Z)
11 Output (X, Y, Z2) = [fI( X, Y, Z).

Implementation Notes

Neglecting modular multiplications and additions, the execution time of the above implementation is dominated by the single modular
exponentiation of Step 7. Therefore, it is expected to be roughly twice as fast as the implementation for affine coordinates.

Note.— The scalar multiplication in Step 10 can be completely avoided when the co-factor f is equal to 1.
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D.1 COMPUTE KEYS FROM KEY SEED (Kseep)

This Section provides an example for derivation of 3DES keys from a seed value Kseed. This procedure will be used as a “subroutine”
in the examples for Basic Access Control.

Input:
Kseed = Y239ABOCB282DAF66231DC5A4DF6BEBAE’

Compute encryption key (c = 00000001°):

1. Concatenate Kseed and c:
D= '239AB9CB282DAF66231DC5A4DF6BFBAEOOOOOOOL”

2. Calculate the SHA-1 hash of D:
HsHa-1(D) = ‘AB94FCEDF2664EDFB9B291F85D7F77F27F2F4A9D’

3. Form DES keys Ka and Kb, intended to be used as first and second key for 3DES (i.e. the 3DES key is the concatenation
of Ka and Kb):
Ka ‘AB94FCEDF2664EDF’
Ky = *‘B9B291F85D7F77F2’

4. Adjust parity bits:
Ka = ‘AB94FDECF2674FDFE’
Ko = 'B9B391F85D7F76F2"

Compute MAC computation key (¢ = 00000002°):

1. Concatenate Kseed and c:
D= '239ABO9CB282DAF66231DC5A4DF6BFBAEOOO000002"

2. Calculate the SHA-1 hash of D:
HsHa1(D) = ‘7862D9ECEQO3C1BCD4D77089DCF131442814EA70A’

3. Form keys Ka' and Ky
Ka ‘7862D9ECEO3C1BCD’
Ky ‘4D77089DCF131442"

4. Adjust parity bits:
*7962DSECEO3D1ACD’
‘4C76089DCE131543”

a

Kb

D.2 DERIVATION OF DOCUMENT BASIC ACCESS KEYS (Kenc AND Kwac)
This section provides examples how the Basic Access Keys are derived from the MRZ.
TD2 MRZ, document number exceeds 9 characters
1. Read the MRZ

MRZ = I<UTOSTEVENSON<<PETER<KJOHN<<<LLLLLLKL
D23145890<UT03407127M95071227349<<<8

App D-1
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2. Construct the ‘MRZ information’ from the MRZ
Document number =D23145890734 check digit = 9
Date of Birth =340712 check digit =7
Date of Expiry =950712 check digit = 2
MRZ_information =D23145890734934071279507122

Continue with step 3.

TD2 MRZ, document number 9 characters
1. Read the MRZ:
MRZ = I<KUTOERIKSSON<<ANNA<KMARIAKLLLLLLLLLLKL
L898902C<3UT06908061F9406236<<<<<<<8

2. Construct the ‘MRZ_information’ from the MRZ:
Document number =1898902C< check digit = 3
Date of birth =690806 check digit =1
Date of expiry =940623 check digit = 6
MRZ_information =1898902C<369080619406236

Continue with step 3.

TD1 MRZ, document number exceeds 9 characters
1. Read the MRZ
MRZ = I<UTOD23145890<7349<<<<<<<<LL<LKL
3407127M9507122UTOK<KLLLLLLLLL2
STEVENSON<K<PETER<KJOHN<K<LLLLLLLL

2. Construct the ‘MRZ information’ from the MRZ
Document number =D23145890734 check digit= 9
Date of Birth =340712 check digit= 7
Date of Expiry =950712 check digit= 2
MRZ_information =D23145890734934071279507122

Continue with step 3.

TD1 MRZ, document number 9 characters
1. Read the MRZ
MRZ = I<KUTOL898902C<K3<LLLLLLLLLLL
6908061F9406236UTOKLKLLLLLLLLL]
ERIKSSON<K<KANNA<KMARTIAKLLLLLLLLLL

2. Construct the ‘MRZ information’ from the MRZ
Document number =1898902C< check digit= 3
Date of Birth =690806 check digit= 1

Date of Expiry =940623 check digit= 6
MRZ_information =1898902C<369080619406236

3. Calculate the SHA-1 hash of ‘MRZ_information’:
Hsna-1(MRZ_information) = *239AB9CB282DAF66231DC5A4DF6BFBAEDF477565

4. Take the most significant 16 bytes to form the Kseed:
Kseed = Y239ABI9CB282DAF66231DC5A4DF6BFBAE’

5. Calculate the basic access keys (Kenc and Kmac) according to Section 9.7.1/Appendix D.1:

Kenc = *‘AB94FDECF2674FDEFBO9B391F85D7F76F27
Kmac = 'Y7962D9ECEO3D1ACD4C76089DCE131543"

D.3 AUTHENTICATION AND ESTABLISHMENT OF SESSION KEYS
This section provides an example for performing Basic Access Control.

Inspection system:

1. Request an 8 byte random number from the eMRTD’s contactless IC:
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Command APDU:
CLA INS P1 P2 Le
00 84 00 00 08
Response APDU:
Response data field SW1-SW2
RND.IC 9000
RND.IC = Y4608F91988702212"
2. Generate an 8 byte random and a 16 byte random:
RND.IFD ='781723860C06C226"
Kirp = ‘0B795240CB7049B01C19B33E32804F0B"
3. Concatenate RND.IFD, RND.IC and Kirp:
= V781723860C06C2264608F91988702212
0B795240CB7049B01C19BR33E32804F0B’
4, Encrypt S with 3DES key KEenc:
Eirp = V72C29C2371CC9BDB65B779B8ESD37B29
ECC154AA56A8799FAE2F498F76ED92F2’
5. Compute MAC over Eirp with 3DES key Kwmac:
Mirp = ‘\S5F1448EEA8AD90A7’
6. Construct command data for EXTERNAL AUTHENTICATE and send command APDU to the eMRTD’s contactless
IC:
cmd_data = V72C29C2371CCOBDB65B779B8E8D37B29ECC154AA
56A8799FAE2F498F76ED92F25F1448EEA8ADO0OAT’
Command APDU:
CLA INS P1 P2 Lc Command data field Le
00 82 00 00 28 cmd_data 28

eMRTD’s contactless IC:

1.

2.

Decrypt and verify received data and compare RND.IC with response on GET CHALLENGE.

Generate a 16 byte random:

Kic= ‘OB4F80323EB3191CB04970CB4052790B’

Calculate XOR of Kirp and Kic:

Kseed = *0036D272F5C350ACAC50C3F572D23600"

Calculate session keys (KSenc and KSmac) according to Section 9.7.1/Appendix D.1:
KSenc = ‘979EC13B1CBFE9DCDO1ABOFED307EAES”

KSwmac = ‘F1CB1F1FB5ADF208806B89DC579DC1F8’

Calculate send sequence counter:
SSC = 1887022120C06C2267

Concatenate RND.IC, RND.IFD and Kic:
R= Y4608F91988702212781723860C06C226
0B4F80323EB3191CRB04970CB4052790B’
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Encrypt R with 3DES key Kenc:
Eic= ‘46B9342A41396CD7386BF5803104D7CE
DC122B9132139BAF2EEDCO94EE178534F/

Compute MAC over Eic with 3DES key Kmac:
Mic = ‘2F2D235D074D7449’

Construct response data for EXTERNAL AUTHENTICATE and send response APDU to the inspection system:
resp_data= ‘46B9342A41396CD7386BF5803104D7CEDC122B91
32139BAF2EEDCY94EE178534F2F2D235D074D74497

Response APDU:
Response data field SW1-SW2
resp_data 9000

Inspection system:

1.
2.

Decrypt and verify received data and compare received RND.IFD with generated RND.IFD.

Calculate XOR of Kirp and Kic:
Kseed = Y0036D272F5C350ACAC50C3F572D236007

Calculate session keys (KSenc and KSwmac) according to Section 9.7.1/Appendix D.1:
KSenc = Y979EC13B1CBFE9DCDO1ABOFED307EAES'
KSwac= ‘F1CB1F1FB5ADF208806B89DC579DC1F8’

Calculate send sequence counter:
SSC=1'887022120C06C226"

D.4 SECURE MESSAGING

After authentication and establishment of the session keys, the inspection system selects the EF.COM (File ID = ‘011E”) and reads the
data using secure messaging. The calculated KSenc, KSmac and SSC (previous steps 3 and 4 of the inspection system) will be used.

First the EF.COM will be selected, then the first four bytes of this file will be read so that the length of the structure in the file can be
determined and after that the remaining bytes are read.

1.

Select EF.COM

Unprotected command APDU:

CLA INS P1 P2 Lc Command data field

00 Ad 02 0C 02 011E

a) Mask class byte and pad command header:
CmdHeader = Y0CA4020C80000000"

b) Pad data:
Data= *011E800000000000"

¢) Encrypt data with KSgnc:
EncryptedData= '6375432908C044F6”’

d) Build DO‘87":
DO87 = *8709016375432908C044F6’

e) Concatenate CmdHeader and DO87’:
M=1'0CA4020C800000008709016375432908C044F6’
f)  Compute MAC of M:
i) Increment SSC with 1:
SSC=1'887022120C06C227"
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ii) Concatenate SSC and M and add padding:
N = *887022120C06C2270CA4020C80000000
8709016375432908C044F68000000000”

iii) Compute MAC over N with KSmac:
CC= ‘BF8B92D635FF24F8’

g) Build DOSE™:
DOSE = ‘8E08BF8B92D635FF24F8’

h)  Construct and send protected APDU:
ProtectedAPDU = *0CA4020C158709016375432908C0
44F68E08BF8B92D635FF24F800"

i)  Receive response APDU of eMRTD’s contactless IC:
RAPDU = *990290008E08FA855A5D4C50A8EDYS000”

j)  Verify RAPDU CC by computing MAC of DO‘99’:

i)  Increment SSC with 1:
SSC=1'887022120C06C228"

ii) Concatenate SSC and DO‘99’ and add padding:
K=1'887022120C06C2289902900080000000"

iii) Compute MAC with KSmac:
CC’ = ‘FA855A5D4C50A8ED’

iv) Compare CC’ with data of DO‘S8E’ of RAPDU.
‘FA855A5D4C50A8ED’ == ‘FA855A5D4C50A8ED” ? YES.

2. Read Binary of first four bytes:

Unprotected command APDU:

CLA INS P1 P2 Le

00 BO 00 00 04

a) Mask class byte and pad command header:
CmdHeader = *0CB0000080000000"

b) Build DO97:
D097 = 1970104’

¢) Concatenate CmdHeader and DO97’:
M= Y0CB0000080000000970104"
d) Compute MAC of M:

i) Increment SSC with 1:
SSC= '887022120C06C229’

ii) Concatenate SSC and M and add padding:
N=1'887022120C06C2290CB00000
800000009701048000000000"

iii) Compute MAC over N with KSMAC:
CC="'ED6705417E96BA55"

e) Build DO‘SE’:
DOSE = ‘8E08ED6705417E96BA55’

f)  Construct and send protected APDU:
ProtectedAPDU = *0CB0O00000D9701048E08ED6705417E96BA5500"
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g) Receive response APDU of eMRTD’s contactless IC:
RAPDU = *8709019FF0EC34F992265199029000
8EO8AD55CC17140B2DEDY9000O"

h)  Verify RAPDU CC by computing MAC of concatenation DO‘87” and DO99’:

i) Increment SSC with 1:
SSC=1'887022120C06C22A"

ii) Concatenate SSC, DO‘87” and DO‘99” and add padding:
K=1'887022120C06C22A8709019F
FOEC34F99226519902900080"

iii) Compute MAC with KSmac:
CC’= ‘AD55CC17140B2DED’

iv) Compare CC’ with data of DO‘S8E’ of RAPDU:

‘AD55CC17140B2DED’ == ‘AD55CC17140B2DED’ ? YES.

i)  Decrypt data of DO‘87” with KSenc:
DecryptedData= *60145F01"

j)  Determine length of structure:
L =°14"+2 =22 bytes

3. Read Binary of remaining 18 bytes from offset 4:

Unprotected command APDU:

CLA INS P1 P2 Le

00 BO 00 04 12

a) Mask class byte and pad command header:
CmdHeader = *0CB0000480000000"

b) Build DO97":
D0O97=1'970112"

¢) Concatenate CmdHeader and DO97’:
M=1'0CB0000480000000970112"

d) Compute MAC of M:

i) Increment SSC with 1:
SSC=1'887022120C06C22B"

ii) Concatenate SSC and M and add padding:
N= '887022120C06C22B0OCB00004
800000009701128000000000"

iii) Compute MAC over N with KSwac:
CC='2EA28A70F3C7B535’

e) Build DO‘S8E’:
DOSE = ‘8E082EA28A70F3C7B535"

f)  Construct and send protected APDU:

ProtectedAPDU = *0CB000040D9701128E082EA28A70F3C7B53500"

g) Receive response APDU of eMRTD’s contactless IC:

RAPDU = ‘871901FB9235F4E4037F2327DCC8964F1F9B8C30F42
C8E2FFF224A990290008E08C8B2787EAEA07D749000"
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h)  Verify RAPDU CC by computing MAC of concatenation DO‘87” and DO99’:

i) Increment SSC with 1:
SSC=1'887022120C06C22C’

ii) Concatenate SSC, DO‘87’ and DO99’ and add padding:
K= '887022120C06C22C871901FB9235F4E4037F232
7DCC8964F1F9B8C30F42C8E2FFF224A99029000"

iii) Compute MAC with KSmac:
CC’= ‘C8B2787EAEAQ7D74’

iv) Compare CC’ with data of DO‘8E’ of RAPDU:
‘C8B2787EAEAQ07D74’ == ‘C8B2787EAEAQ07D74’ ?YES.

i)  Decrypt data of DO*87” with KSgnc:
DecryptedData = *04303130365F36063034303030305C026175"

RESULT:

EF.COM data= '60145F0104303130365F36063034303030305C026175"
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This worked example uses the following settings:
1. Integer factorization-based mechanism: RSA
2. Modulus length (k): 1 024 bits (128 bytes)
3. Hash algorithm: SHA-1

Inspection system:

Step 1. Generate an 8 byte random:
RND.IFD = ‘F173589974BF40C6"
Step 2. Construct command for internal authenticate and send command APDU to the eMRTD’s
contactless IC:
Command APDU
CLA INS P1 P2 Lc Command data field Le
00 88 00 00 08 RND.IFD 00

eMRTD’s contactless IC:

Step 3. Determine Mz from incoming APDU:
Mz=‘F173589974BF40C6’

Step 4. Create the trailer:
T='BC’ (i.e. SHA-1)
t (length of T in octets) = 1

Step 5. Determine lengths:
a. c=k-Ln—8t—4=1024-160—8 —4 =852 bits
b. Lwmi=c—4=_848hits

Step 6. Generate nonce Mz of length Lwa:

M = ‘9D2784A67F8ETC659973EALIAEA25D95B
6C8F91E5002F369F0FBDCE8SA3CEC1991
B543F1696546C5524CF23A5303CD6C98
599F40B79F377B5F3A1406B3B4D8F967
84D23AA88DB7E1032A405E69325FA91A
6E86F5CT71AEA978264C4A207446DAD4E
7292E2DCDA3024B47DA8’

Step 7. Create M:
M=M:1|M2="9D2784A67F8E7C659973EA1AEA25D95B
6C8F91E5002F369F0FBDCE8SA3CEC1991
B543F1696546C5524CF23A5303CD6C98
599F40B79F377B5F3A1406B3B4D8F967
84D23AA88DB7E1032A405E69325FA91A
6E86F5C71AEA978264C4A207446DADAE
7292E2DCDA3024B47DA8F173589974BF

App F-1
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Step 8.

Step 9.1

Step 10.

Step 11.
system:

40C6"

Calculate SHA-1 digest of M:
H=SHA-1(M)= ‘CO063AA1lE6D22FBD976ABOFE73D94D2D9
C6D88127

Construct the message representative:
F='6A" |Mi|H|T=
‘6A9D2784A67F8ETC659973EA1IAEA25D9
5B6C8F91E5002F369F0FBDCESA3CEC19
91B543F1696546C5524CF23A5303CD6C
98599F40B79F377B5F3A1406B3B4D8F9
6784D23AA88DB7E1032A405E69325FA9
1AGE86F5CT71AEA978264C4A207446DAD
4E7292E2DCDA3024B47DA8CO63AA1IEGD
22FBD976ABOFE73D94D2D9C6D88127RC’

Encrypt F with the Active Authentication Private Key to form the signature:

S= Y756B683B036A6368F4A2EB29EAT00F96
E26100AFC0809F60A91733BA29CAB362
8CB1A017190A85DADES3FO0B977BB513F
COC672ES5CO3EFEBBE250FE1B722C7CEE
F35D26FC8F19219C92D362758FA8CBOF
F68CEF320A8753913ED25F69F7CEET772
6923B2C43437800BBCO9BC028C49806CF
2E47D16AE2B2CC1678F2A4456EF98FCO’

Construct response data for INTERNAL AUTHENTICATE and send response APDU to the inspection

Response APDU:

Response data field SW1-SW2

S 9000

Inspection system:

Step 12.

Step 13.

Step 14.

Step 15.

1

Decrypt the signature with the public key:

F= “6A9D2784A67F8E7C659973EAL1AEA25D9
5B6C8F91E5002F369F0FBDCESA3CECLI
91B543F1696546C5524CF23A5303CD6C
98599F40B79F377B5F3A1406B3B4D8F9
6784D23AA88DB7E1032A405E69325FA9
1AGE86F5CT71AEA978264C4A207446DAD
4ET7292E2DCDA3024B47DA8CO63AA1EGD
22FBD976ABOFE73D94D2D9C6D88127RC’

Determine hash algorithm by trailer T*:
T="'BC’ (i.e. SHA-1)

Extract digest:
D= “CO63AA1E6D22FBD976ABOFE73D94D2D9
C6D88127

Extract M1:
M1='9D2784A67F8ET7C659973EA1AEA25D95B
6C8F91E5002F369F0FBDCESA3CEC1991
B543F1696546C5524CF23A5303CD6C98

App F-2

Since the known part (RND.IFD) is not returned, but must be appended by the IFD itself, Partial Recovery applies (‘6A’).
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599F40B79F377B5F3A1406B3B4D8F967
84D23AA88DB7E1032A405E69325FA91A
6E86F5CT71AEAS78264C4A207446DAD4E
7292E2DCDA3024B47DA8’

(Step 16. )Header indicates partial recovery but signature has modulus length so concatenate M1 with known M
i.e. RND.IFD):
M*=Y9D2784A67F8E7C659973EA1AEA25D95B

6C8F91E5002F369F0FBDCESA3CEC1991

B543F1696546C5524CF23A5303CD6C98

599F40B79F377B5F3A1406B3B4D8F967

84D23AA88DB7E1032A405E69325FA91A

6E86F5CT71AEAO78264C4A207446DAD4E

7292E2DCDA3024B47DA8F173589974BF

40Ce6”’

Step 17. Calculate SHA-1 digest of M*:
D* = ‘CO063AA1E6D22FBD976AB0OFE73D94D2D9
CoD88127’

Step 18. Compare D and D*:
D is equal to D* so verification successful.
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WORKED EXAMPLE: PACE — GENERIC MAPPING
(INFORMATIVE)

This Appendix provides two worked examples for the PACE protocol as defined in Section 4.4 using the generic mapping. The first
example is based on ECDH while the second one uses DH. All numbers contained in the tables are noted hexadecimal.

In both examples, the MRZ is used as password. This also leads to the same symmetric key K. The relevant data fields of the MRZ
including the check digits are:

. Document Number: T220001293;
. Date of Birth: 6408125;
. Date of Expiry: 1010318.

Hence, the encoding K of the MRZ and the derived encryption key Kzare

K TE2D2A41 C74EA0OB3 8CD36F86 3939BFA8 ES032AAD

Kz 89DED1B2 6624EC1E 634C1989 302849DD

(ECDH) (allaY) Aadall (lald da JeS5ign oo alll Jha V=)
This example is based on ECDH applying the standardized BrainpoolP256r1 domain parameters (see [RFC 5639]).

The first section introduces the corresponding PACE I nfo. Subsequently, the exchanged APDUs including all generated nonces and
ephemeral keys are listed and examined.

Elliptic Curve Parameters

Using standardized domain parameters, all information required to perform PACE is given by the data structure PACEInfo. In
particular, no PACEDomainParameterInfo is needed.

PACEInfo 3012060A 04007F00 07020204 02020201 0202010D

The detailed structure of PACEInfo is itemized in the following table.

App G-1
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Tag Length Value ASN.1 Type Comment
30 12 SEQUENCE PACElInfo
06 0A 04 00 7F 00 07 02 02 04 02 02 | OBJECT PACE with ECDH, generic mapping and AES
IDENTIFIER 128 session keys
02 01 02 INTEGER Version 2
02 01 0D INTEGER Brainpool P256r1 Standardized Domain
Parameters

For convenience, an ASN.1 encoding of the BrainpoolP256r1domain parameters is given below.

Tag Length Value ASN.1 Type Comment
30 81EC SEQUENCE Domain parameter
06 07 2A 86 48 CE 3D 02 01 OBJECT Algorithm id-ecPublicKey
IDENTIFIER
30 81 EO SEQUENCE Domain Parameter
02 01 01 INTEGER Version
30 2C SEQUENCE Underlying field
06 07 2A 86 48 CE3D 0101 OBJECT Prime field
IDENTIFIER
02 21 00 A9 FB 57 DB A1 EE A9 BC INTEGER Prime p
3E 66 0A 90 9D 83 8D 72 6E 3B
F6 23 D5 26 20 28 20 13 48 1D
1F 6E 53 77
30 44 SEQUENCE Curve equation
04 20 7D5A 09 75 FC 2C 3057 EE F6 OCTET STRING Parameter a
753041 7TAFFE7 FB 8055 C1
26 DC 5C 6C E9 4A 4B 44 F3 30
B5 D9
04 20 26 DC 5C 6C E9 4A 4B 44 F3 30 OCTET STRING Parameter b

B5 D9 BB D7 7C BF 95 84 16 29
5CF7E1CE 6B CCDC 18 FF
8C 07 B6
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Tag Length Value ASN.1 Type Comment
04 41 OCTET STRING Group generator G
04 - Uncompressed point
8B D2 AE B9 CB 7E 57 CB 2C - x-coordinate
4B 48 2F FC 81 B7 AF B9 DE 27
E1E3BD 23 C23A 4453 BD 9A
CE 3262
54 7E F8 35 C3 DA C4 FD 97 F8 - y-coordinate
46 1A 1461 1D C9 C2 77 4513
2D ED 8E 54 5C 1D 54 C7 2F 04
69 97
02 21 00 A9 FB 57 DB A1 EE A9 BC INTEGER Group order n
3E 66 0A 90 9D 83 8D 71 8C 39
7A A3 B5 61 A6 F7 90 1E OE 82
97 48 56 A7
02 01 01 INTEGER Cofactor f

Application flow of the ECDH-based example

To initialize PACE, the terminal sends the command MSE:Set AT to the chip.

T>C: 00 22 C1 A4 OF 80 OA 04 00 7F 00 07 02 02 04 02 02 83 01 01

C>T: 90 00

Here, T>C is an abbreviation for an APDU sent from terminal to chip while C>T denotes the corresponding response sent by the chip

to the terminal. The encoding of the command is explained in the next table.

Command

CLA 00 Plain

INS 22 Manage security environment

P1/P2 Cl1A4 Set Authentication Template for mutual authentication

Lc OF Length of data field

Data Tag Length Value Comment
80 0A 04 00 7F 0007 020204 0202 | Cryptographic mechanism: PACE with ECDH,

generic mapping and AES128 session keys

83 01 01 Password: MRZ

Response

Status Bytes 90 00 Normal processing

Encrypted Nonce

Next, the chip randomly generates the nonce s and encrypts it by means of K.
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Decrypted Nonce s

3F00C4D3 9D153F2B 2A214A07 8D899B22

Encrypted Nonce z

95A3A016 522EE98D 0lE76CB6 B98B42C3

The encrypted nonce is queried by the terminal.

T>C: 10 86 00 00 02 7C 00 00

C>T: 7C 12 80 10 95 A3 A0 16 52 2E ES9 8D 01 E7 6C B6 B9 8B 42 C3 90 00

The encoding of the command APDU and the corresponding response can be found in the following table.

Command
CLA 10 Command chaining
INS 86 GENERAL AUTHENTICATE
P1/P2 0000 Keys and protocol implicitly known
Lc 02 Length of data
Data Tag Length Value Comment
7C 00 - Absent
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 12 Dynamic Authentication Data
80 10 95 A3 A0 16 52 2E E9 Encrypted Nonce
8D 01 E7 6C B6 B9 8B
42C3
Status Bytes 9000 Normal processing
Map Nonce

The nonce is mapped to an ephemeral group generator via generic mapping. The required randomly chosen ephemeral keys are also

collected in the next table.

Terminal’s Private Key

TF4EF07B
F21F249D

9EAB82FD7
953BC46F

8AD689B3
4C6E1925

8D0OBC78C
9CO010F99

Terminal’s Public Key

TACF3EFC
4650DCBF
544552DC
9F6BC3A9

982EC455
A6362D89
B6725218
618E70C2

65A4B155
6FC70262
799115B5
S5AF71777

129EFBC7
EOC2CCSE,
5C9BAA6D
AOC4922D

Chip’s Private Key

498FF497
2BE7761D

56F2DC15
14715FBO

87840041
91EFATBC

839A8598
E9058560

Chip’s Public Key

824FBA91
F178CEA9
30D8C879

CO9CBE26B
F45DEOB7
AAAI9COIFT

EF53A0EB
0AAG60165
3991E61B

E7342A3B
1FBA3F57,
58F4D52E
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B87A0AO0C 709A49DC 63719363 CCD13C54

Shared secret H 60332EF2 450B5D24 T7EF6D386 8397D398
852ED6ES8 CAF6FFEE F6BF85CA 57057FD5,
0840CA74 15BAF3E4 3BD414D3 5AA4608B
93A2CAF3 A4E3EA4E 82C9C13D 03EB7181

Mapped generator G 8CED63C9 1426D4F0 EB1435E7 CB1D74A4
6723A0AF 21C89634 F65A9AE8 7A9265E2,
8C879506 743F8611 AC33645C 5B985C80
B5F09A0B 83407C1B 6A4D857A ET6FES522

The following APDUs are exchanged by terminal and chip to map the nonce.

T>C: 10 86 00 00 45 7C 43 81 41 04 7A CF 3E FC 98 2E C4 55 65 A4 B1 55
12 9E FB C7 46 50 DC BF A6 36 2D 89 6F C7 02 62 EO C2 CC 5E 54 45
52 DC B6 72 52 18 79 91 15 B5 5C 9B AA 6D 9F 6B C3 A9 61 8E 70 C2
5A F7 17 77 A9 C4 92 2D 00

C>T: 7C 43 82 41 04 82 4F BA 91 C9 CB E2 6B EF 53 A0 EB E7 34 2A 3B F1
78 CE A9 F4 5D EO B7 OA A6 01 65 1F BA 3F 57 30 D8 C8 79 AA A9 C9
F7 39 91 E6 1B 58 F4 D5 2E B8 7A OA 0C 70 9A 49 DC 63 71 93 63 CC
D1 3C 54 90 00

The structure of the APDUSs can be described as follows:

Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 0000 Keys and protocol implicitly known
Lc 45 Length of data
Data Tag Length Value Comment
7C 43 - Dynamic Authentication Data
81 41 Mapping Data
04 Uncompressed Point
7TACF3EFC982E .. x-coordinate
C2 CC5E
544552DCB672 ... y-coordinate
C4922D
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 43 Dynamic Authentication Data
82 41 Mapping Data
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04 Uncompressed Point
824FBA91C9CB... x-coordinate
BA 3F 57

30 D8 C8 79 AA A9 ...
D1 3C 54

y-coordinate

Status Bytes 9000

Normal processing

Perform Key Agreement

In the third step, chip and terminal perform an anonymous ECDH key agreement using the new domain parameters determined by the
ephemeral group generator of the previous step. Only the x-coordinate is required as shared secret since the KDF uses only the first

coordinate to derive the session keys.

Terminal’s Private Key A73FB703 AC1436A1 8EOCFAS5A BB3FT7BEC
7A070E7A 6788486B EE230C4A 22762595
Terminal’s Public Key 2DB7A64C 0355044E CO9DF1905 14C625CB
A2CEA487 54887122 F3AS5EFOD S5EDD301C,
3556F3B3 B186DF10 B857B58F 6A7EB8OF
20BA5DC7 BE1D43D9 BF850149 FBB36462
Chip’s Private Key 107CF586 96EF6155 053340FD 633392BA
81909DF7 B9706F22 6F32086C 7AFF974A
Chip’s Public Key 9E880F84 2905B8B3 181F7AF7 CAASFOEF
B743847F 44A306D2 D28C1D9E C65DF6DB,
7764B222 T77A2EDDC 3C265A9F 018F9CBS8
52E111B7 68B32690 4B59A019 3776F094
Shared Secret 28768D20 701247DA E81804C9 E780EDES
82A9996D B4A31502 0B273319 7DB84925
The key agreement is performed as follows:
T>C:
10 86 00 00 45 7C 43 83 41 04 2D B7 A6 4C 03 55 04 4E C9 DF 19
05 14 C6 25 CB A2 CE A4 87 54 88 71 22 F3 A5 EF 0D 5E DD 30 1C
35 56 F3 B3 B1 86 DF 10 B8 57 B5 8F 6A 7E B8 OF 20 BA 5D C7 BE
1D 43 D9 BF 85 01 49 FB B3 64 62 00
C>T:
7C 43 84 41 04 9E 88 OF 84 29 05 B8 B3 18 1F 7A F7 CA A9 FO EF
B7 43 84 7F 44 A3 06 D2 D2 8C 1D 9E C6 5D F6 DB 77 64 B2 22 77
A2 ED DC 3C 26 5A 9F 01 8F 9C B8 52 E1 11 B7 68 B3 26 90 4B 59
A0 19 37 76 FO 94 90 00

The encoding of the key agreement is examined in the following table:

Command

CLA 10 Command chaining

INS 86 GENARAL AUTHENTICATE
P1/P2 0000 Keys and protocol implicitly known
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Lc 45 Length of data
Data Tag Length Value Comment
7C 43 - Dynamic Authentication Data
83 41 Terminal’s Ephemeral Public Key
04 Uncompressed Point
2D B7 A64C 0355 .. x-coordinate
DD 30 1C
3556 F3B3B186 ... y-coordinate
B3 64 62
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 43 Dynamic Authentication Data
84 41 Chip’s Ephemeral Public Key
04 Uncompressed Point
9E 88 OF 84 29 05 ... x-coordinate
5D F6 DB
7764B22277 A2 ... y-coordinate
76 F0 94
Status Bytes 9000 Normal processing
By means of the KDF, the AES 128 session keys KSenc and KSwmac are derived from the shared secret. These are
KSenc F5FOE35C 0D7161EE 6724EE51 3A0DSATF
KSwmac FE251C78 58B356B2 4514B3BD 5F4297D1

Mutual Authentication

The authentication tokens are derived by means of KSmac using

Input Data for Tirp 7F494F06 OA04007F 00070202 04020286
41049E88 0F842905 B8B3181F 7AFT7CAA9
FOEFB743 847F44A3 06D2D28C 1DY9EC65D
FeDB7764 B22277A2 EDDC3C26 5A9F018F
9CB852E1 11B768B3 26904B59 A0193776
F094

Input Data for Tic 7F494F06 OA04007F 00070202 04020286
41042DB7 A64C0355 044ECODF 190514C6
25CBA2CE A4875488 7122F3A5 EFODSEDD
301C3556 F3B3B186 DF10B857 BS8FOATE
B80OF20BA 5DC7BE1D 43D9BF85 0149FBB3
6462

as input. The encoding of the input data is shown below



LI sogjiall i 5ilSs

App G-8

Tag Length Value ASN.1 Type Comment
TF49 | 4F PUBLIC KEY Input data for Tiro
06 0A 04 00 7F 00 07 02 02 04 | OBJECT PACE with ECDH, generic mapping and AES 128
02 02 IDENTIFIER session keys
86 41 ELLIPTIC CURVE Chip’s Ephemeral Public Point
POINT
04 Uncompressed Point
9E 88 OF 84 29 ... x-coordinate
5D F6 DB
7764B22277 .. y-coordinate
76 FO 94
Tag Length Value ASN.1 Type Comment
TF49 | 4F PUBLIC KEY Input data for Tic
06 0A 04 00 7F 00 07 02 02 04 | OBJECT PACE with ECDH, generic mapping and AES 128
02 02 IDENTIFIER session keys
86 41 ELLIPTIC CURVE Terminal’s Ephemeral Public Point
POINT
04 Uncompressed Point
2DB7A64C03..DD x-coordinate
301C
3556 F3B3BL1... y-coordinate
B3 64 62

The computed authentication tokens are:

Tirp

C2B0OBD78 D94BA866

Tic

3ABB9674 BCE93CO08

Finally, these tokens are exchanged and verified.

T>C:

00 86 00 00 OC 7C OA 85 08 C2 BO BD 78 D9 4B A8 66 00

C>T:

7C 0A 86 08 3A BB 96 74 BC E9 3C 08 90 00

(DH) hale (g J3Ssis 0 o plh Jla Y-

The second example is based on DH using the 1024-bit MODP Group with 160-bit Prime Order Subgroup specified by [RFC 5114].
The parameters of the group are:

Prime p

B10B8F96 AOS80EO1D DE92DESE AES5SDS4EC
52C99FBC FBO6A3C6 9A6A9DCA 52D23B61
6073E286 75A23D18 9838EF1E 2EE652CO
13ECB4AE A9061123 24975C3C D49B83BF
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ACCBDD7D
4EFFD6FA
Al151AFSF
E68CFDAT

90C4BD70
E5644738
0DC8B4BD
6D4DAT708

98488E9C
FAA31A4F
45BF37DF
DF1FB2BC

21977372
F55BCCCO
365C1A65
2E4RA4371

Subgroup Generator g

A4DI1CBD5
F8104DD2
266FEALE
160217B4
D7FBD7D3
AG6A24C08
D662A4D1
858F4DCE

C3FD3412
58AC507F
5C41564B
B0O1B886A
BOA92EE]L
7A091F53
8E73AFA3
F97C2A24

67657442
D6406CFF
TTTECO0F
5E91547F
909D0D22
1DBFOAQO1
2D779D59
855E6EEB

EFB99905
14266D31
5504F213
9E2749F4
63F80AT76
69B6A28A
18D08BCS8
22B3B2E5

Prime Order q of g

F518AA87

81A8DF27

8ABA4ETD

64B7CB9D

49462353

The first section introduces the PACEInfo. Subsequently, the exchanged APDUs including all generated nonces and ephemeral
keys are listed and examined.

Diffie Hellman Parameters

The relevant information for PACE is given by the data structure PACEInfo.

PACEInfo 3012060A 04007F00 07020204 01020201 02020100

The detailed structure of PACEInfo is:

Tag Length Value ASN.1 Type Comment
30 12 SEQUENCE PACEInfo
06 0A 04 00 7F 00 07 02 0204 01 02 | OBJECT OID: PACE with DH, generic mapping and AES
IDENTIFIER 128 session keys
02 01 02 INTEGER Version 2
02 01 00 INTEGER Standardized 1024-bit Group specified by RFC
5114
Application flow of the DH-based example
To initialize PACE, the terminal sends the command MSE:AT to the chip.
T>C: 00 22 C1 A4 OF 80 OA 04 00 7F 00 07 02 02 04 01 02 83 01 01

C>T: 90 00

The encoding of the command is described in the next table.

Command

CLA 00 Plain

INS 22 Manage security environment

P1/P2 ClA4 Set Authentication Template for mutual authentication
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Lc OF Length of data field
Data Tag Length Value Comment
80 0A 04007F00070202040102 | OID: Cryptographic mechanism: PACE with DH,
generic mapping and AES128
83 01 01 Password: MRZ
Response
Status Bytes 90 00 Normal processing

Encrypted Nonce

Next, the terminal queries a nonce from the chip.

Decrypted Nonce s

FASBT7E3E 49753A0D B9178B7B 9BD898CS8

Encrypted Nonce z

854D8DF5 827FA685 2DI1A4FA7 01CDDDCA

The communication

looks as follows.

T>C:

10 86 00 00 02 7C 00 00

C>T:

7C 12 80 10 85 4D 8D F5 82 7F A6 85 2D 1A 4F A7 01 CD DD CA 90 00

The encoding of the command APDU and the corresponding response is described in the following table.

Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 0000 Keys and protocol implicitly known
Lc 02 Length of data
Data Tag Length Value Comment
7C 00 - Absent
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 12 Dynamic Authentication Data
80 10 85 4D 8D F5 82 7F A6 | Encrypted Nonce
85 2D 1A 4F A7 01 CD
DD CA
Status Bytes 90 00 Normal processing
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Map Nonce

By means of the generic mapping, the nonce is mapped to an ephemeral group generator. For that purpose, the following ephemeral

keys are randomly generated by terminal and chip.

Terminal’s Private Key

5265030F

751F4AD1

8BOBACS56

5FCT7AC95 2E41618D

Terminal’s Public Key

23FB3749
DE3F01B7
B71C343D
B49174A6
4D41DB91
DF86274B
CB4F57FA
1AFE710F

EAQ030D2A
4F17A154
B13D1DEB
02CB4796
4DE9613D
9359BC04
D6322497
BBBCS5F8B

25B278D2
02CB7352
CE9A3666
5CAAT3DC
C5E98C94
90D01BO03
D7A1E28D
Al66F431

A562047A
CATD2B3E
DBCFC920
70248904
160551C0
AD54022D
46710F46
1975EC6C

Chip’s Private Key

78879F57
5336F699
23EA5738
B235C2DB
A41947B3
655AF308
49400306
6E8CAFC1

225AA808
AA89A2D3
B26381E4
F2F38748
24AA1259
89DBB845
254C8AES
4F84D825

OD52EDOF
A189654A
DA19E004
312F3C98
AC22579D
D9E6783F
EE9DD812
8950A91B

C890A4B2
F70729E6
7T06FACE7
C2DD4882
BO93F7085
E42COF24
AB804CO0B6
44126EE6

Chip’s Public Key

5BABEBEF
1CDE9487
544F13CB
CBBBD321
B08BS8DOO
FB4BD111
0B3CEOC3
1279270C

5B74E5BA
3EEOA5D3
66658C3A
28A8C21D
7D40318D
E5A968ED
10CE104E
B0O750C0D

94B5C063
A2FCAB49
FEESQE727
D6EEA3CF
CCA4FFBF
6B6F08B2
ABD16629
37C57FFF

FDA1SF1F
F258D07F
389BE3F6
7091CDDF
51208790
6CA87C41
AA48620C
E302AE7F

Shared secret H

7C9CBFE9
F4CB17E3
84D64EE3
BAAO27AB
BFA4872D
36067682
EF1E7790
2D401325

8FI9FBDDA
C71707AF
TAF44B8D
97ACCT71
EDE9034E
9B826BEA
32A30580
B37EE856

8D143506
FSEICIAL
BDOD45BF
666C8E98
DFACB708
57291B5A
3F743417
5FFCDEE6

FATD9306
23702496
6023919C
FF483301
14166B7F
D69FBC84
93E86974
18342DC5

Mapped generator G

7CI9CBFE9
F4CB17E3
84D64EE3
BAAQO27AB
BFA4872D
36067682
EF1E7790
2D401325

8FI9FBDDA
C71707AF
7TAF44B8D
97ACCTT71
EDE9034E
9B826BEA
32A30580
B37EE856

8D143506
FS5EICIAL
BDO9D45BF
666C8E98
DFACB708
57291B5A
3F743417
S5FFCDEEG6

FA7D9306
23702496
6023919C
FF483301
14166B7F
D69FBC84
93E86974
18342DC5
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The following APDUs are exchanged by terminal and chip to map the nonce.

T>C:

10
62
3D
24
59

86
04
1D
89
BC

00
TA
EB
A4
04

71

00
DE
CE
4D
90

86
3F
9A
41
DO

C
01
36
DB
1B

81
B7
66
91
03

83
4F
DB
4D
AD

OF 46 1A FE 71

81 81
17 Al
CF C9
E9 61
54 02
OF BB

80 23 FB
54 02 CB
20 B4 91
3D C5 E9
2D CB 4F
BC 5F 8B

37
73
74

49
52
A6
8C 94
57 FA
Al 66

EA
CA
02
16
D6
F4 31

0D
2B
47
51
24
19

2A 25 B2
3E B7 1C
96 5C AA
CO DF 86
97 D7 Al
75 EC 6C

78
34
73
27
E2
00

D2
3D
DC
4B
8D

A5
Bl
70
93
46

C>T:

C
Fo6

9E0 04 70 6F AC E7 B2 35 C2 DB F2 F3 87 48 31 2F 3C 98 C2 DD 48

81 83
99 AA

82 81 80 78 87
89 A2 D3 Al 89 65 4A

9F 57

22 5A A8

08 0D

52 ED

OF

C8 90 A4

F7 07 29 E6 23 EA 57 38 B2 63 81

47 B3 24 AA 12 59 AC 22 57 9D B9 3F 70 85 65 5A F3 08 89 DB BS
78 3F E4 2C 9F 24 49 40 03 06 25 4C 8A E8 EE 9D D8 12 A8 04 CO
AF Cl1 4F 84 D8 25 89 50 A9 1B 44 12 6E E6 90 00

B2 53 36
E4 DA 1

82 A4 19
45 D9 E6

B6 6E 8C

The structure of the APDUSs can be described as follows:

Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 0000 Keys and protocol implicitly known
Lc 86 Length of data
Data Tag Length Value Comment
7C 8183 - Dynamic Authentication Data
81 8180 23FB 3749 EAQ3 ... Mapping Data
75 EC6C
Le 00 Expected maximal byte length of the response data field is 256
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Response
Data Tag Length Value Comment
7C 8183 Dynamic Authentication Data
82 8180 EDOF C890 A4 B2 ... Mapping Data
12 6E E6
Status Bytes 90 00 Normal processing

Perform Key Agreement

Subsequently, chip and terminal perform an anonymous DH key agreement using the new domain parameters determined by the

ephemeral group generator of the previous step.

Terminal’s Private Key

89CCBI99M O0Y8B3MI1A 11¥1296B

Co68YC53

411CA2CO

Terminal’s Public Key

00907D89
8E388C11
551BYOAE4
7CCTBC35
8FA8D61B
71470578
36B7747D

E2D425A1
5CAE6703
D04369F2
2645B616
76D3A154
T1A92221
1671E6D6

78AA81AF
1E85EECE
9A02626C
1A2A42D4
AD8ASAS1
2C5F67F4
92A3C7D4

4AT7T7T4EC
520BDY911
86FBC674
4EDABOAOD
786BOBCO
31731722
0AQC3C5C

E397545D 015C175E B5130551 EDBCZEES5 D4

Chip’s Private Key

020F018C
B1440BB3
ESF0C5B3
6469CA28
OED4610A
EFA0649C
142729E7
43C1CAD2

7284B047
0C5252BD
2744D840
3EF5C000
B5343390
6A94FDF8
040A3F7D
DD484FEB

FAT7T721A3
41C97C30
17D21FFA
DAF7D261
897AABSA
2D991E8E
5A4D3CD7
4ED22B59

37EFBTAC
C994BB78
6878396A
A39AB886
7T78TE4FA
3FC332F5
5CBEE1FO0
7D36688E

Chip’s Public Key

A5B78012

6B7C980E

9FCEA1D4

539DA1D2

7C342DFA

Shared Secret

6BABC7B3
D8613B24
8B834B6A
36950C4C
990BODFE7
8CFF6BD3
465E553E
B1EE2FAL

AT72BCD7E
149E146A
9E9CD718
1E783236
013E64B4
E977DDE6
77BDF75E
E4FC97C1

A385E4C6
629311C4
4BA8834A
7C10CB8C
549E2270
ABE4C31D
3193D383
8C3F6CEF

2DB2625B
CA6698E3
FF5043D4
314D40ES
923D06FO0
55COFA2E
4FC26ES8E
FE2607FD
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The key agreement is performed as follows:
T>C: 10 86 00 00 86 7C 81 83 83 81 80 90 7D 89 E2 D4 25 Al 78 AA 81 AF 4A 77
74 EC 8E 38 8C 11 5C AE 67 03 1E 85 EE CE 52 OB D9 11 55 1B 9A E4 DO 43
69 F2 9A 02 62 6C 86 FB C6 74 7C C7 BC 35 26 45 B6 16 1A 2A 42 D4 4E DA
80 A0 8F A8 D6 1B 76 D3 Al 54 AD 8A 5A 51 78 6B 0B CO 71 47 05 78 71 A9
22 21 2C 5F 67 F4 31 73 17 22 36 B7 74 7D 16 71 E6 D6 92 A3 C7 D4 OA 0OC
3C 5C E3 97 54 5D 01 5C 17 5E B5 13 05 51 ED BC 2E E5 D4 00
C>T: 7C 81 83 84 81 80 07 56 93 D9 AE 94 18 77 57 3E 63 4B 6E 64 4F 8E 60 AF
17 A0 07 6B 8B 12 3D 92 01 07 4D 36 15 2B D8 B3 A2 13 F5 38 20 C4 2A DC
79 AB 5D OA EE C3 AE FB 91 39 4D A4 76 BD 97 B9 Bl 4D 0A 65 Cl1 FC 71 AO
E0O 19 CB 08 AF 55 E1 F7 29 00 5F BA 7E 3F A5 DC 41 89 92 38 A2 50 76 7A
6D 46 DB 97 40 64 38 6C D4 56 74 35 85 F8 E5 D9 0C C8 B4 00 4B 1F 6D 86
6C 79 CE 05 84 E4 96 87 FF 61 BC 29 AE Al 90 00
Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 00 00 Keys and protocol implicitly known
Lc 86 Length of data
Data Tag Length Value Comment
7C 8183 - Dynamic Authentication Data
83 8180 907D 89 E2 D4 25 ... Terminal’s Ephemeral Public Key
2E E5 D4
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 8183 Dynamic Authentication Data
84 8180 0756 93 D9 AE 94 ... Chip’s Ephemeral Public Key
29 AE Al
Status Bytes 9000 Normal processing
The AES 128 session keys KSenc and KSwac are derived from the shared secret using the KDF.
KSenc 2F7F46AD CCOET7ES52 1B45D192 FAFA9126
KSmac 805A1D27 D45A5116 F73C5446 9462B7D8
Mutual Authentication
The authentication tokens are constructed from the following input data.
Input Data for Tiro 7F49818F 060A0400 7F000702 02040102
84818007 5693D9AE 94187757 3E634B6E
644F8E60 AF17A007 6B8B123D 9201074D

36152BD8 B3A213F5 3820C42A

DC79ABS5D
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OAEEC3AE
65C1FC71
BATE3FAS
97406438
004B1F6D

FB91394D
AQEO19CB
DC418992
6CD45674
866C79CE

29A

A476BDI7

08AF55E1

38A25076

3585F8ES

0584E496
EAl

B9B14D0A
F729005F
7A6D46DB
DO0CC8B4
87FF61BC

Input Data for Tic

TF49818F
84818090
T4EC8E38
D911551B
Ce747CC7
80AO08FAS
0BCO7147
172236B7
3C5CE397

060A0400
7D89E2D4
8C115CAE
9AE4D043
BC352645
D61B76D3
057871A9
747D1671
545D015C

2EE

7F000702
25A178AA
67031E85
69F29A02
B6161A2A
A154ADSA
22212C5F
E6D692A3
175EB513
5D4

02040102
81AF4AT7T
EECE520B
626C86FB
42D44EDA
5A51786B
67F43173
C7D40A0C
0551EDBC

The encoding of the input data is shown below:

Tag

Length

Value

ASN.1 Type

Comment

7F49

81 8F

PUBLIC KEY

Input data for Tirp

06

0A

04 00 7F 00 07 02 02 04
0102

OBJECT

IDENTIFIER

PACE with DH, generic mapping and AES 128

session keys

84

8180

07 56 93 D9 AE
.29 AE Al

UNSIGNED
INTEGER

Chip’s Ephemeral Public Key

Tag

Length

Value

ASN.1 Type

Comment

7F49

81 8F

PUBLIC KEY

Input data for Tic

06

0A

04 00 7F 00 07 02 02 04
0102

OBJECT
IDENTIFIER

PACE with DH, generic mapping and AES 128
session keys

84

8180

90 7D 89 E2 D4
..2EE5D4

UNSIGNED
INTEGER

Terminal’s Ephemeral Public Key

The computed authentication tokens are:

Tirp

B46DD9BD 4D98381F

Tic

917F37B5 COE6D8D1

Finally, these tokens are exchanged and verified.

T>C:

00 86 00 00 OC 7C OA 85 08 B4 6D D9 BD 4D 98 38 1F 00

C>T:

7C 1B 86 08 91 7F 37 B5 CO E6 D8 D1 87 OF 44 45 54 45 53 54 43 56 43 41
30 30 30 30 33
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Command
CLA 00 Plain
INS 86 GENARAL AUTHENTICATE
P1/P2 00 00 Keys and protocol implicitly known
Lc 0C Length of data
Data Tag Length Value Comment
7C 0A - Dynamic Authentication Data
85 08 B4 6D D9 BD 4D 98 38 1F | Terminal’s Authentication Token
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 0A Dynamic Authentication Data
86 08 91 7F 37 B5 CO E6 D8 D1 | Chip’s Authentication Token
Status Bytes 90 00 Normal processing
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WORKED EXAMPLE: PACE — INTEGRATED MAPPING
(INFORMATIVE)

This Appendix provides two examples for the PACE protocol with Integrated Mapping. The first one is based on Elliptic Curve Diffie-
Hellman (ECDH) and the second one on Diffie-Hellman (DH). The MRZ-derived key K from the previous Example is used.
H.1 ECDH BASED EXAMPLE

This example is based on the BrainpoolP256r1 elliptic curve. The block cipher used in this example is AES-128. For reminder, the
curve parameters are the following:

Prime p A9FBS57DB A1lEEA9BC 3E660A90 9D838D72

6E3BF623 D5262028 2013481D 1F6E5377
Parameter a 7D5A0975 FC2C3057 EEF67530 417AFFE7

FB8055C1 26DC5C6C E94A4B44 F330B5D9
Parameter b 26DC5C6C E94A4B44 F330B5DY9 BBD77CBF

95841629 5CF7ELCE 6BCCDC18 FF8CO07B6
x-coordinate of the group generator 8BD2AEB9 CB7ES57CB 2C4B482F FC81B7AF
G BO9DE27E1 E3BD23C2 3A4453BD 9ACE3262
y-coordinate of the group generator 547EF835 C3DAC4FD 97F8461A 14611DC9
G C2774513 2DED8E54 5C1D54C7 2F046997
Group order n A9FBS57DB A1lEEA9BC 3E660A90 9D838D71

8C397AA3 B561A6F7 901EQE82 974856A7

Cofactor f 01

The encryption key is the following:

K 591468CD A83D6521 9CCCB856 0233600F

Encrypted Nonce

A nonce s is randomly chosen by the chip and encrypted using Kw. The encrypted nonce z is then sent to the terminal.

Decrypted Nonce s 2923BE84 E16CD6AE 529049F1 F1BBE9EB

Encrypted Nonce z 143DC40C 08C8E891 FBED7DED B92B64AD

App H-1
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Map Nonce

A nonce t is randomly chosen and sent in clear. t and s are then used to compute the Integrated Mapping. First, the pseudo-random
function Ry, derived from AES, is applied to s and t. Then, the point encoding fc is used on the result to compute the Mapped Generator
G=fc(Rp(s,t)).

Nonce t 5DD4CBFC 96F5453B 130D890A 1CDBAE32

Pseudo-random R(s,t) E4447E2D FB3586BA CO5DDB00 156B57FB
B2179A39 49294C97 25418980 0C517BAA
8DAQOFF39 7ED8C445 D3E421E4 FEB57322

Re(s,t) A2F8FF2D F50E52C6 599F386A DCB595D2

29F6A167 ADE2BESF 2C3296AD D5B7430E
x-coordinate of the _ 8E82D315 59EDOFDE 92A4D049 8ADD3C23
Mapped Generator G BABA94FB 77691E31 E90AEA77 FB17D427
y-coordinate of the 4C1AE14B DOC3DBAC 0C871B7F 36081693
Mapped Generator G 64437CA3 OAC243A0 89D3F266 ClEG6OFAD

Perform Key Agreement

The chip and the terminal perform an anonymous Diffie-Hellman key agreement using their secret keys and the mapped generator G.
The shared secret K is the x-coordinate of agreement.

Chip’s private key SKic 107CF586 96EF6155 053340FD 633392BA
81909DF7 B9706F22 6F32086C T7TAFF974A

Chip’s public key PKic 67F78ELDF T7F768608 2B293E8D 087E0569
16DOF74B CO01A5F89 57D0DE45 691E51ES
932B69A9 62B52A09 85AD2COA 271EE6AlL
3A8ADDDC D1A3A994 BO9DED257 F4D22753

Terminal’s private key SKirp A73FB703 ACl436A1 8EOCFA5A BB3F7BEC
7AQ070E7A 6788486B EE230C4A 22762595

Terminal’s public key PKirp 89CBA23F FEO96AAL18 D824627C 3E934E54
A9FDOB87 A95D1471 DCI1COABF DCD640D4
6755DE9B 7B778280 B6BEBDS57 439ADFEB
OE21FD4E D6DF4257 8C13418A 59B34C37

Shared secret K 4F150FDE 1D4FOE38 E95017B8 91BAE171
33A0DF45 BOD3E18B 60BA7BEA FDC2C713

Using the specifications from [1], the session keys Kenc and Kmac are derived from K using the hash function SHA-1: Kenc=SHA-
1(K]|0x00000001) and Kmac=SHA-1(K]|0x00000002). Then, only the first 16 octets of the digest are used with the following result:

Kene OD3FEB33 251A6370 893D62AE 8DAAF51B

Kmac BO1E89E3 DI9E8719E 586B50B4 A7506EOB

Mutual Authentication

The authentication tokens are computed using a CMAC on the following inputs with the key Kmac.

Input data for Tic 7F494F06 OA04007F 00070202 04040286
410489CB A23FFE96 AA18D824 627C3E93
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4E54A9FD
40D46755
DFEBOE21

0B87A95D
DESB7B77
FD4ED6DF

1471DC1C
8280B6BE
42578C13

4C37

OABFDCD6
BD57439A
418A59B3

Input data for Tiro

TF494F06
410467F7
056916D0
51E8932B
E6A13A8A

0AO04007F
8ESFTFT6
F74BCO1A
69A962B5

00070202
86082B29
5F8957D0
2A0985AD

DDDCD1A3 A994B9DE
2753

04040286
3E8DO87E
DE45691E
2C0A271E
D257F4D2

The corresponding authentication tokens are:

Tic

75D4D96E

8D5B0308

Tirp

450F02B8

6F6A0909

This example is based on the 1 024-bit MODP Group with 160-bit Prime Order Subgroup. The block cipher used in this example is

AES-128.

The group parameters are:

H.2 DHBASED EXAMPLE

Prime p

B10B8F96
52C99FBC
6073E286
13ECB4AE
ACCBDD7D
4EFFD6FA
Al151AFS5F
E68CFDA7

AQ080EO1D
FBO6A3C6
75A23D18
A9061123
90C4BD70
E5644738
0DC8B4BD
6D4DA708

DE92DESE
9A6A9DCA
9838EF1E
24975C3C
98488E9C
FAA31A4F
45BF37DF
DF1FB2BC

AESD54EC
52D23B61
2EE652C0
D49B83BF
219A7372
F55BCCCO
365C1A65
2E4RA4371

Subgroup generator g

A4DI1CBD5
F8104DD2
266FEALE
160217B4
D7FBD7D3
A6A24C08
D662A4D1
858F4DCE

C3FD3412
58AC507F
5C41564B
BO1B886A
BY9A92EE1
7A091F53
8E73AFA3
F9T7C2A24

67657442
D6406CFF
TTTECO0F
5E91547F
909D0D22
1DBFOAQO1L
2D779D59
855E6EEB

EFB99905
14266D31
5504F213
9E2749F4
63F80AT76
69B6A28A
18D08BCS8
22B3B2E5

Prime order q of g

F518AA87

81A8DF27

8ABA4ET7D

49462353

64B7CB9D

The following encryption key is used:

K

591468CD

A83D6521

9CCCB856

0233600F

Encrypted Nonce

A nonce s is randomly chosen by the chip and encrypted using Km. The encrypted nonce z is then sent to the terminal.
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Decrypted Nonce s

FASB7E3E 49753A0D B9178B7B 9BD898CS8

Encrypted Nonce z

9ABB8864 CAOFF155 1E620D1E F4E13510

Map Nonce

A nonce t is randomly chosen and sent in clear. t and s are then used to compute the Integrated Mapping. First, the pseudo-random
function Ry, derived from AES, is applied to s and t. Then, the point encoding fq is used on the result.

Nonce t

B3A6DB3C 870C3E99 245E0DIC 06B747DE

Pseudo-random R(s,t)

EAB98D13
84DEAQFE
38099CD1
5E3DC855
BEE0546B
DEEF3CB4
4835C36F
88FBA38A
0FC18725

E0905295
7T4AD2B3A
F7FF4EAQ
O0OEF95E2
472F994B
810932EC
A4F1BF3F
3E6C35AA
8995944cC

2AAT72990
F506FO0AS8
AQ78DBLF
OB4EEF2E
618D1687
278F3533
AOB828A7
A1095925
0F926E24

7C3C9%4061
3018459C
AC136550
88489233
02406791
FDB860EB
18C96BDE
1EBS5FC71
9373F485

Rp(S,t)

AQC7C50C
607417B6
B6980F01
093ECDFA
5CF19AFA
25087E73
570417B7
819EODFE

002061A5
EE1B3647
105D24FA
FE6D7125
FF75EFE2
68166FBO
90FFT7F74
F5B6E77C

1CC87D25
3CEFB800D
B22ACD1B
D42A843E
1DC5F6AA
8ClE4627
TES5TF432
A4999925

4EF38068
2D2ESFA2
FA5C8A4C
33860383
1F9AE46C
AFED7D93
BO04E1236
328182D2

Mapped Generator g= fy(Rp(S,t))

1D7D767F
926B9697
C276CDCC
A5BE2557
T6852FA7
EODFF897
34223AES8
5510A6BB

11E333BC
3550656F
61D475CF
8BD4551D
8EEA14EA
BBE35A47
FC59B664
B633D517

D6DBAEF4
F3C83072
03A98E0C
0B109032
0ACA87D1
2621D343
BFEDFA2B
EC25D4EO0

OE799E7A
6D118D61
OE79CAEB
36FO0BOF9
EQ91F688F
564B262F
FE7516CA
BBAA16C2

Perform Key Agreement

The chip and the terminal perform an anonymous Diffie-Hellman key agreement using their secret keys and the mapped generator g.

Chip’s private key SKic

020F018C
B1440BB3
ESF0C5B3
6469CA28
OED4610A
EFA0649C
142729E7
43C1CAD2

7284B047
0C5252BD
2744D840
3EF5C000
B5343390
6A94FDF8
040A3F7D
DD484FEB

FA7721A3
41C97C30
17D21FFA
DAF7D261
897AABSA
2D991E8E
5A4D3CD7
4ED22B59

37EFBTAC
C994BB78
6878396A
A39AB886
T78TE4FA
3FC332F5
5CBEE1F0
7D36688E

Chip’s public key PKic

928DI9A0F
36E42431
FF111F71
AA87B079
8DDDC39A
ES5A80E4

9DBA450F
138A4378
CB6DC1DO
07AADO9FB
DC3AD2E3
7T46FBO7A

13FC859C
500BEB4E
335807A1
AG6B169AF
FF882B84
9767679F

6F290D1D
0401854cC
1388CC8E
6D8C26AF
D23E9768
ES2133B4
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D379935C
5EAT75679

771BD7FB
524CDCIC

ED6C7BB4
6A91370C

B1708B27
C662A2F3

Terminal’s private key SKirp

4BDOE547
8C4F5F5F
6981271B
6DE4AA40
103BA3DE
6F4C3736
00FOF0D6
52445C1D

40F9A028
FF65AA09
C905F355
6C1171FB
E16419AA
52E0C3CC
A6TF004C
FC4F1107

E6A515BF
15947FFD
1457B7EO
43DD939C
248118F9
E7F0F1DO
8BBA33F2
203F71D2

DAF96784
1AODF2FA
3AC3B806
4BA16175
0CC36A3D
C5425B36
B4733C72
EFB28161

Terminal’s public key PKirp

0F0CC629
C68E4EF0
E4F8A951
CD7C351A
FFCB3702
1492344C
76CE9D87
AE6EDBAL

45A80292
TF27CB9D
557E929A
9BD2CD72
62CF308D
85290691
832386D3
A9894DC5

51FB7EF3
9CD04C5C
EB48E5C6
2CO7EDE1
D7BO7F2E
9538C98A
19CE2E04
094D22F7

CO94E12E
4250FAEOQ
DD47F2F5
66770F08
ODA9CAAA
4BA4187E
3C3343AE
FE1351D5

Shared secret K

419410D6
0A2705C1
CATEC52B
1D59AS5TF
28BDFDB2
23C2FCDO
011D5798
9B08D977

COAl17A4C
A434C8A8
DE7615E5
3174084D
DA191EA2
AF12EOF9
B2FCBCI1F
E9498560

07C54872
9A4CFEA41
345E48AB
3CA45703
239E2C06
EOBY99FCF
14FCC24E
E63E7FFA

CE1CBCEB
F1D78124
1ABB6ETD
97ClF622
ODBE3BBC
91FF1959
441F4C8F
B3134EA7

The session keys Kenc and Kmac are derived from K using the hash function SHA-1: Kenc=SHA-1(K]||0x00000001) and Kmac=SHA-
1(K]|0x00000002). Then, only the first 16 octets of the digest are used with the following result:

Kenc

01AFC10C F87BE36D 8179E873 70171F07

Kmac

23F0FBD0O 5FD6C7B8 B88F4C83 09669061

Mutual Authentication

The authentication tokens are computed using a CMAC on the following inputs with the key Kmac.

Input data for Tic

TF49818F
8481800F
94E12EC6
50FAEOE4
47F2F5CD
770F08FF
A9CAAAL4
A4187E76
3343AEAE

060A0400
0CC62945
8E4EFQ7F
F8A95155
7C351A9B
CB370262
92344C85
CE9D8783
6EDBA1AS

7F000702
AB8029251
27CB9D9C
TE929AEB
D2CD722C
CF308DD7
29069195
2386D319
894DC509

1351D5

02040302
FB7EF3CO
D04C5C42
48E5C6DD
07EDE166
BO7F2EQD
38C98A4B
CE2E043C
4D22FTFE

Input data for Tirp

TF49818F
84818092
290D1D36
01854CFF
88CC8EAA
8C26AF8D

060A0400
8DSAQF9D
E4243113
111F71CB
87B07907
DDC39ADC

7F000702
BA450F13
8A437850
6DC1D033
AADSFBAG
3AD2E3FF

02040302
FC859C6F
OBEB4E04
5807A113
B169AF6D
882B84D2
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3E9768E9 L5A80E474 6FBO7A97 67679FE9

2133B4D3 79935C77 1BD7FBED 6C7BB4Bl1

708B275E A7567952 4CDCO9C6A 91370CC6
62A2F3

The corresponding authentication tokens are:

Tic C2F04230 187E1525

Tirp 55D61977 CBF5307E
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Tag Length Value ASN.1 Type Comment
30 12 SEQUENCE PACEInfo
06 0A 04 00 7F 00 07 02 02 04 06 02 | OBJECT PACE with ECDH, Chip Authentication
IDENTIFIER Mapping and AES 128 session keys
02 01 02 INTEGER Version 2
02 01 0D INTEGER Brainpool P256r1 Standardized Domain
Parameters

.the BrainpoolP256r1 (slai <l il ld ASNLL = i olial b dagdlall Lag

Tag Length Value ASN.1 Type Comment
30 81EC SEQUENCE Domain parameter
06 07 2A 86 48 CE 3D 02 01 OBJECT Algorithm id-ecPublicKey
IDENTIFIER
30 81EQ SEQUENCE Domain Parameter
02 01 01 INTEGER Version
30 2C SEQUENCE Underlying field
06 07 2A 86 48 CE3D 0101 OBJECT Prime field
IDENTIFIER
02 21 00 A9 FB 57 DB A1 EE A9 BC INTEGER Prime p
3E 66 0A 90 9D 83 8D 72 6E 3B
F6 23 D5 26 20 28 20 13 48 1D
1F 6E 53 77
30 44 SEQUENCE Curve equation
04 20 7TD5A09 75 FC 2C 3057 EE F6 OCTET STRING Parameter a
753041 7AFFE7FB 8055C1
26 DC 5C 6C E9 4A 4B 44 F3 30
B5 D9
04 20 26 DC 5C 6C E9 4A 4B 44 F3 30 OCTET STRING Parameter b
B5 D9 BB D7 7C BF 95 84 16 29
5C F7 E1CE 6B CC DC 18 FF
8C 07 B6
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Tag Length Value ASN.1 Type Comment
04 41 OCTET STRING Group generator G
04 - Uncompressed point
8B D2 AE B9 CB 7E 57 CB 2C - x-coordinate
4B 48 2F FC 81 B7 AF B9 DE 27
E1 E3BD 23 C2 3A 4453 BD 9A
CE 3262
54 7E F8 35 C3 DA C4 FD 97 F8 - y-coordinate
46 1A 1461 1D C9 C2 77 4513
2D ED 8E 54 5C 1D 54 C7 2F 04
69 97
02 21 00 A9 FB 57 DB AL EE A9 BC INTEGER Group order n
3E 66 0A 909D 83 8D 71 8C 39
7A A3 B5 61 A6 F7 90 1E OE 82
97 48 56 A7
02 01 01 INTEGER Cofactor f
ECDH Jf Ll Jlal  Gudai cilicai
BB ) MSEAT al £3etl) ddanall Jussi PACE pladiad b sull
T>C: 00 22 C1 A4 OF 80 0OA 04 00 7F 00 07 02 02 04 06 02 83 01 01
C>T: 90 00

Y A0 Aasd gy Abuspall Aaslnal) FlaiuY ) CT iy con 3 331 ) gl ddanall (30 Jje APDU ) jlsial s T>C clia

LS Joaall 8 g pia ya¥) puidng L Afledl dlasll

Command

CLA 00 Plain

INS 22 Manage security environment

P1/P2 Cl1A4 Set Authentication Template for mutual authentication

Lc OF Length of data field

Data Tag Length Value Comment
80 0A 04 00 7F 0007 020204 06 02 | Cryptographic mechanism: PACE with ECDH, Chip

Authentication Mapping and AES128 session keys

83 01 01 Password: MRZ

Response

Status Bytes 90 00 Normal processing
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5“!’?:“r’ ..."; s ra!j/

K Al 0yliing 5aalg ya 22358 (63 2831 gy Lilsdie 81 s cclld aay

Decrypted Nonce s 658B860B CO4DF6F0 44FCE6D5 CB82CF8ES

Encrypted Nonce z CB60E8S8EQ D85B76A9 BD304747 C2AD42E2

5aaly 8ye axdind) A i) o8yl lss Al Aasd) Jelim

T>C: 10 86 00 00 02 7C 00 00

C>T: 7C 12 80 10 CM 60 ¥8 Y0 B8 51 76 @9 MB 30 47 47 C2 oB 42 Y2 90 00

ALGa) i)y APDU e s e JGU Jyanll 8 siell oSa

Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 0000 Keys and protocol implicitly known
Lc 02 Length of data
Data Tag Length Value Comment
7C 00 - Absent
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 12 Dynamic Authentication Data
80 10 CB60ESEO D85B76A9 Encrypted Nonce
BD304747 C2AD42E2
Status Bytes 9000 Normal processing
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b1afy o ptiied oilf dby ) a3

g3l sy zesiliall el alad) Jihall sy Gl e gl Aasjus Cilesanall 82050 Canen 532y By a2y (G2 B0 Aayjd ) o
LS Janl 8 lgman Liad 8 Tolsde 5l dslladl)

Terminal’s Private Key

5D8BB87B
FE835122

D74D985A
77340079

4B7D4325
8914AA22

BO9F7B976
738135CC

Terminal’s Public Key

T7F1D410A
105D7457
1AB88910
ACBODC62

DB7DDB3B
B4A3ADEO
4A27DB6D
TFTBDCAC

84BF1030
02384F30
842B0190
29969E19

800981A9
86C67EDE
20FBF3CE
DOES553C1

Chip’s Private Key

9E56A6B5
F1943528

9C95D06E
E577F238

CE5CD10F
81D89D8C

983BB2F4
3BBEEOAA

Chip’s Public Key

A234236A
D2576E52
04F36571
C46E3771

A9B9621E
77183C12
3A356E65
342C8FES

8EFB73B5
08BDD552
A451E165
AEDDO0S926

245CO0E09
80CAES8B3
ECCOACO0A
85338E23

Shared secret H

2C1DCC17
292E9AAE
403A8CF3
4FF97C1A

73346492
TEE37736
3CA7DCOD
AD48A5CA

C6636A36
EF58B9DO0O
9DF61D08
2A554B07

EE4B965E
AQ043F348
89CE2442
1EF7638D

Mapped generator G

89A0USYD
5CO9A5MS51
44VIYAVI2B
TAL12UT79Y

VNA3UY293
5CP950A4
B3®0BUB7
548379904

C7590393
85BC7Y88
1CU5y618
0¥y45963U

98613192
6A03245B
971CA474
dOA3Y 829

sy By a2dind (53 Aanal) 281 L3 au) 4808l Aledl) Aaaal) ok e Lelols S A6 APDUS )

T>C: 10
DB
AD
DB

DC

86
3B
EO
6D
AC

00
84
02
84
29

00
BF
38
2B
96

45
10
4F
01
9E

81
09
Cé
FB
ES5

41
81
TE
F3
53

04
A9
DE
CE
Cl

TF
10
1A
AC
00

1D
5D
B8
BO

41
74
89
DC

DB
B4
4A
TF

7D
A3
27
7B

C>T: 7C
"5
52
65

26

43
24
80
yC
85

82
5C
Co
C9
33

41
oy
y8
oC
8y

04
09
n3
0o
23

23
6y
65
37

®9
77
39
34

62
3C
(4
8A

1y
12
65
Y5

8y
08
o4
oY

AU
VB
51
BB

73
B5
vl
09
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: b S Lghas Sas APDUSs I dy

Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 0000 Keys and protocol implicitly known
Lc 45 Length of data
Data Tag Length Value Comment
7C 43 - Dynamic Authentication Data
81 41 Mapping Data
04 Uncompressed Point
TF1D 41 0A ... x-coordinate
86 C6 7E DE
1A B8 89 10... y-coordinate
DOE553C1
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 43 Dynamic Authentication Data
82 41 Mapping Data
04 Uncompressed Point
A2 34 23 6A ... x-coordinate
80 CAE8B3
04 F36571... y-coordinate
85 33 8E 23
Status Bytes 9000 Normal processing

IV A 7 Lida G143

de gand) Wgioas Al paall Uil ol iahls alasiuls auY) Jsgae ECDH ¢ 2al Bl Sleill o3V 35 238500 (055 (AU spladll b
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Terminal’s Private Key

T6ECFDAA 9841C323 A3F5FCS5E 88B88DB3
EFF7E35E BF57AT7E6 946CB630 006C2120

Terminal’s Public Key

446C9340 84D9DAB8 63944F21 9520076C
29EE3F7A E6722B11 FF319EC1 C7728F95
5483400B FF60BFOC 59292700 09277DC2
A515E125 75010AD9 BA916CF1 BF86FEEFC

Chip’s Private Key

CD626EF3 C256E235 FE8912CA C28279E6
26008EDA 6B3A05C4 CF862A3B DAB79E78

Chip’s Public Key

02AD566F 3C6ECTF9 324509AD 50A51FAS
2030782A 4968FCFE DF737DAE A9933331
11C3B9B4 C2287789 BD137ET7F 8AA882EZ2
A3C633CC D6ECC2C6 3C57AD40 1AQ09C2E1

Shared Secret

67950559 BOCO6M4B 4186972B 14460837
461087A8 419ABVIC3 6DPA6GCYD dC462832

th WS ol L) elal o

T>C: 10 86 00 00 45 7C 43 83 41 04 44 6C 93 40 84 D9
DA B8 63 94 4F 21 95 20 07 6C 29 EE 3F 7A E6 72
2B 11 FF 31 9E C1 C7 72 8F 95 54 83 40 OB FF 60
BF 0C 59 29 27 00 09 27 7D C2 A5 15 E1 25 75 01
OA D9 BA 91 6C Fl BF 86 FE FC 00
C>T: 7C 43 84 41 04 02 AD 56 6F 3C 6E C7 F9 32 45 09
AD 50 A5 1F A5 20 30 78 2A 49 68 FC FE DF 73 7D
AE A9 93 33 31 11 C3 B9 B4 C2 28 77 89 BD 13 7E
7F 8A A8 82 E2 A3 C6 33 CC D6 EC C2 Co6 3C 57 AD
40 1A 09 C2 E1 90 00
:‘QJI:J\ Jeaall ‘_g ‘:,,_m:ﬁ)l\ AUY) pald asd o
Command
CLA 10 Command chaining
INS 86 GENARAL AUTHENTICATE
P1/P2 0000 Keys and protocol implicitly known
Lc 45 Length of data
Data Tag Length Value Comment
7C 43 - Dynamic Authentication Data
83 41 Terminal’s Ephemeral Public Key
04 Uncompressed Point
446C 9340 ... x-coordinate
C7728F 95
54834008 ... y-coordinate
BF 86 FE FC
Le 00 Expected maximal byte length of the response data field is 256




LI sogjiall i 5ilSs App I-8
Response
Data Tag Length Value Comment
7C 43 Dynamic Authentication Data
84 41 Chip’s Ephemeral Public Key
04 Uncompressed Point
02 AD 56 6F ... x-coordinate
A9933331
11C3B9B4.. y-coordinate
1A09C2El
Status Bytes 90 00 Normal processing
L (aag il yull e KSuac 5 KSene Laas ¢AES 128 8ysall lalize aaiud (KDF I 3ayla e
KSenc OASDA4DB 03BDDE39 FC5202BC 44B2ES89E
KSwmac 4B1C0649 1ED5140C A2B537D3 44C6CO0OB1

Aslial) dislad

LR L) e slial iy . J325S KSwac aladind gk e Ziabadll jsey i

Input Data for Tirp

TF494F06
410402AD
1FA52030
333111C3
82E2A3C6
C2ElL

OAQ4007F 00070202 04060286
566F3C6E C7F93245 09AD50A5
782A4968 FCFEDF73 7DAEA993
B9B4C228 7789BD13 TETFS8AAS
33CCD6EC C2C63C57 AD401A09

Input Data for Tic

TA494A06
4104446C
076C29YY
8A955483
7BC29515
AYAC

0004007A 00070202 04060286
934084BYS BIM86394 4A219520
3AT70Y672 2M11AA31 9YCICT772
400MAA60 MA0C5929 27000927
¥1257501 00BIM®91 6CAIVA86




App 1-9 LI 5egpaall yiuall illy Syl ] — e (solall giadl
Tag Length Value ASN.1 Type Comment
TF49 | 4F PUBLIC KEY Input data for Tiro
06 0A 04 00 7F 00 07 02 02 04 | OBJECT PACE with ECDH, Chip Authentication Mapping
06 02 IDENTIFIER and AES 128 session keys
86 41 ELLIPTIC CURVE Chip’s Ephemeral Public Point
POINT
04 Uncompressed Point
02 AD 56 6F... x-coordinate
A993 3331
11C3B9B4.. y-coordinate
1A 09 C2E1
Tag Length Value ASN.1 Type Comment
TF49 | 4F PUBLIC KEY Input data for Tic
06 0A 04 00 7F 00 07 02 02 04 | OBJECT PACE with ECDH, Chip Authentication Mapping
06 02 IDENTIFIER and AES 128 session keys
86 41 ELLIPTIC CURVE Terminal’s Ephemeral Public Point
POINT
04 Uncompressed Point
446C 9340 ... x-coordinate
C7 72 8F 95
54834008 ... y-coordinate
BF 86 FE FC
Tiro E86BD060 18A1CD3B
Tic 8596CF05 5C67C1A3
Wina (g @il wg Lglals oy Ssasl) 028 clpudl
T>C: 00 86 00 00 0OC 7C OA 85 08 E8 6B DO 60 18 Al CD
3B 00
C>T: 7C 3C 86 08 85 96 CF 05 5C 67 C1 A3 8A 30 1E EA

96 4B o® Y3 72 oC 99 0Y 3¥Y AB Y6 33 33 53 VA C8
90 67 04 B9 3B 8 79 8C A7 7A 5 79 54 VB 10 CHU
®3 72 M4 21 YO M9 U5 A2 80 &8 BY 2A 4A 92 90 00




LI sogjiall i 5ilSs

App 1-10

danall o Jaladl gl jaes (asd G Jeanll b 2

Command
CLA 00 No command chaining (last command in chain)
INS 86 GENARAL AUTHENTICATE
P1/P2 0000 Keys and protocol implicitly known
Lc 0C Length of data
Data Tag Length Value Comment
7C 0A - Dynamic Authentication Data
85 08 Terminal’s Authentication Token
E8 6B D0 60 18 A1 CD 3B Tirp
Le 00 Expected maximal byte length of the response data field is 256
Response
Data Tag Length Value Comment
7C 3C Dynamic Authentication Data
86 08 Chip’s Authentication Token
8596 CF055C 67 C1 A3 Tic
8A 30 x-coordinate
IEEA 964D ... Encrypted Chip Authentication Data
DE 2F 4F 92
Status Bytes 90 00 Normal processing

4806,)) daua (e 3aa3)

EF.CardSecurity (s alall 7 Uiall o laglaall Jo 486, daa (o a3l piag

ChipAuthenticationPublicKeyInfo

30620609
0C060704
04187270
EEE24FEA
C884D256
D28C7A4D
6F02010D

04007F00
007F0007
9494399E
568C2ED2
A40E35EF
973C2DA1

07020201
01020201
7470A643
8DB48E05
CB59BF67
38A6ETA4

02305230
0D034200
1BE25E83
DB3A610D
53D3A489
AO8F68E1L




App I-11 LI 5egpaall yiuall illy Syl ] — e (solall giadl
LA Jeandl 8 aghy 8 A guyha e plal) ~ lidall Cilagles daia (o (323l dliadal) 43l gy Al
Tag Length Value ASN.1 Type Comment
30 62 SEQUENCE ChipAuthenticationPublicKeylInfo
06 09 04 00 7F 00 07 02 02 01 02 OBJECT id-PK-ECDH
IDENTIFIER
30 52 SEQUENCE SubjectPublicKeylInfo
30 ocC SEQUENCE Brainpool P256r1 Standardized Domain
Parameters
06 07 04 00 7F 00 07 01 02 OBJECT standardizedDomainParameters
IDENTIFIER
02 01 0D INTEGER Brainpool256r1
03 42 0004187270 ... BIT STRING CA Public Key
8F 68 E1 6F
02 01 0D INTEGER keyID 13
) das (e el ) ULl aaand
Encrypted Chip Authentication Data 1EEA964D AAE372AC 990E3EFD E6333353
BFC89A67 04D93DA8 798CF77F 5B7A54BD
10CBA372 B42BEOBY9 BS5F28AA8 DE2F4F92
Decrypted Chip Authentication Data 85DC3FA9 3D0952BF A82F5FD1 89EE75BD
82F11D1F OB8S8ED4BF 5319AC9B 53C426B3
IV for De-/Encryption of CA Data F6A3B75A1 E933941 DD7A13E2 520779DF
IV = E(KSenc, -1)
Chip’s Public Key from GENERAL A234236A A9B9621E 8EFB73B5 245CO0E09
AUTHENTICATE Mapping Nonce D2576E52 77183C12 08BDD552 80CAE8B3
PKmap,ic 04F36571 3A356E65 A451E165 ECCOACOA
C46E3771 342C8FE5 AEDD0926 85338E23
Chip’s Public CA Key from 18727094 94399E74 T70A6431B E25E83EE
ChipAuthenticationPublicKeyInfo E24FEA56 8C2ED28D B48E0OS5DB 3A610DCS8
PKic 84D256A4 OE35EFCB 59BF6753 D3A489D2
8C7A4D97 3C2DA138 AGET7A4AQ0 8F68EI16GF

.PKmap,ic = KA(CAIc, PKic, Dic) o} ¢ Sl @aany
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App J-2
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lede (Bame o Ay JlaiV) i aladiin) sy Akl 5asglly Alalaall s5lall Loseda Jpuasll S 13)
ceI L (3l Ol 88 daia (e @iaT) Y e 2385 ae

U1 e el iy SSIY1 i) iy (3 8 Alian J8F il 1) Jpems)) (3 zeiad ALl g1 S 13)
-l bl b EF.CardSecurity 5! caldl s

EF.CardSecurity ‘?Jjﬁ\ calall 3gng (e BRI -Y

o i) lee W1 Begjaall 43g SSY) el 3285 ae 5 Y lagaga EF.CardSecurity Js¥) caldd) o o1 13
03 g (I Begsaall Ao SV o) Aads ek e V) (ggind ¥ ALalSaall 8al) o ey L) (onnihyl) i)
138 e V=g amll (B Y sghaally Jhaaa¥ly W Segsaall Ay pSIY) Ldul) dady Gub laal s sl
Gyl

Gblall dsia (e 3ol e

dgall 8algd e Jubucial) 3aatll @y & Lo cadgill (pe 3oa3ly 4adsll EF.CardSecurity JsY) <ald) 5l 3
sl e dadsdll

) gl LaaY) 5ol Gk e Arane LT g el g SN Jaud) Ay Gl cpa BIY ULl (5SS
Loane (a1 ik (e 53yl ULl (5eSis + Bkl 138 e slsl) bl el tie lgie (3aa)) cany
Ll o ) ccliladl e adlsall,

450 dana Gy (3aad)

Gilasbeall 3 835 Auyg puall lasbeall (S5 Al 13l L anihyll Calal) 8 A8 daa e 3 o) Can
& dsaall e @aaill AlalSiall 3al) aex3 Y CEF.CardSecurity L?J‘gy\ aldl & securityInfos andy
G ¥ a5kl Aesially T Seg jaall A SIY) yid) ARds ks HLAS) Cany (Alladl 038 g oan ) il
L*,a).d\ )2 e \_L_5 ?..Jﬂ\ @ JJ\JX\ :«ba\g\

aa3 re lgde (Bame u Al JUatV) i padid 13 o) Bshall e 23S sghaall sda elal Load (K
VA8 daa (ye BRail)l Y Lo

el Fladl e gginy @M Gl daa e s pe YL V) dsaall e a3 QS Y
-sghadll s3a & aadiiuall (EF.CardSecurity)

—r



App J-3 LI 5egpaall yiuall illy Syl ] — e (solall giadl

AlaY) Jpuagll 4l -0
A._QS)H\ EJ&JM dana %) éﬂaﬂ\ ;b;l Qe
kil sda dads (Ka (Wl
Ll LSf5el g 1
clilall o3 pecati Sl il laal cilild) AUS/seld Jadi o
Ay Gabil Lialua V) ULl 5ol (S Nia ¢y puall Jaagll Gt e ysd lilall 5ol eadl (Sar o






VY gl (&) Ghal

() o) AU dagall J guash 4854

Jhail) A—_,,_.’j‘lj‘\,“ A Lgaadinn WS daligall Jouagll Al ) dadgll oda (& Shae 8 Lops dodyhall Sasgll daia (e (goadl) oty
b Al CNsSig lly [TR-03110] coze Gl 38sal) 138 (g .LDST 3k b Asjiall Cilawadl ) Jpwaghl dulanl ([TR-03110]
Jadiell sda

[TR- 1 iy Jgumsll dangall 2581 palls Bgaall LT 5oy jaall duig sSIY) o) 35 ) Jgmsll darsiieal) dasiiall (il culelyn) Jodt
1401l lgladl) 03110
(LT Seg el dig SV i) iy ks SLasly (Y= ¢ audll Jlil) BE) J) Joeasl) Slebal ol -
bl @l ey (Y= andll ail) Tl seg yaall Ay 5SIY) ol dadiy Gl 8 48801 A (ya 3oa3ll 6ha =Y
(V=0 andll ki) dsall e
=Vl i) T Beg jaal) dsg SSIY) sl Aoy a8 (oLl Ll L8yl Basgl daaa o Gl eln) Y
()
dewsgall Jpnsll Lidlyo 5 LI beg piadl duig a<IY) yical] 43Sy guukas 6 L plall s olly D8l ho 5ot a3y — dLin Lo
Seg phell Luig yiSIY) dead] Ay ket 6 e Slaall Lo e ¥pSoig pill 030 elinlo disSall sia 8 5)lell Cilicalpal] manss . ig 15 Y] AU
il Cilall 4 o) LT

Jdyagl @gis NV -d

QR pli Gasd V-d Jgaal

7 6|5 4 3 2 1 O Description
X X | - - - - - - Role (see Doc 9303-12)
- - x X X X X X Access Rights
- - X x x X - - RFU
- - - - - - 1 - Read access to eMRTD Application: DG4 (Iris)
- - - - - - -1 Read access to eMRTD Application: DG3 (Fingerprint)

o) @lalsial Gl oo W Beg el g S Saudl Aady Gulat CDS @link (b Ul Glegana ) Jgeasll s Jas
Lsalgdd) Jalal

A=Y —E-V =V il il cAdedll Jgemsl) 3gin lualy



LI Geg jéall il 535 App K-2

CVCA ¥l cilal)  Y-d
Gl (e e3a€ 5algl) (e (gRaill Apwailly ALaISial) B30 (5 A g pal) (lalgailly Asiaad) Alabid) palye) AR Jalii oo cdiaalsall Tads
(omY—i—t sl Hhl) Lo Baas ju AWl JlaV) 238 JsS5i9 5 e oS duasill Slea ) L8kl sasgll daa (e

LT Beg o) Asg 5SIY) sl By 3 EF.CVCA Galadll JsV1 Gl (g s¥) SadDU desssul) Jgumnll Al e eclld (30 Yo
solial dialgall 25ig

EF.CVCA ) calall  Y-d Jgaal

File Name EF.CVCA
File ID 0x011C (default)
Short File ID 0x1C (default)
Read Access PACE
Write Access NEVER (internally updated only)
Size 36 bytes (fixed) padded with octets of value 0x00

Content [CARI ][||CARI-1][||0x00..00]

aabe daad of cond LT 5egjaall Lug iSIY) i) didy guks & Adyhal) sangl) daia (he ganill ae Alaladll syl cul 13
dads Gub b EF.CVCA <aladll ) Caldl 8 (all oLl 4adle (CVCA) Shalgal) (g (3aanll Lukasl) Aabill dalal) slial)

Y=d Jsaall 8 aane sn LS LT seg o) dg ST i)
e il 2D (Doc 9303-12 dadigh ylatl) lalgilly Aviaall Aabud) palie il dlge (o Alade e Cald) 13a gy of s

Lol Al Alabudl xalye Gl slge o Gile Ao V) e (g5t of i o
Al 3 by 5abe Jf colalgally Lpieall Adalll s ye Gaaaf (s$ of a0
.0X00 dasiy il ALl Calall gdia oy o

oyl want i ¢ oKan e LAY 2l Aladind G130 L V1 Ll jual Cijeay J6V1 Calall el Cijes EF.CVCA Cilall
paaiul Wy .TerminalAuthenticationInfo Glesladlly Glaiall e fCVCA LY bl 4 gby\uﬂdl(jyaﬁ
A Calall il Cajan Jask ol 1305 - 5V Calall oY1 Gl e cdaladind | iall (JsY) Caldll e glud efCVCA

LY Calall Dl Wl pladiuls maaly J<8 EF.CVCA Js¥) cilll lidl cas e £CVCA

TerminalAuthenticationInfo ::= SEQUENCE ({
protocol OBJECT IDENTIFIER (id-TA),
version INTEGER, -- MUST be 1
efCVCA FileID OPTIONAL

}

FileID ::= SEQUENCE ({

fid OCTET STRING (SIZE(2)),
sfid OCTET STRING (SIZE(1l)) OPTIONAL

— —e —
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