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Aidaie i€ 13) ¢ JBAl) s s L Andise by Afhie 3 Skl e ¢ O Aalall yaniy z3saill Joha apaad aey 4el i ol
sl 55 o dyaany Ll lilal) Aadaia 58 (5353l (30 05K Y 38 ¢ gaslpadl YA Baawie il dlge o (ggind i)
PL cpiabll 8 dxaay o Yau 5aV) DA 8 Gansaill mgsg « 5 JSEN 138 aladiad iy oFY VAV e ST cililyl) Akl

Culs ¥Y VY e Sl gl OsSs Ledis READ BINARY el JS& — 1 Jgaall

P2

CLA ‘00’ / '0C’
INS ‘B1’
P1
See Table 7
P2
Lc field Length of the command data field
Data field Offset DO’54’
Le field Present for encoding Ne > 0.
Maximum number of bytes expected in the response data field
READ BINARY _SU dilaiuy)
Data field Discretionary DO’53’
SW1-SW2 |‘9000’ Normal processing
Other values to indicate checking or execution errors
INS=B1 a4 READ BINARY U P1-P2 jasill — V Jgaadl
P1 P2
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl | b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
0 0 0 0 0 0 0 0 0 0 0 | Selected EF
0 0 0 0 0 0 0 0 0 0 Not all equal Short EF identifier
Not all zero X ‘ X ‘ X ‘ X ‘ X | EF identifier
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[ISO/IEC 7816-4]: “BER-TLV kal) diide (3ylas Leaua i (Sasg Laglsh sl BER-TLV il salal dasilly Johall ila cpe JS
.(length fields”
Jokall i ol iy . e Lo el 2 all sasglly Wl 5o jaall Ay sV jaudl dadig cp Jha) i) Aui ¢V Gl Gl
INS READ _alsl (3 asgaill cilily dlse Ao 130 Gadais Wy - oSa Lo yuadl (5% o Anly BER-TLY i) sale (b dailly
sanslly WlT 5eg joall Ag i) audl dadis o Alalid) (58Y) BER-TLV bl s g e Liad i Gawsd 535001 BINARY
L, L)
rlild) LA 8 oyl aseaill Al L Lod

¢ ‘0001’ is encoded as Tag =54’ Length =01’ Value =01 o

-Offset: ‘FFFF’ is encoded as Tag = ’54’ Length =02’ Value = 'FFFF* o
@l dalue Sledll READ BINARY ) callay of (g lilul) 518 & (sl 261 READ BINARY alsl 2as5 (o qaa
LAl

sl alatiul mleadl ) e Aagaas INS ) &l CulS 1Y) migatl) o 833 358 3563 Y ([ISO/IEC 7816-4] + Gl Lo

Ll yelo¥) s BL (o SR g S Y LI g pie Luig s3SI sios (535 2ngp « DY) pnny 5 — ) diadlel)
S 53 e Yy e Lai 32 K By culs FY VTV ol 5e)dl L BO plosin] iais 60553/ §)liess -BO READ Binary Leylis/
Bl slasin/ €y 8 Y/ deganall 03¢ly .B1 4 BO (pw W/‘Jmpzw FY VTV diie Jaa ol YO i J3Jai aag of
ol sennall Geldl sa¥) udi plaiinl ~Lawll 0 (o ap daiged po (s scilal) Dl e

T S ol 7Y VY o] il pan SIS1Y) i) Ui Ay INS Lpdial] Colil] plasind sga Y — ¥ dhis el

(LDS2) sals¥ly cilawd) aa Jalail) V¥
s e Al A L 06$ ol g Aalall cliaail) s gl cale & claledlly 88l g il e (RS i
09§ KAl Hlail L aaal) 5paa
& 53 Jaasll jeay 55LEY) Dasbusiag Tanjd Javas IS a8y 0050 of ity » el iy ol e IS il bl ) Ly o s
(2\.5:\3‘53\ XYY LBU"‘ (aia GJA.'\B Y g)\:\:\i\
I Jandld 1gLa3) i Conen i clgilal) die Juduii (K8 Dl ) 2 o e et Ly aeny ol Cile S il
Yj\ ‘_,,_.:u\ @ Jad) sa (J;\} r"éJ)
relad) e ¢ UM 400 [ISO/IEC 7816-4] alsY! aladiul cuau s

ccilalgally i palilly jaud) edla Glal) APPEND RECORD o
cclalgdlly il aud) O lau e ST ol aaly Ja 36l READ RECORD(S) o
celalgally clyalilly jaud) e e e ST f aals das e Gasl) SEARCH RECORD

[ISO/NEC 7816-4] (4 e ill auill /b 6 daritsal) fpumisall Cijed — LLin Lo
APPEND RECORD _w¥/ I o

Agladl) Al Alehy aaa da Blal) a1 130 Jgiy
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APPEND RECORD ) — A Jgaal)

CLA ‘oC’
INS ‘E2
P1 ‘00’ (any other value is invalid)
P2 See Table 10
Lc field Length of the command data field
Data field Record to be appended
Le field Absent

APPEND RECORD e 4ilaiuyl — 4 Jgaal)

Data field |Absent

SW1-SW2 |‘9000’ Normal processing;

‘6A84’ Not enough memory space in the file;

‘6700’ Wrong length (the record to be appended is longer than the specified
maximum length);

Other values to indicate checking or execution errors

APPEND RECORD ¥} & P2 jaajii— Y+ Jgaall

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

X X X X X - - - | Short EF identifier

- - - - - 0 0 0 |Any other value is RFU

READ RECORD _w¥/ r—y—r

LA (gginas dand) paad Tegs bl Slaadl IV Caldll cdlass o ST 5l aaly dad 55all 5l S (ggimall 51 138 aumiy
th Lo U Alanu) clily B8 (e cLe

tlleall dadl e JS¥) 23l o
¢Aalled) Do) (o (ST 5l) Jans o
LS o) e ISV sl Ly ally JalSIL Aalleall cBlad) e (ST ) dans o
ol Bl aal seli e Jlie e g DU (7)) Gisally daalill e Jgeaall [ISO/IEC 7816-4] ki)

5el) 5] Jaad) ol (asy o 5el¥) 2sngll Jasadl 13) Lo TLV ding N G A3)lal) (g L Dlain) by LA Y JSEN maagag
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READ RECORD &Yl — V) Jgaall

CLA ‘oC’
INS ‘B2’
P1 Record number (‘00’ references the current record)
P2 See Table 13
Lc field Absent
Data field INS =‘B2’ | Absent
Le field Maximum number of bytes to be read encoded as
extended length field; Le =00 00 00’
(any other value is out of scope of the specification)
READ RECORD oM Llaiud) — VY Jgaal)
Data field Data read
SW1-SW2 |[‘9000’ Normal processing;
‘6A83’ (Record not found);
Other values to indicate checking or execution errors
READ RECORD JA;\J\ @ P2 Jmay— VY Jgaall
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X X X X X - - - | Short EF identifier

1 X x | Record number in P1

1 0 0 |— Read record P1

1 0 1 |— Read all records from P1 up to the last

6’1:::‘}4.;..4 X/UMU Le 4ils ui’i';./ /..J_/j .6&.4_/}4.// FR7 JLAJUAAA @AS// QL’LI.” QLG‘}AA.A CJ'Lﬁ Y — ) dha
Vo ¥y 1 lil Lo lliy ecdaall o coslhiall il of ooy oglhall Jaisdl Lof JolSIL 40¥1 [ o Sivie ints €007 cull)
c5dieall Le ST aseaall aad¥) Johall as aag P2 (1

Adiafpall 038 5Lhi Gais Spuadll Jshll UL 53 READ RECORD ¥/ zyai ¥ — ¥ diadLal/

(100" il de gane o Ladd Le DAY (55iaT) aaly Jaad ALlS 5613 — T Allal)

Record

‘5F44‘L‘V‘73‘L‘V‘...‘5F37‘L‘V|5F38‘L \Y

READ RECORD response (P2 =‘04’, Le = 0):

‘5F44‘L‘V‘73‘ L‘V‘...‘5F37‘L‘V|5F38‘L‘V‘
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(‘00’ C_\_..’Lﬂ\ E\L}A;.A ‘As Loz Le 4l @jhj) alall ;:!L@.l ‘_,,_"\; C'.:}A.u S 5;\)5 — 1PN

Ve Y daud) % Jand
sFa4 [L[v|.. [sFs8 [L[v| |sFa4 |L |v]. [sFs8 |L |v |
) sehal Al (P2 = ‘057, Le = 0):

5F44 ‘L‘V \ ‘5F38 ‘L‘V‘SFM ‘L \v \ ‘5F38 ‘L \v\

Llaiay) alily clla — ¥ J<al

SEARCH RECORD )49/ r—v-r

) DO*7F76" o) Alslia e 5a¥) by Dla (s5ints Ly palall ) Calall 3 a3l cdlaud) b Gl a1 138 gy
S DO’ 776’ Caldl) aaye Aolaia¥) clily Als 2w (VY Joaadl i) Gandl Aluduy Ginll AL, Calall gage Ci3ad
bl AV Caldll ol Gadl yules e Gl (3 ol a3y Ganiing DO02° aabyad) (e ST ol Tasly ey

Gan ) 5386 05 Al cBladl Hlae) b daaall b Y Bkt Ly @) aaal) patie Sl pedy (o3 Y1 Cald) i
o) Alde (e peadl Lgad

SEARCH RECORD _a¥) — V¢ Jgaall

CLA ‘oc’
INS ‘A2’
P1 ‘00’
P2 See Table 16
Lc field Length of command data field
Data field Record handling DO’7F76’ (See Table 17)
Le field ‘00’ (short length) or '00 00’ (extended length)

SEARCH RECORD _3U dlaiul) — Ve Jgaal)

Data field | Record handling template DO‘7F76* containing one file reference DO*51’ with one
or more integer DO‘02° and containing a record number matching the search
criteria

SW1-SW2 | ‘9000’ Normal processing;
‘6282’ Warning: Unsuccessful search
Other values to indicate checking or execution errors

Gl e ysiell a ol 1Y) Lile Dlainy) il Jia (3965 25 — dbiadle
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SEARCH RECORD ¥ 4 P2 jraj— V1 Jgaal)

b8 | b7

b6

b5

b4

b3

b2

b1

Meaning

1 1

1

1

0

0

Search record through multiple EFs

Any other value is RFU.

Basaia Claw 08 ral) diagll b culilal) Alglia gisai — VY Jsaal)

Tag Value Notes
‘TF76’ Record handling DO
Tag Value
‘51 File identifier or short EF identifier File reference DO
‘A1 Search configuration template
Tag Value
Search configuration parameter:
- search in record number ascending order
‘00’ - Search all addressed records
‘30" - Terminate search after the first match
‘BO’ Search window template
Tag Value
‘02’ Offset
‘02’ Number of bytes
Tag Value
‘A3’ Search string template
Tag Value
B1'
Tag Value
‘81’ Search string
o inl) 5380 7 3gai ADO JB asgeiaca ah ¥ — ) dha el
Laig pillY) il dédiy 48lE) Ao cung «Olnld) oaed 007 Loidll Jarivw Cindl 5360 Fasad OIS ) — ¥ 4Bl

Dlaall 5 dsasall casgeill o Clilal] gaen e Cinss G LDS2 Ll <5 LI seq éall
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¥ O lasn ins ity )Y Jpasd) 6 530ae) DOs gafsell Y/ SEARCH RECORD _se¥/ peys ¥ — 1 dLiadlal/
NE PRSI Al 3gai 4 Luall sasly Ciny dlulug DO cilol) dglio SDO 23)s cilo s Ll acs SEARCH RECORD
4l a) DOs gafse Jlawias] Jla 6 (b jay cunys o/ L8l DOs gafse _so¥) alal

(LDS2) Wy A8ad) cililal) aa Jalal]  A-¥

YD ddlay) 405V il elias) Jantall S Alls 8 LDS2 dal) 3 Wl 5o jaall dsg 51 ) dady o) dga 155
s A o Qe (K8 I Gl sl 2 of e (JUal Alls 8y - (Rbalsal) s3a Glai zyla sLadYl AT a) oaslsul)
aulie @l Ao Jgeanl) 3ynas a3¢)

toaslsnd) QYR E8la) AdgY) il 5085 S Jal (e [ISO/IEC 7816-4] als¥) aladind s
tdaalay) aglanll Y0 Cilaglas 4US UPDATE BINARY e
AlaY) aglsnd) JY Y Slaglas Bel)d READ BINARY
:LDS2 Al 8ol iy LS o o DY) dag i dals 2ay Caladl) %ij\ Cilall Juniil [ISO/IEC 7816-9] e/ aladind quans
L BLRY) sl Y5 Y1 Caldl) Jans ACTIVATE
- [ISO/IEC 7816-4] A cesdll audll Jib 4 daifiwal Cifpaisall 35 — 4baSlo
£55 8l Om Lransd dag Yy (andil) Al Aileia) daslie ilipdl Ao Jsmand) Syaar JAsY) calall 5e)8y bl ey cdundil) Alla b
) ALy calaal) ) Caldll LS ranss
cdsY) Calall 8 BRI e e IS Fom llia K1) Lo sl RSN U8 (FMM) "8,803015 Calall 8)lal" Y1 padin of o
BRI anag Calall e Auglladll Cilaglaall i Clill) dse (0 degene FMM aY) e 30 ety
roblll Lla 8 346l DOs aabyll (e (26 INS) UPDATE BINARY al Jsf (in of s
<00’ ua:\yﬂ\ Q,o..'A:\:aj DO’54° -
Ws DO el 138 (sSs My 2 Lgw3as aadall clilad) e oY) ABSH oy 8 (63 DO’S3’ 5 -
£(“53 00”)
o A BSI aaa) V) Caldll  Jlaa) sl (3 &S Jasdl) DO’CO sl (35S -
Lylas) (lpanas
AoV Cilall aan e Clagleall aasing G LDS2 deid) 3 LI seq jiall duig aSIY) dcal) didisl jpaw — ) dlis o)
dual) disiy i ol Ll (513 espuaall aliall arasil] af e Slie) L fall 8813 apasi ol 0 DO'CO’ gasell 4
Ll 5813 e dga panas Lonie Slio) Y] Cilall aas Je ilosleall DO g sall LDS2 duial] <l L] g piall duig i<y
didel divie €ai (58I mipay olin panasi sole) LDS2 L/ i LT beg jiall duig 1Sy jicall diiig pcdi Ladic o cduilas/
ety AV Caladl o AV AL LES i Gy sDO'CO" papall Jalas I LDS2 Leid) I3 LT Geg piel] duig a<IYI ual)
¥ Sy D5 S mnia e jiahl deas Jls 5 6480" il nes of o€a 5/ 90007
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UPDATE _sadU dlaics) 6 (b3 (o LDS2 4uih) <l [ bgg séall duig iSIY) auadl iy colel [3) — ¥ daadLall
[ISO/IEC 7816-4] UPDATE BINARY _w¥/ disie chuy of (hidill alhii Ao cany edSlell nisall DO'CO" ganpall 2o BINARY
-DO’CO’ 33 4 ¢ youa dais DO'53’ 5 D054’ arsal s (240 INS) (5)linal/
Dl G N+l Gasgal) 383U (DO'CO™ (153 (o ¢ia INS) UPDATE BINARY als¥) axdins of iy o
il Ayl sassll (i< o a6l e oaslsnll YY) Gilaglas 3 (V) s LgSal) il sae i n
-UPDATE BINARY _alsl (e Crudliia cypel s JRIS 5l £18 S9ms (50 (e dualatia IS8 (1Y) Caldl)
cald) & L5l @liball (e 323l UPDATE BINARY sl (5l 32 READ BINARY LaY! aladinl (e o
PN

& LS Qs (PAA (e easlsnl)l YY) Glaslad paddl) ) clica) ACTIVATE eV g of e o
AL Bygemn 5V Call

UPDATE BINARY ‘)45’/ 1 =A—t

INS <ul ae UPDATE BINARY ¥ acsi of (ilall aslond) YY) Gadsi ac s 3 deedDU AlalSiall 530400 e qan
AA Jsaall Gy D7 250

Gllal) Bale dad (e LGS aajall bl aatig ¢ ay) il s st BER-TLV angaill Glily 3ale dad (ja (agaill 22a7
BER-TLV calall ans culild 40,La¥) 5alall Zad (ge (JsY) Cilall Jlaay) anall saaig ¢ ) clily 4315 8 BER-TLV 4sjpail)
LSan g QA BER-TLY iy dga Spefs s« pe¥) cilily B34 8

SO CLA culdl b A &l Jascas of eay ALl Jasall DO'CO’ aasall UPDATE BINARY ) iy &lal (5< Lexies
(CLA=8C") ) .l APDUMUST

354 INS 2a UPDATE BINARY ¥l — VA Jgaal)

CLA '0C’/ ‘'8C’

INS ‘D7’

P1 File identifier
‘00 00’ identifies the current EF

P2

Lc Length of the command data field

Data field | Offset Data Object (tag ‘54’) ||
Discretionary Data Object (tag ‘53’) ||
File Size Data Object (tag ‘C0O’) (optional)

Le Absent

UPDATE BINARY _oM 4laiay) — Y4 Jgaal)

Data field Absent

SW1-SW2 | ‘9000’ Normal processing;
‘6A84° (Not enough memory space in the file)
‘6A80’ Incorrect parameters in the command data field (e.g., DO’CO not
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supported)
‘6982’ Security status not satisfied: The EF.Biometrics is in EF Activated state
Other values to indicate checking or execution errors

Uassadl) yie UPDATE BINARY Jsf Taw ¥ (5f) A% audll 8 s3ae 58 LS UPDATE BINARY el (sl ol sy ol 1305
Lais UPDATE BINARY e 45 of LDS2 ) ol Ll 5eg joall dsg 5SIY) o) dadsl e o

ACTIVATE _w¥/ Y
el Al Y Qe Q) Alls e Tlls o)ld) o5 3 L) aslond) VDU o) Cald) JUs) ACTIVATE a1 gty

ACTIVATE ) — Y. Jgaal)

CLA ‘oc’
INS ‘44
P1 ‘00’
P2 ‘00’
Lc Absent
Data field Absent
Le Absent

ACTIVATE U laia) — YV Jaad)

Data field Absent

SW1-SW2 | ‘9000’ Normal processing;

Other values to indicate checking or execution errors

Note 1.— SW1-SW2 = '61XX’ (normal processing) and SW1-SW2 = '62XX’ or
‘63XX’ (warning processing) are out of scope of this document.

Gigan dla s donll Al ) Wl o)lid) 3 631 LY aslsnd) Vil J6V1 Gl Jsat ua ez laty 51 138 30 aa
el JUa) Alls 8 Wl ojlsl 3 (63 Bl paslsnl) YD J6V1 Gl i of i (19000 o ddide SW) slasl

MYl V1 Galal) iy ela) 3A3Y Cigllaall Aedll 3Y) G5 o an «(SWL-SW2 = ©9000°) 8pilia ya¥) 138 i e
g U (g (5 Jandtl) Jlag) AMaT (3ildaall edl) W) i ¥ of oy (A Jpanll Tadg) Juminl) AaT 3ildadll 53Y) 58 sl
caslanll YRS I ) e

(5s51i)y ilall §)/3)) FILE AND MEMORY MANAGEMENT _u¥// F—A—t

) AV Calall all o dersiuall BSIA ana e luiinls FILE AND MEMORY MANAGEMENT (FMM) a1 fay
Oe Gaaill 5aY) 138 aladin) Koy ASL) dlaise lghiasy LDS2 Al uld U1 5eg 50all A9 5SIV) oual) Zadisl 5aY) 138 a3k
Oe 3l da AT 8y e Jgeanll 5aY) 13 aladind oSa LS L A8LY) o BUSI U8 mlladd) 3691 Calall jigiall el 53all
P2 Gans -DO'ST Calal) aaye sl Jall oY) Calal aladind o€ar s ¢ oY) Calall dakalaa dasha PL g -3elill Jal
o Al Ol saey Jad) Ay of A8lad L ae lleall JI6Y) Calall 8 bl JlaaY) saall gy L jLuina) (ssina
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s gy laglea 6l 90 e A9V el 8 5isiall bl bl Jlea) saell Jadug cdleall oY1 Calall Aal)
ae olis GVl (LDS2 Ll cld W seg jal) Ay SN aud) dafig 48l Leallsi o (Sar Ligaiy Cilaglas (s 222l 138
Caldll agd) SLadl V) Cald) s FMM ) 2 las dasg o) ooy 50 daiiall Bl aas o 50 Agaiiall <Dlad)

SR NIPERY
FILE AND MEMORY MANAGEMENT (FMM) ¥ — YY Jgaal)
CLA ‘8C’
INS ‘5F°
P1 See Table 23
P2 See Table 24
Lc Absent for encoding Nc = 0, present for encoding Nc > 0
Data field P1="00" |Absent
P1="01" |File reference DO’51’ (See [ISO/IEC 7816-4])
Le ‘00’

A 8 leah) i ) Clegleall 3aa3 iy Aasja P2 Gpansing ¢ Jg¥) Cilall Leal dkyh PL aaay

FILE AND MEMORY MANAGEMENT (FMM) ¥} & P1 s — YY Jgaall

b8 | b7 | b6 | b5 |b4 | b3 | b2 | bl Meaning

0 0 0 0 0 0 0 0 Current EF

0 0 0 0 0 0 0 1 |File reference DO’51’ in the command data field

Any other value is RFU.

FILE AND MEMORY MANAGEMENT (FMM) &) 8 P2 juai— Y¢ Jgaall

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning

- 1 |Total number of bytes in the addressed EF

Number of remaining records in the addressed record EF

) ) 1 i | Number of existing records in the addressed record EF

X X X X X - - - | 00000 (any other value is RFU)

Any other value is RFU.
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(FMM) Ja¥) clily i & DO’ST juayi — Yo Jgaal

Tag Length Value

S 1 Short EF identifier (bits b8 to b4 encode a number from 1 to 30; bits
b3 to bl are set to 000)

2 File identifier
BSIA ana Glasless aglhaall Calll Jias DOs AY) Bl (0 Aesana e FMM @lily el Slaind (g5ia3

(FMM) a4 Llaiay) — Y1 Jgaal)

Data field | Absent or control information according to P2. See Table 27.

SW1-SW2 | ‘9000, checking or execution errors as per [ISO/IEC 7816-4]

891y clalall 8)8) — YV Jgaadl

Tag Length Value
‘TF78’ Var File and memory management DOs
Tag Len Value
‘81 Var Total number of bytes in the addressed EF
82 Var Number of remaining records in the addressed record
EF
‘83’ Var | Number of existing records in the addressed record EF

i/ DO FMM 4 <lill Spe i LDS2 il <l LI g jiall duig iSIY) ] didy uei of caay — 1 sl
P2 dlaulss calbs

Dlainy) Clily sG Y By onsall  Jo¥) Cilall Y] dadlaa FMM i Dlainy) clily (55 Y — ¥ dlia ol
Aaliall 8813 4 )l dibsall 4dyY) lalel] cilS 13 N canall lgnans G Uiiess dilise Luls] Silile 1o 52,00 FMM _saSU
FMM o3l dilise dufyf ilile dolaiasd Clily Cinaa ) lic V) 6 Gl il ol 330 o aais

¥ clily Calei? DO'8S" dieY) il pll plaiin cung FMM o) e dioY) filusll (aahi aie — 1 dLia )

calall Ay clialge 4V

allais [ISO/IEC 7816-4] 3 ijme lile ol 8 45%ae LDS2 &l <ld LT Begje Ao i< s Ay (6 3 ilagleall (55
Lacaie clile 5 Al il e (DFs) daadal) lildl (ggiaty - (EFs) dlsf ililag (DFs) darada cilile 6 ey alaie cilildl)
Lkl aUail 3T (MF) dylaa¥) el colilad) asf (46 o jmag (93]

(LY g OLYI Cigsis LDS2 5/LDS1 ciliunkiy Juisdil) alii JLISL pasd) cile A dalad) 20a% — dhaDLe
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clilal) s 191
tlld) jealiad 206N a0 i) gl any

¢[a-z, A-Z] Goaal dew = A

¢[0-9] 4xd) Lo = N

<] dald e =S

¢4l daw = B

.UNICODE 2asall jue il Cavens 83030 Cilaws UTF-8 = U
:UNICODE <)} UTF-8 e sill

Lall Lol lalie 05S0 anly culy UTF-8 e fill adiing e(hex “7F°) VYV Ge J& ol gslad dam &Y Lol o
.ASCII

t ) (e CpBl UTF-8 il a23508 ¢(hex “07FF) Y + £V (gobaa Al Hell dsills @
{(DF* Y hex “C2 (e (gf) Adla B dadly e AN ESYI il (0 Jg¥) culdl 3 -
¢{(‘BF’ I ‘80" L_;T) Al Al dadlg saaae AN Y Anldl (680 Sl el b -
EOB UTF-8 a5l ad% «(hex ‘FFFF’) 1o 0Y0 e Jaig ¥ v EA e L3 }i éjm ‘;'J\ B3\ :_.A;J‘ Sl e
bl
um‘ M\—d‘*\m‘ Jl,.\:i\ A\
feel LS 8V e Taalg andes LT Beg jod) duig sV jaudl 3y Jaati of aaa
teealil) LDST il culd W 5o jaall duig pSlY) jand) dadiy gadsi o
Lol o Aga Lgalin bl e LDST duid) culd W eg aall dug SN aull dady ads Cally of qan -
¢(EF.SOp) 4adisl dudy) saldl cuila VT 1Y) (e clild) Cile saaa (as ¢ laal)
o (e LDST Aol ol Ll 5eg joall duig iK1 ud) dadiy 3k Jala (EF.SOD) 4adisll 4iaaY) salal) il -
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o ekl Gy Gl o G - jsaae anadie Cile anlS Gulall Cioya alasiul LDS25 LDST sl culidss JLad)
e (PIX) &Sl 3l Cipaal 35ialy [ISONEC 7816-5] ) Uiy sl aun il Adpal) aliiall aitie (o3 Jiasall (gaubaill Cijae
:dadgll sda 8 daadll sadl)

b andl il e (gabiill 48 sy panaddl Gaitiie iba 1DST Aad) <3 Ul seg jaa) Zag 58I sl dadiy (3l adilg
(wleliall G W aug) [ISO/IEC 7816-6] 9 (LDS aus) Doc 9303-10 4aiisll

taleliall (b aug anads i EF.DIRy EFATR/INFO (o JS aii o
comssll Ganads Al gY) (gl daradal)l ikl aadis o

Aialaial pgussll Gaseads Al i Jally cihiall Clasbaall Ay Glan b adisll 038 3 Saasal) cilelivall (o Lo agasy p2indiy
vAapg pa Canad

Agndall Ay clalall Yy -y
il b)) 3 LDS2 5 LDST wlindatd AdsY) clild) aags of ¢S
EFATR/INFO 1s¥) calall
‘EF.DIR 5! caldly o
¢EF.CardAccess 1Y) Caldlly o

-EF.CardSecurity gjﬁ\ alally o

(basd) EF ATRIINFO A/ cilall  1=1 =1

0sSog (LAY LDS2 ki 35nss Ungpiia dalla (56K il Caldl) 3 3y Gilas 1ol Cile 58 EFATR/NFO (Js¥) Caldl)
201 Al et Al (ggine oyl oY1 Gl Cijen Jiatg lagage LDST (bt IS 13) o Ljlad) ) caldl

EF.ATR/INFO — YA Jgaal)

File Name EF.ATR/INFO
File ID ‘2F01

Short EF Identifier ‘01’

Select Access ALWAYS
Read Access ALWAYS
Write/Update/Erase Access NEVER

File structure Transparent
Size Variable
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@by &8 (g5iats -READ BINARY ¥ 4l SELECT oY) aladiul EFATR/INFO (Js¥) Cildll cliging ¢ lasind (S
-EF.ATR/INFO Js¥) Caldll (s5ina e READ BINARY el LlainY)

LDS2 4xill EFATR/INFO (Ag¥) cilal) ciliby palic — ¥4 Jgaall

Tag Length Value Notes

‘47 ‘03 Card capabilities

b8 = 1: DF selection by full DF name
b7 to b4 and b1 are out of scope of
byte 1 - first software function Doc 9303 b3 = 1: short EF identifier
supported

b2 = 1: record number supported

b8, b7, b6 and b5 are out of scope of
Doc 9303 b4 to b1 = 0001: one byte data
unit size

byte 2 - second software function

) ] b8 = 1: command chaining supported
byte 3 - third software function b7 = 1: Extended Lc and Le fields
supported b6 = 1: Extended length
information in EF.ATR/INFO

b5 to bl are out of scope of Doc 9303

‘TF66’ Var Extended length information

Tag Length Value Notes

Positive integer - the
maximum number of
02 Var | pytes in a command
APDU

MUST be at least 1 000 (decimal) for LDS2

Positive integer - the
‘02’ Var maximum numper of MUST be at least 1 000 (decimal) for LDS2
bytes expected in the

response APDU

EFATRINFO ¥/ cilall 5 Cllul] Sl (po 2jall gy 45— ) dhinLall

A i il e cleliall G Lo puy auasi 4bi EFATRINFO LY/ Cilall paiiy — ¥ dhadlal
.[ISO/IEC 7816-4]
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il T Dibiall L) Luis — idlel) sjal
%uu)tl‘y dlalSia @j/.)er‘i [éJ:K:j %ejj‘}:u.// dyqtiI

(hasde) EF.DIR A%/ cilel)  r=11-r

Gl i€ 13) Lyl cagllaa sa5 . [ISO/IEC 7816-4] (5 el ot Cilal) dile (gginy il o Cile s EF.DIR (Js¥) Cildl)
83)lsl) Security/Infos & EF:DIR &gﬁﬂ calal) =y o e iﬁﬁy 4)laY) LDS2 lawdal (4 qj O 1y 83590 )Y LDS?2
‘?Jﬁl\ aldll (hea Jiding .Doc 9303-11 dadsll A EF.DIR J JalS caiay e g2V Sy .EF.CardSecurity (?J;ﬁ\ alal

Oa SSE S 1) Tasage

1B el el Cilal) (gginn e il

EF.DIR — ¥+ Jgaall

File Name EF.DIR

File ID ‘2F00’
Short EF Identifier 1F’

Select Access ALWAYS
Read Access ALWAYS
Write/Update/Erase Access NEVER

File structure Transparent
Size Variable

EFDIR sV caldll 05 of s -l bl ale (g3 EFDIR (JAs¥) bl 05 o (g

O Ao gana ey o Gis LT el g Y i) Aads Lgae 53 ) clindl Al ) s Tasase (el LDST Gkl

v sb DO Gakill Cijes e (ggind ) clipdall & 3l

EF.DIR (As¥) cilal) J<& — ¥\ Jgaal

Tag L Value Description
‘61’ ‘09’ LDS1 eMRTD Application Template
Tag L Value LDS1 eMRTD Application International
AID: ‘A0 00 00 02 47 10 O1’
‘4F ‘07’ ‘A0 00 00 02 47 10 01’
‘61’ ‘09’ Travel Records Application Template
Tag L Value Travel Records International AID:
‘A0 00 00 02 47 20 01’
‘4F’ ‘07’ ‘A0 00 00 02 47 20 O’
‘61’ ‘09’ Visa Records Application Template
Tag L Value Visa Records International AID:
‘A0 00 00 02 47 20 02
‘4F’ ‘07’ ‘A0 00 00 02 47 20 02’
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‘61’ ‘09’ Additional Biometrics Application Template

Tag L Value Additional Biometrics International AID:
‘A0 00 00 02 47 20 03’

‘4F° ‘o7 ‘A0 00 00 02 47 20 03’

[ISO/IEC 7816-4]. 4 cijeall saill Ao aussll (auadil Lyles 43 EF.DIR Ls¥/ Cilel] pasiny — s Lo

(da4.1s) EF.CardAccess dilhad/ e g3 é,.[,45'/ oo =11

LAY Jlai) iy a3 13 dayd Cislhae st ouat )l Clall agle (gginy Cilas ol Cale sa EF.CardAccess (51 <aldl
Securitylnfos 1 JalS Ciay e gL (Karg .Doc 9303-11 dafsll 8 Cajeall gaill e Jodall 2d)al lple Bhas ju ddlS
-Doc 9303-11 4&dill i \gile Blae o AS JLai¥) dl

2107 Ay et )l ) (s5inn o a6V Caldl) Cajea i

EF.CardAccess ‘._.,JfJ\ Al — Y Jgaadl

File Name EF.CardAccess
File ID ‘011C’

Short EF Identifier “1C

Select Access ALWAYS

Read Access ALWAYS
Write/Update/Erase Access NEVER

File structure Transparent
Size Variable

a5, Logere Lo Bhimn o A Jla¥) i IS 13 Ligllan ast )l Caldl) ale (g5iay (53 CardAccess suhyl) Calall (35K
Hlee (Bhias Ju Al Jaiy) adl Lslladll 406l SecurityInfos dady) Glasbaal Jle (gginy of cuams W 5500 sou dads
¢PACEInfo .

.ACEDomainParameterInfo L]

Alalsial) 350 e EF.CardAccess (Ag¥) cilall ¢jds — ¥ Jgaal

File Name EF.CardAccess
File ID ‘011C°

Short EF ID ‘1c

Read Access ALWAYS
Write Access NEVER
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Size Variable

Content DER encoded SecurityInfos. See Doc 9303-11.

(4.4.44) EF.CardSecurity ALl ‘}45/9.[;5'/ o E=11=r

b g g 13 sl ciglhae s et Cilall ale (sginy Calas ol Cile 8 EF.CardSecurity 23Ul 00 51 Caldl
OSass -DoC 9303-11 Aadsl) b el saill o Bl daia o Gl Ald s pe Lo Bhian e RS (o)lnaY) Jlaty)
Al daa e 3ol Aaya iy ae lple Bhian ju Al Jlai) w3 Jal (e SecurityInfos 4l Ciay e Jpanll

.Doc 9303-11 4asll &

21D Al i) Gl (gine e yuadl) ) Caldl (e Siaisg
t 13 Lsllan i)l Caldl) ale (s5ias (s3I EF.CardSecurity (5! <ila) ()55
¢AlalSiall B0l (he Lagede 28] daia (e Gl Aand o) pe lgple (Bhian o AdS) (LAY JLaiy) i o
(ALl 8l e Lasede et Calll 3 A lall Bangll daa (he 3 51 @
AL 550 (e Lage e estyl) bl 8 A8 daa (ge saail) Sl @
feh b e ggina O s
4381l dsa e (3eaill 4l Lawes ChipAuthenticationInfo 48l daa (e 323l Gilaglaa @

PACE-CAM/Chip 4l Lewss ChipAuthenticationInfo 436l daa (e (38s3ll jasenll ZlGkall Cilaslae @

¢Authentication
¢d38,l) daia (o @oadll il Lasws terminal AuthenticationInfo 4.8,k sasell daa (0 3aall Gilaglea
.CardAccess 1s¥) call & 535l Securitylnfos ie¥) Cilasteall o

o) e Lo Glas o LS JLat¥) m IS 13 Lglhaa el Gl ade (s5ias g3 EF CardSecurity (51 <aldll (35S
2l AdY) legleall o (sging o) quaas W Beg joall g SV 4885 28185 (ha Lagede 48 daia (o sl ddaya

¢ChipAuthenticationPublicKeyInfo as required for PACE-CAM o
.The SecurityInfos contained in CardAccess e

lalsial) 340 e EF.CardSecurity (Ag¥) cilall ujds — ¥¢ Jgaal)

File Name EF.CardSecurity
File ID ‘011D’

Short EF ID ‘D’

Read Access PACE

Write Access NEVER

Size Variable
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id- ssisall &5% xa [RFC 3369] & 2asall saill e cSignedData dadsall ULl (e 53 CardSecurity Gyl ol cale a0
tse 53led 0sS5 o ans Aagl afse JB (he Axise LY slsal) (368 of Gaan s encapContentinfo 431 Jals SecurityObiject
tggina) g5y Canyal Asall Cijra padiog of Gy Aadgall Ll 8 dayae d2d5)

bsi-de OBJECT IDENTIFIER ::= {
itu-t(0) identified-organization(4) etsi(0)
reserved (127) etsi-identified-organization(0) 7
}
id-SecurityObject OBJECT IDENTIFIER ::= {
bsi-de applications(3) eID(2) 1

i b WS SignedData a8 gall cllall 4y Cihats

SignedData ::= SEQUENCE {
version CMSVersion,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [0] IMPLICIT CertificateSet OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SignerInfos

DigestAlgorithmIdentifiers ::= SET OF DigestAlgorithmIdentifier
EncapsulatedContentInfo ::= SEQUENCE ({

eContentType ContentType,
eContent [0] EXPLICIT OCTET STRING OPTIONAL

ContentType ::= OBJECT IDENTIFIER
SignerInfos ::= SET OF SignerInfo
SignerInfo ::= SEQUENCE ({

version CMSVersion,

sid SignerIdentifier,

digestAlgorithm DigestAlgorithmIdentifier,

signedAttrs [0] IMPLICIT SignedAttributes OPTIONAL,
signatureAlgoritm SignatureAlgorithmIdentifier,
signature SignatureValue,

unsignedAttrs [1] IMPLICIT UnsignedAttributes OPTIONAL

SignerIdentifier ::= CHOICE ({
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyIdentifier [0] SubjectKeyIdentifier
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SignaturevValue ::= OCTET STRING

LDST &uiall culd LT Beg Rall Auig aSIY) jdead) ARy gaadii —¢
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Glacad T ililal) deganas (d2aBl) 45l ¥ Cllal) degana W Beg il A s il 35 (8 dubasall ULl Ay el
eastsall QYY) by e lilul) Sl sane (o degane US Jainy . (Anleal) eal) daad § il de gena (L)) ala)
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[ISO/IEC 39794 dluls Ll ISO/IEC 19794 Abuls (o Js¥) oY) Ll (plane anl alasinls ey oSar aslsn

TF2E amsslls Al il ale 3 Lgi)a5 (5ye ISO/IEC 19794 Abusbus (s S oDl ity 55l aslgal) OV i) il slace

il QYN Clasles agus 1) Jganl

Tag Standard No.
5F2E ISO/IEC 19794 series first edition
TF2E ISO/IEC 39794 series

- Jaadl 8 53lgll il iy w3355 o o TF2ET pualls Adally il s0le b 55l aslonl) YY) il glaas

DO’TF2E’ @8y clild) J<u ¥ Jgaall

Tag L Value

7F2E | Var. | Biometric data template defined in ISO/IEC 7816-11.

Tag L Value
Al Var. | Biometric data in standardized format (Constructed)
Tag L Value
64, DO defined in the ISO/IEC 39794 series Table 3.
65o0r | Var
66

ISO/IEC 39794 Aluabuall b g A8jaall ililal) dlga agaug 1Y Jsiad)

Standard No. Tag
ISO/IEC 39794-4 64
ISO/IEC 39794-5 65
ISO/IEC 39794-6 66

www.icao.int/security/fal/trip le asjall Je g Y (K
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Tag L Value
‘60’ Var Application level information
Tag L Value
‘5F01° ‘04> | LDS Version number with format aabb, where aa defines the version of the LDS and

bb defines the update level.

‘5F36° ‘06> | Unicode Version number with format aabbcc, where aa defines the major version, bb
defines the minor version and cc defines the release level.

‘5C” Var | Tag list. List of all Data Groups present.
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LDSSecurityObject ::= SEQUENCE ({
version LDSSecurityObjectVersion,
hashAlgorithm DigestAlgorithmIdentifier,
dataGroupHashValues SEQUENCE SIZE (2..ub-DataGroups) OF

DataGroupHash,
ldsVersionInfo LDSVersionInfo OPTIONAL
-- If present, version MUST be V1

}

LDSVersionInfo ::= SEQUENCE ({
ldsVersion PrintableString,
unicodeVersion PrintableString }
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Value Comments

SignedData

Version m Value = v3

digestAlgorithms m

encapContentinfo m

eContentType m id-icao-mrtd-security-ldsSecurityObject

eContent m The encoded contents of an ldsSecurityObject.

Certificates 0 States are REQUIRED to include the Document Signer Certificate (Cps) which can be
used to verify the signature in the signerinfos field.

Crls X It is recommended that States do not use this field.

signerinfos m It is recommended that States provide only 1 signerInfo within this field.

Signerinfo m

Version m The value of this field is dictated by the sid field. See RFC3369 Doc 9303-12 for rules
regarding this field.

Sid m

issuerandSerialNumber c It is recommended that States support this field over subjectKeyldentifier.

subjectKeyldentifier c

digestAlgorithm m The algorithm identifier of the algorithm used to produce the hash value over
encapsulatedContent and SignedAttrs.

signedAttrs m Producing States may wish to include additional attributes for inclusion in the signature,
however these do not have to be processed by receiving States except to verify the
signature value.

signatureAlgorithm m The algorithm identifier of the algorithm used to produce the signature value and any
associated parameters.

Signature m The result of the signature generation process.

unsignedAttrs 0 Producing States may wish to use this field, but it is not recommended and receiving
States may choose to ignore them.
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ASN.1 Profile LDS Document Security Object for SOD VO

LDSSecurityObjectVl { joint-iso-itu-t(2) international (23) icao(136)

mrtd(l) security(l)

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

-- Imports from RFC 3280

AlgorithmIdentifier FROM

PKIX1Explicit88 { iso (1)
internet (1)

id-mod (0)

security(5)

id-pkixl-explicit (18)

-—- Constants

ub-DataGroups INTEGER

-- Object Identifiers

:= 16

[PROFILE]

}i

ldsSecurityObject (1)}

identified-organization(3) dod(6)
mechanisms (5)

pkix (7)

id-icao OBJECT IDENTIFIER::={joint-iso-itu-t(2) international (23) icao(136) }
id-icao-mrtd OBJECT IDENTIFIER
id-icao-mrtd-security OBJECT IDENTIFIER ::= {id-icao-mrtd 1}

id-icao-mrtd-security-ldsSecurityObject OBJECT IDENTIFIER ::= {id-icao- mrtd-
security 1}

-- LDS Security Object

{id-icao 1}

LDSSecurityObjectVersion ::= INTEGER {vO0(0), v1(1)
-- If LDSSecurityObjectVersion is V1,

}

DigestAlgorithmIdentifier ::=

LDSSecurityObject ::=
version LDSSecurityObjectVersion,
hashAlgorithm DigestAlgorithmIdentifier,
dataGroupHashValues SEQUENCE SIZE
DataGroupHash,
ldsVersionInfo LDSVersionInfo OPTIONAL

-- If present,

}

SEQUENCE {

DataGroupHash ::= SEQUENCE {

dataGroupNumber DataGroupNumber,

ldsVersionInfo MUST be present

AlgorithmIdentifier

version MUST be V1

dataGroupHashValue OCTET STRING }

DataGroupNumber ::= INTEGER {

dataGroupl
dataGroup2
dataGroup3
dataGroup4
dataGroupb5
dataGroup6
dataGroup7
dataGroup8
dataGroup9
dataGrouplO
dataGroupll
dataGroupl?2
dataGroupl3
dataGroupl4
dataGroupl5
dataGroupl6

OO J U WN -
—_——— — — — N — —
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(2..ub-DataGroups) OF

e i
AU WN O

T )
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LDSVersionInfo ::= SEQUENCE ({
ldsVersion PrintableString
unicodeVersion Printable String }

END

Note 1.— The field dataGroupHashValue contains the calculated hash over the complete contents of the Data
Group EF, specified by dataGroupNumber.

Note 2.— DigestAlgorithmIdentifiers MUST omit “NULL” parameters, while the
SignatureAlgorithmIdentifier (asdefined in RFC 3447 ) MUST include NULL as the parameter if no parameters
are present, even when using SHA2 Algorithms in accordance with RFC 5754. Inspection system MUST accept the field
DigestAlgorithmIdentifiers withboth conditions,i.e. absent parameters and NULL parameters.
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Data Group EF Name Short File Identifier FID Tag
Common EF.COM ‘1E’ ‘011F° ‘60’
DG1 EF.DG1 ‘01’ ‘0101 ‘61’
DG2 EF.DG2 ‘02’ ‘01 02° ‘75
DG3 EF.DG3 ‘03’ ‘01 03 ‘63
DG4 EF.DG4 ‘04’ ‘01 04’ ‘76’
DG5 EF.DG5 ‘05’ ‘0105’ ‘65’
DG6 EF.DG6 ‘06° ‘01 06 ‘66°
DG7 EF.DG7 ‘07 ‘0107 ‘67’
DG8 EF.DG8 ‘08 ‘01 08 ‘68
DG9 EF.DG9 ‘09 ‘0109 ‘69’
DG10 EF.DG10 OA° ‘01 0A° BA’
DG11 EF.DG11 ‘0B’ ‘010B’ ‘6B’
DG12 EF.DG12 ‘oc ‘010C’ ‘6C’
DG13 EF.DG13 ‘oD’ ‘010D’ ‘6D’
DG14 EF.DG14 ‘OE’ ‘010F’ ‘6E’
DG15 EF.DG15 ‘OF’ ‘01 0F° ‘6F’
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Data Group EF Name Short File Identifier FID Tag
DG16 EF.DG16 ‘10° ‘0110° 70’
Document Security EF.SOp ‘1D’ ‘011D’ Tr
Object
Common EF.CARDACCESS ‘1c ‘011C
Common EF.ATR/INFO ‘01’ 2F 01’
Common EF.CardSecurity ‘D’ ‘011D’
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Tag L Value
‘61’ Var
Tag L Value
‘5F1F F The MRZ data object as a composite Data Element.
(REQUIRED)
(The Data Element contains all mandatory fields from Document Type through
to Composite check digit.)
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A = Alpha character [A..Z], N = Numeric character [0..9], S = Special character ['<’], F = fixed-length — 44s o
field
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Data Optional or Name of Number of Fixed or Type of
Element MANDATORY Data Element Bytes Variable Coding
01 M Document code 2 F AS
02 M Issuing State or 3 F AS

organization
03 M Document number (Nine 9 F AN,S
most significant
characters)
04 M Check digit — Document 1 F N,S

number or filler character
(<) indicating document
number exceeds nine
characters

05 M Optional data and/or in the 15 F AN,S
case of a Document
Number exceeding nine
characters, least significant
characters of document
number plus document
number check digit plus
filler character

06 M Date of birth 6 F N,S

07 M Check digit — Date of 1 F N
birth

08 M Sex 1 F AS

09 M Date of Expiry 6 F

10 M Check digit — Date of 1 F N
expiry

11 M Nationality 3 F AS

12 M Optional data 11 F AN,S

13 M Composite check digit 1 F N

14 M Name of holder 30 F AN,S

TD2 pasdl (o L seg phall dusig IV e gl Colilead] pumalic ) lilas] degane . dp) Cilall = ) il depana  F—1=V—£
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A = Alpha character [A..Z], N = Numeric character [0..9], S = Special character [<’], F = fixed-length — 44a L
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Data Optional or Name of Number of Fixed or Type of
Element MANDATORY Data Element Bytes Variable Coding
01 Document code 2 F AS
02 M Issuing State or organization 3 F AS
03 M Name of holder 31 F AN,S
04 M Document number (Nine 9 F AN,S
principal characters)

05 M Check digit 1 F N,S
06 M Nationality 3 F AS
07 M Date of birth 6 F N,S
08 M Check digit 1 F N

09 M Sex 1 F AS
10 M Date of expiry 6 F N

11 M Check digit 1 F N

12 M Optional data plus filler 7 F AN,S

character
13 M Composite Check Digit - 1 F N
MRZ line 2
L) 3 L] Geg phall duig oSIY) yical] ksl lilad] pealic ) bl degane oY) Cilell = ) Ll degane  F-)-V-E

TD3 aaall 0 LDS1
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A = Alpha character [A..Z], N = Numeric character [0..9], S = Special character ['<’], F = fixed-length — <&l
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Data Optional or Name of Number of Fixed or Type of
Element MANDATORY Data Element Bytes Variable Coding
01 M Document code 2 F AS
02 M Issuing State or 3 F AS
organization
03 Name of holder 39 F AS
04 Document number 9 F AN,S
05 Check digit — Document 1 F N,S
number
06 Nationality 3 F AS
07 Date of birth 6 F N,S
08 Check digit — 1 F N
Date of birth
09 Sex 1 F AS
10 Date of expiry 6 F
11 Check digit — Date of 1 F N
expiry or valid until date
12 Optional data 14 F AN,S
13 Check digit 1 F N
14 Composite check digit 1 F N
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Tag L Value

‘75’ Var See Biometric encoding of EF.DG2
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Tag L Value
‘7TF61’ Var Biometric Information Group Template
Tag L Value
‘02’ ‘01 Integer — Number of instances of this type of biometric
‘7TF60° Var 1st Biometric Information Template
Tag L
‘Al Var Biometric Header Template (BHT)
Tag L Value
‘80’ ‘02’ ICAO header version 0101 (Optional) — Version of the
CBEFF patron header format
‘81’ ‘01-03° Biometric type (Optional)
‘82’ ‘or Biometric subtype Optional for DG2
‘83’ ‘07 Creation date and time (Optional)
‘85’ ‘08’ Validity period (from through) (Optional)
‘86’ ‘04’ Creator of the biometric reference data (PID) (Optional)
‘87’ ‘02’ Format owner (REQUIRED)
‘88’ ‘02’ Format type (REQUIRED)

‘5F2E’ or | Var Biometric data (encoded according to Format Owner) also called the
‘TF2E° biometric data block (BDB).
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SYawyl alily _pesil s ybeaS ISONIEC 19794:2005 bl L g ISO/IEC 39794 lzal) — 4badle
ST=0—8 audll Ll asland
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A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — 4hs Lo
B = Binary data, F = fixed-length field, Var = variable-length field.
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Data Optional or Name of Number of | Fixed or | Type of
Element | MANDATORY Data Element Bytes Variable | Coding Coding Requirements
01 M Number of face 1 F N 1 to 9 identifying number of
biometric unique encodings of data on the
encodings face.
recorded
02 M Header Var AN Data Element may recur as
defined by Data element 01.
03 M Face biometric Var AN,S,B | Data Element may recur as
data encoding(s) defined by Data element 01.
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Tag L Value

‘63’ Var See Biometric encoding of EF.DG3
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ol el idiall Calall JS5 ae deniia A9 BaanTe oaslon TVl 7 ilad ()85 d0lSa) =i ([ISO/IEC 7816-11] (& 5aaas dlaltie
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Tag L Value
‘7TF61’ Var | Biometric Information Group Template
Tag L Value
‘02’ ‘or Integer — Number of instances of this type of biometric
‘TF60° Var 1st Biometric Information Template
Tag L
‘AL Var | Biometric Header Template (BHT)
Tag L Value
‘80’ ‘02’ ICAO header version ‘0101 (Optional) — Version of the
CBEFF patron header format
‘81’ ‘01-03 Biometric type (Optional)
‘82’ ‘or Biometric subtype REQUIRED for DG3
‘83’ ‘07’ Creation date and time (Optional)
‘85’ ‘08’ Validity period (from through) (Optional)
‘86’ ‘04’ Creator of the biometric reference data (PID) (Optional)
‘87’ ‘02’ Format owner (REQUIRED)
‘88’ ‘02’ Format type (REQUIRED)
‘6F2E’ or | Var | Biometric data (encoded according to Format Owner) also called the
‘TF2E’ biometric data block (BDB). See 4.5.6.
Tag L
“TF60° Var 2nd Biometric Information Template
Tag L
‘Al Var | Biometric Header Template (BHT)
Tag L Value
‘80° ‘02’ ICAO header version ‘0101” (Optional) — Version of the
CBEFF patron header format
‘81’ ‘01-03° Biometric type (Optional)
‘82’ ‘01’ Biometric subtype REQUIRED for DG3
‘83’ ‘o7 Creation date and time (Optional)

14/6/24
No. 1



lily (s S dihiall ULl duis — uilell gjadl

45 Luwa 5Y dlolSia 5yl s sl JYainY)
Tag L Value

‘85’ ‘08’ Validity period (from through) (Optional)
‘86’ ‘04 Creator of the biometric reference data (PID) (Optional)
‘87’ ‘02’ Format owner (REQUIRED)
‘88’ ‘02’ Format type (REQUIRED)

‘5F2E’ or | Var | Biometric data (encoded according to Format Owner) also called the

“TF2E’ biometric data block (BDB). See 4.5.6.
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A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], —— dhslle
.B = Binary data, F = fixed-length field, Var = variable-length field>
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Data Optional or Name of Number Fixed or | Type of
Element MANDATORY Data Element of Bytes Variable | Coding Coding Requirements

01 M Number of finger(s) 1 F N 0 to n identifying number
(If encoded finger(s) | biometric encodings of unique encodings of data

feature recorded) recorded on the finger(s).

02 M Header Var B Data Element may recur as
(If encoded finger(s) defined by Data element

feature recorded) 01.

03 M Finger biometric Var B Data Element may recur as
(If encoded finger(s) data encoding(s) defined by Data element

feature recorded) 01.
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b8 b7 b6 b5 b4 b3 b2 bl | Biometric Sub-type
0 0 0 0 0 0 0 0 | No information given
0 1 | Right
1 0 | Left
0 0 0 No meaning
0 0 1 Thumb
0 1 0 Pointer
0 1 1 Middle
1 0 0 Ring
1 0 1 Little
X X X Reserved for future use
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Tag L Value
63 Var LDS element
Tag L Value
‘7TF 61’ | 03 | Biometric Information Group Template
‘02’ ‘01’ ‘00° | Defines that there are no Biometric Information Templates stored in
this Data Group.
‘63’ Var | Issuer defined content (e.g. a random number).
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Tag L Value
‘63’ Var LDS element where aa is the total length of the entire LDS data content
Tag L Value
‘TF 61’ Var Biometric Information Group Template, where bb is the total length of the entire
Group Template content.
‘02’ ‘or ‘01’ | Defines the total number of fingerprints stored as Biometric
Information Templates that follow.
“TF 60° Var First biometric information template where cc is the total length of the
entire BIT
‘A1’ Var Biometric Header Template, where dd is the total length of the
BHT
‘81’ | ‘or ‘08’ Biometric type “Fingerprint”
‘82> | ‘or ‘0A° Biometric subtype “left pointer finger”
‘87’ ‘02’ ‘0101° | Format Owner JTC 1 SC 37
‘88’ ‘02’ ‘0007’ | Format Type [ISO/IEC 19794-4]
Note that the BHT may contain additional optional elements. Of course,
this fingerprint can either be a left or right finger depending on the
available image.
‘6F2E> | Var | Biometric Data Block where ee is total length of the encoded

[ISO/IEC 19794-4] structure. The Biometric Data Block MUST
contain exactly one fingerprint image.
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Tag L Value
63 aa LDS element where aa is the total length of the entire LDS data content
Tag L Value
‘TF 61 Var Biometric Information Group Template, where bb is the total length of the entire Group
Template content.
‘02’ ‘01 ‘02> | Defines the total number of fingerprints stored as Biometric
Information Templates that follow.
‘TF 60° Var First biometric information template where cc is the total length of the entire
BIT
‘AL Var | Biometric Header Template, where dd is the total length of the BHT
‘81’ ‘01’ ‘08’ Biometric type “Fingerprint”
‘82’ ‘01’ ‘0A° Biometric subtype “left pointer finger”
‘87’ ‘02’ ‘0101” | Format Owner JTC 1 SC 37
‘88> | ‘02 ‘00 07° | Format Type [ISO/IEC 19794-4]
Note that the BHT may contain additional optional elements. It is also
possible that the order of fingerprints (left/right) is different.
5F 2E Var | Biometric Data Block where ee is total length of the encoded
[ISO/IEC 19794-4] structure. The Biometric Data Block MUST
contain exactly one fingerprint image.
‘7F 60° ff Second biometric information template where ff is the total length of the
entire BIT
‘Al Var | Biometric Header Template, where gg is the total length of the BHT
81’ | ‘or ‘08’ Biometric type “Fingerprint”
‘82> | ‘or ‘09’ Biometric subtype “right pointer finger”
‘87 | ‘02 ‘0101” | Format Owner JTC 1 SC 37
‘88’ ‘02’ ‘0007° | Format Type [ISO/IEC 19794-4]
Note that the BHT may contain additional optional elements. It is also
possible that the order of fingerprints (left/right) is different.
‘5F 2E’ Var | Biometric Data Block where hh is total length of the encoded

[ISO/IEC 19794-4] structure. The Biometric Data Block MUST
contain exactly one fingerprint image.
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Tag L Value

‘76’ Var See Biometric encoding of EF.DG4

£ Qlilull desens o oY) Cilell aglondl JYSYU uaill ) —E-V-£
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Tag L Value
‘7TF61’ Var Biometric Information Template Group Template
Tag L Value
‘02’ ‘1 Integer — Number of instances of this type of biometric
‘TF60° Var 1st Biometric Information Template
Tag L Value
‘A1’ Var | Biometric Header Template (BHT)
Tag L Value
‘80 ‘02’ ICAO header version ‘0101” (Optional) — Version of the

CBEFF patron header format
‘81’ ‘01-03> | Biometric type (Optional)

‘82’ ‘or Biometric sub-type, REQUIRED for DG4
‘83’ ‘07’ Creation date and time (Optional)
‘85’ ‘08’ Validity period (from through) (Optional)
‘86’ ‘04’ Creator of the biometric reference data (PID) (Optional)
‘87’ ‘02’ Format owner (REQUIRED)
‘88’ ‘02’ Format type (REQUIRED)

‘6F2E’ or | Var | Biometric data (encoded according to Format Owner) also called the

‘TF2E’ biometric data block (BDB).
‘7F60° Var 2nd Biometric Information Template
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Tag L Value
Tag L Value
‘Al Var Biometric Header Template (BHT)
Tag L Value
‘80 ‘02’ ICAO header version ‘0101 (Optional) — Version of the
CBEFF patron header format
‘81’ ‘01-03* | Biometric type (Optional)
‘82’ ‘01 Biometric sub-type REQUIRED for DG4
‘83’ ‘07’ Creation date and time (Optional)
‘85’ ‘08’ Validity period (from through) (Optional)
‘86’ ‘04’ Creator of the biometric reference data (PID) (Optional)
‘87’ ‘02’ Format owner (REQUIRED)
‘88’ ‘02’ Format type (REQUIRED)
‘6F2E’ or | Var |Biometric data (encoded according to Format Owner) also called the
‘TF2E° biometric data block (BDB). See 4.5.6.

laglas 7 3ga3 a3 (Tag 06°) i) e il Balas Auaslsad) YWY Jalal @il Calall JSal L aill Cijea axdind
psmsl) anads Al olb Jidly Al s3a & zy% e [ISO/IEC 7816-11] (& 2asall (BIT, Tag ‘7F60°) Jaié o slgul) JY iy
Aol 8 5asa je
-[ISO/IEC19794-6] s o)aa s i lily degana IS (8 Jause oaslon JY il Jsl ol Jaliall Jurzall LY Jagasid
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A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — 4ha lo
-.B = Binary data, F = fixed-length field, Var = variable-length field.

14/6/24
No. 1



lily (s S dihiall ULl duis — uilell gjadl

51 LY dhalSia 5,00 S lapes aglandl JYainY/
¢ bl de ganal Gl jualic — 00 Jgaall
Data Optional or Name of Number of | Fixedor | Type of
Element | MANDATORY Data Element Bytes Variable | Coding Coding Requirements
01 M, Number of eye 1 F N 1 to 9 identifying number of
if encoded eye(s) biometric unique encodings of data on the
feature included encodings eye(s).
recorded
02 M, Header Var B Data Element may recur as
if encoded eye(s) defined by Data element 01.
feature included
03 M, Eye biometric data Var B Data Element may recur as
if encoded eye(s) encoding(s) defined by Data element 01.
feature included

aslaull YY) o ool g5ill juasi N =¥—E=V—£

Joaal) b ) satll o 2t S deeny of cian ) 531 aall gl dacaddl ailly aglonll QYY) Olsic z3sad g
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b8 b7 b6 b5 b4 b3 b2 bl Biometric Sub-type
0 0 0 0 0 0 0 0 No information given
0 1 Right
1 0 Left
0 0 0 Reserved for future use
0 0 1 Reserved for future use
0 1 0 Reserved for future use
0 1 1 Reserved for future use
1 0 0 Reserved for future use
1 0 1 Reserved for future use
X X X Reserved for future use
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Tag L Value
‘76’ Var LDS element
Tag L Value
‘TF 61’ ‘03> | Biometric Information Template Group Template
‘02’ ‘01 ‘00’ | Defines that there are no Biometric Information Templates stored in
this Data Group.
‘53’ Var | Issuer defined content (e.g. a random number).
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Tag L Value

‘65’ Var

Tag L Value
02’ Var Number of instances of this type of displayed image (REQUIRED in first template.
Not used in succeeding templates.)
‘SFA0° Var | Displayed portrait

Aagpall Bygeall (e sanall gsill Ll agy Cajiea Ml IS Glaial

o il degara JIS&i — 04 Jaal)

Displayed Image

Format Owner

Displayed Facial Image

[ISO/IEC 10918], JFIF option

(Alis)) o clital) degars Cliby palic . Asf cils — o clib) degana 1—0-V—£
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A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’],

— b

.B = Binary data, F = fixed-length field, Var = variable-length field.

o cllyll ds ganal Glilull jalic — %0 Jgaall

Data Optional or Name of Number | Fixedor | Type of
Element | MANDATORY Data Element of Bytes | Variable | Coding Coding Requirements
01 M Number of 1 F N 1 to 9 identifying number of
(If displayed displayed portraits unique recordings of displayed
portrait recorded) recorded portrait.
02 M Displayed portrait Var AN Data Element may recur as
(If displayed representation(s) defined by Data element 01.
portrait recorded)
M Number of bytes in 5 F N 00001 to X9, identifying number
(If displayed representation of of bytes in representation of
portrait recorded) | displayed portrait displayed portrait immediately
following.
04 M Representation of Var B Formatted as per [ISO/IEC
(If displayed displayed portrait 10918-1] or [ISO/IEC 15444].
portrait recorded)

[ISONEC s/ JFIF_Ls a/asiuls [ISO/IEC 10918] A el paill e 02 Sll) juaic jios ciay — 4badle
- JPEG 2000 gl jsaji Ll 22150l 15444]
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Tag L Value
‘66’ Var
T bl degane Clily galic . dyf Cile — T Slll degene ) =TV~
BT ‘f e\.\s:m)\l 8)9nna (DGG) T bl de geaad Gl yalic
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Tag L Value
‘67’ Var
Tag L Value
02’ Var Number of instances of this type of displayed image (REQUIRED in first template.
Not used in succeeding templates.)
‘5F43° Var |Displayed Signature

1 g yeall Bygaall (po danall g oill Ay agy Cains AUl JIKEY) ol

VY clilal) ds gana JISET — ¥ Jganl)

Displayed Image

Format Owner

Displayed Signature/usual mark

[ISO/IEC 10918], JFIF option

(Aplas)) V bl degans clily palic . dof Cile — V lilyl) de gans

—y—y—¢

Ml Jganll 8 LS 0585 of an (DGT) ¥

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’],

B = Binary data, F = fixed-length field, Var = variable-length field.
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Data Optional or Name of Number of | Fixedor | Type of
Element | MANDATORY Data Element Bytes Variable | Coding Coding Requirements
01 M Number of 1 F N 1 to 9 identifying number of
(If displayed displayed unique recordings of displayed
signature or signature or usual signature or usual mark.
usual mark marks
recorded)
02 M Displayed Var B Data Element may recur as
(If displayed signature or usual defined by DE 01.
signature or mark Formatted as per [ISO/IEC
usual mark representation 10918-1] or [ISO/IEC 15444].
recorded)

[ISONEC o/ FIF _ls plasiul JISO/IEC 10918] 4 cijeal saill Ao 02 bl juaic jrosi cuay — dbis Lo

JPEG 2000 _jgeaf| jsasi allii alasinls 15444]
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Tag L Value
‘68’ Var To Be Defined
Tag L Value
02’ 't Integer — Number of instances of this type of template (REQUIRED in first template.

Not used in succeeding templates.)

Header Template. Details to be defined.

A Sl degane clily galic . Jof Cilo — A cbilul) de gens

)—A=YV=&

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’],
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Data Optional or Name of Number of | Fixedor | Type of
Element | MANDATORY Data Element Bytes Variable | Coding Coding Requirements

01 M Number of data 1 F N 1to 9, identifying number of
(If this encoded feature(s) unique encodings of data
feature is used) feature(s) (embraces Data

elements 02 and 03).

02 M Header (to be 1 Header details to be defined.
(If this encoded defined)
feature is used)

03 M Data feature(s) 999 Var AN,S,U, | Format defined at the discretion
(If this encoded data Max B of issuing State or organization.
feature is used)

(Aptis)) Lpidl (lad)) daddl — 9 Clibl] dogane 9-V—£

paaid of Koy ASL e el caigal) aladnnl) Jal e dalie b cclld S5 o g . llad) (e de senall 038 a3 (s S Y
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Tag L Value
‘69’ Var To Be Defined
Tag L Value
02’ 01’ Integer — Number of instances of this type of template (REQUIRED in first template.
Not used in succeeding templates.)
X Header Template. Details to be defined.

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’],

9 bl de gane Clily _palic . Jof Cile — 9 Slilsl] degane

1-9-y-¢
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.B = Binary data, F = fixed-length field, Var = variable-length field.
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Data Optional or Name of Number of | Fixedor | Type of
Element | MANDATORY Data Element Bytes Variable | Coding Coding Requirements

01 M Number of 1 F N 1to 9, identifying number of
(If this encoded structure unique encodings of structure
feature is used) feature(s) feature(s) (embraces Data

elements 02 and 03).

02 M Header (to be N Header details to be defined
(If this encoded defined)
feature is used)

03 M Structure Var
(If this encoded feature(s) data
feature is used)

(Lbis)) dpidd (Clacd) Lol — 1+ Slilul] dogana o —Y—£

g o (Karg ASL e by cdgal) alasiu¥) dal e dalie g8 cdlld 2 of g . cllall (e deganall 83 dan cpty I3 Y
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Tag L Value
‘BA’ Var

Tag L Value

Integer — Number of instances of this type of template (REQUIRED in first template.
Not used in succeeding templates.)

Var | To Be Defined.

‘025 ‘017

Vo bl degane Slily palic . Jof Cile — Vo clild] degane 1 =)o —V—£
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A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — 4hs>l
B = Binary data, F = fixed-length field, Var = variable-length field.
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Data Optional or Name of Number of | Fixedor | Type of
Element | MANDATORY Data Element Bytes Variable | Coding Coding Requirements
01 M Number of 1 F N 1to 9, identifying number of
(If this encoded substance unique encodings of substance
feature is used) feature(s) feature(s) (embraces Data
recorded elements 02 and 03).
02 M Header (to be TBD TBD N Details to be defined.
(If this encoded defined)
feature is used)
03 M Substance 999 Var AN,S,B | Format defined at the discretion
(If this encoded feature(s) data Max of issuing State or organization.

feature is used)
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ok WS 0585 o ciag (DG11) 1) bl de gana IS pans 3l il ualics . Lgia s3gngall el apanil pguslls Aa3lE aasind
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Tag L Value
‘6B’ | Var

Tag L Value

‘5C* | Var Tag list with list of Data Elements in the template.
‘5FOE’ | Var Full name of document holder in national characters. Encoded per

Doc 9303 rules.
‘A0’ | Var Content-specific class
Tag L Value
‘02’ ‘01” | Number of other names
‘6FOF’ | Var | Other name formatted per Doc 9303. The data object repeats as many times as
indicated in number of other names (data object with Tag’02’)

Tag L Value
‘5F10° | Var Personal number
‘5F2B° | ‘08’ Full date of birth yyyymmdd
‘5F11° | Var Place of birth. Fields separated by ‘<’
‘6F42° | Var Permanent address. Fields separated by ‘<’
‘6F12’ | Var Telephone
‘5F13’ | Var Profession
‘5F14° | Var Title
‘5F15” | Var Personal summary
‘5F16° | Var Proof of citizenship. Compressed image per [ISO/IEC 10918]
‘BF17° | Var Other valid TD numbers. Separated by ‘<’
‘6F18” | Var Custody information

1) Slilad degane by gealic . ol cile — 1) lilull degana 1=) 1 -Y—£

Z\LJA.;A dsqu; d;\d \.@JS.&} U'_I\J\:u]\ )..41.\9} (DGll) AR &"-l\.\l:uﬂ z\.c)m &:ﬁ EJ};}A U}S:‘ 8 U_"\X\ U'_Ih\:\.\]\ ).naLlQ ('n.na\ KYY u..a:\
t S Joanll 8 LS (S of iy

S/ IFIF L) a/asiuls fISO/IEC 10918] 4 isell sl o 1) bl desens oo oy — ) dbis Lo
. JPEG 2000 _gual/ jisesi alhi »/asinls [ISO/IEC 15444]

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [*<’], — YV 4kl
B = Binary data, F = fixed-length field, Var = variable-length field.
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Data Optional or Name of Number of | Fixedor | Type of
Element | MANDATORY Data Element Bytes Variable | Coding Coding Requirements
01 o Name of holder (in 99 Var B Filler characters (<) inserted as per
full) Max MRZ. No fillers inserted at end of
line. Truncation not permitted.
02 0o Other name(s) 99 Var B Filler characters (<) inserted as per
Max MRZ. No fillers inserted at end of
line. Truncation not permitted.
03 0] Personal number 99 Var U Free-form text.
Max
04 0] Full date of birth 8 F N YYYYMMDD
05 0] Place of birth 99 Var U Free-form text.
Max
06 O Address 99 Var U Free-form text.
Max
07 0O Telephone 99 Var N,S Free-form text. Encoding per ITU-
Max T E.164 recommended
08 o} Profession 99 Var U Free-form text.
Max
09 M, Title 99 Var U Free-form text.
if Data element 08 Max
included
10 M, Personal summary 99 Var U Free-form text.
if Data element 09 Max
included
11 M, Proof of citizenship Var B Image of citizenship document
if Data element 10 formatted as per [ISO/IEC 10918-
included 1]
12 0o Other valid travel 99 Var U Free-form text, separated
document(s) Max by <.
Travel document
number
13 0] Custody 999 Var U Free-form text.
information Max

Olaed (Dlial] i 2l TLIED Aisplall 3 ((CCYY) disslly pill Fisea e dlla g 00" Ao dsieal] Cigpall Lo o 1) Cliled]

‘Zj'A lg_'m é‘é_ﬂ/@‘)‘/}ﬂ/ Jbahb r,_\;”u.“; uf Z.aj/-) e g .0000° u—ﬁ: J_,LMJ/ u‘i)AJ/.A.uA 9_4 1) QL:Q.:J/ 4:&:‘}4;.4 g_ﬁ JA7S
. /_1.43//
J
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(Abis)) (Lélay Gilel Juald) AlY) didsl fuadi— 1 ¥ Slibul) degare 1 F—V—£

Akaa) deganall 038 Jals Gl jualic mueng Akfsl Ce ALY Claslaall UL de ganall 038 2335

VY ULl A gana gy — VY Jial)

Tag L Value
‘6C’ Var
Tag L Value
‘5C’ Var Tag list with list of Data Elements in the template
‘6F19° | Var Issuing Authority
‘6F26° | ‘08’ Date of issue. yyyymmdd
‘A0’ Var Content-specific class
Tag L Value

‘02’ ‘01’ | Number of other persons

‘5F1A | Var | Name of other person formatted per Doc 9303 rules. The data object repeats as
’ many times as indicated in number of other names Data element 02 (data object

with Tag’02’).
‘6F1B’ | Var Endorsements, observations
‘5F1C’ | Var Tax/Exit requirements
‘5F1D’ | Var Image of front of document. Image per ISO/IEC 10918.
‘SF1E’ | Var Image of rear of document. Image per ISO/IEC 10918.
‘5F55* | ‘OF’ Date and time of document personalization yyyymmddhhmmss
‘6F56° | Var Serial number of personalization system

.BCD 5 8bytes ASCI (3o S s (il ki pexs ol ouagd

1Y Cbilad) degane Slily palic . Jof Cile — VY lild] degene 1 =) F—V—£

t S Jpaall 8 LS 05 0
A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — ) 4hs L

B = Binary data, F = fixed-length field, Var = variable-length field.
ijFIF b sas5ub ([ISO/IEC 10918] & Daal) gaill e 08 507 bl (suaic juayi cay — F 4hadle
- JPEG 2000 _ypual/ jra)i alhi 22150l [ISO/IEC 15444]
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1Y allyl) de ganal clilul) jalic — V¢ Jgaal)

Data Optional or Name of Number | Fixedor | Type of
Element | MANDATORY Data Element of Bytes | Variable | Coding Coding Requirements
01 (¢} Issuing Authority 99 Var U Free-form text.
Max
02 (0] Date of issue 8 F N Date of issue of document;
i.e. YYYYMMDD.
03 O Other person(s) details 99 Var U Free-form text
Max
04 (¢} Endorsement(s)/ 99 Var U Free-form text.
Observation(s) Max
05 (e} Tax/Exit requirements 99 Var U Free-form text.
Max
06 (¢} Image of front Var B Formatted as per
of eMRTD [ISO/IEC 10918-1]
07 (¢} Image of rear of MRTD Var B Formatted as per
[ISO/IEC 10918-1]
08 ¢} Personalization time 14 F N yyyymmddhhmmss
09 (0] Personalization device 99 Var U Free format.
serial number max

(Lbis)) dylisy) Jualdi) — I P clilul) dogana ) 11—V —£

tob WS 058 o ans Jlaal) deliie of Alsy HLaAY Ay e (DG13) VY bilall e pane 036 dadinall i) jalic

V¥ clibad) degana agug — VO Jgaal)

Tag L

Value

‘6D’ Var
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(&W) Lia¥) cflsl — 1 ¢ clilul degara 1 E-V—£

Doc 9303- dadighl kil Jusliall le & UM, . Adlay) L) Sl dal e Ll @lhld e (DG14) ) ¢ bl de sane (s5a3
T 5oyl duig 5 o) 43y 48 5 Lasere GM/-IM

V¢ ULl Ao gana aguy — VI Jaal)

Tag L Value
‘6E’ Var Refer to Doc 9303-10 DG14 SecurityInfos

V& Cbiludl degane Slily _palic . Jof Cile — 1§ bl degene 1 =) E—V—£

Jals Lgl€ay Glll jualie (68 of s .(DGL4) Y § Ul desane  Bagase (s<5 38 3l GUL) jealic andl) 138 Ciuay
s ) Jgaall 8 LS bl de gane A S

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — 4ha lo
.B = Binary data, F = fixed-length field, Var = variable-length field.

¢ bl deganal lll) jalic — VYV Jgaal)

Data Optional or Name of Number of | Fixed or | Type of
Element | MANDATORY Data Element Bytes Variable | Coding Coding Requirements
o] SecuritylInfos Var B Refer to Doc 9303-10. DG14
SecurityInfos as defined in
4.7.14.2

(4"::.1,45/1 ilagleal)) Securityinfos 1 & bl degane V=) E-V=£
iland LY chylal) duan JIKET Calide i cladlall Caal Y1 550 e ganal dalall llad) Ay oo 2000 Ay Clagleal)
LT 5o sl s iSIV) i) 4255 2818, llall Ll oda 355 o (aag ol il dalaie Ly L A0si) a sl JY Y

1 ) gail) e anse bl Ay dase ) 20 ) cYeSoigll lad Y E bl degena b

SecurityInfos ti= SET of SecurityInfo

SecurityInfo = SEQUENCE {
protocol OBJECT IDENTIFIER,
requiredData ANY DEFINED BY protocol,
optionalData ANY DEFINED BY protocol OPTIONAL

14/6/24
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t ) el L £iaY) lasladll ilily Ay gl (gt A jualial)
caclal) JoSsig pll ey Balall (el JoSsigpll o
¢JsS sl Aals Luall il e g5ind mgiaall g5ill (o Duglladl) lilll o
JsSsigull dals laal by o ggind gkl gl (e Alaa¥) il
(&W) Jkdl M/mw@yylwﬁbﬂcwf Claglea — 10 Clilul degana 10—V —£
) Gaaal i vie cuglhaa say Jladl) daaall (o e Eaall Sl Gkl e (st ALIAY) Cllall (e desanall ol
.Doc 9303-11 a5l 3 Cigasall gaill o 286 dana o (33l (LAY Jladl daiall (50

Vo Clilull Ao gana aguy — VA Jgsal)

Tag L Value
‘6F° Var Refer to Doc 9303-11

10 Sl degane cilily pealic . Jof Cilo — 10 Clilul) degena 1 —)0—V—£

Al I dal WiSa ablall palics .(DG15) Yo clilull degana & Basnga (eSO ui I (;*\S\ bl palic Va.vﬁ‘ 128 Chan
I Jpanl 5 LS (3585 (of uag iy e senne

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’], — dhsd

B = Binary data, F = fixed-length field, Var = variable-length field.

Yo clilyl) Ao ganal bl jalic — V4 Jgaal)

Data Optional or Name of Number | Fixed or | Type of
Element | MANDATORY Data Element of Bytes | Variable | Coding Coding Requirements
(0] ActiveAuthenticationP Var B See Doc 9303-11
ublicKeylInfo

(L) (g2 oy cpdll palid¥)) 4E30) Cuels ol pasdl) — 11 clibu) degana 1 1-Y~£
gy 1T bkl de gene i g ¢ laal) e lgand o Y (GAY) @bl Glesane aaea ols Lil) (DG16) 17 @il
) vie L Baaly Ba lgale aBil wiy Al AuiaY) salally dadsl LY salall b dudd) deas
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Tag L Value
70’ Var
Tag L Value
‘02’ ‘01> | Number of templates (occurs only in first template)
‘AX Var | Start of template, where x (x = 1,2,3...) increments for each occurrence
‘5F50° ‘08’ Date data recorded
‘5F51° Var Name of person
‘5F52° Var Telephone
‘5F53’ Var Address
11 Sl degane cilily palic . Jof Cilo — 1T Clblul) degene 1) T—V—£

0 Jpanl 6 LS (55 o i i

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [<’],

— bl

.B = Binary data, F = fixed-length field, Var = variable-length field.

11 albly) de ganal lll) jalic — AY Jgaal)

Data Optional or Name of Number of | Fixedor | Type of
Element | MANDATORY Data Element Bytes Variable | Coding Coding Requirements

01 M, Number of persons 1 F N Identifies number of persons

if DG16 included identified included in the Data Group.

02 M, Date details 8 F N Date notification date recorded;

if DG16 included recorded Format = YYYYMMDD.

03 M, Name of person to Var AN,S | Filler characters (<) inserted as per
if DG16 notify MRZ. Truncation not permitted.
included Primary and

secondary
identifiers

04 M, Telephone number Var N,S Telephone number in international

if Data element 03 | of person to notify form (country code and local
included number). Encoding per ITU-T
E.164 recommended.
05 M Address of person Var U Free-form text.
to notify
14/6/24
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(4,LEa)) LDS2 4l cildgdai -0
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MF
(st Y alall)
o calalt A dilal) (AN calal) o) calall Gtz dila
CardSecurity ATR/INFO DIR CardAccess ) (3G
il Gl slas kel Cilaslas

(1D s sl ile Gopa)] (01 Lips sl e Coea) [ [(TE s I 5f ale i jas)[ (10 e (sl e i 32a)] | AID = A0 00 00 02 47 20 01

A catal)
Certificates

(1A s 5l Gile G ya)

A dilal A cilal
ExitRecords EntryRecords
(02 w5 e o y2a) (01 Lwad Il Cila i y2a)

Shead) B Ay — ¢ JSA

cBland 61 Calally EF.EntryRecords Jsaall cidlaud 16Y) Calal L cpalsl cuile 8 g pally Joaalls Aalal) i) clas (A
paall Bpaaie e @) Lbd A Lgd 058 Guay il EDlaw Gublail Gacadall Calall ciad EFExitRecords g Al
@3 dalad 4 4l (6 EF Certificates g8 Jhaiie ol Cale 8 anll cla alige lalgd (13455 .[ISO/IEC 7816-4] 1 Uik

paal) puaia Sl

i cild) — Gubil Cile 1-1-0

Gkl (e (e Gl e Clling L jsmne (arate Cole anl kil Cijee alaiiuly el cDla gala las) S of qan
Gk alal) (PIX) LSkl 3adas Cajeal Slial 4l [ISO/IEC 7816-5] 1y (puliall aua gl Al gal) dadaiall danads (s2l) Jaall

£A0 00 00 0247 Jawsall kil Cajaa (55 o
¢PIX = 20 01" Luall Dlaas Gl pdiiosy o s @

A0 0000 02 47 20 01 _yuall Dlaws gadail S il (e (35<e of amag @
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Gkl lea) AL sl (mis of qeng (LDS2 Al Gk b il (o Y Jpeasl) Ggin Jlaill (3Y) ey o 13

(c~</H)) EF Certificates Q,-Z;S/I cilalf ¥—1-0

sy aaal) Buxie CBlas @3 Lhad g 05Sis Gubill aadad) caldl Jaly ol cale (i) cOla alige cilaled A
Cad ¥ pualal) S & dae IS iy} Al #)la 4l adlall daia (e a3l dlalsal Clalgdll oda anal) plal ardiiuy o
. EF.EntryRecord_s EF.ExitRecords

EF.Certificates gif.ﬂ alall — AY Jgaal)

File Name EF.Certificates

File ID ‘011A’

Short EF Identifier 1A’

Select / FMM Access PACE+TA (Travel record authorization bit b3 according to Table 96)

Read record / Search Record Access PACE+TA (Travel record authorization bit b3 according to Table 96)

Append Record Access PACE+TA (Travel record authorization bit b4 according to Table 96)
Write / Update Record Access NEVER

Erase Record Access NEVER

File structure Linear structure with records of variable size

Size Variable

ol anly b Jaes blgd Jaa ) 5LEY) (Sary .LDS2-TS aaly adsal X509 salgatl) ilily sale e clalgll o (g5
Al o Jsaall i

EF.Certificates (1g¥) clall — AY Jgaal)

Mandatory
Tag Content /Optional Format Example
‘5F3A’ Certificate serial number M V(22)B ‘5F3A’ ‘Len’ {Country code || SerialNumber }
‘72’ X.509 certificate M V (900) B ‘72’ ‘Len’ { X.509 Certificate }

Abs il ¥ My dsilaial] lila) s Sl 5 Jprad] Jis 5 daaall Cleliall Gy Lo o pesg priid — 4dia o
o LS dagally Saall Lut) BN eiall <Doc 9303 dadisll g s (e cilgall Al ey e BF3A° bl sale (sind off cuan
Balgdll duduall 8,0 4y (hlgal) Balgl e countryName bl sl jaas (o3 X509 salgill
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bl e g MY oKas A g Jgaall 8 dially ASN.L e ill Gy 8hapal) ULl (e degana lo X509 5algd S (55
.Doc 9303-12 A&fisll 3 53,)s)) 53lgal] S pall Couasll Aislsa & X509 Balgill Al

X.500 Balgdd) A Jha — A¢ Jgaal)

Field Description Example value
Certificate
version Must be version 3 2
serialNumber Unique positive integer 20 bytes max
signature Signature algorithm ecdsa-with-SHA256
issuer
countryName Issuing country name ‘us’
commonName Issuer name (9 characters max.) ‘DHSCA0001’
validity
notBefore Cert. effective date 1312250000002
notAfter Cert. expiration date 2308242359597’
subject
countryName IS country name ‘us’
commonName IS name (9 characters max.) ‘SFO000001’
subjectPublicKeylnfo
Public Key Algorithm ecPublicKey
Subject Public Key IS public key ECC256 Public Key
extensions
AuthorityKeyldentifier
ExtKeyUsage
Signature Algorithm ecdsa-with-SHA256
Signature Issuer’s Signature ECDSA256 signature

&9lsll EF Certificates g,.fjfyfl ‘_.d«.//u_a Cblgdl) Do ST bl muiagill ] Jlo g8 Jgand 38 — 4hadle

ciladl (o cilolgdd) <Dlaw 5e)d (Sar9 .APPEND RECORD %Y phiinl jéul) cdlaw (qubil acasol céloll cuag

¥l 2aell (565 of g lagas o Cbolgdl) Dlaw Cpoai ase cuays .READ RECORD _wY/ 2/a%iul EF.Certificates
Yo il s gukil jaaial Cilal s EF Certificates célal/ 4 clalf

14/6/24
No. 1



LI sogjiall i 5ilSs

70

(c~/4)) EF ExitRecords 9,-[;5’1 cilalf F—1-2o

SRR Sy e g pA EDlan Blally Al eme (i ol ash o G

EF.ExitRecords gifi\ Alall — Ao Jgaall

File Name EF.ExitRecords
File ID ’0102°
Short EF Identifier >02°

Select / FMM Access

PACE+TA (Travel record authorization bit b1 according to
Table 96)

Read Record / Search Record
Access

PACE+TA (Travel record authorization bit b1 according to
Table 96)

Append Record Access

PACE+TA (Travel record authorization bit b2 according to
Table 96)

Write / Update Record Access

NEVER

Erase Record Access

NEVER

File structure Linear structure with records of variable size

Size Variable

Abs pil ¥ Mg cdihiall UL 4 Glas A ol Jpand) 4 sooaal) cile licall S Lo o gusg psiied — dis L

ToAY/ds3 dams JSE — AT Jgaal)
Mandatory
Tag Tag Content /OPTIONAL Format Example
‘SF44° Embarkation/Debarkation State (copy for M F(R)A USA
SEARCH RECORD)
‘73’ Entry / Exit Travel Record (signed info)
‘SF44° Embarkation/Debarkation State M F(3)A USA
‘5SF4C’ Visa approvals, refusals, and revocations 0] V (50) AN,S,U Free-form text
‘SF45° Travel date (Date of entry/exit) M F@)N 20120814
(yyyymmdd)
‘5F4B’ Inspection authority M V (10) AN,S CBP
‘SF46° Inspection location (Port of Entry/Exit) M V (10) AN,S SFO
‘SFAA° Inspector reference M V (20) AN,S SFO00001234
‘5F4D’ Result of inspection (0] V (50) AN,S,U Free-form text
‘5F49° Mode of travel ] F()A A (Air), S
(Sea), L (Land)
‘5F48’ Duration of stay (days) ] V(2)B ‘00FF’ (255 days)
‘SF4E’ | Conditions holder is required to observe while in 0 V(50) A,N,S,U Free-form text
the issuing State
‘SF37 Authenticity token (Signature) M V (140) B ‘SF’ ‘37’ Len
{Signature}

14/6/24
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71 LY dhalSia 5,00 S lapes aglandl JYainY/
Mandatory
Tag Tag Content /OPTIONAL Format Example
‘5F38” | Reference (record number) to LDS2-TS Signer certificate in M F(1)B ‘01’ ...’FE’
Certificates Store

A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [*<’], — ) 4badlJ/
.B = Binary data, F = fixed-length field, V = variable-length field..

b ) Jpi) sie e soseie gios w6 pusdi 4 LDS2TS sdpe cololgd 3585 of iy Cym — ¥ Lia o]
v «EF Certificates dlaf/ 4 51 solgd i)/ o DS L ¢(LDS2-TS as/s c_eiu af 998 (o) jlaal udi e dio zgpsdls
s Ll 8 Gl g Al 0lgil] Dls) g s ¢l 50lgil) e 43 e EF.Certificates ilol/ o il alhi Gy o
ol Cins elials s EF Certificates ila/

3l o S f il alhi e LDS2 duiddl <l LI 5eq phall duig iSIY jéd] Ay siaséi ¥ — 1 dhisSall
.ol el EF.ExitRecords 4:{/}5// ilall 8 il S5 EF.EntryRecords g,_/Jf;// cila 4

.Doc 9303-3 4édsll dy ipnf I (o Ciliall Jo jillfasuiall Asd oy — & dLindlall

b danall il ) Sse oty Jaad) gime i of GhsEl s e canas LB daad) 8 ClL dee (i 055
.Jsaal)

s Jshlly Tag 73 <ll 3 L <DO'73" Ps Al iy (Aasal) (o 3ol BLE) b a5 o o IS ggims of s
LDS2-TS adse dlaulsy adgill

pasadal) Caldll cuas EF Certificates 1581 Calall (8 i) Jas 153 (e 383l A0 DU LDS2-TS adse ilalesd 0385 of g
3 Call 3 Sl Tilsie o al 13) il cDlans gkl

Magae sl aull COla (Cuaat) S ade Gans LAPPEND RECORD ! aladinls (Jo¥) Cilall 8 aud) edla o5
Yoi ol cale JS 8 e el el saall 6 o

(c~/4)) EF EntrytRecords 9,.[;5’1 cilaf £—1-0

Sl (e Jail ae Jsaall s (Blally Al Zhean (i alas ash of i

EF.EntryRecords giﬂ\ alall — AV Jgaall

File Name EF.EntryRecords

File ID ‘otor’

Short EF Identifier ‘01’

Select / FMM Access PACE+TA (Travel record authorization bit b1 according to Table
96)

Read Record / Search Record Access | PACE+TA (Travel record authorization bit b1 according to Table
96)

Append Record Access PACE+TA (Travel record authorization bit b2 according to Table
96)

Write / Update Record Access NEVER

Erase Record Access NEVER
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File structure

Linear structure with records of variable size

Size

Variable

(bag ) Bl CBlams o Yo

alall iy sl cDlaid (g)laay) akall ) i) 5 1l L cabudlill el Gl M5 ol laay) dadaie 5 dlgal jsan
(b

(1D sy N Cale i)

(01 soad ol Cile i ya)

(1E nea sl ile i 320)

(1C o ol il )

MF
(‘sm.u ) L_ALdl)
A i) (AN alal ¥ Calall (Ao Calal) v Gaakal
CardSecurity ATR/INFO DIR CardAccess 8 il
il il slea il e slaa DF

AID ="A0 00 00 02 47 20 02’

Ao il

Certificates

(1A s Il e G yaa)

AV il

ExitRecords

(03 ad A5l il 5 aa)

cpalil edlan Loy — o g

Cilall 5 o s sl s sulal pacadall Cildl) cias EF.VisaRecords (JsY) cilall 8 il cdlas g

Jeaitia Aol cile A clyslill el aBige ilalgd (3455 .[ISO/IEC 7816-4] Ty anall 5ie cO s ol Audad Ay s
cpaall Bpaie EBlaw I3 Audad Ay 4l (sS EF Certificates sa
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lily (s S dihiall ULl duis — uilell gjadl
73 DasadsY dlalio 8410 5 lagy caglpudll JY5iY)

oawiall cilal) — qubill cile 1-f-o
Ciine (e Gubl) Ciee cilliyg © jsaae Ganada Cale aulS Bulall Cijre pladiul cbutlll cllan Gul ) S of
Galall (PIX) ALl (3l (el il 43y [ISO/IEC 7816-5] Wy anlial) s gil A0 sl Ladaial) dumads (31 Jasall il
s palill e s gulay
A0 00 00 0247 Jansall Gukill G 5 o
¢PIX = 20 02° pudlill D laws Gaulad axdieg (f gy o
.A0 00 00 02 47 20 02 <yl e s Baudatl JalS)) madail) Cijaa sSe of comag o
Gkl sl ALKl plal) b ol g (LDS2 Al kst b bl gl ) dgeadl G Jladl) (3 mia o 135
(c~</H)) EF Certificates ,:,-[;5’/ cilalf Y—r-o
Ol @il dudad gy (5S35 panadall Cild) sukaill Ja)s EF.Certificates s cale 8 cilpnalill s afse cales a3

b s OIS0 ) A )15 el sl dn (e (3inl) Alualsal il s3n (al oUs st of g paall 5t
.EF.VisaRecorts 1Y) Calal)

EF.Certificates (1g¥) cilall — AA Jgaal)

File Name EF.Certificates
File ID ‘O11A
Short EF Identifier A

Select / FMM Access

PACE+TA (Visa record authorization bit b3 according to
Table 97)

Read Record / Search Record
Access

PACE+TA (Visa record authorization bit b3 according to
Table 97)

Append Record Access

PACE+TA (Visa record authorization bit b4 according to
Table 97)

Write / Update Record Access

NEVER

Erase Record Access

NEVER

File structure

Linear structure with records of variable size

Size

Variable

O ST gl aaley clalgdll daws A 5LEY) Sy (LDS2-TS aaly aisal X.509 salgall by sale Ao clalgl) Jans (55
.VisaRecords <)yuilill o e

AT Jgaall 2 2aadll sl COlaw Gudan o Clalgdl) Ja 4 datae ol palill gk o Clalgdl) o oy (953
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APPEND ya¥) alaiuly il bl kil aadial) Cilal) st #3010 EF. Certificates 51 calall 3 clalgl) cblan (oS
O s hlgdl) CDlaws sae ol Guasd ase g LREAD RECORD ! alasiuly cilalgl) <Dlas 56l (Sasg .-RECORD
Yor sl eolas Galal acadd) Cilall caat EF Certificates calall 8 clall af) aaall 06

(c~l4)) EF .VisaRecords ,:,-[;5’/ cilalf P—r-o

aaall St COlaw I3 dudad iy (6% (63l EF.VisaRecords ‘QJ}Y\ caldll o sl EDla a8 o e

EF.VisaRecords L_,sz(\ calall — A Jgaall

File Name EF.VisaRecords

File ID ‘0103’

Short EF Identifier ‘03’

Select / FMM Access PACE+TA (Visa record authorization bit b1 according to Table 97)
Read Record / Search Record PACE+TA (Visa record authorization bit b1 according to Table 97)
Access

Append Record Access PACE+TA (Visa record authorization bit b2 according to Table 97)
Write / Update Record Access NEVER

Erase Record Access NEVER

File structure Linear structure with records of variable size

Size Variable

8)La] clily sale 44ly ¢( DO 71”5 DO “5F28°) BER-TLV <lilull 2lga (3 by e hualil) Dl e Jaae IS i o aa
DO «lilull ale (s5ia3g .EF.Certificates alall & LDS2-V éy Balgdl aage Ao (ggind iy Balag (adgill) daall (e (saail)

colal Jeaall 8 dajaall (ULA) GUlall dse (e desane e 71
Abs 2ib Y Mty cdihiell il duis Gl (A oliof Jpaad) (4 saoaal] cileliall (s Lo asang pasind — dis L
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75 Luwa 5Y dlolSia 5yl 9,_9 la ey 9_3}]#:.// Syl
EF.VisaRecords ‘__,Jﬂ\ Alal) J€& — 4« Jeaall
MANDATORY/
OPTIONAL/
Tag Tag Content CONDITIONAL Format Example
‘5F28’ Issuing State or organization (Copy M F(3A NLD
for SEARCH RECORD)
71 Visa Record (signed info)
‘5F28’ Issuing State or organization M FB3)A NLD
‘43 Document Type M F (2) ANN,S VS
‘BF71 Machine Readable Visa of Type A O F (48) AN,S
‘5F72’ Machine Readable Visa of Type B (0] F (44) AN,S VCD<<DENT<<ARTHUR<
PHILIP<<<<<<<<<<<<
‘5F73’ Number of entries O V(1) B ‘01— ‘FF
‘BF74 Duration of stay (days, months, years) O F@3)B ‘010000’ — ‘FFFFFF’
‘5F75’ Passport number (@) F (9) AN,S XI185935F8
‘5F76’ Visa Type/class/category 0] V (4) B
‘5F7T Territory Information 0] V (8) B
‘49’ Place of issuance (Issuing authority) M V (50) A, Sp NEW YORK
‘5F25’ Effective Date (Date of issuance) M F@)N 20120826 (yyyymmdd)
‘5F24’ Expiration Date M F@)N 20130826 (yyyymmdd)
‘BA’ Document number M F (9) ANN,S X185935F8
‘5F32’ Additional information (endorsements: o} V (50) A\N,S,U Free-form text
duration, limitations and fees paid)
‘5B’ Name of holder (full name) M V (50) A, Sp VAN DER STEEN
MARIANNE LOUISE
‘BF33’ Primary Identifier (surname) M V (50) A, Sp VAN DER STEEN
‘5F34 Secondary Identifier (given name) M V (50) A, Sp MARIANNE LOUISE
‘5F35’ Sex M F)AS F, M, or<
‘5F2B’ Date of birth M F(8)N,S 19870814 (yyyymmdd)
‘5F2C’ Nationality M F@3)A NLD
‘5F1F MRZ M V (50) AN,S VAN<DER<STEEN<<
MARIANNE<LOUISE
‘5SF40° Reference to Additional Biometrics EF o} F(@2)B ‘0201’
‘BF37’ Authenticity token (Signature) V (140), B ‘5F” ‘37’ Len
{Signature}
‘5F38’ Reference (record number) to LDS2-V Signer M F@@)B ‘01’ ...’FE’
certificate in Certificates Store
14/6/24
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A = Alpha character [a-z, A-Z], N = Numeric character [0-9], S = Special character [‘<’], — ) 4hadld
.B = Binary data, F = fixed-length field, V = variable-length field, Sp = Space.

.D0C 9303-3 4adsll iy iy LM po cilfall Jrnd) dlps oy — ¥ dlis )/

Gubi e LdgY) Coléladl o cpegi e clodsag Jis 9 DO’SFA0" bl sole (s5inT o cany — 1 dlis o)/
candai IS 1Y) V) sda lilal] 5ole plasind jeas ¥y - asland) JYainY) clly Ao (sying (il dlay/ agland] SYainY) <l
LT Geg piall duig s3SIV jduadl Ay Ao Dasnge LLsY] asland] YY) il
2l gl bl dge alasinl dadl (gsine i of Gaadl ala e gy Tl dadl b bl dse i 0s$
cJsaal)
-Jskally Tag 71 @l & L (DO'71 & dlus & (Aaall o 3oail L) o) adss o lpal da IS (ggims of s
LDS2-TS gisa dlaulsy adill algug
s #8)6)) EF.Certificates L_gjy\ aldl i il Ja adsi e aaall AP LDS2-TS cj}-« clalgd O3 O e
sl E e gulail acadl Caldl)
(C32a3) wad ade g APPEND RECORD LY alaiuls EF.VisaRecords (oY) calaly el dass IS 32l o Gans
Yot I8 EF.VisaRecords calall & cBlaall a1 aaall (36 of s lagae sl il e

(fassia) ALY aglsnll YN Clily Guli Y-
Y5 by eV Gadall ) almay) 5 13 AdlaY) oaglsnd) YY) by Gubi 35 o jlaaY) daaie 5 &)l jean
cob e ) i eclpall das (6 ) ans S A8l agloadl
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il T Dibiall L) Luis — idlel) sjal
%mm)tl‘y dlalSia @j/.)g’_‘i QJ:LCJ ‘f‘}j‘}:l.lj/ JYJtiI

AID = ‘A0 00 00 02 47 20 03"

MF
(st N1 alall)
(AN il A il s calal :uﬂﬂfﬂ‘ il ) ) :gé_m&d\ alal) )
CardSecurity ATR/INFO DIR e 8 i) s (ke
FRI U Al

AID = ‘A0 00 00 02 47 20 02’

(1D s Lsf Cile Gima) [ ] (01 s ol e Gipma) [ ] (1B s JL5f Gille i)

Y il ¥ el i cilah (A Galal
Biometrics64 Biometrics2 Biometrics1 Certificates
'0240° ‘0202 ‘0201 0NMA

ABLLY) ashsd) OV by (Gl Ay — 1 JSa

paaia cild| — Gubil Cile 1 -1-0

Gadatl) e Cilling « pnna parada Cile aul ulail) Cijae pladiuls Ll oaslsall Vo) @illy Gauls i) & of qas
LS (ks Cijeal olsial 43y [ISO/IEC 7816-5] J Uy anlial) am sl 05l dadiial) danads (3 Jaasall Gadiill Cijea (e
ALY aglend) YY) Gl Gubiy palall (PIX)

A0 00 00 0247 Jasall Gakaill Cijaa (5 @
¢PIX = 20 03" &bl oaslsnll YY) lily Gl axdies of cauy o
-AD 00 00 02 47 20 03 ALy agloudl IVl by Gubil Joll) Gabiill Cijen (05$ of amag @

Gkl Laa) ALKl sl i o e (LDS2 sl s & by & ) Jgeagl Ggin Jlaill 03V e o 13

(é,-ab.f/) EF .Certificates 9,-[;5’1 Lladf Y—r-o

Wiy 05855 Gudaill (avadal) Cildll Ja)s EF Certificates sl cila & ddlay) agloud) JY5uY) by adse cililed ¢3a5
A8 )l Laad)l) wdlgill daia (ge gaadll Alalgdd clalgdll oda (aadl ala aadiy of Agiy aaal) Bste C s ol dgdad
.EF.Biometrics L;,v\ ol Lg Jas JS syl
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EF.Certificates gif.l\ calall — 4 Jgaad)

File Name EF.Certificates

File ID ‘011A

Short EF Identifier 1A

Select / FMM Access PACE+TA (Additional Biometrics authorization byte 1 bit b1

(see Table 98)

Read Record/Search Record PACE+TA (Additional Biometrics authorization byte 1 bit b1
access (see Table 98)
Append Record Access PACE+TA (Additional Biometrics authorization byte 1 bit b2

(see Table 98)

Write / Update Record Access NEVER
Erase Record Access NEVER
File structure Linear structure with records of variable size
Size Variable

o ) HLEY) Sy ALyl oaslsnd) OV @bl asls adsdd X509 salgdl) @by sale lo cloledll Jas (g
il oalenll QYY) bl A Cald) (e ST 1 aalgy clalgull

sanall il e Gl b claledl) Jas Gl Alae ALY asland) JY 001 @bl Guls b claledl) Jas & (366
AY Jgaal) 4

Adlay) aslsnll JYauY) Glily Gubil pawmiddl Cildl s #8151 EF Certificates L}Jﬂ'\ caldl 4 clalgdll el (oSS
.READ RECORD ) sladiuls EF.Certificates 151 calall (pe cilalgll Do 5613 Kars -APPEND RECORD ) aladiuly
paradall Cild) cuas EF.Certificates <alall 8 cBladl af) saed) 058 of s - alglll el saa 5l G ate i
Yot dalay) agdsaudl IV clily Gkl

EF.Biometrics ¥/ cilall F—r-o

aiiy Ll 9S8 g gl calile 8 Adla) aglsnll Y] lily Gads caat Ldlaal) aglendl SV @bl 0335 o qaa
.[ISO/EC 7816-4 1 g dalas
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il T Dibiall L) Luis — idlel) sjal
%uu)tl‘y dlalSia @j/.)er‘i [éJ:K:j %ejj‘}:u.// dyqtiI

EF.Biometrics64 | EF.Biometrics (! ) calall — 4 Y Jgaall

File Name

EF.Biometrics1 through EF.Biometrics64

File ID

‘0201’ through ‘0240’

Short EF Identifier

N/A

Select / FMM / Read Access in
Deactivated state

PACE+TA (Additional Biometrics authorization
according to Table 98, bits b2, b4, b6, b8 of byte 2-17)

Write Access in Deactivated state

PACE+TA (AdditionalBiometrics authorization
according to Table 98, bits b2, b4, b6, b8 of byte 2-17)

Activate Access in Deactivated state

PACE+TA (AdditionalBiometrics authorization
according to Table 98, bits b2, b4, b6, b8 of byte 2-17)

Select / FMM / Read Access in
Activated state

PACE+TA (AdditionalBiometrics authorization according
to Table 98, bits b1, b3, b5, b7 of byte 2-17)

Write Access in Activated state NEVER
Activate Access in Activated state NEVER
Erase Access NEVER

File structure

Transparent structure

Size

Variable

N e (g5 Al BER-TLV & DO'TF2E” libll sabe Ao Ldlal) oaslpnll Y u) clilad ol Cile IS (g5 of s
Ll 52les DO’SF37 (msdll) daaall (g (3l )] iy 53l Lealy DO'SF2E ashsadl JY i) iy sabe rlildl lsa (50
& (e 52 LS EF Certificates alall (8 53)lsll 48Lay) oaglonll JY ) clily CEJM salgdl aaye Ao (ggiad Al DO'SF38!

Lolial Jgaall

2\.&4\)4” 534 @LLJ CJtA ta.'.‘j @L.a}” @)&jéﬂ\ JYJL.Q“ U'_ﬂ_ﬂ:u J‘Ml 3.@; GJ! DO’5F2E’salall LSJ:‘M 3_9‘:’,9

lse e dga 1025 o Ay s Aaalsall s3a (Ui (paua EdliaY) aslsad) OVl clilad JoY1 Calall olis) 4401 =505 Yy
ALY aslsall QYSLYT @bl 53 ol e o

dbas il Y il cdihial) ULl Luis (Slas 3 ol Jandl 6 saaaad) le Liall (o Lo o sasg pasiied — dbis Lo

cAdileio pgug panalil
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EF.Biometrics gifl\ calall J€& — ay Jgaall

MANDATORY/
OPTIONAL/
Tag Tag Content CONDITIONAL Format Example
‘TF2E’ Biometric Data Template M 7F “2F’ Len {DO'SF2E
|| DO’5F37’ || DO’5F38’}
‘5F2FE’ Additional Biometric data M V, B SF''2E’ Len
{Biometric data}
‘BF37’ Authenticity token (Signature) M V (140), B ‘5F’ ‘37’ Len {Signature}
'5F38’ Reference (record number) to M FOB 01 .. 40
Additional Biometrics Signer
certificate in Certificates Store

B = Binary data, F = fixed-length field, V = variable-length field. — 44 L

a8 Jasd) 3 bl e asii 0s$

Balad) 3 dlis 2 (Aaal) e @aal BLE) (b alis Ao EdlRY) aglend) QYY) bl o Cale US (ggian o s
ALY aslsall IV Sy adge Aaudsy mdsill Agig . Johally ausll @l & Ly (DO’SF2E’

dhatia O)da & Adlay) oaslondl YY) Glily adg (e el LaPU) Adla) oalsull JY ) bl Cj};\ salgad (3HAag
ALYl oaslaall QYY) lily okl Gaadal) Caldl cass #8)l1 EF. Certificates &;ﬂ\ alall

-UPDATE BINARU ¥ alatinls Z8La) oagload) Y asua) bl ol cale IS i€ o cans

bl A0V clalall s saall 06 o s lasae S ALY aslsndl GV GUly (Guasd) a0 ale G
e Ll aglsnd) YY)

Al aslonl) YY) Gl 1Y) Cilall el Spumill il jaally Cilijeally slandl) gaen 1€ Joanll b 35
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81 DasadsY dlalio 8410 5 lagy caglpudll JY5iY)

EF.Biometrics ‘_,sz(\ calall cildima — 4¢ Jgaall

EF Short EF EF Short EF
EF name identifier identifier EF name identifier identifier
EF.Biometrics1 ‘0201’ N/A EF.Biometrics33 ‘02271’ N/A
EF.Biometrics2 ‘0202’ N/A EF.Biometrics34 ‘0222’ N/A
EF.Biometrics3 ‘0203’ N/A EF.Biometrics35 ‘0223’ N/A
EF.Biometrics4 ‘0204 N/A EF.Biometrics36 ‘0224’ N/A
EF.Biometrics5 ‘0205’ N/A EF.Biometrics37 ‘0225’ N/A
EF.Biometrics6 ‘0206’ N/A EF.Biometrics38 ‘0226’ N/A
EF.Biometrics7 ‘0207 N/A EF.Biometrics39 ‘0227 N/A
EF.Biometrics8 ‘0208’ N/A EF.Biometrics40 ‘0228’ N/A
EF.Biometrics9 ‘0209’ N/A EF.Biometrics41 ‘0229’ N/A
EF.Biometrics10 ‘020A° N/A EF.Biometrics42 ‘022A’ N/A
EF.Biometrics11 ‘020B’ N/A EF.Biometrics43 ‘022B’ N/A
EF.Biometrics12 ‘020C’ N/A EF.Biometrics44 ‘022C’ N/A
EF.Biometrics13 ‘020D’ N/A EF.Biometrics45 ‘022D’ N/A
EF.Biometrics14 ‘020E’ N/A EF.Biometrics46 ‘022FE’ N/A
EF.Biometrics15 ‘020F N/A EF.Biometrics47 ‘022F N/A
EF.Biometrics16 ‘0210’ N/A EF.Biometrics48 ‘0230’ N/A
EF.Biometrics17 ‘0211’ N/A EF.Biometrics49 ‘02371’ N/A
EF.Biometrics18 ‘0212’ N/A EF.Biometrics50 ‘0232’ N/A
EF.Biometrics19 ‘0213’ N/A EF.Biometrics51 ‘0233’ N/A
EF.Biometrics20 ‘0214 N/A EF.Biometrics52 ‘0234 N/A
EF.Biometrics21 ‘0215’ N/A EF.Biometrics53 ‘0235’ N/A
EF.Biometrics22 ‘0216’ N/A EF.Biometrics54 ‘0236’ N/A
EF.Biometrics23 ‘0217 N/A EF.Biometrics55 ‘0237 N/A
EF.Biometrics24 ‘0218’ N/A EF.Biometrics56 ‘0238’ N/A
EF.Biometrics25 ‘0219’ N/A EF.Biometrics57 ‘0239’ N/A
EF.Biometrics26 ‘021A’ N/A EF.Biometrics58 ‘023A’ N/A
EF.Biometrics27 ‘021B’ N/A EF.Biometrics59 ‘023B’ N/A
EF.Biometrics28 ‘021C’ N/A EF.Biometrics60 ‘023C’ N/A
EF.Biometrics29 ‘021D’ N/A EF.Biometrics61 ‘023D’ N/A
EF.Biometrics30 ‘021E’ N/A EF.Biometrics62 ‘023E’ N/A
EF.Biometrics31 ‘021F N/A EF.Biometrics63 ‘023F N/A
EF.Biometrics32 ‘0220’ N/A EF.Biometrics64 ‘0240’ N/A
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(bgsdn) LDS2 il cilila Ao ey} gyl -0
LDS2 cildubsil Lda¥ el Cligicaas Jfgdf 1 —£-0
Aadigll e gaall dga (anll aUad) salgdll alia Hga daay (A Salgdll Calial ad pll #hsar Ao Aol Byl Balgd (sgiad
= (DG$) ¢ bl degana of (DG3) T clild) degana o goLY) Gsas e (gging (bl B Slalgdll e il il
(AT by et ol Lo ClaaY) digllaall LDS2 Ll ol LT 569 jaal) Lig pSIY) joudl) Aadisl copliaal) gaal)
oiale (e Aludis Balglll Calial Gt ) #3503 Jading
:[TR- 03110]: z3saill J<is &adpkll sansll £ 53 2amy (53 dlsall Cilijea aaf
id-roles OBJECT IDENTIFIER ::= {bsi-de applications(3) mrtd(l) 2}
id-IS OBJECT IDENTIFIER ::= {id-roles 1}

Balgdll Calia e dagd se)all ¢ DY) (Gging Sl Yape 90 (Ao (s6iad (tag '53) Anluiin) Slily sale (o
r Sl Joanll g

Balgdd) calal pad il zigal — 40 Jgaal)

Byte 1
Description b8 b7 b6 b5 b4 b3 b2 bl
CVCA 1 1
o |DV (domestic) 1 0
o
@ | DV (foreign) 0o 1
IS 0 0
RFU
A RFU
3
S |RFU
<
?‘3 RFU
@ |DG4 (Iris) 1
DG3 (Finger) 1

o lellaxiny Gjganall Gl Lo LDS2 duidd] ld LI beg jiall duig i<IY/ jiwdl didy Jalati of coay — dbiae
colgadl) cunleal as Al 6 (RFU) (adiesel)

() Gubll paus 7 Sligics ¥—£—0
ey (s JSI aaly alaial) ASIA) Spandl Balgs clalxial 8 LDS2 Glandat (p gudad JS1 Apnally 8algdll Gl (asdlf ag
Anlutind by salag 2ane Guln JSI (tag ©067) g il Sale Bhae 1lly Joale dedy (tag 73%) (oluiiul z3sa0 s Balglll

ctne Gk e aledl) Caalal Tl 5550 ¢ 53Ul Gsia e g5ia (tag 537
sahid) and’ Jalad) Cluas 1DS2 Al <3 W 5y jal) duig sSY) i) Ay 2808, asi csalgdl) cinbial Jladll asd il apantly
(o Ghnal) bl 5lgits ARGl (po (GRal) dga salgdy ¢ sl Ui baledy Lalall salgl) sl b 53l g UY) Geal Ll

Al s sl
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83 LY dhalSia 5,00 S lapes aglandl JYainY/
id-icao-lds2-travelRecords OBJECT IDENTIFIER ::= {id-icao-1ds2 1}
id-icao-lds2-travelRecords—-access OBJECT IDENTIFIER::= {id-icao-1lds2-
travelRecords 3}

) CMaw Gukly daldl) Gasdlill — 4% Jgaall
Byte 1
Description b8 b7 b6 b5 b4 b3 b2 bl
RFU
RFU
2 |RFU
°
2 |RFU
(]
® | Append EF.Certificates 1
(&)
<‘() Read/Search/Select/FMM EF.Certificates 1
Append EF.EntryRecords/ExitRecords 1
Read/Search/Select/FMM EF.EntryRecords/ExitRecords 1
id-icao-lds2-visaRecords OBJECT IDENTIFIER ::= {id-icao-1lds2 2}
id-icao-lds2-visaRecords—-access OBJECT IDENTIFIER = {id-icao-1lds2-
visaRecords 3}
Clpdlll) e Gubi Aaldl) jad)al — 4V Jgaal)
Byte 1
Description b8 b7 b6 b5 b4 b3 b2 bl
RFU
RFU
2 |RFU
ey
2 |RFU
(]
& | Append EF.Certificates 1
(8]
< |Read/Search/Select/FMM EF.Certificates 1
Append EF.VisaRecords 1
Read/Search/Select/FMM EF.VisaRecords 1
b WS LY Bgin g Slilaeg pand ll sale Gliee (585 cAdliaY) o glonll YY) Slily Gadail 4ually
id-icao-lds2?2-additionalBiometricsOBJECT IDENTIFIER ::= {id-icao-1ds2 3}
id-icao-lds2-additionalBiometrics—-access OBJECT IDENTIFIER: := {id-icao-1lds2-
additionalBiometrics 3}
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Z,,:AL.A\J\ @\9&3;\.\3\ JYaiay) clily é;uh'.u Laldll gl — 4A Jgaall
EF Authorizations
Iden-

Description tifier b8 b7 b6 b5 b4 b3 b2 bl
RFU
RFU
RFU

‘:) RFU

% RFU
RFU
Append EF.Certificates ‘011A° 1
Select/FMM/Read/Search EF.Certificates ‘011A 1
Select/FMM/Write/Activate/Read EF.Biometrics1 in Deactivated state ‘0201’ | 1
Select/FMM/Read EF.Biometricsl in Activated state ‘0201’ 1
Select/FMM/Write/Activate/Read EF.Biometrics2 in Deactivated state | ‘0202’ 1

‘;‘) Select/FMM/Read EF.Biometrics2 in Activated state ‘0202 1

% Select/FMM/Write/Activate/Read EF.Biometrics3 in Deactivated state | ‘0203’ 1
Select/FMM/Read EF.Biometrics3 in Activated state ‘0203’ 1
Select/FMM/Write/Activate/Read EF.Biometrics4 in Deactivated state | ‘0204 1
Select/FMM/Read EF.Biometrics4 in Activated state ‘0204 1
Select/FMM/Write/Activate/Read EF.Biometrics61 in Deactivated state ‘023D’ | 1
Select/FMM/Read EF.Biometrics61 in Activated state ‘023D’ 1
Select/FMM/Write/Activate/Read EF.Biometrics62 in Deactivated state ‘023E’ 1

% Select/FMM/Read EF.Biometrics62 in Activated state ‘023F’ 1

% Select/FMM/Write/Activate/Read EF.Biometrics63 in Deactivated state ‘023F 1
Select/FMM/Read EF.Biometrics63 in Activated state ‘023F’ 1
Select/FMM/Write/Activate/Read EF.Biometrics64 in Deactivated state ‘0240’ 1
Select/FMM/Read EF.Biometrics64 in Activated state ‘0240’ 1
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dgal) Cildiea -1
LDS25 LDS1 cilivhi; 4aldll sjgall cildiaa jage V-1
LDS29 LDS1.8 9 LDS1.7 lisdat culdiaa — 49 Jgaal)
Object Identifier Value Comments
id-icao joint-iso-itu-t(2) international- ICAO OID
organizations(23) icao(136)
id-icao-mrtd id-icao 1 eMRTD OID

id-icao-mrtd-security

id-icao-mrtd 1

id-icao-ldsSecurityObject

id-icao-mrtd-security 1

LDS security object

id-icao-mrtd-security-cscaMasterList

id-icao-mrtd-security 2

CSCA master list

id-icao-mrtd-security-cscaMasterListSigningKey

id-icao-mrtd-security 3

id-icao-mrtd-security-documentTypeList

id-icao-mrtd-security 4

document type list

id-icao-mrtd-security-aaProtocolObject

id-icao-mrtd-security 5

Active Authentication protocol

id-icao-mrtd-security-extensions

id-icao-mrtd-security 6

CSCA name change

id-icao-mrtd-security-extensions-nameChange

id-icao-mrtd-security-extensions 1

id-icao-mrtd-security-extensions-
documentTypeList

id-icao-mrtd-security-extensions 2

DS document type

id-icao-mrtd-security-DeviationList

id-icao-mrtd-security 7

Defect List Base OIDs

id-icao-mrtd-security-DeviationListSigningKey

id-icao-mrtd-security 8

id-icao-lds2

id-icao-mrtd-security 9

LDS2 Object Identifiers

id-icao-lds2-travelRecords

id-icao-lds2 1

Travel Records application base
OID

id-icao-lds2-travelRecords-application

id-icao-lds2-travelRecords 1

Travel Records AID

id-icao-lds2-travelRecords-access

id-icao-lds2-travelRecords 3

Authorization certificate extension

id-icao-lds2-visaRecords

id-icao-lds2 2

Visa Records application base OID

id-icao-lds2-visaRecords-application

id-icao-lds2-visaRecords 1

Visa Records AID

id-icao-lds2-visaRecords-access

id-icao-lds2-visaRecords 3

Authorization certificate extension

id-icao-lds2-additionalBiometrics

id-icao-lds2 3

Additional Biometrics base OID

id-icao-lds2-additionalBiometrics-application

id-icao-lds2-additionalBiometrics 1

Additional Biometrics AID

id-icao-lds2-additionalBiometrics-access

id-icao-lds2-additionalBiometrics 3

Authorization certificate extension

id-icao-lds2Signer

id-icao-lds2 8

LDS2 Signers Object Identifiers

id-icao-tsSigner

id-icao-lds2Signer 1

LDS2 Travel Stamp Signer
certificate

id-icao-vSigner

id-icao-lds2Signer 2

LDS2 Visa Signer certificate

id-icao-bSigner

id-icao-lds2Signer 3

LDS2 Biometrics Signer certificate

id-icao-spoc

id-icao-mrtd-security 10

SPOC Object Identifiers

id-icao-spocClient

id-icao-spoc 1

Client

id-icao-spocServer

id-icao-spoc 2

Server
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ASN.1 jeasill Cilialge —V

id-icao OBJECT IDENTIFIER ::= {joint-iso-itu-t(2) international-organizations (23)
icao(136) }

id-icao-mrtd OBJECT IDENTIFIER ::= {id-icao 1}

id-icao-mrtd-security OBJECT IDENTIFIER ::= {id-icao-mrtd 1}

id-icao-1ldsSecurityObject OBJECT IDENTIFIER ::= {id-icao-mrtd-security 1}
id-icao-mrtd-security-cscaMasterList OBJECT IDENTIFIER ::= {id-icao-mrtd-security 2}
id-icao-mrtd-security-cscaMasterListSigningKey OBJECT IDENTIFIER ::= {id-icao-mrtd-
security 3}

id-icao-mrtd-security-documentTypelist OBJECT IDENTIFIER ::= {id-icao-mrtd-security
4}

id-icao-mrtd-security-aaProtocolObject OBJECT IDENTIFIER ::= {id-icao-mrtd-security
5}

id-icao-mrtd-security-extensions OBJECT IDENTIFIER ::= {id-icao-mrtd-security 6}
id-icao-mrtd-security-extensions—-nameChange OBJECT IDENTIFIER ::= {id-icao-mrtd-
security-extensions 1}

id-icao-mrtd-security-extensions-documentTypelList OBJECT IDENTIFIER ::= {id-icao-mrtd-
security-extensions 2}

id-icao-mrtd-security-DeviationList OBJECT IDENTIFIER ::= {id-icao-mrtd-security 7}
id-icao-mrtd-security-DeviationListSigningKey OBJECT IDENTIFIER ::= {id-icao-mrtd-

security 8}

id-icao-1ds2 OBJECT IDENTIFIER ::= {id-icao-mrtd-security 9}

LDS2 Travel Records application Object Identifiers

id-icao-1lds2-travelRecords OBJECT IDENTIFIER ::= {id-icao-1ds2 1}
id-icao-lds2-travelRecords-application OBJECT IDENTIFIER = {id-icao-1ds2-
travelRecords 1}

id-icao-lds2-travelRecords-access OBJECT IDENTIFIER ::= {id-icao-1lds2-travelRecords
3}

LDS2 Visa Records application Object Identifiers

id-icao-lds2-visaRecords OBJECT IDENTIFIER ::= {id-icao-1ds2 2}
id-icao-lds2-visaRecords-application OBJECT IDENTIFIER ::= {id-icao-1lds2-visaRecords
1}

id-icao-lds2-visaRecords—-access OBJECT IDENTIFIER ::= {id-icao-lds2-visaRecords 3}

LDS2 Additional Biometrics application Object Identifiers

id-icao-lds2-additionalBiometrics OBJECT IDENTIFIER ::= {id-icao-1lds2 3}
id-icao-lds2-additionalBiometrics-application OBJECT IDENTIFIER ::= {id-icao-1ds2-
additionalBiometrics 1}

id-icao-lds2-additionalBiometrics-access OBJECT IDENTIFIER = {id-icao-1ds2-

additionalBiometrics 3}

id-icao-1ds2Signer OBJECT IDENTIFIER ::= {id-icao-1ds2 8}
id-icao-tsSigner OBJECT IDENTIFIER ::= {id-icao-1lds2Signer 1}
id-icao-vSigner OBJECT IDENTIFIER ::= {id-icao-1lds2Signer 2}
id-icao-bSigner OBJECT IDENTIFIER ::= {id-icao-1lds2Signer 3}
id-icao-spoc OBJECT IDENTIFIER ::= {id-icao-mrtd-security 10}
id-icao-spocClient OBJECT IDENTIFIER ::= {id-icao-spoc 1}
id-icao-spocServer OBJECT IDENTIFIER ::= {id-icao-spoc 2}
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ISO/IEC 14443-1

ISO/IEC 14443-2

ISO/IEC 14443-3

ISO/IEC 14443-4

ISO/IEC 10373-6

ISO/IEC 18745-2

ISO/IEC 7816-2

ISO/IEC 7816-4

ISO/IEC 7816-5

ISO/IEC 7816-6

ISO/IEC 7816-11

ISO/IEC 8825-1

ISO/IEC 19794-4

ISO/IEC 19794-5

ISO/IEC 19794-6

ISO/IEC 10646
RFC 3369

ISO/IEC 10918-1
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ISO/IEC 14443-1:2016, Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 1: Physical characteristics

ISO/IEC 14443-2:2016, Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 2: Radio frequency power and signal interface

ISO/IEC 14443-3:2016, Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 3: Initialization and Anticollision

ISO/IEC 14443-4:2016, Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 4: Transmission protocol

ISO/IEC 10373-6:2016, Identification cards — Test methods — Part 6: Proximity cards
ISO/IEC 18745-2:2016 Information technology — Test methods for machine readable travel
documents (MRTD) and associated devices — Part 2: Test methods for the contactless

interface

ISO/IEC  7816-2:2007, Identification cards — Integrated circuit cards —
Part 2: Cards with contacts — Dimensions and location of the contacts

ISO/IEC  7816-4:2013, Identification cards — |Integrated circuit cards —
Part 4: Organization, security and commands for interchange

ISO/IEC  7816-5:2004, Identification cards — Integrated circuit cards —
Part 5: Registration of application providers

ISO/IEC  7816-6:2016, Identification cards — Integrated circuit cards —
Part 6: Interindustry data elements for interchange (Defect report included)

ISO/IEC  7816-11:2017, |Identification cards — Integrated circuit cards —
Part 11: Personal verification through biometric methods

ISO/IEC 8825-1:2008, Information technology — ASN.1 encoding rules: Specification of
Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding
Rules (DER)

ISO/IEC 19794-4:2005, Information technology — Biometric data interchange formats —
Part 4: Finger image data

ISO/IEC 19794-5:2005, Information technology — Biometric data interchange formats —

Part 5: Face image data

ISO/IEC 19794-6:2011, Information technology — Biometric data interchange formats —
Part 6: IRIS image data

ISO/IEC 10646:2012, Information technology — Universal Coded Character Set (UCS)
Cryptographic Message Syntax 2002

ISO/IEC 10918-1:1994, Information technology — Digital compression and coding of
continuous-tone still images: Requirements and guidelines
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ISO/IEC 15444 ISO/IEC 15444-n, JPEG 2000 image coding system

ISO/IEC 19785 ISO/IEC 19785-n, Information technology — Common Biometric Exchange Formats
Framework

ISO/IEC 19795-6 ISO/IEC 19795-6:2012, Information technology — Biometric performance testing and

reporting — Part 6: Testing methodologies for operational evaluation

ISO/IEC 39794-4 ISO/IEC 39794-4:2019, Information technology — Extensible biometric data interchange
formats — Part 4: Finger image data

ISO/IEC 39794-5 ISO/IEC 39794-5:2019, Information technology — Extensible biometric data interchange
formats — Part 5: Face image data

ISO/IEC 39794-6 ISO/IEC 39794-6:2021, Information technology — Extensible biometric data interchange
formats — Part 6: Iris image data
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(Aas8) LDS V1.7 4ial) VO laay) (EF.SOD) Aisishl Aiad) 5alal
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Basgall el laaly dglaid) Gl 4 e Slasles LDS VL7 4l VO jlaa) (EF.SOD) Aafsll 4ieY) sald) cpaams Y
.UNICODE

LDSSecurityObject ::= SEQUENCE ({

version LDSSecurityObjectVersion,

hashAlgorithm DigestAlgorithmIdentifier,
dataGroupHashValues SEQUENCE SIZE (2..ub-DataGroups) OF
DataGroupHash}

SOp VO 4dfigh Jal (e dadgal) cililadl V-2
5 slpal) paen 735 of ians |[RFC 3369] (8 2asall sail) e (SignedData dsdsal) ililadl (pa g5 Aadsll AuiaY) 50l 3
Lelaly b adlll Aol e Laliall (DER) Sjae jaeg 5206 <& e
m = MANDATORY — the field SHALL be present— ! 4La>lo//
x = do not use — the field SHOULD NOT be populated. — ¥ 44 >la)/

0 = optional — the field MAY be present,. — 1 4 o)/

¢ = choice — the field content is a choice from alternatives.— ¢ <La>lal/
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SOp VO ddgigl Jal (e dadgal) cilibnd) ggi — V=3 Jgaall

Value Comments
SignedData
Version m Value = v3
digestAlgorithms m
encapContentinfo m
eContentType m id-icao-mrtd-security-ldsSecurityObject
eContent m The encoded contents of an ldsSecurityObject.
Certificates 0 States may choose to include the Document Signer Certificate (Cps) which can be

used to verify the signature in the signerinfos field.

Crls X It is recommended that States do not use this field.
signerinfos m It is recommended that States provide only 1 signerInfo within this field.
Signerinfo m
Version m The value of this field is dictated by the sid field. See RFC3369 Doc 9303-12 for
rules regarding this field.
Sid m
issuerandSerialNumber c It is recommended that States support this field over subjectKeyldentifier.
subjectKeyldentifier c
digestAlgorithm m The algorithm identifier of the algorithm used to produce the hash value over
encapsulatedContent and SignedAttrs.
signedAttrs m Producing States may wish to include additional attributes for inclusion in the
signature, however these do not have to be processed by receiving States except to
verify the signature value.
signatureAlgorithm m | The algorithm identifier of the algorithm used to produce the signature value and any
associated parameters.
Signature m The result of the signature generation process.
unsignedAttrs 0 Producing States may wish to use this field, but it is not recommended and receiving

States may choose to ignore them.

SOb VO 4dgisll Auiay) salall dughaiall clilud) 450 ASNL Jsasill Chag Y—2

LDSSecurityObjectV0 {joint-iso-itu-t (2) international (23) icao (136) mrtd (1)
security(l) ldsSecurityObject (1)}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

IMPORTS

-- Imports from RFC 3280 [PROFILE],

AlgorithmIdentifier FROM

PKIX1Explicit88 { iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechanisms (5) pkix (7)

id-mod (0) id-pkixl-explicit(18) };

-- Constants

ub-DataGroups INTEGER ::= 16
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-- Object Identifiers

id-icao OBJECT IDENTIFIER::={joint-iso-itu-t(2) international (23) icao(136)}
id-icao-mrtd OBJECT IDENTIFIER ::= {id-icao 1}

id-icao-mrtd-security OBJECT IDENTIFIER ::= {id-icao-mrtd 1}
id-icao-mrtd-security-ldsSecurityObject OBJECT IDENTIFIER ::= {id-icao-mrtd-
security 1}

-- LDS Security Object

LDSSecurityObjectVersion ::= INTEGER {vO0(0)}
DigestAlgorithmIdentifier ::= AlgorithmIdentifier
ILDSSecurityObject ::= SEQUENCE ({

version LDSSecurityObjectVersion,

hashAlgorithm DigestAlgorithmIdentifier,
dataGroupHashValues SEQUENCE SIZE (2..ub-DataGroups) OF
DataGroupHash }

DataGroupHash ::= SEQUENCE ({
dataGroupNumber DataGroupNumber,
dataGroupHashValue OCTET STRING }

DataGroupNumber ::= INTEGER {
dataGroupl
dataGroup2
dataGroup3
dataGroup4
dataGroupb
dataGroupb6
dataGroup7
dataGroup8
dataGroup9
dataGrouplO
dataGroupll
dataGroupl?2
dataGroupl3
dataGroupl4
dataGroupl5
dataGroupl6

END

[ | Y Ty
AU WNRFOWO-J0 U WN -
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EFDIR (1E)

EF.CardAccess (1C)
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Len

5F 44 | 03 | “USA”
73 | Len
5F 44 | 03 | “USA”
5F 45 | 08 |“20120925

20120925

5F 46 | 03 [“CBP”
“20120925”
5F 37 | Len| Signature :
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Veogall () Gl
(Asade) sl Ja o))l Jlia

Jedall CBlaw s BalaiuN FMM a1 V¢

CLA INS P1 P2 Lc Data Le
‘80° ‘5E° ‘01’ ‘04’ ‘04 ‘561020101 ‘00

CLA:  Proprietary class/ no secure messaging

INS:FMM

P1: ‘01’ — EF identifier in command data field

P2: ‘04> — Return existing number of records in a record EF
Lc: ‘04°

Data:  DO’51’ containing Entry Records EF identifier ‘0101°
Le: ‘00’ (Short Le)

.‘_;jy‘\ calall ‘_ﬁ Ol aae Jias (;‘J\ FILE AND MEMORY MANAGEMENT 4&disll sala :dalanu)

Data SW1-SW2
‘8301 FD’ ‘7TF78 03’ ‘90 00

«(P1) Sl READ RECORD La¥! (& dalasind (Kay (3l 5ua¥) o) o) e Glaia) bl 8 adil sala (g5ias

Yoy sa claudl axe of FD’ Llaial) Jiady ccaldll 138 & SOl dgag pde 007 aY) dad) aBy e JEal i e
(Yof sa el ad) anall)

Balaical) Aail@l o aY) jiud) Jauw 5alaiu¥ READ RECORD ) Y-z

FMM e ddaslss aleial) Jad) 285 oozl asly dae salein JB a0 sadsnd (Ko

CLA INS P1 P2 Le
‘00’ ‘B2’ ‘FD’ ‘04’ ‘00 00 00’
CLA: Interindustry class / no secure messaging
INS:READ RECORD(S)
P1: Record number from the previous command’s response
P2: Record number in P1 / read record P1
Le: ‘00 00 00’ (Extended Le), read entire record

App H-1
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.(‘FD’) YoY g cllaull aae dolanuwy)

Data SW1-SwW2
‘6F44’ ‘Len’ <Data> || ‘73 ‘Len’ <Data> || ‘5F37’ ‘Len’ <Data> || ‘56F38” ‘Len’ <Data> ‘90 00°

Balaticuall Aailill (ya ¢upaY) Jiad) Aa Baliu¥ READ RECORD &) Y—¢

Bang Jali 4 CDlaws Bac Belf agad MM ) dlauslsy Salatisal) Al o (ST ) cplans 52l G ) aladind oK
sl Joball Cilaglan o anly el dlandsy Lgialaind ey Al ) sae aaat (Kag el Gpat 8 galaill JsS539 0 iy
andl dad afY) aaalls EFATR/INFO sV caldl

CLA INS P1 P2 Le
‘00° ‘B2’ ‘FC ‘05’ ‘00 00 00’

CLA: Interindustry class / no secure messaging
INS:READ RECORD(S)

P1: Decremented Record number from the FMM response (253 - 1 =252 = ‘FC’)
P2: Record number in P1/ read all records from P1 up to the last record
Le: ‘00 00 00’ (Extended Le), read entire record

(‘FD) YOV 5 (‘FC?) YoY (pya¥ (sl salatind caad s dlaia)

Data SW1-SW2

‘SF44’ ‘Len’ <Data> || ‘73’ ‘Len’ <Data> || ‘5F37” ‘Len’ <Data> || ‘5SF38” ‘Len’ <Data> || ‘90 00’
‘SF44’ ‘Len’ <Data> || ‘73’ ‘Len’ <Data> || ‘5SF37” ‘Len’ <Data> || ‘5F38” ‘Len’ <Data>




(Aadle ) Agal) Cuny cilaad) (il Jla

Ve gall (&) G

Suadall Aga cuny i) (CSa) Jaw & Ealll SERCH RECORD 1 Y=k
CLA INS P1 | P2 Lc Data Le
‘TF 76’ ‘Len’
‘510107
‘Al OB’
‘80 01 0O’
‘BO 06’
00 | A2 oo | B8 | Vv ‘A’
00 00 8 ar 02 01 03 00
‘02 01 03
‘A3 07’
‘B1 05’
‘81 03’ XX XX XX
CLA: Interindustry class / no secure messaging

INS:SEARCH RECORD(S)

record number = ‘00’

Search through multiple EFs
length of command data field
DO’7F76’ - Record handling DO

DO’51’ - File reference DO (EF.EntryRecords short identifier ‘01°)

P1:
P2:
Lc:
Data:

Le:

DO’AT

DO’80’ - Search configuration parameter: ‘00’ (search all records)

- Search configuration template

DO’BO’ - Search window template

DO’A3’

DO’02’ - Offset: ‘03’
DO’02’ - Number of bytes: ‘03’
- Search string template

DO’B1’ - Search string DO

DO’81’ - Search string (country code): XX XX XX

‘00’ (Short Le)

Response: DO’'7F76’ — Record handling DO

DO’51’ - EF.EntryRecords short identifier ‘01’

One or more DO’02’ containing matching record numbers

App I-1
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App 1-2

‘02 01 04’

Data SW1-SW2
7F 76’ ‘Len ‘90 00’
‘610101
‘020103




Vel () G
(Adie)) sl Balgds Jam 4L Jla

ledeatl Balgil) by cuns AdgY) cililal) cislgd e Gyl SERCH RECORD Yl V=6

At e EF Certificates Js¥) Calall 8 535mpe Dosthaall Lokl H8Y) ao LDS2-TS adse 5algd culS 13 Laa IS Goay

Balgdl) e Gl Jull )

CLA INS | P1 P2 Lc

Data Le
‘TF 76’ ‘Len’
‘51 01 1A’
‘Al OB’
‘80 01 30’
‘00’ ‘A2’ | ‘00 ‘F8 Var BO0& ‘00’
‘0201 03

‘02 01’ {Search string size}
‘A3’ ‘Len’

‘B1’ ‘Len’

‘81’ ‘Len’ XX XX .. XX XX

CLA: Interindustry class/ no secure messaging INS: SEARCH RECORD(S)
P1: record number = ‘00’
P2: Search through multiple EFs
Lc: length of command data field

Data: DO’7F76’ - Record handling DO
DO’51’ - File reference DO (EF.Certificates short identifier ‘“1A”)
DO’A1’ - Search configuration template

DO’80’ - Search configuration parameter: ‘30’ (stop if record found)
DO’BO’ - Search window template
DO’02’ - Offset: ‘03’

DO’02’ - Number of bytes: Search string size
DO’A3’ - Search string template

DO’B1’ - Search string DO
DO’81’ - Search concatenation of country code and certificate

App J-1
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serial number: Xx XX .. XX XX
Le: ‘00’ (Short Le)

Response: DO’7F76’ - Record handling DO
DO’51’ - EF.Certificates short identifier ‘1A’
DO’02’ - contains matching record number

Data SW1-SW2
‘TF 76 06’ ‘90 00’
‘51 01 1A’
‘02 0101

sl julee ge Jaas f Gl ol 13) 262,82 aiill ey

SW1-SW2
‘62 82°
(017) Swinsall Jadl o8 (gl Jo aadion of Giadl) alail (Say cund) sulas ae EF.Certificate <Blas s @il 13
_nlae e EF.Certificate < o (0 Jau L_gi Gl ol 1)y L Aaaaia algdll cal€ 1) Las (38s3ll READ RECORD A &
iS5 Y—(g auil) & APPEND RECORD Y\ aladinls EF Certificates (Jo¥) calal) b salgall (i) alas (oS«

Y= puill 3 APPEND RECORD aY) alaiuly Jsaall o Tyl

Balgdd) L,USt APPEND RECORD ¥ Y—(5

:5algdl) L0 G 5eY) aladiud (Sars [EF Certificates Js¥) Cilal) & LDS2-TS alge 8ol (hidil) allas iy

CLA | INS | P1 P2 Lc Data Le

‘BF3A’ ‘Len’ {certificate serial number} ||

‘00’ ‘E2° | ‘00’ | ‘DO’ | ‘00’ XX XX
‘72’ ‘Len’ {X.509 certificate}”

Absent

CLA: Interindustry class / no secure messaging
INS:APPEND RECORD

P1: ‘00’ (any other value is invalid)
P2: short EF identifier (= ‘1A%)
Lc: Record length (Extended Lc)

Data: Record data
Wa ol zlas Hay rilana)

SW1-SW2
‘90 00°
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il Jaws 4,1SI APPEND RECORD ) ¥—(6

1Al ¥ aladiuly EF.EntryREcords Q,Jjﬁ\ alall 8 45S5 1L DS2-TS cj}A Balgd ) 5] aladialy jew Jaw (il aUas ¢ i

CLA |INS | P1 P2 Lc Data Le
‘00’ ‘E2” | ‘00’ | ‘08 ‘00" XX XX | 'BF44’ ‘Len’ {destination state} || ‘73 ‘Len’ {Entry travel Absent
record} || ‘5F37’ ‘Len’ {Signature} || ‘5F38’ ‘Len’
{Cert Ref}
CLA: Interindustry class / no secure messaging
INS:APPEND RECORD
P1: ‘00’ (any other value is invalid)
P2: short EF identifier (= ‘01°)
Lc: Record length (Extended Lc)
Data: Record dat

s i ~las ey sdilaauy)

SW1-SW2

‘90 00’

— — —
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