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These arrangements are made in full compliance with the Carbon Trading (General) Regulations 
(2025) (“Regulations”) which provide the primary legal basis for the Zimbabwe Carbon Markets 
Authority Program.  

 

7.
2 

Will the Programme Registry ensure that a CORSIA participant’s request for a 
registry account will not be denied solely on the basis of the country in which the 
requestor is headquartered or based? 

X YES 

Describe how the Registry does or will implement this provision: 

The ZCR is implemented in accordance with the Carbon Trading (General) Regulations (2025), as 
a statutorily regulated public service. Section 8 clearly states the grounds on which account 
registration may be rejected on technical grounds and explicitly places no restrictions on the country 
in which the requestor is based. A copy of the applicable Regulations is available here: 
https://zicma.org.zw/resources/SI48-of-2025-Carbon-Trading-General-Regulations-2025ORD.pdf 

 
 



 

 
 

In the field below, provide link(s) to any web-based evidence of existing registry functionalities 
and/or of documents demonstrating business practices and procedures for the Programme 
Registry’s implementation of these provisions. Alternatively, or in addition, confirm that such 
evidence is included as an attachment to this Emissions Unit Programme Registry Attestation. 

Evidence has been included as an attachment to this Emissions Unit Programme Registry 
Attestation.   

 

7.3 Will the Programme Registry (in the case of applicants to be assessed to determine 
their eligibility)/Does the Programme Registry (when the Programme is determined 

X YES 



to be eligible by a decision of the ICAO Council) identify / label its CORSIA eligible 
emissions units as defined in the ICAO Document “CORSIA Eligible Emissions 
Units”? 

Describe how the Registry  does or will implements this provision: 

The ZCR can label its CORSIA eligible units with the application of an eligibility label. This label 
can clearly identify the CORSIA phase(s) for which any individual units are eligible based on the 
ICAO Council’s decision.  

 

 
 



 
 

 

 

In the field below, provide link(s) to any web-based evidence of existing registry functionalities 
and/or of documents demonstrating business practices and procedures for the Programme 
Registry’s implementation of these provisions. Alternatively, or in addition, confirm that such 
evidence is included as an attachment to this Emissions Unit Programme Registry Attestation. 

Please see the following CORSIA guidance document published by ZiCMA and attached as a 
supplement to this application available here: https://zicma.org.zw/resources/Zimbabwe-CORSIA-
Guidance.pdf 

 

7.
4 

Will the Programme Registry, upon request of the CORSIA participant account 
holder or participant’s designee, designate the participant’s cancellation of emissions 
units for the purpose of reconciling offsetting requirements under the CORSIA, 
including by compliance cycle? 

X YES 

Describe how the Registry does or will implement these provisions: 

Any registered owner of a labelled Eligible Emissions Units may designate retirements as for the 
purpose of reconciling offsetting requirements under the CORSIA, including by compliance cycle.  

This will be reflected on the applicable credit record on the ZCR credit registry available here: 

This will further be clearly evidenced on the Certificate of Retirement issued through the ZCR. 
Credits not eligible for a compliance cycle cannot be retired under CORSIA.  

 



 
 

In the field below, provide link(s) to any web-based evidence of existing registry functionalities 
and/or of documents demonstrating business practices and procedures for the Programme 
Registry’s implementation of these provisions. Alternatively, or in addition, confirm that such 
evidence is included as an attachment to this Emissions Unit Programme Registry Attestation. 

Evidence has been provided as an attachment to this Emissions Unit Programme Registry 
Attestation.  

 

7.
5 

a. Will the Programme Registry, within 1 – 3 business days of receipt of formal 
instruction from a duly authorized representative of the owner of an account capable 
of holding and cancelling CORSIA Eligible Emission Units within the registry, and 
barring system downtime that is scheduled in advance or beyond the control of the 
registry administrator, make visible on the Programme Registry’s public website the 
account owner’s cancellations of CORSIA Eligible Emission Units as instructed.  

X YES 

b. Will such cancellation information (row a) include all fields that are specified for 
this purpose in Annex 16, Volume IV, and ETM, Volume IV? X YES 

Describe how the Registry does or will implement these provisions: 

All changes in credit status including retirement of any unit towards CORSIA is reflected on the 
applicable ZCR records electronically and in real time. This is published and made publicly 
available automatically, and does not require an additional request from the unit owner.  



 
 

 
 

In the field below, provide link(s) to any web-based evidence of existing registry functionalities 
and/or of documents demonstrating business practices and procedures for the Programme 



Registry’s implementation of these provisions. Alternatively, or in addition, confirm that such 
evidence is included as an attachment to this Emissions Unit Programme Registry Attestation. 

Evidence has been provided as an attachment to this Emissions Unit Programme Registry 
Attestation. 

 

7.6 

Will the Programme Registry, upon request of the CORSIA participant account holder 
or participant’s designee, generate report(s) containing the information specified for this 
purpose in Annex 16, Volume IV, and ETM, Volume IV? 

X YES 

Describe how the Registry does or will implement this provision: 

A retirement report containing the information specified for this purpose in Annex 16, Volume IV 
and, ETM, Volume IV is automatically generated, published and made publicly available by the 
ZCR upon the approval of the request.  

In the field below, provide link(s) to any web-based evidence of existing registry functionalities 
and/or of documents demonstrating business practices and procedures for the Programme 
Registry’s implementation of these provisions. Alternatively, or in addition, confirm that such 
evidence is included as an attachment to this Emissions Unit Programme Registry Attestation. 

Evidence has been provided as an attachment to this Emissions Unit Programme Registry 
Attestation. 

 

7.7 

a. Does the Programme Registry maintain robust security practices that ensure the 
integrity of, and authenticated and secure access to, the registry data of CORSIA 
participant account holders or participants’ designees, and transaction events carried out 
by a user? 

X YES 

b. Does the Programme Registry disclose documentation of such practices (row a) upon 
request? X YES 

c. Does the Programme Registry utilize appropriate method(s) to authenticate the 
identity of each user accessing an account? X YES 

d. Does the Programme Registry grant each user access only to the information and 
functions that a user is entitled to? X YES 

e. Does the Programme Registry utilize appropriate method(s) to ensure that each event 
initiated by a user (i.e. transfer of units between accounts; cancellation/retirement of a 
unit, update of data, etc.) is an intentional transaction event confirmed by the user? 

X YES 

f. Do such security features (rows a – e) meet and undergo periodic updates in 
accordance with industry best practice? X YES 

Describe how the Registry implements each provision in rows a – f: 

a) The Zimbabwe Carbon Registry maintains a layered set of technical, procedural, and administrative 
security controls designed to protect the integrity of registry data, ensure authenticated and secure access, 
and safeguard all transaction events carried out by users. 
Sensitive data within the registry platform is protected through recognised encryption controls, including 
encryption at rest and in transit. User passwords are stored in encrypted form, and secure session-token 



controls are used to manage authenticated access. Sessions are automatically terminated after 60 minutes of 
inactivity in order to reduce the risk of unauthorised access through inactive user sessions. 
 
Access to registry data and platform functionality is governed through a strict role-based access control 
framework. Users are segmented by role, including Administrators, Auditors, Buyers, and Project 
Developers, with each role having access only to its own dedicated area of the platform and the 
corresponding information and functionalities relevant to that role. Administrative access is further 
segmented across different privilege levels, and access to super-admin functionality is restricted to only two 
authorised individuals. This reflects a least-privilege model under which users and administrators are granted 
only those permissions necessary for their defined responsibilities. 
 
The registry also applies procedural controls to sensitive activities. All onboarding requests and issuance 
requests are subject to manual administrative review and approval following review of the relevant 
supporting documentation. In addition, certain high-impact actions, including the issuance of new credits 
and transfers to an external registry, require approval by authorised ZICMA administrators before 
completion. Privileged actions are therefore tightly controlled and are not left to unrestricted automated 
execution. 
 
The integrity of registry records is further reinforced through the use of blockchain and cryptographic 
controls. Critical records, events, and document references are anchored to blockchain infrastructure to 
provide a tamper-evident integrity layer and an independently verifiable evidentiary trail. Documents stored 
on the platform are assigned unique cryptographic hashes, enabling detection of any alteration. This 
architecture reduces reliance on trust in any single database, application instance, or administrator and 
supports the integrity of historical registry records over time. 
Each carbon credit is also maintained within a traceable lifecycle framework. This includes, as applicable, 
issuance, assignment to an account, transfer activity, status updates, retirement or cancellation, links to 
originating registry identifiers, corresponding adjustment status, and associated documentation and 
evidence. Accordingly, security controls support not only platform access, but also the integrity and 
traceability of the underlying carbon units themselves. 
 
The platform has been architected with multiple security and trust layers. Application-layer controls govern 
user authentication, permissions, workflow restrictions, and approval paths. Storage and database layers 
support operational reliability, replication, and recovery. Blockchain and cryptographic validation layers 
provide integrity assurance independent of the primary application database. This separation of layers 
strengthens resilience and supports defence in depth. 
 
The Zimbabwe Carbon Registry is also designed to avoid single points of failure. Data is replicated across 
multiple separated environments, including databases across multiple cloud providers and regions, replicated 
server clusters, S3-based storage, dedicated IPFS servers, and blockchain-linked validation layers. Weekly 
offline backups are additionally maintained to support full disaster recovery. This architecture is intended to 
ensure that data integrity and service continuity do not depend on any single server, environment, region, or 
storage location. 
 
The platform is further protected by infrastructure and network security measures, including DDoS 
mitigation, DNS protection, malicious traffic filtering, and web application firewall protections. Full logging 
is maintained for system actions, administrative actions, and technical support interventions, thereby 
providing a clear audit trail of who performed each action and when. 
Taken together, these controls support the confidentiality, integrity, availability, traceability, and secure 
administration of registry data and transaction activity 

b) The Zimbabwe Carbon Registry maintains documented security procedures, control descriptions, and 
operational practices relating to the security features described in response to paragraph (a), and such 
documentation can be disclosed upon request to ICAO, authorised assessors, competent authorities, or other 
appropriate oversight bodies. 
 



Such documentation may include formal descriptions of the registry’s access control model, authentication 
processes, approval workflows, logging and audit capabilities, infrastructure resilience measures, testing and 
release controls, business continuity and recovery arrangements, and data integrity safeguards, including 
blockchain-anchored and cryptographic verification features. 
 
Where necessary, disclosure would be managed in a manner that balances transparency and assurance with 
prudent protection of sensitive technical details, so that the provision of documentation does not itself create 
avoidable security risk. The registry is therefore able to demonstrate the existence and operation of its 
security practices while applying appropriate confidentiality protections to highly sensitive implementation 
detail. 
 

c) The Zimbabwe Carbon Registry applies multiple controls to authenticate and validate the identity of each 
user accessing an account, both at onboarding and during ongoing access to the platform. 
 
All account holders undergo a detailed KYC process through FBC Bank as part of account onboarding. This 
process occurs seamlessly in the background as part of user registration, with users notified that the 
verification is taking place. Account creation also requires confirmation of email ownership through a 
verification link sent to the user’s registered email address. That verification link expires after 10 minutes, 
thereby reducing the risk of misuse. 
 
Following successful onboarding, users access their accounts through authenticated credential-based login 
supported by session-token controls. Passwords are stored in encrypted form. Multi-factor authentication 
using authenticator applications is supported for all user account types and may be required as an additional 
authentication step for relevant account activity. IP address and access logs are recorded and made visible to 
users, allowing them to verify access activity associated with their accounts and supporting early 
identification of anomalous activity. 
 
As part of the platform architecture, each user is also assigned a dedicated custodial blockchain wallet, which 
is visible in the user’s profile following account creation. The relevant private keys are not stored in the 
platform database, and access to custodial wallet infrastructure is separately controlled. This further 
strengthens user-level attribution and the security architecture surrounding account-linked registry activity. 
 
Accordingly, the registry’s authentication framework combines KYC-based identity verification, email 
verification, credential-based access, optional multi-factor authentication, session controls, account-linked 
wallet attribution, and access logging. 
 

d) The Zimbabwe Carbon Registry grants each user access only to the information and functions that 
correspond to that user’s authorised role and entitlement level. 
 
The platform operates a role-based access control model structured around distinct user categories, including 
Administrators, Auditors, Buyers, and Project Developers. Each of these user groups has its own dedicated 
portal environment, permitted data visibility, and defined functional capabilities. Users are not able to access 
the portal sections, information, or actions reserved for other user groups unless specifically authorised. 
 
Within the administrative environment, access is further segmented across multiple levels of privilege. This 
ensures that even administrative users are granted only the permissions necessary for their operational 
responsibilities. Access to the highest-level super-admin functionality is restricted to only two authorised 
individuals. This segregation of duties reduces the risk of inappropriate concentration of control and supports 
stronger governance over privileged actions. 
 
In addition to system-based access controls, certain sensitive events are protected through process-based 
entitlement controls. Onboarding approvals, issuance requests, and significant actions such as external 
transfers to another registry require review and approval by authorised administrative personnel. This creates 
an additional safeguard beyond user-interface permissions alone. 



 
The combined effect of role segregation, least-privilege allocation, restricted administrative privileges, and 
approval-based controls ensures that each user is able to access only the information and functions to which 
they are entitled. 
 

e) The Zimbabwe Carbon Registry applies specific measures to ensure that events initiated by users are 
intentional and expressly confirmed before completion. 
 
For credit transactions, the platform presents two separate confirmation screens before the transaction is 
finalised. The first requires the user to confirm that they wish to proceed with the action. The second presents 
a summary of the transaction, including the relevant transaction details and the fee expected to be paid, 
thereby giving the user a further opportunity to review and confirm the intended action before submission. 
 
Where multi-factor authentication has been enabled for the relevant account, the user must also enter a valid 
MFA token at this stage. This provides an additional confirmation layer and helps reduce the risk of 
unauthorised or unintended transaction execution. 
 
For significant actions, including the issuance of new credits and transfers to a new registry, the transaction 
is subject to further review and approval by authorised ZICMA administrators before completion. This 
provides an additional procedural safeguard for higher-impact events. 
 
In addition, the platform maintains audit and attribution controls that support non-repudiation. User actions, 
confirmations, approvals, and administrative interventions are logged with sufficient detail to support audit, 
review, and investigation. As a result, material actions are attributable to a specific authenticated user or 
authorised operator, together with the relevant approval and system history associated with that event. 
 
These controls, taken together, ensure that user-initiated events are not executed automatically or 
inadvertently, but instead require deliberate user confirmation, visibility of transaction details, and, where 
applicable, additional authentication and administrative review. 
 

f) The security features described in paragraphs (a) to (e) are subject to ongoing maintenance, testing, review, 
and periodic updating in accordance with industry best practice. 
 
The Zimbabwe Carbon Registry undertakes complete audits every six months and smaller system tests on a 
quarterly basis. In addition, the platform maintains full end-to-end automated testing to validate that core 
processes continue to function as intended. All new changes and functionalities must pass relevant unit tests 
before they are eligible for release. 
 
The registry also operates dedicated testing environments in which quality assurance processes are carried 
out prior to the deployment of changes to the live production platform. Production changes are therefore not 
introduced directly without prior development, testing, and validation in non-production environments. This 
controlled change-management process supports reliability, stability, and security in live operation. 
 
Dependencies and software components are patched and updated in line with best practice, and 
administrative password expiry is enforced periodically. Session management controls, including inactivity 
timeouts, are also maintained on an ongoing basis. Comprehensive logging of administrative and technical 
actions supports monitoring, investigation, internal review, and continuous improvement. 
The registry further maintains resilience, business continuity, and disaster recovery measures designed to 
preserve registry records and support restoration of critical services in the event of infrastructure failure, 
cyber incident, or other operational disruption. These include replication across multiple cloud environments 
and regions, clustered infrastructure redundancy, distributed storage arrangements, blockchain-linked 
validation, and weekly offline backups for full disaster recovery. 
 



Combined with periodic audits, testing, controlled release processes, patch management, access reviews, and 
resilience arrangements, these measures ensure that the registry’s security controls remain current and 
continue to evolve in line with operational requirements and recognised industry best practice. 
 
In the field below, provide link(s) to any web-based evidence of existing registry functionalities 
and/or of documents demonstrating business practices and procedures for the Programme 
Registry’s implementation of these provisions. Alternatively, or in addition, confirm that such 
evidence is included as an attachment to this Emissions Unit Programme Registry Attestation. 

The ZiCMA Security and Access Control Policy has been attached in support of this application 
and is available online at the following link: https://zicma.org.zw/resources/Zimbabwe-ZCR-
Security-Policy-Mar-2026.pdf 

 

 

7.8 

a. Will the Programme Registry, upon identifying any breach of Programme Registry 
data security or integrity that affects a CORSIA participant account holder or 
participant’s designee, notify the CORSIA participant account holder or their designee? 

X YES 

b. Will the Programme Registry, upon identifying any breach of Programme Registry 
data security or integrity that affects a CORSIA participant account holder or 
participant’s designee, notify the Programme, which will inform and engage with the 
ICAO Secretariat on the matter in the same manner as required for material deviations 
from the Programme’s application form? 

X YES 

Describe how the Registry does or will implement each provision in rows a and b: 

The ZCR will upon identifying any beach of the registry data security or integrity that affects a 
CORSIA participant account, or the participants designee notify the account holder or their 
designee.  

ZiCMA shall then inform the ICAO secretariat of the breach as required.  

In the field below, provide link(s) to any web-based evidence of existing registry functionalities 
and/or of documents demonstrating business practices and procedures for the Programme 
Registry’s implementation of these provisions. Alternatively, or in addition, confirm that such 
evidence is included as an attachment to this Emissions Unit Programme Registry Attestation. 

The ZiCMA Security and Access Control Policy has been attached in support of this application 
and is available online at the following link: https://zicma.org.zw/resources/Zimbabwe-ZCR-
Security-Policy-Mar-2026.pdf 

 

 

7.9 
Does the Programme Registry ensure the irreversibility of emissions unit cancellations 
and the designation of the purpose of emissions units cancellations, as per the 
requirements contained in Annex 16, Volume IV, and ETM, Volume IV8? 

X YES 

 
8 Without prejudice to the aforementioned, such requirement would not prevent a Programme Registry from utilizing secure, time-

bound and auditable methods for correcting unintentional user-entry errors. 



Describe how the Registry implements these provisions: 

All actions applicable to units including retirement against CORSIA offsetting requirements are 
regulated by the Carbon Trading (General) Regulations (2025). Retirements are irreversible.  

In the field below, provide link(s) to any web-based evidence of existing registry functionalities 
and/or of documents demonstrating business practices and procedures for the Programme 
Registry’s implementation of these provisions. Alternatively, or in addition, confirm that such 
evidence is included as an attachment to this Emissions Unit Programme Registry Attestation. 

The Carbon Trading (General) Regulations (2025) have been attached in annex and are available 
at the following link: https://zicma.org.zw/resources/SI48-of-2025-Carbon-Trading-General-Regulations-
2025ORD.pdf 

 

 

7.10 

a. Does the Programme Registry ensure that all cancellation information on its website 
is presented in a user-friendly format? X YES 

b. Does the Programme Registry ensure that all cancellation information on its website 
is available at no cost and with no credentials required? X YES 

c. Does the Programme Registry ensure that all cancellation information on its website 
is capable of being searched based on data fields? X YES 

d. Does the Programme Registry ensure that all cancellation information on its website 
can be downloaded in a machine-readable format, e.g., .xlsx? X YES 

Describe how the Registry implements each provision in rows a – d: 

a) At the time of retirement, the ZCR clearly and in a user-friendly manner displays the change in status on 
the applicable registry entry for each individualised unit token. Additionally, the registry generates and 
publishes a certificate of retirement that clearly shows all details relevant to the cancellation.  

b) All information relevant to unit issuance, authorisation and retirement is made freely available through 
the ZCR credit registry at no cost. This is open to all users regardless of their accreditation or registration 
status.  

c) All information relevant to any unit status including retirement/cancellation under CORSIA is freely 
searchable based on data fields.  

d) All information relevant to determining the status of any unit, user or activity registered on the ZCR is 
freely downloadable in a machine readable format including .xlsx.   

In the field below, provide link(s) to any web-based evidence of existing registry functionalities 
and/or of documents demonstrating business practices and procedures for the Programme 
Registry’s implementation of these provisions. Alternatively, or in addition, confirm that such 
evidence is included as an attachment to this Emissions Unit Programme Registry Attestation. 

All information covered by these questions is clearly accessible by visiting the ZCR credit, 
certificate and project registries available at the following links:  

https://portal.zicma.org.zw/credit-registry 

https://portal.zicma.org.zw/issuance-registry 

https://zicma.org.zw/resources/SI48-of-2025-Carbon-Trading-General-Regulations-2025ORD.pdf
https://zicma.org.zw/resources/SI48-of-2025-Carbon-Trading-General-Regulations-2025ORD.pdf
https://portal.zicma.org.zw/credit-registry
https://portal.zicma.org.zw/issuance-registry


https://portal.zicma.org.zw/project-registry 

 

 

 

 

 

7.11 

a. Will the Programme Registry retain documents and data relevant to CORSIA Eligible 
Emissions Units and cancellations on an ongoing basis and for at least three years 
beyond the end date of the latest compliance period in which the emissions unit 
programme is determined to be eligible? 

X YES 

b. Will the Programme Registry retain documents and data relevant to CORSIA Eligible 
Emissions Units and cancellations consistent with the Programme’s long-term planning, 
including plans for possible dissolution? 

X YES 

Describe how the Registry does or will implement each provision in rows a and b: 

a) All documents and data relevant to CORSIA Eligible Emissions Units and cancellations/retirements are 
retained and made available indefinitely in accordance with the provisions of the Carbon Trading (General) 
Regulations (2025).  

b) In accordance with the Carbon Trading (General) Regulations (2025) these records must be retained 
indefinitely. As an additional measure of security, blockchain records of this data are stored in perpetuity.  

In the field below, provide link(s) to any web-based evidence of existing registry functionalities 
and/or of documents demonstrating business practices and procedures for the Programme 
Registry’s implementation of these provisions. Alternatively, or in addition, confirm that such 
evidence is included as an attachment to this Emissions Unit Programme Registry Attestation. 

The ZiCMA Security and Access Control Policy has been attached in support of this application 
and is available online at the following link: https://zicma.org.zw/resources/Zimbabwe-ZCR-
Security-Policy-Mar-2026.pdf 

 

 
 


