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Agenda

Part 1

— Understanding what is security culture
— Benefits of an effective security culture
— Implementation and Project Plan

— United States Best Practice

Part 2

Interactive workshop | m
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What is security culture?
» Largely unconscious

“Just the way things are done around here”
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What is security culture?

National Culture

“The set of values, beliefs
and assumptions, shared by
everyone that determine how
people are expected to think
about and approach security”




Behaviours

Dress code Policies and

Environment procedures
Attitudes
- Beliefs
Motivations
Values
Strategic
Styles

The Security
Culture Iceberg
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Why assess security culture?

A M & &

People help keep The landscape has The security Organisational
your organisation changed - behaviours and approaches,
secure (alongside working practices, practices we need processes and aclivities
buildings and IT technology, threats staff to demonstrate may required change to
systems) may have changed help support employees

with being security savvy
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Why is security culture important?

Without a good security culture:
First impressions count;

Unintentional security Employees may the organisation may
breaches are likely more vulne.rob|§ to be perceived as an
to be more frequent social engineering easy target

VAOOV

Insider cases are
often linked with a
poor security culture

It becomes harder to
identify behaviours
of concern

« Cross context — physical, cyber, personnel — “holistic”
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The Insider Threat

« Daallo Airlines,
February 2016
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UK Aviation Industry
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Heathrow fined for USB stick data breach

O 8 October 2018

f © w =3 == share

Heathrow Alrport has been fined £120,000 by the Information Commissioner's

Office Tor "sericous™ data protection Taillings.
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.
Con.

The External Threat
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Security Culture - Essential components

Communication e e Clear roles Supportive

& awareness of ’ .
the threat & Procedures In security Processes

Personal

Reporting and Incentives/ ownership/

challenging Enforcement Senior
Sponsorship
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Attaining a strong security culture that is fit for purpose rests
on a good understanding of what risks the organisation

- faces
Communication

& awareness of
The Threat

* Risks must be properly understood at all levels of the
organisation (e.g. Airport Seniors)

- Staff undertake regular awareness training to develop
awareness of risks

« Understanding risks helps to educate people as to why
security is important to them and their organisation




Personal
ownership/

Senior
Sponsorship

All staff should take ownership and responsibility
for their role in security.

Appropriate senior leaders and managers should
visibly endorse security initiatives.
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In order to act as part of the security function, staff
must understand clearly what their roles and

responsibilities are in relation to security
Clear roles

in security

« Clear guidelines and policies that are
embedded in training

« Consistent application of security
responsibilities that are properly enforced.
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To promote the desired security culture there need to
be clear enforcement and incentive mechanisms for
security behaviours

Incentives/ « Deliberate or malicious security breaches must be
dealt with consistently

Enforcement

« Careful consideration of how accidental security
breaches are handled — a clear and consistent

policy
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In order for security processes to become embedded
into culture there must be clearly defined procedures
that are well researched (e.g. consultation with staff),
and applied organisation wide.

Guidelines

LRI ey © Apply policies consistently, organisational wide

« Make the policies accessible and available

« Consider channels for how policies might be changed
in response to feedback
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Reporting mechanisms are a key part of a strong
security culture — reporting helps to understand what is
going on in security. A strong culture also supports peers
challenging one another when security processes are
broken/ignored.

Reporting and

» Design reporting mechanisms that are easy to use,
and reinforce reporting behaviour (e.g. feedback,
visible acknowledgement of the value of reporting)

challenging

« Cultivate an atmosphere where it is acceptable to
challenge people on their security (easier said than

done!)
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Security processes should be designed with normal
Rps(ijness processes in mind so that they help rather than
inder

« Security is sometimes seen as obstructive; design

systems so that they work more effectively with other
Processes business needs (e.g. delivery pressure, work
demands

Supportive

« Shape the environment to enable staff to enact
security behaviours (e.g. enough storage lockers for
personal possessions)
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UK’s Insider Threat Mitigation Framework

Foundation Implementing Mitigations Concurrent Actions

Employm ent Screaning
K- & Wetting

m Pclicies, Standards, Physical &
Guidelines & Procedures Technical Measures ‘

1. Board Engagement

= | & |» »\_  J ®

3. Role Based
o ® Scourity Risk
) Assessment Security Education lnvesh:gahon & —
& Training Disciplinary é

2. Insider Threat Practitioners Monitoring & Review
& Stakeholders

Cortinous
improvemant
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Products

TOOLKIT ON ENHANCING

SECURITY CULTURE
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Products

S =

Framework for an Aviation Security
Management System (SeMS)

Effective

Continuous

improvement security

WwwWw.caa.co.uk
CAP1223 & CAP1224
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Products - Embedding Behawour Change

Endorsed by
credible sources

Embedding Security
Behaviours:
using the 5Es

. Encourage the action

@ Evaluate the impact

WWW.cpni.qov.uk



http://www.cpni.gov.uk/
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A complex site......

AIRPORT
OPERATOR

e Inflight

Supplies X

Airport
Cargo X

Airline X

Aircraft
echniciand

& {8
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Online Prior to Day 1 of Employee Managing Engaging &
Recruitment arriving on Employment Training & Employee Motivating
E Hiring Day 1 Development Performance employees
Process
Saying
Goodbye

Employee ‘Journey’: multiple opportunities to deliver key security messages




%9 [ICAO  SECURITY & FACILITATION

Developing the plan........

1@ Understanding your requirements
&

0 Defining the aims and objectives of the security culture improvement plan
! (strategy planning workshop)

Creating the security culture mission statement and strategy (to include
identifying the key messages to present to employees)

Developing an implementation plan (workshop to map out a timeline of activity)

< Evaluating the impact (identifying key performance indicators and taking measures
®°’ pre and post the implementation activit

\
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Security Culture - Airport Example
ECACNEWS™

—

YOUR LONDON AIRPORT

S ity

AVIATION SECURITY

Better, srmarter, more innovative

©r

“AC.




9 [ICAO  SECURITY & FACILITATION

YOUR LONDON AIRPORT
Airport Security Crzleecechk
Governance

Leadership &
Management Commitment

Performance

Data e Stakeholders

rocess Technology T h e ‘ G atWi C k
Family”
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Airport Values YOUR~LONDON AIRPtC;)gIZF'

RDELIVER: BENER TOGETHER

DELIVER BE BETTER WORK

GREAT SERVICE THAN THE TOGETHER
EVERY DAY REST AS ONE TEAM
Approachable Challenging Integrity
Proactive Innovative Respect
Energetic Pace Accountable

Clear objectives - measured & tracked
S
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- - YOUR LONDON AIRPORT
Community Education Gontooiok
Vour T E el ——
% i ﬂ 5 toyhlelpfkeep
o ! you safe.
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Commumty Engagement YOUR LONDON;IRP;Q
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YOUR LONDON AIRPORT

Employee Recognition Gonteeiske
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United States Case Study......
Mr David Mickalonis, TSA




