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Definition

hich, 13th Edit

the time boards the aircraft with the ntention of flight unti.
such time as all such persons have disembardke, orin the:
case of an umanned aircraft, takes place between the time
the aircraftis ready to move with the purpose of flight until

or structural failure, c) the aircraft is missing oris completely
Inaccessible.

Causes Actions, omissions, events, conditions, or a combination

ICAO Annex 13 — Aircraft Accident and Incident Investigation,

thereof, incident. The
Identification of causes does notimply the assignment of

Applicable ICAO Document

1CAO Annex 1 12th Edition, Chapter3,

dard 3.1 4 —Risk

tension, which might
endanger civlaircraft

Aconsequence s the nature and scale of the impact o the
fc attack, in e Land

150 Doc 10151

ICAO Doc 10108 (Restricted) — Addendum to the Aviation
13

addressing various threat levels,risk assessments and the
d

to anticipate and mitigate events as wellas prepare all
concemed partes having roles and responsibilties in the
interts i

plan sets forth incremental security measures that may be.
elevated as the threat increases. It may be a stand-alone
plan or included as part of a Crisis Management Plan.

iabitty
Conflict zones
Consequence
Contingency Plan
Acti I ts, conditions, ICA Annex
which, it eliminated, avoided 13th Edit
bsent,

incident occurting, or mitigated the severity of the:

or the determination of administrative, civilor criminal
liabilt.
Control

Crisis Management

Disruption

Emergency Plan

Environment

Restricted

interference can be prevented.

1CAO Annex 1 12th Edition, effective 18
November 2022, Chapter 1, p. 1-2 (Security control)

Restricted
increased threat evels as well 2s implementation of
nclude acts of unlawful interference

Restricted
rules of conduct at an aifport or on board an aircraft or to
and thereby disturbs the good order and discipline at an
airportor on board the aircraft.

Restricted
of assistance in respondingto an emergency

Restricted

g00ds and preventing unnecessary operational delays

10151 Principles which apply to design, certfication, training,

Event

Facilitation

Finance

Hazard Acondition or an object with the potential to cause or ICAO Annex 19 — Safety Management, 3rd Edition
their  1CAO Doc:

Principles abiliies, characteristics and imitations, to the design of the

jobs they perform,

ICAO Doc 10150
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ICAO Annex 17 — Aviation Secuity, 12th Editon, effective 18
November 2022, Chapter 1, p. 1-2 (Human Factors principles)
Restricted

consideration to human performance

1CAO Annex 1 12th Edition, effective 18
November 2022, Chapter 1, p. 1-2 (Human performance) AND
Doc 8973 — Aviation Security Manual, Restricted

concepts, and

M), which requires a common understanding across all relevani

ENV and ECON domains. These supplementary meanings seek
tdomains. i
ICAO, should the need arise. For ease of reference,

Facilitation (FAL)
Definition

Applicable ICAO Document

 17th Edition
narcotics and fective 10 March 2025,
psychotropic substances by air applicable 11 July 2025
(*)The surrounding conditions in which
living organisms exist, encompassing.
bothnaturaland human made elements. |
Itincludes components such as air,
water, soll,and blodiversiy, whichare  DPS:/Asns.unesco.orglen/query-
Acondition, activiy, substance or abject ICAO Annex 19 -  17th Edition

tive 10 March 2025,
nnel,live  applicable 11 July 2025

cargo or on the structure of the aircraft.




IPCC, 2021,p.

Impact
natural and human systems, where risks
resultfrom the interactions of climate-
related hazards (including extreme
weather/climate events), exposure, and
vulnerabilty. Impacts generally refer to
effects on lives, ivelinoods, health and
welt-being, ecosystems and species,
‘economic, social and culturalassets,
services (including ecosystem services),
and infrastructure. Impacts may be
referred to as consequences or
outcomes and can be adverse or
Incident th Investigation, Restricted
tectthe 13th Edi  Chapter 1,p. 1.2
safety of operation. (Incident) and p. 1-3 (Serious incident) passengers, crew, ground personnel and the general public.
Security Incidents are designated by a securlty officialor
*Serious Incident” is an incident involving circumstances manager to a reported security occurrence based on an
analysis of the occurrence and a determination that
associated with the operation of an arcraft which, inthe case. addtional action i required. A security incident may also
of amanned aircratt,takes place between the time any. resultin an actof unlawfulinterference.
person boards the aircraft with the intention of fight until
such time as all such persons have disembarked, ofin the
ase of an unmanned aircratt, takes place between the time.
the alrcraftis ready to move with the purpose of flght until
the end of
primary propulsion systemis shut down,
Information Safety data processed, organized or analysed ina given 1CAO Doc 10159 p.x
context so as to support safety management and the
development of safety intellgence.
Intelligence 1
lecti  saf
Supporting data-driven decision-making.
Investigation 1CAO Annex Restricted
the 13th Edit dent,
drawing of conclusions, Including the determination of against civil aviation and/or any alleged of suspected
auses andor contributing factors and, when appropriate, instance of non-compliance with a State’s National Civil
the making of safety recommendations. otherlegal
requirements pertainingto civl aviation security
Liketihood 1CAO Doc ( Ipce, 20
13 ‘occurring, where this might be estimated
account current security measures. The WGTR utilzes the. probaitstically
likelihood as an indicator of threat, considering both the.
intent and capabilty of a perpetrator o carry out a threat
scenario.
Mitigation revent, reduce, control  ICAO Doc 9859
preventive controls of recovery measures to lower the preventive controls of recovery measures to lower the oroffset adverse environmental impacts
Severity and/or Ukelihood of a hazard's projected Severity and/or Ukelihood of a hazard's projected orfisks.
consequence consequence
Occurrence Restricted it 13and Annex
resutin a reduced security outcome, may increase the.
operationalrisks or endangers the safety of passengers, ‘could resultin, adverse environmental
crew, ground personnel and the general public, or is 2 consequences.
or observation of a vulnerabilty in the protection of civl
aviation against acts of unlawfulinterference.
Probability
occur.
Residual Risk 219 1cAO Doc:
Implementation of the Initial mitigation and which may .13
necessitate additional safety risk control measures. the threat scenario, and considering the remaining
Vulnerabilties after assuming current mitigation measures
10108+ p.13)
Residual Vulnerability ‘The residual vulnerabiltyis the extent o the remaining ICAO Doc 10108 (Restricted) — Addendum to the Aviation
13
10108+ p.13)
Resilience . The abily of Doc ( L economic and (%)The abil
criical functions under adverse conditions of stress and to Resilience, p. ,p. 557
recover from those adverse conditions. hazardous event or trend or disturbance, from economic shocks. shocksresitience.
responding or reorganizing in ways that
maintain their essentialfunction, dentity
and structure, while also maintaining the
‘capacityfor adaptation, learning and
transformation
Risk Safety isk s the predicted probabilty and severityof the  ICAO Annex 19 — Safety| ardEdi 1CAO Doc Annex2,p.25 &l
consequences or outcomes of a hazard. 1 the likelinood, 13 for human or ecoloical systems,
2025, applicable 26 November 2026, Chapter 1- Defnitions recognizing the diversity of values and alfect the abiliy of airtransport  shock/resilience
1, objectives associated with such systems operators to comply with
2016) mitigation measures (Addendum to the Aviation Security applicable ICAD and.
© 2 national/regional aviation
requirements, and
‘consequentially for the aviation
sectorto achieve public policy
objectives, including maintaining.
‘economic viabilty, air
‘connectiity and long-term
sustainabilly.
Risk Analysis
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Risk Assessment

Risk Factors
ety 210
tiskmitigation and isk acceptance.
Risk Matrix
Risk Tolerance
Root Cause Analysis
sabotage
safety 1CA0 Annex
related o, or
(Anmex19,p. 20
1) (saety) —unchanged from 2nd
Security
Serious Injury 1CAO Annex
which: 13th Ecition,effective 28 November 2022, Chapter 1,p. 1-3
recelved; or
fingers, toes or nose; or
c)involves lacerations which cause severe haemorrhage,
nerve, musce or tendon damage; or
a)imvotves injury to any nternal organ; or
e)involves second or thid degree burns, o any burns
afecting more than 5 per cent o the body surface; o
1)involves verfied exposure to nfectious substances or
Severity The extentof harm that might reasonably be expected to
(ICAO Doc 9859p. 214}
system . vi
and retated policies, procedures and practices created to
carry outa specific actit orsolve 2 problem.
Threat 21

Vutnerability

cockpit crew duringnormal, everyday flights.
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1 Restricted, D
process of cyberrisk dentification, analysis and evolution.
1 Restricted, D

process of identifying, mitigating, treating and monitoring
cyberthreats andrisks, according to arisk assessment

yberrisk matrix. Tool for ranking and displaying
components of risks (likelinood, threat,

and, ultimately, the residual risks.

Doc 10213 - Global Cyber Risk Considerations.

destruction of property, endangering or resulting in untawful
Interterence with civil aviation and is faciltes.

1CAO Annex 1

Restricted

combination of measures and human and material
resources.

12022, Chapter 1,p. 1-1

10213-

10213

12th Edition, effective 18

toattack 1CAO Doc
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fo prope
Aviation Security Global Risk Context Statement (Doc 10108-
Restricted). 0.13)

(A event, activity or

‘environment, human health, ecosystems,
natural resources or environmental
assets.

(
ecosystem, population or assetis
susceptible to adverse environmental
effects resulting from exposure to a
hazaro.

e

applicable 11 July 2025

 17th Edition
10 March 2025,

. 17th Edition

border inspection agencies with the
necessary information to address
movements or consignments which
representarisk

applicable 11 July 2025

10March 2025,



