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Relevant ICAO Provisions

Annex 10, Volume I

Aeronautical Telecommunications: 

Radio Navigation Aids

ICAO Doc 9849

Global Navigation S atellite 

S ystem (GNS S ) Manual 

ICAO Doc 8071, Vol I

Testing of Ground-based 

Radio Navigation S ystems 
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Additional ICAO Provis ions

1

ICAO Doc 8071 , Vol II

Manual on Testing of Satellite-based Radio Navigation 

Systems

2

ICAO Doc 971 8

Handbook on Radio Frequency Spectrum Requirements 

for Civil Aviation 

3

ICAO Doc 971 8 Vol II

Frequency Assignment Criteria for Aeronautical Radio 

Communication & Navigation systems
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ICAO Navigation Systems Panel (NSP)

 Was established in 2003

 Composed of 30 members from States and
organizations.

 NSP members & advisors are experts involved in
design, development, planning, implementation
and operation of aeronautical navigation systems

 To develop, as required, SARPs and guidance
material pertaining Radio navigation. It should
also Monitor the development and
implementation of aeronautical navigation
systems and facilities in order to facilitate
worldwide coordination of implementation.
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Navigation Systems 
Panel

GBAS Working 
Group (GWG)

GNSS SARPs 
Working Group 

(GSWG)

DFMC SBAS SARPs 
Subgroup (DS2SG)

Conventional 
Navaids and Testing 

Working Group 
(CNTWG)

Spectrum Working 
Group (SWG)

Validation Working 
Group (VWG)

Air Navigation 
Commission

Navigation Systems Panel Structure
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GNSS  Vulnerability

Spoofing is the broadcast of GNSS-like signals that cause avionics to calculate erroneous positions and provide

false guidance. This sophisticated form of interference can be particularly dangerous as it may go undetected by

the receiver. UNTERM - spoofing

GNSS signals are susceptible to interference, both intentional and unintentional, which can compromise system

reliability and accuracy

Jamming is an iintentional Radio frequency interference that prevents GNSS receiver from locking onto satellite

signals, effectively rendering the GNSS system unusable or degraded for users in the jammed area. UNTERM -

jamming

https://unterm.un.org/unterm2/en/view/f81af55b-04a5-46cf-8cbf-04d6d47b49d8
https://unterm.un.org/unterm2/en/view/6b7a0f7f-0878-459d-94d2-2d1efd528c8e
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Jamming Map
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Spoofing Map
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The actual 
position of the 
aircraft before 

spoofing

After spoofing started, 
it made the aircraft 

believe it was at this 
position

After spoofing ends, 
the aircraft correctly 

perceives and reports 
its real location again

The pink link indicates 
the actual track the 

aircraft was on while 
being spoofed and 
reporting incorrect 

position
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Online GNSS 
Jamming & 
Spoofing 

Monitoring 
Tools

 GPSJAM: GPSJAM GPS/GNSS Interference Map

 Live GPS Spoofing and Jamming Tracker Map: Real-
time GPS Spoofing & Jamming Detection | GPSwise

 Flightradar24 GPS jamming map:  GPS jamming & 
interference map | Flightradar24

https://gpsjam.org/
https://gpswise.aero/
https://www.flightradar24.com/data/gps-jamming
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ICAO 42nd Assembly Resolution

Resolution A42-8, Appendix C
(Updated Resolution A41-8)

ICAO Policy on GNSS Resilience

-• Included operative clause on NAV RON  “…. . Encourages States to ensure that

• sufficient resilient terrestrial CNS capabilities remain available ….”

• Updated the operative clause on the  requirement for protection from

harmful interference “. Urges States to apply necessary measures to avoid the commercialization/

proliferation, purchase, possession, and the use of illegal transmitters  such as jammers ….: 

• Need for resilient systems and services “… invites ICAO to establish a comprehensive

review framework to enhance the CNS/ATM resilience;

• Encouraged standardization bodies and industry to collaborate with ICAO

in advancing PNT solutions that align with ICAO initiatives; (New Operative clause)
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ICAO GNSS 
RFI Roadmap

ICAO GNSS RFI Roadmap

https://www.icao.int/air-navigation-bureau/gnss-rfi/roadmap
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2027 -
2029

Medium Term

To enhance the resilience
and efficiency of aviation
operations by optimizing
ground radio navigation
infrastructure, introducing
RFI detection capabilities
and improving civil-military
coordination in managing
GNSS RFI

2030 
onward

Long Term

To ensure the resilience of aviation
operations in the presence of GNSS RFI
through the development and integration
of technological enhancements across
GNSS, along with independent timing
sources

2023 -
2026

Short Term
To ensure safe operations during GNSS
RFI events by sustaining the provision
of air navigation services, by
development and use of contingency
procedures, and strengthening
awareness and vigilance of flight crew
and ATS personnel



2023 - 2026

2025

2026

Enhance international coordination (between States, ICAO 
and ITU) for resolution or escalation

Online Reporting of GNSS RFI to ITU 

2025

2026

Harmonized text and codes to enhance situational awareness 
and support more efficient NOTAM filtering by operators

GNSS RFI-related NOTAM Codes & Text

ICAO Workshops & Publications
Conducted regional Workshops and Symposia, & disseminated

info on the evolution of RFI (emerging threats, mitigation 
measures, existing gaps, lessons learned and best practices) 

Sh
o

rt
-T
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rm

 

A joint ICAO-ITU-IMO declaration called upon States to 
protect GNSS from harmful interference

Inter-agency UN Collaboration

To support States in managing GNSS RFI incidents and 
to ensure the continuous provision of safe and efficient 

ANS

iPack for the Mitigation of GNSS RFI
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ICAO Outreach
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ICAO Outreach

ICAO SL on the recommendations 
from ICAO EUR/MID Radio NAV 

Symposium, Antalya, 2024

Dissemination of OPSGroup
Report, December 2024

ICAO Electronic Bulletin on recommended 
actions from ICAO APAC Radio NAV 
Symposium, New Delhi, July 2025
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Joint Statement by ITU, ICAO, & IMO
regarding the protection of Radio
Navigation Satellite System (RNSS) from
harmful interference
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J oint S tatement by ITU, ICAO, and IMO

a Protect RNSS

protect the R NSS  from transmiss ions 

that can adversely cause harmful 

interference degrading, interrupting 

or mis leading s ignals  used for civilian 

and humanitarian purposes ;

b Reinforce Resilience

reinforce res ilience of the systems 

which rely on R NSS  for navigation, 

pos itioning and timing in relation to 

this  type of interference;

c Retain Infrastructure

retain sufficient conventional 

navigation infrastructure for 

contingency support in case of R NSS  

outages and mis leading s ignals , and 

develop mitigation techniques for loss  

of services ;

d Increase Collaboration

increase collaboration between radio regulatory, civil aviation, 

maritime, defense and enforcement authorities ; and

e Report Interference

report cases of harmful interference affecting R NSS  to the 

appropriate telecommunication, aeronautical and maritime 

authorities , and to the ITU R adiocommunications Bureau, to 

enable the monitoring of the s ituation.



19
M

ID
A

N
P

IR
G

/2
3
 &

 R
A

SG
-M

ID
/1

3
 

GNSS RFI-related NOTAMs

1) NOTAM QCodes:

- New NOTAM Code for Spoofing (LO) –PANS ABC need 

to be updated (2029)

- Associate jamming code (LF) with GNSS 

2) Recommended Item E Text for Jamming:
GNSS MAY BE UNRELIABLE WITHIN …

3) Recommended item E text for GNSS Spoofing:
GNSS MAY BE MISLEADING WITHIN … 

Update of relevant ICAO provisions is 
currently in progress
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Reporting GNSS RFI to ITU
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Implementation Package (iPack) for GNSS RFI 
Mitigation

Raise Awareness

Educate stakeholders on effects of GNSS RFI on CNS/ATM systems, aviation operations, and 

GNSS-based services through comprehensive training materials and workshops

Risk Mitigation Framework

Provide methodologies for threat monitoring, risk assessment, and implementation of 

mitigation measures tailored to specific operational environments

Expert Support

Deliver hands-on guidance to develop essential policies, procedures, and training 

requirements for managing GNSS RFI events

Infrastructure Assessment

Assist States in assessing conventional navigation infrastructure for a rationalized approach to 

maintaining necessary backup capabilities



2023 - 2026

2025

2026

Enhance international coordination (between States, ICAO 
and ITU) for resolution or escalation

Online Reporting of GNSS RFI to ITU 

2025

2026

Harmonized text and codes to enhance situational awareness 
and support more efficient NOTAM filtering by operators

GNSS RFI-related NOTAM Codes & Text

ICAO Workshops & Publications
Conducted regional Workshops and Symposia, & disseminated

info on the evolution of RFI (emerging threats, mitigation 
measures, existing gaps, lessons learned and best practices) 

Sh
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A joint ICAO-ITU-IMO declaration called upon States to 
protect GNSS from harmful interference

Inter-agency UN Collaboration

To support States in managing GNSS RFI incidents and 
to ensure the continuous provision of safe and efficient 

ANS

iPack for the Mitigation of GNSS RFI

GNSS Manual Update (Doc 9849)

The forthcoming update to the GNSS Manual will include the following 
enhancements:

 guidance on monitoring and mitigation techniques
 effects of spoofing on navigation and timing capabilities
 possible effects of GNSS RFI on other aircraft capabilities
 alternative and complimentary conventional navigation capabilities
 Revising terminology and reorganizing content to better address current, 

global impacts and a wider audience of stakeholders affected by GNSS RFI
 Updating and correcting content to reflect the current threat environment

• Manual updates are expected to be completed by November 2026.



23
M

ID
A

N
P

IR
G

/2
3
 &

 R
A

SG
-M

ID
/1

3
 

Objective

Medium-Term

New Guidance for Civil-
Military coordination

2027-2029

Update PBN Manual to 
support PBN operations 

in case of GNSS RFI

Resilient Navigation 
Operational Network

(NAV RON)

To enhance the resilience and
efficiency of aviation operations
by optimizing ground radio
navigation infrastructure,
introducing RFI detection
capabilities and improving civil-
military coordination in
managing GNSS RFI

Onboard RFI detection 
capability
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Objective

Long-Term

To ensure the resilience of air
navigation in the presence of
GNSS RFI through the
development and integration of
technological enhancements
across GNSS, along with
independent timing sources.

Complementary Positioning, 
Navigation and Timing

(C-PNT)

GNSS Signals Authentication 
for Core Constellations

(Galileo OSNMA)

GNSS Signals Authentication 
for augmentation systems 

(SBAS Authentication)

2030 onward

Dual Frequency 
Multiple Constellation

(DFMC GNSS)
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Nos vemos pronto en Kotor!

https://www.icao.int/events/CNSS2026
https://www.icao.int/events/CNSS2026

