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MEETING SUMMARY 

 
 
ii-1  PLACE AND DURATION OF THE MEETING 
 

The Eleventh Technical-Operational Meeting of REDDIG II (RTO/11), held virtually from 
October 14 to 16, brought together technicians and engineers from the region with the aim of improving and 
maintaining the skills necessary for the operation of this key communications network. 

 
Before beginning with the development of the issues to be discussed, a review was made of the 

topics developed in the RTO-10.  All the conclusions were reviewed, including those discussed in the RCC-30. 
 
Before beginning with the development of the issues to be discussed, a review was made of the 

topics developed in the RTO-10.  All the conclusions were reviewed, including those discussed in the RCC-30. 
 
 
ii-2  SYNTHESIS 
 

During RTO/11, REDDIG Administrator Mr. Cristian Javier Vittor presented a detailed report 
on the network performance and led sessions to update and review maintenance procedures. Participants also 
analyzed experiences and knowledge on the operation of REDDIG II nodes, discussed different issues such as 
training proposals and spare parts purchases, and analyzed the next steps for the implementation of the future 
REDDIG III, projected for 2026. 
 
 
ii-3  WORKING LANGUAGES 
 

The working languages were Spanish, English, and French. In this regard, it is reported that 
there was simultaneous interpretation service from Spanish-English; from English-Spanish; from Spanish-
French and from French-Spanish. 
 
 
ii-4  PARTICIPANTS AND ORGANIZATION 
 

Representatives of the Member States and one Organization (Brazil, Chile, COCESNA, 
Ecuador, Guyana, French Guiana, Panama, Paraguay, Peru, Trinidad & Tobago, Uruguay, Venezuela) 
participated in the meeting, as well as interpretation staff and assistants from the Regional Office. 

 
Mr. Cristian Javier Vittor, Administrator of REDDIG II, acted as moderator and speaker of the 

meeting. The meeting was recorded. 
 
 
ii-5  AGENDA 
 
Agenda Item 1: Performance of the new REDDIG II since its commissioning 
 
Agenda Item 2: Review and update of the procedures for the maintenance and operation of REDDIG II 
 
Agenda Item 3: Analysis of the requirements for improving the provision of REDDIG II 
 
Agenda Item 4: Other business 
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Agenda Item 1: Performance of REDDIG II to date 
 
 
1.1 Under this agenda item, the meeting was informed of the performance of REDDIG II to date. 

 
1.2 It was stated that work is being done at the expected levels of availability and functionality 
(99.9918%). It was agreed that this result is mainly due to the work carried out by the Administration, the 
technical staff of the NCC of Manaus and the technical staff of the States. Appendix A. 

 
1.3 In the development of this issue, information was provided on the Services, Breakdowns, and 
Availability of REDDIG. Appendix F. 
 
Logistical aspects 

 
1.4 On this subject, the meeting was informed about the logistical movements that were carried out 
from the Regional Office. The historical record in this regard was also presented. 

 
1.5 Considering that the REDDIG equipment is in the final stage of its life cycle, it is feasible that 
new developments will continue to appear, and it will be necessary to continue with the logistical processes 
for shipping, repairing and replacement of equipment. In addition to all the above, the manufacturers, 
NDSatcom and Terrasat, have not manufactured outdoor and indoor equipment since 2020. And there is only 
a commitment to have spare parts until 2022 and then it will be subject to availability of the manufacturers. 

 
1.6 The REDDIG Administration sent the equipment detailed in Appendix C for factory repair 
during 2024. 

 
1.7 It is worth highlighting the logistical work carried out by the Regional Office staff, who have 
taken on this task, which usually has its complexities/particularities, and which will be presented to the 
delegates at this meeting for their knowledge. 

 
1.8 The reception of a 1070 modem from Guayaquil for factory repair is pending at the SAM Office. 
Two IBUCs from Suriname were received and have already been sent to the factory, along with a modem from 
Asunción and a modem from Curitiba. We have a faulty modem from Chile, awaiting shipment; and two 
IBUCs from Bolivia. 

 
1.9 Reference to cybersecurity, with the acquisition and reception of the Fortigate, Forti Switch, Forti 
Manager and Forti Analyzer equipment, and the completion of the training courses, during 2023 the equipment 
was sent, distributed and installed in all the planned network nodes, with the exception of Argentina and 
Colombia, where, due to administrative issues specific to each State, the reception and installation of the same 
was not carried out. 

 
1.10 In relation to this FortiNet equipment, the renewal of the equipment licenses is currently being 
managed. They must be renewed, although it depends on the contribution of the established quota. See 
Appendix D. 

 
1.11 As has been expressed in other meetings, the Administration of REDDIG II informs the Focal 
Points that it must be considered that the REDDIG equipment has exceeded its useful life cycle, which will 
require continuing to carry out logistical processes for shipping, repairing and replacing equipment more 



REDDIG - RTO/11 Agenda Item 1  1-2 
 

frequently. 
 

1.12 For the repair of an item, the following expenses are generated: 
 

a) Payment to the factory for the maintenance performed; 
b) Payment to the transport company; and 
c) Payment for the services of customs agents. 

 
1.13 The expenses incurred in the maintenance of an item are included in the annual fee of the State 
that has requested the maintenance intervention of the equipment of its node. 

 
Inventary 

 
1.14 Those present were informed of the inventory existing in the warehouse held by the Regional 
Office for their information. Appendix E. 

 
Current status of nodes 
 
1.15 Regarding the REDDIG MPLS network, in 2023, the nodes of Ilopango (03/28, El Salvador, 
COCESNA), ARSAT (12/13, Benavidez, Buenos Aires), and Madrid (12/5, Madrid, Spain) were incorporated. 
During 2023, the Panama node (01/18); and the Johannesburg, South Africa node (03/09) were incorporated. 
 
1.16 It is reported that, monthly, a report is sent to Montreal with the availability of the MPLS nodes 
that were below the 99.7% availability of the service provision. Below this SLA parameter, the provider is 
penalized. 
 
1.17 Appendix G presents an annual summary based on the amounts paid for lack of service 
availability during 2023 and the elapsed months of 2024. 
 
1.18 Due to the stability and reliability of the terrestrial network, in most nodes (we have exceptions), 
the terrestrial network was used as the main network and the satellite network became the back-up. 
 
1.19 Cirion and Intelsat offer access to the respective web pages, showing the options available to 
generate or follow up on a ticket, or to obtain important information on aspects related to the terrestrial and 
satellite networks. During the meeting, an online sample of what was expressed will be made. 
 
1.20 To address developments in the MPLS network, the Contact Matrix is reviewed and updated 
annually, clarifying that everything continues to be centralized from the NCC Manaus. 
 
1.21 Regarding Intelsat, information regarding the carrier frequencies in use as well as other details is 
published. This information has been the subject of consultation on several occasions. 

 
Distribution of network accesses 
 
1.22 During 2023 and the months elapsed in 2024, the nodes were distributed, by type of access, as 
follows: 
 
• Satellite and MPLS: Ezeiza; Montevideo; Curitiba; Asunción; La Paz; Santiago; Lima; Brasilia; 

Manaus; Recife; Guayaquil; Cayena; Georgetown; Paramaribo; Piarco; Maiquetía; Bogotá. Subtotal: 17 
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• MPLS only: Rio de Janeiro; Ilopango; Cochabamba; Salt Lake City; Atlanta; ICAO SAM; AIREON; 
ARSAT (Buenos Aires); Madrid; Panama; Johannesburgo; VSAT Santiago; VSAT Maiquetía. Subtotal: 
13 

• Satellite only: Tegucigalpa (MEVA antenna). Subtotal: 1 
• MPLS in project: San Juan, Puerto Rico (costs borne by FAA); SITA (costs borne by the company). 

Subtotal: 2 
 

Total: 32 Total Operational: 30 Projected: 2 
 
Backup of Node Configuration 
 
1.23 During 2023 and 2024, backups of the network equipment configurations were performed for 
each of the stations, which are kept safe and available at the NCC in Manaus. 
 
Security 
 
1.24 The planned distribution of the firewalls is in Appendix K. As will be explained in “Logistical 
Aspects”, this equipment was sent to the States. Although some States have already managed to remove the 
equipment from their respective Customs, in some cases the process of removing it is still ongoing. Remember 
that each State has its own Customs policies, and depending on the complexity of the policies, the time to have 
the equipment in the nodes may vary. 
 
1.25 Considering that the project acquired a FortiAnalyzer and a FortiManager, and that these were 
installed at the Manaus NCC, during the end of 2024, personnel from this Center received virtual training on 
the administration and configuration of these particular devices. 
 
1.26 In addition, password changes are made annually to the routers and switches of the stations, in 
order to keep the security and integrity measures of the processes and configurations of the equipment active. 
In the event of any intervention by local technical personnel, they must contact the NCC and report their 
activities and request access. 

 
Solar Explosions 

 
1.27 Every year, the process for reporting solar explosions that affect the satellite network is carried 
out. This phenomenon occurs twice a year and is saved thanks to the geographical redundancy of the Manaus 
and Ezeiza NCCs, and the fact that they have the MPLS network. 
 
Alternation of the operation of the NCCs and the REDDIG Management Center 
 
1.28 During 2023 and so far in 2024, the alternation of the operation of the NCCs from the REDDIG 
management center in Manaus to the Ezeiza NCC was not carried out. 
 
1.29 It is observed that, during short periods of solar conjunction and eventualities, only the reference 
carrier was temporarily switched from the Manaus NCC to the Ezeiza NCC. 
 
Other information on nodes and services. 
 
1.30 Regarding P1/AMHS connections, the entire SAM Region works in this way between its 
MTAs.Directorio Telefónico de la REDDIG 
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1.31 The REDDIG Administration requires the focal points, as it does annually, to update the 
telephone directory (ATS and Administrative), or when there are modifications. In this regard, it is recalled 
that this information is subject to the operational documents/letters of agreement between States and that any 
modification, in addition to being reported and coordinated with the REDDIG administration, must be 
incorporated into the official documentation of the States and be communicated through official channels. 
 
1.32 It is recalled and reiterated that the different CNS dependencies should be informed about the 
alternatives they have for coordination with their counterparts, considering the administrative telephone 
services, service messaging, and ATS oral services of the REDDIG. See Appendix M. 

 
Improvements in coordination 
 
1.33 During 2023, it was reiterated and requested to inform the REDDIG Administration and the nodes 
involved of technological changes, failure situations or configurations that are made in the States' systems, and 
that affect the services provided by REDDIG II (PABX, Voice Switching, MTA, automated systems, exchange 
of surveillance data, etc.). This request is reiterated in this RTO. 
 
1.34 It is recalled that the Brazilian administration has provided a cell phone (Number +55 92 8412-
6738) to the NCC technical staff that allows access to messaging (WhatsApp, Signal, Telegram, etc.); a tool 
that has considerably facilitated coordination. Currently, all NCC staff use this complementary means, and the 
Administrator uses his own cell phone service to meet this need for immediate communication. 
 
REDDIG training program 
 
1.35 The meeting requested to propose training for 2025 related to VoIP, and the use of sniffers. 
 
Antivirus software on NMS servers 
 
1.36 As is done annually, the antivirus renewal process was completed for 23 NMS servers, with a 1-
year license. The renewal must be done starting on December 31 of each year. The antivirus update is carried 
out by NCC Manaus personnel, during the month of January of each year. 
 
Preventive maintenance 
 
1.37 The intention is to complete this task during the year 2024, paying special attention to the RF part 
of each station. Only maintenance actions were carried out, at the software level and by remote access. See 
Appendix N. 
 
Visit to the nodes 
 
1.38 During 2024, a mission to Uruguay was carried out by the REDDIG Administrator. A mission to 
Paramaribo, Suriname, is pending, as part of the two annual visits to the nodes that are expected to take place 
during this year. The latter depends on the reception of an amplifier in Paramaribo. 
 
1.39 In relation to this issue, Conclusion RTO/8-2 on the need for technical visits by the REDDIG 
Administrator, which was also approved by the Coordination Committee of Project RLA/03/901, is 
maintained. 
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1.40 Consequently, it is proposed to continue with the two missions by the REDDIG Administrator. 
 
Analysis of the Requirements for Improving the Performance of REDDIG II 
 
1.41 During 2023 and 2024, the analysis of issues related to security, the inclusion of additional nodes 
within and outside the Region, the inclusion of new services, interconnections between Regions, the useful 
life of the equipment that makes up the current REDDIG and possible actions continued. 
 
1.42 In this regard, work has been carried out on a platform based on the terrestrial network, taking 
into account known factors (cost/benefit, delay, jitter, throughput, latency, error rate, interaction of factors, 
etc.). This has led to a rethinking of whether the satellite network should continue to be considered the main 
medium. In this regard, in some cases, tests have been carried by the terrestrial network as the main medium, 
with very positive results. 

 
Support for Extra-Regional Interconnection Coordination 
 
1.43 The Regional Office is actively involved in the AMHS system interconnection processes in the 
Region, as well as in different services exchanged between States, such as tests with the OPMET Bank in 
Brasilia, exchange of surveillance data, provision of ADS B-satellite data providers with lower costs, etc. It 
was also reported that it collaborates in different situations that arise in each State in relation to services and 
systems, and that are often external to REDDIG. 
 
1.44 Normally, collaboration is provided with all available tools to provide the necessary support for 
any action aimed at achieving interconnections, exchanges, and transport of different services and information. 
Also, with actions aimed at information analysis, traffic capture, etc., that allow finding solutions to difficulties 
raised between the exchanged services, as well as coordination and tasks in conjunction with the MEVA 
Administrator, and networks from other Regions, etc. 
 
1.45 Coordinated actions were also carried out with INTELSAT in relation to interferences, 
measurements and antenna repointing at the time of transponder migration (with the Brasilia node). 
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Agenda Item 2: Review and update of the procedures for the maintenance and operation of REDDIG 
 
2.1 Under this agenda item, the procedures necessary to carry out maintenance and operation of 
services in REDDIG II, the backup of network information, the regional telephone directory, the tables of the 
numbering of voice and data interfaces of each network node, as well as the standardization of configurations 
for native IP services will be reviewed and updated. Likewise, everything related to the interconnections of 
different systems for data exchange (Regional and Inter-Regional – AMHS, radar data, AIDC, ADS-B, etc.) 
will also be discussed. Aspects related to the operational part will also be addressed, as well as issues that must 
be taken into account when implementing new systems that interconnect with REDDIG. 

 
Project Management and Administration 
 
2.2 The structure and staff working on the management and administration of the Project were 
presented at the meeting. 
 
REDDIG Overview and General Description 
 
2.3 During RTO/10, a review of REDDIG's history was conducted in recognition of its 20 years of 
operation. 
 
2.4 The SAM Region Digital Network (REDDIG) was deployed through an ICAO Regional 
Technical Cooperation Project (RLA/03/901) in 2003. The first version was known as REDDIG I and was 
basically a VSAT network for thirteen States of the SAM Region (Argentina, Bolivia, Brazil, Chile, Colombia, 
Ecuador, France - French Guiana, Guyana, Paraguay, Peru, Suriname, Uruguay and Venezuela). Trinidad and 
Tobago later joined. 
 
2.5 The network was modernized in 2015 and the current version (REDDIG II) has two segments: 
one satellite and one terrestrial, which provides redundancy and high availability (over 99.98%). One State 
(Trinidad and Tobago) and one Organization (COCESNA) of the CAR Region implemented REDDIG II 
nodes. 
 
2.6 In recent years, REDDIG has been incorporated in the USA (Atlanta and Salt Lake City), Panama, 
Johannesburg and Madrid. MPLS nodes have also been installed in ARSAT, Rio de Janeiro, Ilopango, 
Cochabamba, and their installation is being studied in Auckland, San Juan and Dakar. 
 
2.7 In the modernization process, ICAO, on behalf of the States participating in the Regional Project 
RLA/03/901, contracted a Systems Integrator (INEO/ENGIE) to deploy the regional network on a turnkey 
project. In this version of the network (REDDIG II) the Systems Integrator will have to modernize the satellite 
segment and implement a new terrestrial segment, contracting a telecommunications service provider (TSP) 
to provide the links for an MPLS service. 
 
2.8 After the complete deployment of REDDIG II (as a turnkey project), ICAO assumed the 
management and administration of the network on behalf of the participating States. In this regard, ICAO is 
responsible for managing the contracts with the satellite provider and the telecommunications provider of the 
MPLS service. 
 
2.9 Cirion is the TSP that provides the MPLS links of the REDDIG II ground segment. The TSP 
supplies a Point of Presence (PoP) and a Customer Premises Equipment (CPE) at the premises of the 
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participating States. 
 
2.10 At each node, there is a border router (deployed by the System Integrator) connected to the 
satellite link and to the ground link (on the WAN side). 
 
2.11 On the LAN side, the border routers are connected to the aeronautical systems (PBX/PABX, 
AMHS servers, automated systems, surveillance systems, etc.). 
 
2.12 All the equipment installed in the REDDIG II nodes (VSAT, border routers and interfaces) 
belongs to the States. 
 
2.13 Maintenance must be performed by technical personnel from each State (who were trained for 
this purpose). REDDIG II management and administration provide assistance to the State technicians in the 
event of a breakdown. 
 
2.14 REDDIG II management also provides assistance in sending an item or equipment for factory 
maintenance. If a spare part is available at the SAM Office, this item is sent to the node while the original 
equipment is being repaired by the manufacturer. 
 
2.15 During the network deployment (turnkey project), all equipment was supplied by the system 
integrator. Using resources from the Regional Project, some spare parts were also supplied. 
 
2.16 If a damaged item/equipment is not available at the SAM Office, the participating State may 
request the REDDIG II Management (SAM Office) to acquire a new item/equipment using resources from the 
Regional Project. 
 
2.17 The cost will be charged to the next annual contribution of the State that requested the purchase. 
Of course, a State may also purchase an item/equipment using its own resources. 
 
2.18 Each node has a monitoring system that presents the status of the node's equipment. 
 
2.19 The monitoring system of each node is connected to a centralized system at the Network Control 
Centre (NCC) that monitors the entire network. 
 
2.20 During the warranty period, ICAO oversaw managing the warranty on behalf of the States (since 
the contract was signed by ICAO). 
 
2.21 As already mentioned, a (limited) number of spare parts are available at the SAM Office to 
provide assistance in case of equipment failure, while the original item is being repaired at the factory. 
 
MPLS network: architecture and security 

 
2.22 REDDIG is a "Peer" network (visible to all), but for example CRV is an "overlay" network (point 
to point). 

 
Circuit-oriented approach and Network-oriented approach 
 
2.23 The REDDIG approach is network-oriented, where bandwidth is contracted and participants can 
manage this bandwidth to establish the necessary circuits. 
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2.24 The network is fully meshed and the available bandwidth is like “a big pipe and the virtual circuits 
are small pipes inside it”. 
 
2.25 It is not necessary for the TSP to configure the circuits. The nodes, coordinating between 
themselves (or with the help of a network administrator), can configure the virtual circuits. 
 
2.26 Regarding security, the TSP provides a regular service based on an SLA (Service Level 
Agreement) signed with the contract. States/Organizations connected to REDDIG II through an “additional 
node” (i.e. contracting links directly from the TSP) must implement their own security measures. 
 
Current voice and data services on the Network 
 
2.27 The costs of these services, as well as any other you wish to incorporate, are included in the 
annual fee. 
 
2.28 Due to the network topology, it is feasible for everyone to access voice communications with any 
ATS and administrative centre of any State; and Access to current data services (AMHS) and future ones with 
any State that is part of the Project. 
 
Some advantages of REDDIG 
 

• Multi-service platform with future growth 
• Being a project that involves many States, cost advantage, cooperation, advances according to 
global demands, etc. 
• No country is left behind. 
• Guarantee of constant and annual training of technical staff, not only in current services, but in 
future ones. 
• Integration that allows the constant exchange of knowledge and improvement of services. 
• Operational security widely addressed. 
• Technical assistance is offered 24 hours a day and advice on other operational and CNS issues. 
• 99.9% availability. 
• Logistical support. 
• Supervision 

 
Service penalties, how are they measured? Intermittent failures? 
 
2.29 The contract calls for a monthly availability of 99.7%. If we consider 720 hours of operation per 
month, the TSP has to provide 717.84 hours or more of service. If the TSP provides less than 717.84 hours, 
penalties apply, according to a formula established in the contract. 
 
2.30 The main Network Control Center (NCC) is located in Manaus, from where the Network 
Administrator can access any node using an application (WhatsUp Gold) to monitor and configure any node. 
The REDDIG II Administrator is supported by six (6) Brazilian technicians (dedicated to this activity) to 
provide 24/7/365 support to the network participants. 

 
Voice. Compression rates and standards 
 
2.31 For voice, the compression rate adopted is 8 kbps. As an ATN/IPS network, REDDIG II supports 



2-4 Agenda Item 2  REDDIG - RTO/11 
 

all the standards recommended in ICAO documents. The ED137 standard is related to the implementation of 
End Systems (Application). 
 
General characteristics of the mpls network 
 
2.32 Cirion confirms that the communication circuits will comply with the standards of the ITU-T and 
the relevant telecommunication regulatory institutions of the reddig II member states 
2.33 Cirion confirms that the monthly availability of each PP supplied: 

 
a) Will be 99.70%. 
b) Will take into account all interruptions except scheduled ones. 
c) Will be calculated as the ratio between the normal operating time of the communication circuit and 

the total observation time in a month. 
 

Interest of IP networks 
 

2.34 IP has many compatible protocols between manufacturers, such as DiffServ, which is used for 
traffic prioritization, OSPF for dynamic routing. 
 
2.35 For the voice application CoDec G729br8 will be used, with a payload of 40 and 50 ms per IP 
packet. This gives an IP bit rate of 16 kbps and 14.4 without Robust Header Compress (RoHC). SIP V.2 
 
2.36 The terrestrial data network is based on local clear-channel links that are included in our MPLS 
cloud through an edge router located in the same country or transported over an international fiber network to 
enter the MPLS of another country. This depends on the technical facilities available in each country. 
 
2.37 All local links have 5 Mbps (eventually 1 Mbps) bandwidth, which connect the CPEs (Customer 
Premises Equipment) installed at the REDDIG II project sites with our PEs (Edge Routers). In this CPE/PE 
connection, we will configure a dynamic routing protocol called BGP, which will allow us to share the IP 
networks without the need for additional manual configuration. 
 
2.38 To ensure a higher Quality of Service (QoS), policies are configured in the CPEs and PEs, this 
allows the IP packets marked and separated according to a predefined priority level to have different weights 
(for example, voice is marked with the highest priority using the EF label). QoS policies are activated when 
the local 5 Mbps link is saturated. In this case, reservations are respected according to each policy. 

 
Routing: This QoS is reserved for messages exchanged by routing protocols such as BGP. No service 
packets should be marked with this QoS. Marking is automatic for routing protocols. 
Real-time: Packets carrying voice over IP (VoIP) and IP signaling are reserved for this CoS. It has 
priority over the rest of the CoS (strict priority) and low latency queue (low latency queue or LLQ). 
Video: Packets carrying information for video type applications will be distinguished from the rest of 
critical client traffic. This is the case for applications such as: RADAR, ADS and Asterix. 
Critical and Priority: The client has the say to differentiate between these two CoS indicating which 
programs and services fall within this description. 
Standard: Default class of service for MPLS and other private networks. 
Best Effort: This class of packets is intended exclusively for the public IP network. Here we normally 
have internet traffic. 
Assumptions for policy configuration: 
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There should be no packet loss or errors on the interfaces. Stress tests should ensure saturation of the 
contracted bandwidth. Consider that each device that performs some prioritization or bandwidth 
reservation function applies QoS on its output interfaces. QoS configuration should be performed at 
each IP hop between PE and CPE. 
 

Coordination with Third Party Suppliers 
 
2.39 Cirion is responsible for coordinating with the companies involved in the service implementation 
processes in each location for the REDDIG II Project. 
 
2.40 The aeronautical telecommunications services carried by the REDDIG II Network mainly 
include: 
 

• ATC voice telecommunications services between Area Control Centers (ACC) specified in the 
Regional Air Navigation Plan data messaging services (flight plans, NOTAM, AIDC, etc.) - AFTN 
and AMHS connections specified in the Air Navigation Plan 
• Surveillance data exchange services 
• Operational advantages. Very high availability of 99.9998% thanks to the dual backbone 
configuration (fully redundant satellite-based MPLS and ground-based MPLS) 
• Support for current and future ATS and administrative services 
• Fast and efficient implementation of new services 
• Optimal terrestrial and satellite bandwidth efficiency 
• Guaranteed maintenance of the network throughout its life cycle 

 
AMHS 
 
2.41 X.400 is a standard conforming to the Open Systems Interconnection Model (OSI) for the 
exchange of electronic mail (then called Interpersonal Messages or IPMs) developed by the ITU-T (then called 
CCITT) with the approval of the ISO since 1984.1 X.400 is an Application layer protocol. 
 
2.42 The main protocols of X.400 were: P1 for communication between MTAs (the "electronic 
couriers"), P3 between user agents (UAs, i.e. the end user's email program) and MTAs, and P7 between UAs 
and message stores. 
 
2.43 Conceptual protocols were defined for communication between UAs, even though this could not 
happen directly, using P1 and P3 as a reliable channel. This protocol was called P2 in the Red Book and P22 
in the Blue Book. 
 
2.44 X.500 is a set of ITU-T1 computer networking standards for directory services, which are 
understood as databases of electronic (or other) addresses. The standard was developed jointly with ISO as 
part of the Open Systems Interconnection Model, for use in supporting X.400 electronic mail. X.500 is an 
Application layer protocol. 
 
2.45 Protocols defined by X.500 include: the Directory Access Protocol (DAP); the Directory System 
Protocol; the Directory Information Hiding Protocol; and the Directory Operational Link Management 
Protocol. 
 
Considerations 
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2.46 As a reference for the SAM REDDIG, we can mention two networks as a reference: 
 

• The PENS (Pan-European Network Service) network was implemented in 2009 and modernized 
(NewPENS) from 2016 
• The CVR (Common Regional Virtual Private Network) network was implemented in 2017, providing 
services for 73 States in the APCA and MID Regions.¿Qué queremos para REDDIG III? 

 
 -A topology like the current one (with adjustments) 

-A network based on service management and that minimizes logistical and equipment issues as much 
as possible. 
-A fully meshed network, with high availability, and multiple access 

 
2.47 It is important to define the services, by State, that are going to be transported by the network. 
 
2.48 If you continue working with satellite links, analyze the RF part and, based on the problems 
observed in REDDIG II, see options. 
 
2.49 If we move on to service management, geographically redundant NCCs cease to be relevant, and 
the figure of a service management center appears, which can be called NMC (Network Management Center). 
 
2.50 This NMC can operate from any location, preferably where the conditions for access to network 
management are practically 100% available. It could be from the provider's data center, for example. 
 
2.51 It must be an intelligent, highly balanced network that allows for reporting, statistics, monitoring, 
management of service transport, direct connection to the cloud, agility and lower operating costs, optimization 
of existing infrastructure, cost reduction, improved reliability and security 
 
2.52 This has led us to think about possible technologies such as SDWAN, SASE, MSI, NaaS, etc. 
Inviting different providers to participate by providing possible solutions oriented to these new technologies. 
Possible companies that can be invited: 

Cirion 
Lumen 
Equans 
Telefónica 
Ufinet 
British Telecom 
PCCWGlobal 
 

Status of nodes 
 

2.53 A review was made of the status of each of the REDDIG nodes. 
 

Antivirus software on NMS servers 
 

2.54 The Meeting was informed about the renewal of the antivirus for 23 NMS servers, with a 1-year 
license. The renewal must take place as of December 31. This action will be carried out based on the necessary 
procedures that will be coordinated with the technical focal points to proceed with the antivirus update. 
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Agenda Item 3: Analysis of the requirements for improving the performance of REDDIG II 
 
3.1 In this matter of the agenda, taking into account the results of the analysis of the behavior of 
REDDIG II since its implementation to date, as well as the review of the procedures for the maintenance and 
operation of REDDIG II, the Meeting will proceed to the analysis of the short and medium term requirements 
for the improvement of the performance of REDDIG II. In this sense, issues related to security, the inclusion 
of additional nodes inside and outside the Region, inclusion of new services, upgrading of bandwidths of the 
terrestrial network, etc. will be addressed. Aspects related to a future network, useful life of the equipment that 
makes up the current REDDIG and possible actions. Future REDDIG planned for the end of 2024. 

 
NEW ACTIVITIES AND SERVICES OF REDDIG II 
 
REDDIG III 
 
3.2 The forecast is that REDDIG III will begin to operate at the beginning of 2026. In this sense, we 
are working with two well-defined objectives. One is to maximize the operation of the RF equipment currently 
in use. Due to the useful life of the satellite network, the failures of the RF equipment and components are 
more recurrent, which demands and will demand a greater effort related to preventive and corrective 
maintenance tasks. The current satellite network is scheduled to be deactivated in December 2025. And second, 
it is to report that during the RCC-29 the draft of the Technical Specifications of the WAN network was 
presented, which was reviewed and, based on this action, within a period of three months, it was sent to TCB 
to start the REDDIG III bidding process. 
 
3.3 Please note that, during the RCC/29, the Secretariat reported that the contract with the provider 
of the space segment (Intelsat) of the REDDIG II satellite communication network (VSAT) has been renewed 
until December 31, 2025. 
 
3.4 The new REDDIG III is defined as a network more oriented towards service management and 
detached from the logistical problems that have been manifested during the two previous versions of the same. 
 
3.5 It has been defined that by January 2026 a network with two MPLS accesses by different last 
mile physical means will be contracted. And, by 2026, the network equipment of each node will be replaced 
and based on the work of the Ad-hoc Group formed during the RCC-29. 
 
3.6 In addition, work must be done on the migration to VoIP of all circuits that connect between the 
States and the REDDIG. The network's premise is to support migrations to new technologies, such as the use 
of SDWAN. 
 
3.7 Regarding situations associated with the migration process to the new network, it is important to 
highlight that the pandemic and other circumstances have had an impact on the activities of the nodes. Among 
other things, it has not allowed the preventive maintenance plan established for 2020, 2021, and 2022 to be 
fulfilled. These actions were resumed in 2023 and 2024, applying the same Schedule and adjusting it in the 
remainder of this year. So far, in addition to preventive maintenance, corrective maintenance is being carried 
out in conjunction with the technical staff of the nodes. 
 
3.8 In order to preserve the useful life of the satellite station equipment, States should also consider 
taking actions to leave a single chain running in the nodes. This coordination must be carried out between the 
Administrator and the focal points of each State, establishing the time of shutdown of the equipment, 
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maintenance phases and alternation of operation (that they operate alternately every 3 or 4 months). This 
decision is specific to each State. It must be considered a recommendation, which, if accepted, will always be 
applied with the approval of the focal point of each node. This will be carried out with the exchange of an 
email between the parties involved or other documentation that the State considers pertinent. 
 
3.9 The last items mentioned above must be highly considered, since they will allow an orderly 
process to be carried out, without urgency, and according to what was planned. 

 
REDDIG III implementation phases 
 
3.10 During RCC/29, after deliberating on the information contained in WP/07 
(https://www.icao.int/SAM/Pages/MeetingsDocumentation.aspx?m=2023-RLA03901-RCC29&t=1), the 
Meeting agreed to carry out two phases. The first phase would consist of working on the WAN part of the 
network, contracting services from a telecommunications service provider (MPLS) with redundancy of last 
mile links. The second phase would consist of working on the LAN part of the network, modernizing the 
connectivity equipment, the interfaces necessary for connecting the existing aeronautical services in each node 
and adapting the acquired cybersecurity equipment to the new architecture of the LAN part of the network. 
 
3.11 The Meeting also agreed that the REDDIG III Ad-hoc Group should carry out the necessary 
analyses and develop the technical specifications to implement Phase 2 of the REDDIG III development. 
 
3.12 In this regard, the Meeting developed the following conclusion, but it should be noted that where 
it says January 2025, this has been modified to January 2026: 

 

https://www.icao.int/SAM/Pages/MeetingsDocumentation.aspx?m=2023-RLA03901-RCC29&t=1
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Adding firewalls to the network 
 
3.13 A firewall network was installed, aimed at continuing with the security policies that have been in 
place since 2012. This firewall network has been in operation since mid-2024. The only nodes pending 
installation are Ezeiza and Bogotá for the reasons explained above. It should be noted that the issue of renewing 
the equipment licenses must always be considered. Remember that the purchase was approved during RCC/22 
(Lima, Peru, March 5-7, 2019), that the equipment finally arrived in the first months of 2022, then training 
was carried out, and finally installed during 2024. 
 
Requirements to delegates 
 
3.14 As is done every year, delegates are asked to do the following: 
 

a) Verify that the stations are registered with the frequency spectrum regulatory bodies, and report the 
situation. Remember that a change of carrier frequencies was carried out. 

b) Update the Focal Points for the Project through an official written communication addressed to the 
Regional Office; and 

c) The areas responsible for the electrical installations are again urged to check the status of the 
installations, the UPS of each of the nodes and the grounding system. 
 
3.15 States that are in a position to acquire spare parts and/or spare equipment for their REDDIG nodes 
are urged to do so with the necessary advice from the ICAO Regional Office, in order to maintain the 
homogeneity of the systems in each of the nodes and proceed accordingly. 
 
3.16 States are urged to make the necessary efforts to improve the logistics processes, in order to avoid 
the problems that have been occurring. These situations threaten the availability of the network, harm the other 
nodes, and may affect the safety of air operations. 
 
3.17 States are urged to ensure that, in the event of system inoperability or changes in their 
infrastructure or other actions or tasks that affect international operational services, there is timely 
communication, through operational and other available means, to allow the most pertinent measures to be 
taken in each case and to collaborate in such situations. Likewise, contingency plans should be reviewed, 
interested parties should be advised on alternatives, and these should be verified. 
 
3.18 Communication should be strengthened in relation to new developments that arise in our 
environment and that affect operational services. The necessary means should continue to be used to be able 
to intervene promptly in the event of a new development. 
 
Twelfth Technical Operational Meeting of REDDIG II 
 
3.19 A in pearson meeting for RTO-12 must be defined during RCC-31. 
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3.20 Regarding the RTOs, the need to associate it with training remains. During the week, sessions 
will be available to specify the RTO and sessions for training. 
 
Activities carried out in 2024 
 
3.21 Regarding the activities carried out in 2024: 
 

• Application of the Preventive Maintenance Program; 
• Visits to the REDDIG II nodes (pending Paramaribo); 
• Interconnection with other regional networks (pending the process of the new REDDIG mpls 

network and CANSNET and New Pens); 
• Operational alternation of the NCC Manaos to NCC Ezeiza; 
• Tendering process for the new network (scheduled for 2025); 
• Improved connectivity between the SAM States and CAR States; 
• Commissioning of the firewall network and improvements in its configuration; 
• Incorporation of the San Juan de Puerto Rico node into the network (in process); 
• Analysis processes and preparation of a draft Technical Specification of the Ad-Hoc Group created 

for the modernization of networking equipment; 
• Analysis process of the proposal for a new structure for the Management and Administration of 

REDDIG by the Ad-Hoc Group created for this purpose; and 
• Advance the interconnection of voice services, using VoiP and with the aim of replacing analog 

interfaces. 
 

Preventive maintenance programming 
 
3.22 By 2025, the REDDIG Administration will continue with the preventive maintenance program 
for all equipment in all REDDIG nodes. 
 
3.23 Delegates are reminded of the need to verify the existence of appropriate RF measurement 
instruments for L-band measurements. Once their existence has been verified, they will be asked to prepare 
the RF diagram of the node of both chains, in order to have it as a future reference to observe if there is 
degradation of the equipment. The above, in coordination with the REDDIG Administration. 
 
Visit to REDDIG II nodes 
 
3.24 The States approve, as part of the maintenance and training activities in REDDIG, that the 
REDDIG Administrator visits two nodes per year. 
 
3.25 The objective is to carry out a complete evaluation of the node and develop a training/recurrent, 
aimed at the personnel in charge of node maintenance. 
 
3.26 For the year 2025, visits to the nodes of La Paz (Bolivia) and Panama (Panama) are proposed. 
 
3.27 In both cases, the visit will last one week. 

 
Interconnection with other regional networks 

 
3.28 Discussions will continue with APAC, NAM/CAR and EUR to implement the interconnection of 
the regional networks (CANSNET, CRV, New PENS and REDDIG). In this task, an initiative of the SAM 
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Regional Office, meetings are being held with representatives of the three telecommunications companies: 
PCCW Global (APAC), British Telecom (PENS) and Cirion (REDDIG II), and with the organizations and 
States involved (Conclusion RCC/24-3 Interconnection of Regional IP Networks). 

 

 
 

3.29 The proposal in RTO-09, coordination between CENAMER and Quito, is reiterated in order to 
establish a P1/AMHS connection between the parties, to improve, among other things, the conditions for the 
exchange of AIDC data. 

 
Alternation of the operation of the NCCs and the REDDIG management center 

 
3.30 In 2025, the alternation of the operation of the NCCs and the REDDIG management center in 
Manaus should be carried out, as long as conditions permit, and with the consideration that it would be 
desirable for the Administrator to move to the Ezeiza NCC during the alternation (expected to take one week). 
 
3.31 During short periods of solar conjunction and eventualities, only the reference carrier will be 
temporarily switched from Manaus to Ezeiza. 

 
REDDIG telephone directory 

 
3.32 States are required to update or ratify the REDDIG telephone directory (ATS and Administrative) 
annually. 
 
3.33 In this regard, it is recalled that this information is subject to the operational documents/letters of 
agreement between States and that any modification, in addition to being reported and coordinated with the 
administration of REDDIG, must be incorporated into the official documentation of the States and 
communicated through official channels. 

 
Recurrent on Operation & Maintenance of REDDIG II 

 
3.34 This is an activity that has been carried out every year and was completed during the scheduled 
visits to the nodes by the Administrator. Also, every month or two, meetings are held that include 
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training/briefing for the NCC Manaus staff. In addition, it is proposed to hold virtual meetings with the NCC 
Ezeiza staff. Regarding visits, in case of the need of any State, which considers it necessary, it can request it, 
as was done in French Guiana at the end of 2022. Keep in mind that the costs, for this last alternative, will be 
borne by the requesting State. 

 
Incorporation of firewall equipment into the network 

 
3.35 The Secretariat reported that, during the training, a basic initial configuration of the firewall 
equipment was chosen. One firewall equipment dedicated to the protection of the LAN part of the node and 
the second equipment dedicated to the protection of the WAN (MPLS) part of the node. The adoption of this 
basic configuration was done to facilitate the prompt installation and activation of security measures, in a 
homogeneous manner, even in the nodes of the States that did not participate in the training. 
 
3.36 During RCC/29, Brazil suggested forming a group of experts to study and propose a more 
optimized configuration, taking better advantage of the functionalities of the acquired equipment, providing 
greater resilience to potential attacks. The proposal was supported by other participating States, and the 
following conclusion was formulated: 

 
 
3.37   The Ad-hoc Group was formed by the following States: Argentina, Brazil, Chile, Colombia, 
Paraguay and Venezuela. A representative from Brazil will be the coordinator of the Ad-hoc Group. 
 
3.38 The RCC will be asked to analyze the possibility of carrying out a new training on FortiNet 
equipment with the same methodology as that developed in the Regional Office during the year 2025. 
 
3.39 In addition, see the possibility of carrying out training on VoIP with considerations for 
EUROCAE protocols. 
 
3.40 It is requested to provide one vacancy per node for the face-to-face courses, and 30 for the virtual 
ones. The costs involved in carrying out the course, which will be covered by the Project. 
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Other business 
 
3.41 It is worth noting that 100% of the interconnections are IP and, consequently, as was done with 
AMHS, moving to using VoIP is an inevitable change to be carried out. There are already States that have 
made significant investments to support operational telephony in VoIP using the SIP protocol, and highlighting 
the criticality of recording as a requirement. 
 
3.42 Today, States such as Argentina, Brazil, Chile, and Colombia have already incorporated systems 
that support VoIP for aeronautical services, and are in the process of changing the analog interfaces they have 
with REDDIG to VoIP. 
 
3.43 Regarding the previous item, remember that REDDIG II supports SIP V.2, and that the 
installation of firewalls is an important step associated with these new implementations. 
 
3.44 Suriname raised the need to move the antenna to a new position. In addition to improving the 
conditions or relocating the rack. This should be discussed, because it must be taken into account that satellite 
stations, as we know them today, are expected to be deactivated in December 2025. It is suggested that this 
proposal be evaluated based on costs, administrative times, and execution times in a process of these 
characteristics. 
 
3.45 Likewise, Suriname announced that the facilities in Paramaribo have been improved, that the 
systems for the implementation of ADS-B are being updated and that they are studying the implementation of 
ADS-C. 
 
3.46 Chile expressed its interest in continuing the negotiations on the possibility of having an MPLS 
node in Auckland/Christchurh. This is a topic that has been discussed for a considerable time, and the RTO is 
an appropriate meeting to share the progress and advantages that this new node can represent for the Project 
participants. 
 
3.47 Likewise, Chile continues in the process of negotiations to contract Satellite ADS-B, and 
considers REDDIG as a means of access to lower costs, taking advantage of the fact that Aireon has an MPLS 
node in the network. 
 
3.48 Bolivia reported that, in relation to the Cochabamba node, there is no information regarding the 
commissioning of the new center. However, it has been proposed to use this node as a backup, and vice versa 
for the La Paz node, for which some actions must be carried out between personnel from the Bolivian 
administration and with the collaboration of the Project. 
 
3.49 Although the Cochabamba node remained de-energized for a long period, it is currently back in 
operation and available for use, although it does not provide services. The same situation can be considered 
regarding the ARSAT node, which does not provide services. 
 
3.50 Regarding the MTA, Bolivia changed its provider, and despite the problems that were observed 
in previous years, it can now be seen that the system is stable. It should be noted that Bolivia has always 
highlighted to the Administration the collaboration of the States, in particular Argentina, Brazil and Peru, 
which opportunely helped to save contingency situations. 
 
3.51 In the node of La Paz, two ATS internals were enabled by available FXS circuits and that had to 
be connected directly to the voice switching, without going through a Northel Telecom PBX. Currently, the 
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node of La Paz has the possibility of configuring and enabling 4 FXS circuits and connecting these circuits 
directly to the VSC. 
 
3.52 Regarding the ATS voices, there are still developments between the Corumba position (which 
operates in the ACC of Curitiba) with Puerto Suárez. Keep in mind that the operator of Puerto Suárez only 
goes to the airport on demand, and that the controller of Corumbá operates from Curitiba. 
 
3.53 While Colombia requested that the possibility of installing a REDDIG node in Leticia be studied 
and for consideration, although there is no official request to be able to move forward with this issue, if 
feasibility exists. 
 
3.54 Another issue is that, until Ecuador acquires a new PABX or VSC that supports the circuits that 
meet the required requirement, (keep in mind that Guayaquil has been without a PABX since January 20, 
2020, and boards were sent from the Regional Office that allowed to recover the minimum capacity for 
coordination with operational users from other States). In this sense, temporarily, Ecuador wants to increase 
the number of FXS interfaces in REDDIG routers. The official order was made, and from the Regional Office, 
the boards have been acquired, which will be sent to the Ecuadorian administration for subsequent installation. 
 
3.55 In this sense, Colombia offered to share an application with Ecuador to implement the same 
solution that was offered to Venezuela for the case of Cúcuta and Táchira, which is currently used. 
 
3.56 The current Bogotá Telephone Exchange has a function that allows implementing remote 
extensions through the Internet. An application (application) can be installed on a computer or mobile phone 
allowing the assignment of an extension (terminal) of the Bogotá Exchange, connected through the Internet. 
 
3.57 Chronic problem in the link between Curitiba and Foz. From the Curitiba node we were informed 
that work is still being done to improve this national circuit, which affects the oral coordination between AD 
of Paraguay and Foz. Same affectation for AD of Argentina. As well as work was done to create a 2nd ATS 
between APP Guaraní with Curitiba, but for a satellite alternative from Brazil. 
 
3.58 Another important issue was that, with the incorporation of the MPLS node in Panama, and added 
to the sending of a router from the Regional Office, with voice interfaces, this State has recovered the capacity 
of oral coordination channels, as well as established P1/AMHS connection with SAM States. It has 
strengthened its interconnection possibilities with States that are part of the Project. 
 
3.59 Opportunely, its representatives expressed the motivation that this generates for them and the 
satisfaction of carrying out, to date, several integrations of voice and data services with the SAM Region. 
 
3.60 During 2023, COCESNA, through its REDDIG node in Ilopango, is receiving Satellite ADS-B 
traffic from the REDDIG AIREON node (Virginia, USA). This guarantees that any State that is part of the 
project can take advantage of this service with AIREON, even at lower costs. 
 
3.61 Regarding voice services, during the RTO/09 it was indicated that there are cases where States 
have all users configured as operational, and no administrative users. While in other States administrative users 
are considered. Since the operational network and the administrative network are different, this means that 
users of the different networks cannot communicate, which causes difficulties for coordination. Work was 
urged to solve these situations in those cases that arise. To date, no actions have been observed to correct this 
situation or determinations on this issue. 
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3.62 Regarding the node of the Regional Office, coordination has begun to install an AMHS terminal 
and that it can be integrated into the network. This action will allow the recovery of the capacity that the 
Regional Office had in the old facilities located at the airport, and will also represent a very useful tool for 
ICAO Officers in relation to having access to aeronautical messaging and being an official and valid means of 
coordination between the States and their Regional Office. 
 
3.63 Venezuela proposes that Uruguay consider a P1/AMHS connection between both States. In 
addition, it offered to be available to carry out P1/AMHS interconnections with the States that consider it. 
 
3.64 Chile requested a P1/AMHS connection with Bolivia, and that this generate the necessary steps 
to begin coordination. 
 
3.65 Bolivia requested that coordination be carried out to work on contingencies, taking into account 
possible system failures. 
 
3.66 It is reported that there are problems due to a lack of technical personnel. 
 
3.67 COCESNA has expressed the possibility of migrating the Tegucigalpa node to an mpls node and 
having redundancy with the Ilopango node. 
 
3.68 COCESNA proposes to analyze the possibility of a P1/AMHS connection with Brasilia (Brazil). 
Interest is expressed. 
 
3.69 It is proposed to open a discussion on the subject of hotlines and review the agreements. The 
Hotline in Peru is not accessible from Chile, the same as Ecuador is requesting. Reestablish the hotline circuits 
between Chile and Peru, and between Ecuador and Peru. 
 
3.70 The situation that occurred with the temporary move of the ACC from Lima is mentioned, and 
all the consequences that this constituted due to the lack of communication. In this regard, it is proposed to 
review the contingencies. 
 
3.71 It is also urged to verify the operation of the public telephone system used as a contingency. This 
is due to the fact that in recent times problems have been detected with landline telephones, for telephone 
providers. This is due, in principle, to the fact that it is a medium that is increasingly less used in general, and 
with a tendency to disappear. 

 
REDDIG II Interconnections 
 
3.72 Regarding the exchange of surveillance data (using REDDIG as a means of transport), Argentina, 
Brazil, Paraguay and Uruguay are currently exchanging surveillance data; tests have been carried out between 
Chile and Argentina; and in coordination the sending of surveillance data from Manaus to Maiquetía, and 
exchange between Chile and Peru. 

 
Operationally: 
 
1) Paraguay is sending data from the Asunción radar via REDDIG to Ezeiza and from there finally 

to the automated system of the Resistencia ACC. 
 
2) Argentina is sending data from the Corrientes radar to the Asunción ACC via REDDIG. 
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3) Argentina is sending data from the Posadas radar to Asunción. 
 

3.73 On trial: 
 
1) Paraguay is sending data from an ADS-B station in Asunción to Resistencia and the same are 

being evaluated at destination 
 

3.74 Likewise, the Guaraní airport, in Ciudad del Este, is receiving data from the Foz de Iguazú radar 
(Brazil), injected into the REDDIG node, for APP. 
 
3.75 The Meeting was informed that data from the Carrasco (Asterix) radar is being sent to Ezeiza, 
under evaluation. These activities are in addition to the radar data that is sent from Ezeiza (Argentina) to 
Carrasco (Uruguay); and the data from the Durazno (Uruguay) radar to Ezeiza. 

 
  

 
 

Monitoring of AMHS interconnections in the Region 
 
3.76 Regarding AMHS interconnections in the Region, to date all connections planned in the Air 
Navigation Plan are being fulfilled 100%, and new extra-plan interconnections have been added in the Region. 
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Agenda Item 4: Other matters 
 
4.1 Under this agenda item, the Meeting analyzed other matters related to the aspects discussed that 
were considered appropriate. 
 
Recommendations 
 
4.2. The Administrator recalled a series of recommendations for the staff of each of the nodes, and 
the most notable is to have the old REDDIG I Linkway modems available for power supply replacements. 
 
Support for the coordination of extra-regional interconnections 
 
4.3.  The Meeting was informed that support continues to be provided to the States in relation to 
P1/AMHS interconnections and other services. 
 
4.4.  It was reported that the REDDIG Administration is actively involved in the AMHS system 
interconnection processes in the Region, as well as in different services exchanged between the States. It was 
also reported that it collaborates in different situations that arise in each State in relation to the services and 
systems, and that are external to the REDDIG. 
 
4.5.  Normally, the REDDIG Administration provides collaboration with all available tools in order 
to collaborate with any action tending to achieve interconnections, exchanges, transport of different services 
and information. Likewise, with actions tending to information analysis, traffic capture, etc., that allow finding 
solutions to difficulties raised between the exchanged services. 
 
4.6.  Normally the NCC carries out tasks beyond those planned, becoming a center, not only for 
network management, but also for consulting and support with issues outside of REDDIG. 
 
Suggestions from RTO-11. 
 
4.7.  States that are in a position to acquire spare parts and/or backup equipment for REDDIG II 
were reiterated and urged to request assistance or technical support from the ICAO Regional Office, in order 
to maintain the homogeneity of the systems in each of the nodes and proceed accordingly. 
 
4.8.  An invitation was made to make an analysis of future additional nodes within each State based 
on the needs that will improve the redundancy and robustness of the network at a lower cost. 
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Summary of final conclusions and topics proposed for discussion at the next RCC 
 
5.1. It was reiterated that spare equipment will not be sent to the node that presents new developments 
in any of its equipment until the node sends the faulty equipment to the Office. 
 
5.2. It was reiterated that the equipment of the satellite part of each node has reached the end of its 
life span, however, it will continue to be used as long as it is considered necessary and continues to function. 
Those present were reminded that the NDSatCom and Terrasat factories no longer manufacture the models of 
equipment used in the network, nor are there any spare parts. 
 
5.3. Regarding the future REDDIG III, it was made clear that a solution that would force States to 
invest in new, high-cost satellite stations would not be chosen, and that a solution would be chosen that would 
focus on the terrestrial network with sufficient redundancies to have availability as close to 99.9% as possible. 

 
5.4. The nodes of Madrid (Spain), Johannesburg (South Africa), Panama (Panama) were 
implemented, and the benefits and scope of these implementations were presented, as well as the advantages 
and benefits of the integration of the nodes of Atlanta, Salt Lake City, Ilopango, AIREON x2, Cochabamba, 
Rio de Janeiro, ICAO SAM. 

 
5.5. Regarding the state of the satellite part of the nodes, a concern and commitment about spare parts, 
processes for sending equipment for repair, manufacturing discontinuity on the part of the manufacturers was 
expressed, and in particular, a commitment to take the necessary efforts in sending equipment to the SAM 
Office when it is clear that the equipment needs to be sent to the factory for repair, etc. 

 
5.6. Trinidad & Tobago finished the P1/AMHS connection with Guyana but does not traffic. 

 
5.7. It was reported that, in relation to the Skywan 7000 installed in the NCCs, they have not presented 
failures. While the Skywan 1070 has presented failures continuously in the different nodes and mainly due to 
problems with electrical power, parasitic currents and consequences associated with the failures of the sources. 
To overcome these new features, different solutions have been implemented, such as replacing the original 
source with compatible sources, such as those used in REDDIG I (sources for the Linkway modem), and the 
adaptation of other types of sources that have allowed the damaged sources to be replaced and the modems to 
continue to function. 

 
5.8. The work in coordination with the terrestrial network provider to continue with the improvements 
to the last mile of access was reported. The cases of Manaus, Recife, Piarco, Cayenne, etc. were mentioned as 
examples. 

 
5.9. The procedures to be followed in the event of a failure in the terrestrial network or a particular 
node were recalled. 

 
5.10. It was reiterated, as every year, that the directories of each node must be kept up to date in order 
to avoid confusion and errors, and to take into account that there are operational agreement letters that must 
be observed before making any changes. 

 
5.11. The importance of always working together with the operational parties of each State was 
emphasized, ensuring that technical personnel are aware of the contents of the letters of operational agreement 
regarding CNS services. Additionally, any change, alteration, or new development must always be coordinated 
with the involved parties, including users, while considering any pre-existing agreements. 
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5.12. Since 2012, security and IT issues have evolved, with an increasing focus on cybersecurity. Since 
2017, intensive work has been done on physical security, at the software and hardware level, through the joint 
implementation of various policies. Currently, progress is being made in the implementation of firewalls in all 
nodes to strengthen security, even though REDDIG remains a closed network. This measure also responds to 
the incorporation of new actors, such as companies, Aireon, SITA and additional nodes, as well as to the 
integration processes being carried out by the States between their technical and administrative networks. In 
addition, the IP-based operational and administrative services that the States are implementing are linked to 
the REDDIG SAM multiservice platform. Finally, the integration work with other regions reinforces the 
commitment and responsibility in terms of security that this evolution requires. 

 
5.13. It was reported that as of December 31, the antivirus software for the network servers will be 
updated, as it has already been renewed. 

 
5.14. Regarding preventive maintenance, the current procedure will be maintained. 

 
5.15. It was clarified that the visits to the two nodes that are carried out annually are included as tasks 
planned by the Project. The cost of these missions is borne by the project. 

 
5.16. The possibility of installing an MPLs node in Leticia on the Colombian side is being studied, and 
the means to make this possibility a reality are being determined. Request a quote from the supplier to install 
an MPLs node in Leticia or a viable access solution. Check the feasibility. 

 
5.17. Cocesna suggested implementing dedicated circuits between CENAMER and the SAM States.  
Dedicated lines, two with Ecuador and two with Colombia, and take advantage of the opportunity to implement 
these solutions via VoIP, although they could also be implemented as analog. 

 
5.18. Colombia proposes implementing SIP VoIP with Cocesna, which is why it is agreed to begin 
testing to make this implementation a reality. 

 
5.19. It is proposed to work on establishing redundancy between Ilopango and Tegucigalpa. One option 
that was expressed is to change the Tegucigalpa satellite node to an mpls node, and always in redundancy with 
Ilopango. The objective is high redundancy for COCESNA. 

 
5.20. Mandatory test for acceptance of the MPLs nodes. 

 
5.21. Chile uses a converter called Sigilo and the need to exchange radar data with the bordering States, 
with Peru and with Argentina. AIDC communications with Peru are working well, they are two automated 
centers. Working with Thales, which is providing an upgrade for the Santiago system. By the end of the year 
they will be 100% operational for the neighboring States and the Oceanic FIR with ASIA PAC and Peru. 

 
5.22. It was highlighted that Puerto Suárez does not work 24 hours a day, but rather works on request. 
This is one of the reasons why it is possible that the situation in which Curitiba cannot speak to this tower may 
arise. 

 
5.23. Expectations regarding the connection or adhesion to the network by SITA and other operators 
for the benefit of the SAM States. Not only to improve performance but also to reduce costs. 

 
5.24. It was recalled that the States have all the power to acquire spare parts and ICAO is willing to 
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collaborate and advise on the acquisition of spare parts. 
 

5.25. Regarding Guayaquil, Colombia stated that the fxs interfaces provided by ICAO helped to resume 
coordination. 

 
5.26. The Intelsat and Cirion portals and all the particularities related to each of them were presented 
at the meeting. 

 
5.27. The AMC page was shown and the information that can be obtained from it. 

 
5.28. The distribution of the MTAs and the manufacturers of amhs systems was shown. 

 
Topics proposed for discussion at the next RCC 

 
5.29. Consider, in relation to REDDIG III, that during RTO/11, the delegates consider analyzing the 
consequences of becoming 100% dependent on a provider, and ceasing to have influence over the means of 
interconnection, without the possibility of any action in the event of a failure in the means of access or 
transport, depending entirely on the provider. Analyze again what this entails and consider the considerations 
of the case. 
 
5.30. That the Administrator continue with the two annual visits, and it is proposed that visits to the 
nodes of La Paz (Bolivia) and Panama (Panama) be made in 2025. 

 
5.31. The next RTO/12 must be in person and the RCC/32 will define the place where it will take place. 

 
5.32. In reference to RTO/12, the need to associate it with training related to the necessary tools for 
analysis and evaluation of traffic transported by REDDIG is maintained. During the week, days will be set 
aside to finalize the RTO and days for training sessions. 

 
5.33. Analyze the possibility of holding Fortigate courses again for technical personnel of the nodes. 

 
5.34. Maintain the established schedules to carry out maintenance tasks planned based on the calendar 
and structure of the same that is being applied. 

 
5.35. Continue coordination with the other regions and providers of the transport networks, to continue 
working with the vision of the integration of all networks and the objective of a network of networks, of a true 
global ATN (Aeronautical Telecommunications Network), especially with CRV/PCCGlobal, with New 
PENS/British Telecom, with the future CARNAM/CANSNET. 

 
5.36. Based on the growth of new applications or the use of existing applications more frequently, the 
meeting considered that it is important to continue holding different training sessions at a regional level to not 
only have suitable personnel, but also to have agreement regarding the vision that is held. This is why it is 
urged not only to contract training courses through the project, but also to take advantage of the specialists of 
each State so that they can share their knowledge and experience in the implementation and development of 
different systems of regional interest. 

 
5.37. The fundamental importance of the support of the States in relation to the processes that must be 
carried out in Customs for the shipment and reception of damaged or repaired equipment was emphasized 
again. 



REDDIG RTO/11 Summary of conclusions 5-4 
 

 
5.38. Work will continue so that the network works mainly through land access as a priority and 
satellite as a secondary. 

 
5.39. It was urged to reinforce the issue of communication in relation to the novelties that arise in our 
environment and that affect operational services, to continue using the necessary means to be able to have a 
timely intervention in the event of a novelty. The importance of communication that must exist between those 
who are part of the network was emphasized. 

 
5.40. It was urged to reinforce the issue of communication in relation to the novelties that arise in our 
environment and that affect operational services, to continue using the necessary means to be able to have a 
timely intervention in the event of a novelty. The importance of communication that must exist between those 
who are part of the network was emphasized. 

 
5.41. It was emphasized that 100% of the interconnections will be IP in the SAM Region, and the 
intention to move to using VoiP is an inevitable trend. There are already States that have made significant 
investments to support operational telephony over VoiP over SIP, highlighting the critical issue of recording, 
which is a requirement. The usefulness of this new technology is highlighted, which allows, among other 
advantages, portability, the use of video, chat, either with the use of specific devices for this purpose or using 
cell phones through applications. This leads to rethinking the engineering of each node. 

 
5.42. As in all meetings, the importance of exchanging experiences in the implementation and 
integration of systems has been emphasized, as well as the actions taken to provide solutions to new 
developments presented. There was significant participation by the participants in this regard. For example, 
the use of VoiP, the challenges that have been had in this regard; the issue of compatibility is always a recurring 
issue, the use of expertise, the need for technical staff to constantly evolve. The challenge of adapting new 
technologies to aeronautical systems, since they are solutions that have a specificity of aeronautics, taking 
advantage of consultancies, and the experiences of the States. 

 
5.43. Cocesna proposes that Ecuador considers a P1/AMHS connection between both. 

 
5.44. Venezuela offered availability to carry out P1/AMHS interconnections with the States that 
consider it. 

 
5.45. Chile requests a P1/AMHS connection with Bolivia, and that this generates the necessary steps 
to begin the coordination. 

 
5.46. Chile supports the steps on the possibility of having an mpls node in Auckland. 

 
5.47. Chile is in the process of contracting AIREON, but it is in that process, and REDDIG is 
considered as a means of access to lower costs. 

 
5.48. Maintain Bolivia's consideration of RTO/09, who requested that coordination be carried out to 
work on contingencies in response to possible system failures. 

 
5.49. Two ATS internal Fxs were enabled in the Bolivia node to be connected directly to voice 
switching, which today work through a Northel Telecom PBX. In addition, 4 fxs circuits are available that can 
be connected directly to the VSC. There is no update from Bolivia. 
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5.50. Colombia requested that the proposal to connect Puerto Rico, Curacao, Aruba and Jamaica to 
REDDIG as mpls nodes be resumed or other solutions be sought. This will allow the problems that continue 
to arise to be resolved and the exchange of services with these SAM States to be improved. It recognized the 
efforts of ICAO to reestablish the switched circuits with the CAR States. 

 
5.51. Colombia expressed its concern about analyzing the possibility of installing an mpls node in 
Leticia. 

 
5.52. It expressed the need to continue attending the training of personnel. 

 
5.53. The REDDIG has improved the exchange of information with SAM States 

 
5.54. It has been found that there are cases where States have all users configured as operational, and 
no administrative users. While in other States, administrative users are considered. Since the operational 
network and the administrative network are different, this will imply that users of the different networks will 
not be able to communicate between one network and another. 

 
5.55. It is proposed to open a discussion about hotlines and review the agreements. From Chile, the 
Hotline in Peru is not accessible, the same as what Ecuador is demanding. Reestablish the hotline circuits 
between Chile and Peru, and between Ecuador and Peru. 

 
5.56. We must see about configuring the hotline circuits in Peru to recover the hotlines with Peru. 

 
5.57. An annual schedule is proposed to record preventive maintenance tasks and ensure orderly 
execution. All delegates approved the continued application of this schedule for preventive maintenance. 

 
5.58. It is proposed to coordinate between Cenamer and Quito to establish a P1/AMHS connection 
between the parties, to improve, among other things, the conditions for the exchange of AIDC data between 
the parties. 

 
5.59. Cocesna proposes to analyze the possibility of a P1/AMHS connection with Brasilia (Brazil). 
Interest is expressed. 

 
5.60. The question of reconfiguring the stations to use a single chain and preserving the equipment that 
makes one of the chains is raised again. 

 
5.61. Training. RTO/11 considered it important that the RCC analyze and define the possibility and 

opportunity to carry out the following courses: 
 
• One regarding IP telephony 
• Another on traffic analysis with the wireshark tool. • Firewall training 
• Share documentation of training sessions. 
• Establish a shared link to access and access information. 
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