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ABUAIIMOHHOU BE3OITACHOCTH

(ITpencraBneno CaymoBckoit ApaBueii)

KPATKAS CITPABKA

ABpPOMOOMIBHOCTD B CIOXKHBIX ycloBHSIX (AAM) u HOBBIE TEXHOJOTHH, TAKUE KaK OCCIUIOTHBIC
asuaronHbie cucteMbl (BAC), roposckas Bo3aymiHas MoomwisHOCTE (UAM) U yCOBEpIIIEHCTBOBAHHBIC
BO3yIITHBIE TPAHCIIOPTHBIE CPEICTBA, MPOU3BENH PEBOIIIONNIO B aBHANMOHHON oTpaciu. OTHAKO ATH
W3MEHCHUS CO3JIAl0T Cephe3HbIC NPOOJEMBI IS aBHAIIMOHHOM OE30MacCHOCTU, BKJIIOYAS YTPO3HI,
CBSI3aHHBIC C HECAHKIIMOHMPOBAHHBIM JIOCTYIIOM, KHOEpaTakaMyd M MOTCHIIUAIBHBIM HCIIOIb30BaHHEM
Teppopuctamu. B HacTosmmemM JOKyMEHTE pacCMaTPUBAIOTCS PUCKHU, CBA3aHHBIE C a9POMOOMIBHOCTHIO B
CJIO’KHBIX YCIIOBUSIX, TAETCS OllEHKA CYIIECTBYIOIIEH CUCTEMBI O0eCTIeueH s aBUAIIMOHHON 0€30TTacHOCTH
U Tom4YepKuBacTCa HeoOXoauMocTh moarotoBku MKAQO HMHCTPYKTUBHBIX MATEPUANOB JUISl OKAa3aHHS
JloroBapuBarommmMcs TOCyAapcTBAaM TOMOIIM B OOECHEeYeHWH aBHAIMOHHOW O€30macHOCTH |
YCTaHOBJICHUH HAIOHAIBHBIX TPEOOBaHUH.

JeiicTBusi: Accambiiee mpenaraeTcs:

a) TPUHATH K CBEACHUIO MH(POPMAIIHIO, IPESICTABICHHYIO B HACTOSIIEM JIOKYMEHTE;

b) mnpuszBath [loropapuBaroiirecs rocyaapcTsa 0OMEHUBATLCS 000K HH(OOPMAIIUEH UK OIBITOM
¢ CekpeTapraToM B IEINSX CO3J[aHUs CIIPABOYHON 0a3bl JIAaHHBIX, KOTOPAs TIOMOXKeT [ pyrie SKcrnepToB
10 aBUAIMOHHOW 0€30MMacHOCTU B pa3pabOTKe HOPMATUBHOW 0a3bl U MPEIOCTABICHUH WHCTPYKTHBHBIX
MaTtepuaioB JloroBapuBarIUMCs TOCYAapCTBAM HAa OCHOBE WHHIIMATUBHOTO TMOIXOJa K YCTPAaHCHUIO
pHUCKOB, obecrieunBasi 0e30macHylo HWHTerpanuio AAM B CyIIECTBYIOIIME ABUAIMOHHBIC CHCTEMBI
(B pabounii TOKYMEHT BKJIFOUEHBI TPEJIaracMble PYKOBOISIINE PUHIIMITEI U TIEPEIOBas MPAKTHKA IS
o0ecrnieueHus: aBHalIMOHHON 0€30MaCHOCTH a3POMOOMIBHOCTH B CIIOKHBIX YCIIOBHSIX);

¢) mpu3Barh JloroBapuBaroniuecs rocyJapcTBa COTPYIHHYATh C MECTHBIMH 3aWHTEPECOBAHHBIMU
CTOPOHAMH B IIETISIX OCYIIECTBIICHHS aIalTHPOBAHHBIX MEP aBHAIIMOHHOW O€30MaCHOCTH M TIOOMIPEHHUS
VHBECTUIIMHA B TAaKUE TEXHOJIOTMH, KaK TEpPEAOBBIC pPEIICHUS B 00JaCTH OPraHU3alldd JIBHXKCHUS
OCCITUIIOTHBIX JIETATENBHBIX allapaToB, CPeACcTBa KHOSpOE30MacHOCTH JIJIsl 3alUThI B3aMMOCBS3aHHBIX
CHUCTEM U 00MeH MH(pOpMaNHeH 00 yrpo3ax ¢ IpyruMu TOCyAapCTBAMH.

Cmpamezuueckue | JlaHHBIN paboumii TOKyMEHT CBSI3aH CO CTPATETHUECKON 1ebio "Kaocowbiii norem
yenu besonacen u sawuugen”

! Bepcun OKyMEHTa Ha aHITIMHCKOM U apabCKoOM si3bIkax npepocTasienbl Cay0BCkoit Apasuetii.
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Dunancogvie

noC1e0Cmsus.

CnpasouHuviti [punoxenune 17 "Asuayuonuas 6ezonactocms”

Mamepuarn Pyrosoocmeo UKAO no asuayuonnoti 6ezonactocmu (Doc 8973)

1. BBEJEHHUE

1.1 brmaromapss TEXHOJIOTHYECKOMY TMPOTPECCY OBICTPO PACIPOCTPAHACTCS KOHIICTIIIHS

a3pOMOOMIIEHOCTH B CIOXKHBIX YCIOBHAX (AAM). OHa OTKpBIBAaET BO3MOXXHOCTH AJISI pOCTa, HO IIPH 3TOM
CO3J1aeT HOBBIE PUCKH AJISl aBUALIMOHHON O€30MaCHOCTU M IOTEHLIMANIbHBIE YSA3BUMOCTH, I3MEHSIS XapaKTep
YIpo3 B CETH TPaXKIAHCKOM aBHAMW. DTH PUCKHA TPEOYIOT HWHUIMATHBHOTO IIOAXO0JA CO CTOPOHBI
MEXIyHAPOIHBIX PETYIHPYIONINX OpraHoB, Takux kak MKAO, mis obecrieueHus: 6€301acHOCTH IOJIETOB
Y aBHALIMOHHOW 0€3011aCHOCTHU aBHAaLlMK B TII00aIbHOM MaciiTabe. B HacTosiemM oKyMeHTe 00CyKIAl0TCs
nocJe/ICTBHUS BHeApeHuss AAM Juist aBUAIIMOHHOM 0€3011acHOCTH, OTIPEIENSIOTCS] BO3HUKAIOIINE PUCKH U
npenaratorcss mepbl, kotopeie MKAO u ee [loroBapuBaromuecs: rocyaapcTBa MOTYT HPUHATH IS
pEIIeHNs ITUX MPOOIEM.

1.2 [ox a3poMOOHITBHOCTEIO B CIIOKHBIX YCJIOBHSIX TOHUMAETCS MIEpEMEIeHHE MACCAKUPOB U
IPY30B C IOMOUIBIO PA3JINYHBIX CPEICTB BO3AYLIHOTO TPAHCIIOPTA, BKIIOYAsi OECIIMIOTHBIC AaBUAIIMOHHBIC
cucremsl (BAC), mnardopmel ropoackoii Bo3ayiHoi MoounsHoctd (UAM) 1 35ieKTprYecKre BO3AYIIHBIE
cyJlla BepTukanbHOro B3nera u mocanku (eVTOL).

2. OBCYXIEHUE

2.1 Xotst AAM mnpencTaBnsgeT coOOW 3HAYUTEIBHBIN MIAr BIIEpes B Pa3BUTHM aBHUAIUH, OHA
TaKXe CO3/1aeT HOBBIE MPOOJIEMbI B 00JacTH aBHALMOHHOH Oe3omacHocTu. IlosTomy HeoOxoanmo
pa3paboTaTh KOMIUIEKCHBIA HOAXO0/ K 00€CIIeUEeHHIO aBHALIMOHHONW 0€30I1aCHOCTH, KOTOPBIH MO3BOJIS OBl
YYUTHIBATh IOTEHIMATIbHbIE PUCKH M OOECIeYMBaTh 3alUTy aBHUAIIMOHHON OSKOCHUCTEMBI OT YTpo3,
BO3HMKAIOIUX B PE3yJbTAaTEe 3TOH TEXHOJIOTHUECKON 3Bomonnu. K 3TuM puckam oTHOCATCS:

a) HecaHKITMOHMPOBAHHBIN TOCTYII U HHCAHIEPCKUE YTPO3BI:
1. VYBemnuenme uucia omnepamumii bBAC m UAM co3maer ysSI3BUMOCTH B 30HAX
OTPaHUYCHHOTO JIOCTYIIA a3POTOPTOB M HA TPASKTOPHUSX ITOJICTOB.
2. Cucrtembl a3pOMOOWIBHOCTH B CIIOKHBIX YCIOBHSIX MOTYT OBITh MCIIOJIB30BaHBI IS
HE3aKOHHOTO BMEIIATEIILCTRA.

b) ¥Yrposs kubepbe3onacHOCTH:
1. HWuterpamnus mudpoBbIX cucteM U aproMaTu3aimu B UAM yBenMunBaeT ysa3BUMOCTh
K KuOeparakam.
2. TeppopHCTBI MOTYT CKOMIIPOMETHPOBATh HABUTAITMOHHBIE CUCTEMBI, CETH CBSI3U WIIH
oIfepaTHBHbBIC TaHHbBIC.

¢) HemnpaBomepHoe ncmonp3oBanue cucteM AAM:
1. Cucrempr AAM MOTYT HCHOJL30BATHCS JUISI HAOIONCHUS, KOHTPAOAHIBI WIIH
TPAHCIIOPTUPOBKU B3PHIBUATHIX BELIECTB.
2. VHIMIOEHTHI C CcHUCTEeMaMH a’pOMOOMIBHOCTH B CIIOXKHBIX YCIOBHSX BOJHM3H
a’POITOPTOB MOTYT HAPYIINTH BO3MYITHOE ABMKEHUE M CO3/IaTh PUCK CTOJKHOBEHHIA.
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2.2 CYIIECTBYIOIIASI TIPABOBASI BA3A I OBECIIEYEHUS ABUAIIMOHHOM
BE3OITACHOCTHA

2.2.1 B Ilpwioxenun 17 W3MI0KEHBI MEXIAYHAPOIHBIC CTAHMAPTHI, KACAIOMIUECS 3allUTHI
Ipa)TaHCKOH aBHAIlMU OT aKTOB HE3aKOHHOTO BMeIIaTenbcTBa. OiHako ObicTpoe pa3sutiue AAM TpeOyer
OOHOBIICHUSI 3THX CTAHJAPTOB, YTO IO3BOJIUT OOECTICUUTHh MHTEIPAIIUIO0 OCCIMIOTHBIX M aBTOHOMHBIX
TPAHCIOPTHBIX CPENCTB U BO3AYIIHBIX OIlEpal[Mil HA MaJIbIX BBICOTAaX.

222 Hekortopeie rTocynmapcTBa pa3paboTany WHAMBHIYAIbHYH TMPaBOBYI 0a3zy yis
WCIIOJIB30BaHUSI OCCIIIOTHBIX JieTaTenbHbIX ammapaToB u BAC. OgHako COOTBETCTBYIOIIAS MOJMTHKA
3a4acTyIo HE COTJIacOBaHA ¢ MEXIYHAPOIHBIMHU CTaHIAPTaMH, YTO MPUBOIAUT K HECOOTBETCTBHUSIM.

23 MEXIAYHAPOJHOE COTPYJHUYECTBO MEXAY JIOI'OBAPUBAIOIINMMUCA
roCcyaArPCTBAMUAU

2.3.1 OOMeH maHHBIMH: COIEHCTBHME CBOEBPEMEHHOMY OOMeHy HMH(popMmauueil mo Bompocam
aBHAIIMOHHOHN 0€30IaCHOCTU MEXy IOCyJapCTBaMH.

232 CoBMecCTHBIE CEMHUHApBl: IMPOBEICHHE CKOOPAMHUPOBAHHBIX YUYEHHMH U Y4eOHBIX
MEPONPHUATUH JUISI IPOTUBOJIEHCTBUS PUCKaM, CBSI3aHHBIM C a3POMOOMIIBHOCTBIO B CJIOKHBIX YCIOBHSIX.

233 Vcunus no CTaHAapTHU3aluu: COIJIaCOBAHUC IIPABUII IMPOBCACHUA onepaunﬁ B oOjactu
33p0M06I/IHBHOCTI/I B CJIOKHBIX YCJIOBUAX Ha MEXKAYHAPOIHOM YPOBHC.

24 HHCTPYKTUBHBIE MATEPHAJIBI H HEPEJOBBIA OINbIT B OBJACTH
ABHAIIMOHHOMU BE3OITACHOCTH

2.4.1 B HacrosnieM OKyMEHTE COAECPKUTCS NPUIIOKEHHUE C MHCTPYKTUBHBIMU MaTepUalaMHu
i JloroBapuBarOLMXCsi TOCYyJapcTB 10 OOECIIEYEHUI0 aBHAIMOHHON 0€30MIaCHOCTU B paMKax HOBBIX
oneparii AAM, BKIIFOUasi TOPOJCKYIO BO3AYIIHYI0 MoOuabHOCTE (UAM), nO0CTaBKy TPY30B C IIOMOIIBIO
OecnuIoTHBIX JeTaTenbHbIX anmapatoB (RPAS) u aBroHOMHBIE Bo3ayminble cyna (UAS), B cooTBeTCTBUI
¢ Ipunoxenunem 17 u nokymentom Doc 8973 UKAO.



1.1  Operator

APPENDIX

A42-WP/200

EX/92

Appendix

English and Arabic only

GUIDANCE AND BEST PRACTICES FOR AAM SECURITY

Purpose and Scope

This document provides guidance for
Contracting States on securing AAM
operations, including UAM such as air taxis,
RPAS cargo and delivery services, and UAS,
in accordance with Annex 17 and operational
considerations in Doc 8973.

Scope of Application

Civil Aviation Authorities.

Airport Operators and Air Navigation Service
Providers.

AAM Operators and Service Providers.
Relevant National Security Agencies.

Objectives

Prevent acts of unlawful interference via AAM
systems.

Protect civil aviation infrastructure from
physical and cyber threats related to AAM.
Ensure safe integration of AAM into national
airspace systems.

Best Practices for States

National Civil Aviation Security Regulatory

Framework

Integrate AAM into National Civil Aviation

Security Programs (NCASPs).

Require all AAM operators to establish written

security programs/procedures.

Require registration and licensing of all AAM

operations.

Licensing and Security
Programs

All AAM operators (UAM, UAS) must

undergo security audits and be licensed by the

Civil Aviation Authority.

Operators must submit and maintain a security

program aligned with the NCASP, including:

Roles and responsibilities of all personnel.

SOPs for normal and emergency conditions.

Coordination with local law enforcement,

CAA, and ANSPs.

4.2

4.4

5.

Security programs should include regular
training, recordkeeping, and quality control
mechanisms.

Security Risk Assessments

Conduct targeted threat and risk assessments
for:
Low-altitude
infrastructure.
Launch/recovery sites and vertiports.
Communication and navigation systems.
Update risk assessments periodically and post-
incident.

operations  near  critical

Access Control and Perimeter Security
Establish security zones around AAM facilities.
Secure ground control stations and command
centers.

Integrate AAM vertiports into civil airport
perimeter control policies.

Personnel Security

Conduct regular background checks on remote
pilots, engineers, and ground personnel.
Ensure training on insider threats and
cybersecurity awareness.

Operational Security Measures

5.1 Secure Launch/Recovery Sites / Vertiports

Designated launch/recovery sites and vertiports
must:

Fenced and access-controlled with human or
video surveillance and lighting.

Equipped with personnel ID verification
systems.

Integrated with airport security infrastructure,
where applicable.

Clear operational security responsibilities must
be assigned.

Emergency response procedures (e.g.,
hijacking, cyber breach) must be established
and tested regularly.
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5.2 Pre-Flight Screening e Autonomous flight software.

Implement screening controls for cargo or
passengers aboard AAM vehicles.

Verify pre-departure data exchange with
competent authorities.

Advanced Air Mobility operations must follow

return it to the ground in emergency situations.

5.5 Cybersecurity Protocols

Assess cybersecurity vulnerabilities in:

— KOHEI] —

Remote control stations.

Communication networks.

Ensure alignment with ICAO’s Cybersecurity
Strategy.

. . . 6. Incident Response and Coordination
appropriate pre-ﬂlght secur}ty procedures. 6.1 Rep orting and Notification
When used for commercial passenger/cargo - Integrate AAM systems into national aviation
transport: . . . . security incident reporting systems.
Apply security screening consistent with - Establish a point of contact for coordination
Annex 17. with:
Verify the identity of all passengers and cargo e  Air traffic services.
handlers. o ) ) ¢ Intelligence and law enforcement agencies.
The possibility of implementing a smart
verification mechanism as an alternative to 6.2 Response to Unlawful Interference
manual Yerlﬁcatlon, such as. . - Develop emergency response plans for
Developing an electronic platform for digital unauthorized interference scenarios.
user identity verification. - Train aviation security staff in response
Benefiting from national information centers or procedures.
security databases.
Two-factor authentication with biometric 7. International and Regional Cooperation
verification (e.g., facial recognition). - Data Sharing: Facilitate timely exchange of
. L. . threat intelligence among States.
5.3 Security Monitoring and Oversight - Joint Exercises: Conduct coordinated training
. and simulation exercises.
Deploy counter-UAS (C_U.AS) ne'ar airports. - Standardization: Harmonize standards for
Manage AAM and UAS flights to: AAM operations
Ensure real-time tracking and identification. )
Detect and respond to operational interference. 8. Capacity Building and Training
5.4 Real-Time Communication and Command ) Ef)‘éill(; I; fs(ie'mahmd aviation security training
Operators of Advanced Air Mobility (AAM) e Operators.
systems, such as Urban Air Mobility (UAM) e Security screening personnel.
vehicle operators and unmanned aircraft Cybersecurity and risk managers.
(drone) operators, are required to: - Promote use of ICAO Aviation Security
Use encrypted communication between aircraft Training Centers (ASTCs) for AAM
and control stations. simulations.
Establish a direct communication line with
airspace authorities to redirect the aircraft or 9. Continuous Monitoring and Quality

Assurance

Include AAM systems in national quality
control programs.

Ensure internal compliance monitoring aligns
with national and ICAO standards.



