br B H i = 4 2 A42-WP/12

EX/4

T 15 xx # 21/7125
F1SEHIE
(Revision No.1)
6/8/25

PITERS
WIETIE 13: MERR — BER
RAMEZHNERZE

C e B B ZH 2B S 2 R 50D

PITREZE

ERALHT T2 P08 28 Sl A RS P R IR AT Bl — B EAS D 1. 72 B — = 4R 3010a], [ bR A
HAV LA EAERE S XM EERE ARG T2k, R, A2 TEARITRE, JUHREE
H R0, AR ORTEREA BATES T D0 AT as 2% 22 4R UK . B AN — 2 28k

AN T SRR S 2 RS, SRR BRBUNES), I8 S E B R AT U it
TR TAE, @UER R T Mk RAAE W42 2P AR A41-19 SR DAoRiEH & ETES T By 1k
FRITRARD DX 28 B RT IXUISS: fiE 7 P B S

1T kg
a) BB R R
b) BT FTERIT Mk KR E R % % & AR R UL

KK B AR A TAECAEBE SR B bR: Bk AT HR R & A AL A BT AR L tE, RIEF
Fa T S0 B 4T,

W 4% AR B B s A L 2R TE sl K 8 B B RATAH 2R 2026-2028 “EML 5 iHRiIFE S T, R
P5 2026-2028 =285 TR AN/ B TR EAME B ] F IR 50 R .

B A Doc 10184 5 3f:  (RESBERRIL) (FRE 2022410 A 7 HD
(AL W 2550 A B )
(M sz AT ah i XD




A42-WP/12 -2-
EX/4

1. 5l

il

1.1 RGES T IR G B BOR SR Bl BRI A AR EVE R DT I, DA AE M A
HERE W E S AR I (A8 RS0 (UAS) D A IZ RS 51, 20 1R
R o IXEEIR R IR 2% H bR SR RITAS T TG, RN ORI 4y 2R RCR . REJTAITAT F75:
PE.

12 2RI, X—EHSBisr /. BARAE SRR S EI g . S & Eua Bk R
N HE— IR 13X 1 o BRI RAT W 408 Ly R 2 2 A B2 (R Jl B RS R R, (R
A T P 22 SR S R BT i@y, 25k, X HAEIF 2R st Rla . (5 8 o R
B

1.3 H i BRI ML g b Ho BT ERE i R tH R ], 7 B A Bk VR . 5 1RO AT B iR
— BRI 5 B P2 17 L AT AR X 2% B PR RE 0 o AEIX T THT, R B ROAZH A4k 28 5 25 1 03 [
[ bR LAY B AR, SCRFEATTIRAR BT BT T T 1 £ 9 28 XS o

1.4 EFRRMAL KRS 41 i U300 e e = 2 E Pr R4 4UE I 22 =411 (20192022 4F)
V) 7E 0 25 0 285 22 4 7 TN EUAS Ut R, 0t B B BT 2 e 6 /N ) TAE SRR 5. RETBH K
00 7E ] B BT 2E 23 A 3 e S 5 () 0 2 P 8% 2 A P RSV R AR A, DR KRR ) 5 i A P 445 2 A IR
HE. 1S, RERMEALE. ERRMALARSE 41 fmaOhmd 70T Mk K AAE M &%
AFRIIRS A41-19 S IZEUR T RS A40-10 5 1L,

2. g
2.1 MEMNEREFRENRIIERE

2.1.1 2022 4, AN Z2TE TR (CyAP) 7800 H CyAP3.4, Hirh SR [EPREATH N
“ o 75 [ bR B S I A AR AE AU i (SARP) , DAFSEIBIEMIM G 22 HmER” , EHERERM
ML (ERRAAME ALY CCZMEFAZ) ) 116 MHFREAT TIRA RSN, H 2 E
I R T 2L 2 R s R AR A0 it o 5 70 2 PP 8% 2 A A DR RV FE DR Ak, DS e A L B R 4 2R 5
X A 2% ) % 2 SR OCRE AR A 2 AU PR AT

2.12 ik QR M R eL RKH, ST FKABOL | WKL bRt E S it TAERN (TF-
CYSARPS) , i X AHSRBRAF rhs fil as S B I B AR S U AT A SCEERE, RBIT e A . TAEBAAY
TAF BAE R EIATARAERTE BEE R TR R sl s Mg 24 CERIRsiiir) , ElE b RATA
AR HEREBIE AL T AE 200, JF SRS T XA RS O A X S 220 . A S A 328 T
VEIEFEREAT 2, FUHHSAE 3R T ORI =R A RRBEEAT .

DA SRR SUR 2% 5 RS R HE— 5, TES I EPRIRATAE L (RN Z XS EFERIR)  (Doc 10213 5 1%
AT .



-3- A42-WP/12
EX/4

22 EfREEXH

221 IREERE AL 38 RN (T BRTAS S0 T R 707 1 190 4% pal o 0 335 P
BFFL) B, I (ks B R AT A A G3ERFA0A24) (2010 4, db5t — “2010 4F
JEEE A7 ) M (Bl E RS HALE BALMANABCES) (20104, Jb3 — “20104EJLmE T )
K VR VAR SCRAE T B ZEANTE, 9% LK B FE 0% 110 D00 2% TSk A R SRAT AR B AR AL T 78 431 B

222 #WE2024% 4 H 1 H, ©F 53 M EHRE T €2010 FILT ALY 5 54 AN EH#LE T
€2010 FILIHVGE DY o BT XM TBEA 5 M UCE 0T B ML X 28 Boeh A G R E , DA s 2 g
WO B 32 38 I I B A 3OS, TR AR 2 0 T e RS FH AT 2 X 45 <22 4 i) 3R P A3 P s o ) TR A
DA S H 36 1 A T B PR A 2 4D DX 286 g 62 VR T B FH AL 25 8 1 R D 28 g«

23 LIRMMEZRRITX (GASeP) AR

231 MRYEMZ 2 A RIATEIHE CyAP2.5, Hrh BRI BRE AL M 2% 22 A g A\ Hu X Al
AERUHR, DUAORAT S 24 ZARFARIAE 737, G BT 2024 45 6 H AT AR S R THRIEE iR
5 3 Chttps://www.icao.int/Security/Pages/Global-Aviation-Security-Plan.aspx ) , [E By EHi2H 23 251
T Z N L RIFRE T, ETaRIeHE 1. 2/M4 275,

24 BEMHE

241 HUEMIZ 24T, R RS E T8 A0, DA % AR 3 405 7 Rt R
AL PR 000 2% 2 e T, H v R 5 [ 52 T A 25 P 48 22 AV BRMTIBOSR . RIS R X 2% 222 4 SCAK B
L2 A5 BRI S 16 T . EPRRALUE KA T (LM% ReHERE) (Doc 10213 5
MR RAT AR, IR P ICF, R At TR R XS B AN 24 A R R BL &
AT RCRANRE ) S BRI 7%, IR T — 0 e 80 K D 45 B A1 XS 2 5 A i

242 ARIEEE 14 KA PHUT VS TS ML LA IH 4.2/1 SEEG  IEERATIHE SR gt T
TERREHIE —Eam e T3, DRSNS 2 AR . Woh, iR i SR
Gl (AL P 265 A F ) L AP o A 5% S SR U 2 At B2t 5 55 917 L A 0 o 8 I AT U )
IR T

2.5 {E1EHESR

2.5.1 THPATE RS 2022 54 6 AXATHIE 220 Jm e W B HEHE RS BEATHESE L K4 (TFP)
HIARKE, (SATHESR & 5K — B 30U T e 8 57 ] B3 BB ATHE SR $a S A K

2 Convention on the Suppression of Unlawful Acts Relating to International Civil Aviation
3 Protocol Supplementary to the Convention for the Suppression of Unlawful Seizure of Aircraft
4 https://www.icao.int/aviationcybersecurity/Pages/Guidance-material.aspx



https://www.icao.int/Security/Pages/Global-Aviation-Security-Plan.aspx
https://www.icao.int/secretariat/legal/Docs/beijing_convention_multi.pdf
https://www.icao.int/secretariat/legal/Docs/beijing_protocol_multi.pdf
https://www.icao.int/aviationcybersecurity/Pages/Guidance-material.aspx

A42-WP/12 -4 -
EX/4

a) CFE T TSN ERERGEEM SO RIEE AT, O ERZ4eIEE
(Doc 10204 5 X — (M=E1F &% FH) ) ;

b) MFEAIEPECE, PSZRFRANUS Rl B ERR T S0 5B BEsLHmRRE, &
FEEANRT LIRS T E RS (GNSS) EHMIE RS (SBAS) HIIAIE:

) HEFYE T ARSI s AL B AT A R OIE H . Bl CIT g bITERE . LASCR
FL A A GO T e (B AT AR SR S35 AT

d) EMRELFTAFYIPR T, LA R 20w 8 M P 38 A AT HAE M
(ATN/IPS) AT & R HUEAE 4R SRR, DUERSCRERS A 10 — (i HfE)
BIULE — GEERG) 15 93 BT,

26 ERRRAMESMENERETESR

2.6.1 HHESEEHT S BATEIRLISCE AHCCC E1EfG, T 2023 45 228 mail LHbHE
AHCCC WAL B A 2H ARG . AHCCC BRI AR A&z e (ATC) « i %R

R4 (ASC) FIEHHITZR IS (ANC) % | AR, BLESK A 7R TAE 7 8 e A A 23 R 2 22
i) L AR 11 SRR

262 Z& GBS I g AR — 3 4zt 1 B B R s W 28 2 e AR DT % B
Uil [ B BT 23 9% 0 11 TB] B2 W 4% 22 4 ARG AR o BB VB S i) R E A WL, RS TAE T %
HesE ST TARER L SE kT -

2.63 AHCCC HROLVKRCEAT =R, JFREAE P46 2 4 AR ik ARk iodt R IRATAH SR
i M 2 e TART %, RAFEXARMET &, DUMESL G SRS S H TAR U a3 P 4
A ] FEUCR B — B 75 1

2.7 IEIIFNEE HEE
2.7.1  HET, [ EREMTZH LR N 2% 22 A 15 20 A L R T I 25 X 48 2 A A

a) WS ML AT IR B 22 E PRI L1 Embry-Riddle ik
HEEF K, T 2021 4F 10 A M6ER. X2 — 1A FIREE, W 7 (IS ms e
SR BB RN 4 s T BRI AN T T . A=A, T 2022 £ 9 AE
2025 4F 4 F 2 [8][H] 88 442 ¥R A

b) iM% aRE. ZREdERRNIER SRS EERNEEFET A, T 2023 4 3
HIF 425 . RS T SRR [ 1] 5 A0S T 25 0 48 22 4 W B HE 28 (Y 44N B 7 TH
FEUABEA EE L NE . £ E— D =F4, F 20234 3 AE 20254 4 A 2 8][4

34 Z2E RFR.



-5- A42-WP/12
EX/4

2.8 REINRFISNERESS

2.8.1 FEMEHEPRRAAIRZH 41 EEz:uiégjillBTE%ﬂmﬂﬁﬁubn%i”“4§$ﬂi?ﬁiﬁﬂ X [0 2% 2z A R
ST, AL L5 280 2 4 RUHTINSEOG A 2 W 2% 22 42 05 S8 (L B B4R B, X AE A9 AE AR =47 101 1)
73 LATF A AN2E I T 00 H DX 25 X 2% 22 AT 4

2.82 XU SERE T RAMAMTSMAEMSHXSERN S 58 (S %e. S %R. =
WAT Mgz s. EFRFEVN2UNATEN 22 348 /NE (CERT/CSIRT)  [E W 45 2 4= #L
R BEEETT NG o BRTSIEEN 450 3 5520,

2.83  BR TAEHBIX M2 X 48 22 At 2 — 340 AT BIBLRE 2] (TTXO 4F, H bR RATAH IETE
2025 4 6 H 5 HEATHISEINIR M 2 4 R H 41 (CYSECP/4) x4MFI 2023 4522 i J a1k AT T —
YRAALL I =T DA S DY A7 RSSO =, A8 6] o RS AT 2H 23 = 47 30 SO 1 A 9D A 22 R 8% 2 4 [T AL 75
B BB EIH IR

3. BITKES A41-19 RN

3.1 Hk (BMRES) By s, EBAE 14 REPHATSWIER, RS A41-19 SHUE
T RVCE R, BT AR SRR S . 5 B BT G 45 2 4 T S i TR R e s AT I R, AL
fFE (SRR E ) MABRMERRTS BT IS M 2R, FERFE Mg 2T R AR =
R VAL HE RIS W 2% 22 A ARAE 8 S, DA B BR RO ZH ZR7E X A 3 80 T AR ik g






A42-WP/12
EX/4
LiES

MR
A4-19A42-XX: FRR AT MER E0)H

TN RS R RERRANGSERN RS, hdE. EEMARGHR, BT RAUSITH
ZAa, RS RRNIRE A 2 o B B R Ge 4

E 7 B LA U R KRR . (5 SR A RGN R e B e AR e, DR AEREE
R0 T H AR

AR B AT 28 2 4ot T LA s i i T RPN R RO R R LR, DRI T AL S EE AL I R i
A IR

%ﬁ@ﬁ%MmH%W%EE%%% LA, HOURE. RIRRE FE AR AR AT G, H-Hdga
E W28 AN SEATI, AL BR SE A BB AE N A AR, JF H IS AT LSS,
%ﬁé%ﬁ%@%%%ﬁ%%mlm%%ﬁm&%ﬁﬁiﬁm@%ﬁyﬂ%ﬁ%ﬁ?ﬁé\ﬁﬁ\ﬁ

INIR B R4 22 A ORIt 5 00 20 T AN 22 S PRE , JFvE J 0 ) 2% XIS T [ I 5 i 38 AT
B2 BT U

AR BN ANE BT A S R AS 224 220K SRS BREE ) P 2 2efe SR AP X 28 SRR A I F VR AR A
ST A«

Y (ERARAMRZANZ) CEMEFALD HUE R LSRR RN 24, RORNIFR S

FER (Fb5 BEIRRRAMEA XGIEETAGNL) L AZ) M (FLEIEENHFALE B2
HANRBCE B CERBCET) Kol IR, X [ bR ATHET 9 28 Bt AR U SRAT R0,
I%%@WAlfa%@ﬂ%ﬁﬁMI%H%ﬁﬁwﬁﬁ% R AR AL, HR 2 32 BI R AN AR AT

F PN g R O R S A B AR . (5 E ARG RS DA RN AR P 4 22 4 i 24
A ) 5% i R s e AU 1 i B VB M, L IR FH AR 2= 5 LA AR S5 1] 2 a] i 3
e

# 8B T B A A, %ﬁﬂ%ﬁﬂﬁwﬁméﬁﬁm%&#m H%ﬁé{ @%@umﬁ
— 2177 3B 1 ANHRAE IR AN 1] 52 B LBk : g L
8 TSR A T X 8% R JRUGS: 5

INIR 2] [ bR RS2 W4 2% 22 s R 2 S 5 T 5 %Al 2 2 BHK 05 A A



A42-WP/12 A-2
EX/4

INIR B 2% 2 4 g BEAE B L DOME KR IREAT VR, T SCRFGrask B 1 AHRAE 15 ft AR
Fr PAer B AR 1 — SO E AN el LR AR A

AR B 2% ] ) 5 A0St B 8 M T PO SRR I 246 22 A T RIS E S SR 5 B i )
Lk, 2RI R BTN 2 2 e R AL BOR. BRI, SIS E ST A A
X E8 475 RE KA /AP A,

AT 5 AE DR AR iR R 0 24 2 2 ) FBUJS THIAR SR IO RAE - 8 S MBI AIME W3-
HABBUE I H—s A

)52 2024 8 H 26 HE 9 A 6 HIEZEFFA/RAATIE 14 R HNUATS AR, BLKR 2024 4F
12 A 11 B7ER] 2 G Rpd il 1) PSS 2R S M 22 S HiE R E S ) FLE .

K&

1. AR EE . AHEEAISERE 2010 4 (#a.k 5 B IR R AALE A X a9dFEAT A8 2) (b
HUAZT) A1 2010 4F (FLEAEEHSRHME BAAALNES) UEEBUES) , KEAE I kB R 2%
Bl 05 %

2. P T A E AN R AT R N IR AT 2l RN X A A 19X 268 bl

a)  SEitl [ B FOMTZE U2 A 2 2 s, A0 L B B AL A M 4 2 A AT it R D T AR
SR S A 2 o e L

b) il I LR RIS 2% At R, R A M 2% 2 4 B bs . R EAIIR DT, BUR.
fois MRS SO AR . e @ BRI I AT T I AT RS
BE SCAFRC S ORAE,  H 2 DAREAR S 2RI A A 2 S AR T W PR AV 1) 288 FBS Al AR XU

c) il RE IS Bt SR AL A X 2% 22 A TR S AT I AR A T

d) BHENEFMEMS ZETRI—E2, REMTMNEZeTE N5, e 4R
PNEE S E S Rt A DR e B

e) e e B LRI AN A T A0k U5 1 R I 48 22 4075 T R DA 5

) FREEBHERIL, HRESARFERIS BRSNS 2T N &, biT6E
W BfE. BB P MEEMIHE M ZaE R E BOR. BRI 2
St

g) & il E A S o0 K FR) 0 2% 24 XU B BRAEZR, K Do 288 IS i B R 5 BB IBOAR AT D ) 22 4
Rz OR RERMRES WS B B, RGN T X AT 9%,  RINGE fry B 2200 R Bl -
T S 8 Gt~ A o8 AT 19X 2% FE M A IR 5

h) o) MUl HIERME . M. BOE. BP0 Bl = RUORA IR, B SR R



A-3 A42-WP/12
EX/4

gt RGEE R ER AN KRG BIRTIFRAYINE; BRI KT
I 22 AT s AR GE AT 2 A I A i o DL R OTVEAS BARAT s SRR F i A R
T & BERE A 5 S S A L BT RIS BT A SNt ;LA AT W26 A (I R 20 s

D) eI E MSEESE TS, AN R B S A0S i BT AR (1 25 22 42304k

J) by 7E [ A AN E PRV R S 2 5 BURBUR ATEUR /AT L 2 TR RS R AL, R et
ZHRMEEM F4E N EER. B MRS, sEMEMERZ0IfE

H .

iy

k) &) SR SR E LR, BREARTEHR, AW 2], #a a1k
BL, BLRG] S PRI A IR AR e e R Ge e AT RERE I B AR A 2 R 4 (0 L Js TR A

LR RN, IFE A RN VEA S W2 B, A X 190 4% 2 A AT rf 2 1R 2%
B4 M

) Hﬁ%?ﬁ %%Hﬁ% @Mﬁ&,i WW%%&%EIHEM@m%m H%ﬁé
HELH 5 ch i I JE A
%ﬁéﬁfé%%f%&ﬁ%ﬁﬁﬁim FR u@éﬁﬁ%ﬁmlﬁé ﬁﬁ ﬂi

HE 77 R I 28 B P A0 XL o

3. 35 EHBr RATHNA

a)  AkEEHES) I EESE A AE 2010 G (FLE 5 BEREAMEA LGIEEITRGAL) (bR
N F2010 4 (HFlaEAEEIFA T Badgegibia e ) dbRvGef) ; M

b)  4kEka R HA i X LA E B R S P A M RS2 R 2
[V E, DL ﬁfiiﬂ%gﬁkﬁﬁ7iiﬁi§ﬂéiﬂtbUﬂﬂnﬁér]%§;<é§$ﬂ5@4§§%#%;@1ﬂni




