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APPENDIX A

STATUS OF AUDITORS AND SUBJECT MATTER EXPERTS IN THE USOAP CMA ROSTER

The figures below provide a summary of active USOAP CMA auditors by technical audit area, language, age, and gender. The total number of auditors in
the roster is 114. In Figures A-1 and A-2 the same auditor is counted in more than one technical audit area and language, if those qualifications also apply.
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Figure A-1. Active USOAP auditors by technical audit area in number and percentage.

35

30

25

20

15

1

[=]

[&]




50

45

40

35

30

2

[&]

2

[=]

1

[&]

1

[=]

[&]

PEL oPs AIR AIG ANS AGA

MES WFR WEN

Figure A-2. Active USOAP auditors by technical audit area and language
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Figure A-3 Active USOAP auditors by age and gender
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APPENDIX B

DRAFT PROCEDURES ON DATA MANAGEMENT FOR THE OLF

1. OVERVIEW

1.1 In 2013, ICAO launched the Universal Safety Oversight Audit Programme (USOAP) Continuous
Monitoring Approach (CMA) online framework (OLF) which presents a suite of -web integrated applications and
centralized database systems that enable the following:

collection of safety-related information and documentation from ICAO, the States, and other
authorized users;

analysis of data and information for continuous monitoring of safety oversight, accident
investigation and safety management capabilities of States; and

administration and management of Protocol Questions, Findings, significant safety concern
(SSCs), mandatory information requests (MIRs), corrective action plans (CAPs), State
Aviation Activity Questionnaires (SAAQSs) and Electronic Filing of Differences (EFOD).

1.2 The OLF has three types of modules available for States that define the use of data and
information contained therein:

to provide and submit information to ICAQ;
to access and obtain information and data from ICAO; and
to administer users and obtain support.
1.3 This section includes procedures intended to provide ICAO and States a common understanding

concerning management of audit data and information and increases the reliability and confidence of the
community in USOAP CMA.

2. MODULES
2.1 Modules for States to provide and submit data and information
2.11 Collecting essential and critical audit information of each State is recognized as an integral part

of the monitoring of States under the USOAP CMA. The modules for States to provide data and information
support USOAP CMA monitoring functions. As such, the data and information provided by States are not
validated but collected by ICAO to be used for prioritization of States for USOAP activities, determination of the
scope of these activities and preparation for their conduct. The data and information collected and stored in the
OLF through these modules are only available to the State that provides it and can only be used by ICAO for
monitoring purposes unless the State concerned authorizes the release of the PQs self-assessment and supporting
evidence, CAPs, SAAQ and EFOD modules to all States.

2.1.2 If a Regional Safety Oversight Organization (RSOO)/ Regional Accident and Incident
Investigation Organizations (RAIO) or any other entity performs safety-related activities on behalf of one or more
States, ICAO, with the consent of these States, may elect to enter into a working arrangement with this
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RSOO/RAIO or entity, as appropriate, to facilitate monitoring of these States. This may include the contribution
of RSOO/RAIO to USOAP CMA activities. These RSOOs/RAIQOs are enabled to access the PQ self-assessment,
SAAQs and EFOD, and CAPs of States party to the Chicago Convention on International Civil Aviation, being
also members of such RSOO/RAIO provided that working arrangements on monitoring activities are concluded
between the RSOO/RAIO and ICAO.

2.1.3 Self-assessment. This module allows States to conduct PQ self-assessments by regularly updating
the status of PQs and related evidence and documentation. Regular PQ self-assessments allow States to monitor
and report the level of effective implementation of their aviation system on a continuous basis. See the Universal
Safety Oversight Audit Programme Continuous Monitoring Manual (Doc 9735), Chapter 2, 2.7.1.

2.14 State Aviation Activity Questionnaire. This module allows States to respond to the SAAQ. States
are encouraged to complete and continue to update it on a regular basis. The SAAQ is an important source of
aviation information provided by the State for monitoring purposes. See Doc 9735, Chapter 2, 2.7.2.

2.15 PQ Findings — comments. In the module PQ Findings, States provide comments on the Finding(s)
issued to a State as a result of their last USOAP CMA activity within 45 days calendar days from the receipt of
the draft report provided by ICAO.

2.1.6 CAP. Through this module:

States submit and upload the corrective action plans (CAPs) that they have developed to address
findings generated from USOAP activities;

ICAO evaluates the CAPs to determine if they are acceptable to satisfactorily address and resolve
the findings; and

once a State indicates that a CAP has been fully implemented and submits supporting evidence,
ICAO validates the evidence and the implementation of the CAP through this module. See
Doc 9735, Chapter 2, 2.6.3, Chapter 9, 9.4.17 to 9.4.25 and Appendix E.

2.1.7 EFOD. Through the EFOD module, States report compliance and preliminarily notify ICAO on
the differences between ICAO Standards and Recommended Practices (SARPS) (with exception of Annex 17 —
Aviation Security) and its legislation and practices, as referenced in Doc 9735. The report menu offers EFOD
report selection by Annex, Region or State as well as several exporting options including printed, electronic
(several file formats) or complete/partial report (selected pages). These inputs do not represent the official
Notification of Differences under Article 38 of the Convention on International Civil Aviation. Once the
information is completed in the EFOD system, the registered user clicks the confirmation button to generate the
differences information that is fed to the E-supplement module referenced in 2.2.7 below.

2.2 Modules for States to obtain data and information

22.1 Following the conduct of USOAP CMA activities, ICAO produces data and information, which
can be accessed through these modules in the OLF by all Member States (A42-XX, clause 8 refers). In accordance
with the Code of Conduct on the sharing and Use of Safety Information endorsed by the Council on 17 June 2022
(C-DEC 193/3), the data and information generated by ICAO shall be used in an appropriate, fair and consistent
manner, solely to improve aviation safety.

2.2.2 RSOOs/RAIOs mentioned in 2.1.7 are enabled to access the USOAP CMA State Profile,
Significant Safety Concerns, final reports of USOAP CMA activities as they are published, e-Supplements, and
PQ findings modules for all States.
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2.2.3 USOAP CMA State Profile. This module allows States to view statistics and charts that provide
a high-level overview of the State’s status within the USOAP for use by State officials. The data and information
presented in this module includes but it is not limited to: the name of the Director General (DG) and National
continuous monitoring coordinator (NCMC); results from the USOAP CMA activities, including activity scope,
dates, effective implementation (EI) score, global and regional averages; scheduled, ongoing and postponed
USOAP CMA activities; indication of a SSC, if any; MIRs, if any; El indicators (overall, Priority PQ,
Implementation EI, heat map of Not Satisfactory PQs, results by audit area or CE); CAPs status and progress; PQ
self-assessment and SAAQ percentage of completion and latest updates; and EFOD data, including reported levels
and completion percentages. This information assists States in monitoring their progress within the USOAP
CMA.

224 Significant Safety Concerns. This module provides information of unresolved SSCs and CAPs
submitted by the State as described in Doc 9735, Chapter 2, 2.6.4 and Appendix C.

2.2.5 USOAP reports. This module provides access to published final reports of USOAP activities.

2.2.6 PQ Findings. This module allows States to search and review the Finding(s) issued to a State as
a result of their last USOAP CMA activity. Information on the evidence reviewed is available in this module as
well as progress documented through validation activities.

2.2.7 E-supplements. This module shows differences filed for Annexes to the Convention.
E-Supplements include only differences between the national regulations and practices of the Contracting States
and the International Standards and Recommended Practices of Annexes which were verified by Contracting
States as per State letter AN 1/1-11/28 dated 1 April 2011 regarding the establishment of the EFOD System. The
OLF creates the E-supplements from the differences entered in the EFOD application that are confirmed by each
State. Only differences filed and confirmed via the EFOD module are displayed.

Note.— E-Supplements do not contain differences which were notified through the paper-based
process.

3. DATA MANAGEMENT

Note.— The procedures related to the management of data results from the evolution of USOAP
CMA and how States and different stakeholders interact with the data and information available in the OLF. Its
development promotes quality and provides clarity on the users enabled to access and submit data and
information in the OLF.

3.1 This section defines the management of data and information collected and generated by ICAO
in the implementation of the USOAP CMA.

3.2 Data management within the OLF has two components:
Sources of data and information

data and information management.
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3.3 Sources of data and information
3.3.1 The sources that feed the USOAP CMA component of collection of safety data and safety

information are referred in Doc 9735, Chapter 3, Section 3.2.2. The following sources provide data and
information for USOAP CMA monitoring purposes:

States as referred in Doc 9735, Section 3.3, and paragraph 2.1 above;
different areas within ICAQ as referred in Doc 9735, Sections 3.4.1, f) and 3.5.1.2, d); and
external stakeholders as referred in Doc 9735, Sections 3.5.1.2, f).
3.4 Data and information management
34.1 The management of data and information within the OLF is consistent with the ICAO Enterprise
Data Management, implying that each dataset abides by these standards of collection, storage, processing, and
use, as well as ICAO Cybersecurity Strategy. These ICAQO policies must be viewed as complementary, yet
distinct. This component has the following elements:
Collection
3.4.2 Data is primarily collected through information submitted by Users on the OLF, as described in
Sections 2.1 and 3.3 above. Additional data is also collected from other ICAQO data assets managed by other
sections within ICAO and external stakeholders.

Storage and protection

3.4.3 Data, including attachments (e.g. evidence files submitted for the Self-Assessment), is stored in
a centralized database server within ICAO according to ICAO Information Security established practice.

344 Historical data is preserved for the most part in the database for the purpose of change tracking,
backup of information, and identification of bugs and issues.

345 Any data and information available in the OLF are subject to protection measures in alignment
with the ICAO Cybersecurity Strategy which is part of the ICAO Information Security established practice. These
measures ensure that such data and information is not used for purposes other than those intended.

Analysis

3.4.6 Data and information are used in the prioritization process described in Doc 9735,
Section 3.5.1.1, determination of scope of USOAP activities in Doc 9735 Section 4.3, preparation for specific
activities in Doc 9735 Section 9.2 and the USOAP State profile in Doc 9735 Section 6.3.1. Data and information
used for monitoring purposes do not affect the El score or a PQ determination.

Use

3.4.7 ICAO and OLF users (StatessRSOO/RAIO) uses of data and information contained in the OLF
in accordance with Sections 1 and 2 above.
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4, OLF ACCESS MANAGEMENT
4.1 OLF Administrators and Users
411 OLF users are natural persons designated by an Administrator who is entitled to act as such

regarding the services of the OLF. OLF Users may receive access, read, and write rights as granted by an
administrator.

4.1.2 The OLF includes two types of administrators:

ICAO administrators: those natural persons assigned by ICAO to create State administrators and
ICAO users; and

State administrators: those natural persons nominated by Member States and assigned by an
ICAO administrator to create State users.

4.1.3 While States are enabled to designate one or more qualified NCMCs as mentioned in Doc 9735,
Chapter 7, 7.3.6, only one natural person may act as a State administrator of the services of the OLF for its State.

Note 1.— Considering specific organizational structures, certain States may have exceptionally
two State Administrators.

Note 2. — RSOOs/RAIOs mentioned in Doc 9735, Chapter 7, 7.5 are enabled to nominate an
RSOO/RAIO coordinator user who will also create and be responsible for the RSOO/RAIO OLF users associated
with that RSOO/RAIO.

4.1.4 The OLF includes three types of users:

a) ICAO users: ICAO staff members who perform the roles and responsibilities indicated in
Doc 9735, Chapter 7, 7.2.1.5, 7.2.1.6., 7.2.2., 7.2.5 and Appendix F, 2.3.2.

b) State users: natural persons designated by the State Administrator to perform the roles and
responsibilities indicated in Doc 9735, Chapter 7, 7.3.7 and Appendix F, 2.2, 3.1 and 3.4.
Such users may be granted read or read/write access by the State administrator.

¢) Non-ICAO users: natural persons designated by the ICAO Administrator to access the OLF.
These users are only granted read access.

4.2 User Management — Support Module. This module allows State administrators to manage the
access, read, and write rights of their State users in the OLF. The ICAO Administrator gives necessary rights to
State administrators who then manage State user accounts for their State, including the addition of new State user
accounts and deactivation of expired or inactive accounts. State Administrators remain responsible for their users
and the access to the data and information contained in the OLF.

421 ICAO deactivates State user accounts after six months of inactivity. To reactivate an account,
any State user with a deactivated account should direct his/her request to the respective State administrator.



A42-WP/5
EX/2
Appendix C

(English only)
APPENDIX C

USOAP CMA EVOLUTION TIMELINE

A detailed action plan is followed for the evolution the USOAP CMA consistent with recommendations of expert groups and internal improvements.
This timeline presents the main streams of work to support the evolution of the USOAP CMA and relevant policy elements.

HLCC A41 14-ANConf A42 A43
Resolution A40-13 update
PQ Amendment*
OLF2.0
USOAP [ Mo related tasks
Sustanabifty S Doc 9735 update
and

Improvemen [ ROM update

Communication Strategy Update
Training on USOAP updates

Doc 9735 update - ifth Edition

Data/information/intelligence 51%

Validation of stakeholders' audit/assessment programmes outputs
82%

100% Coordination mechanism and consultation platform
100% Cancellation and postponement management
94% Human resources
Long-term recommendations 10%
s Integration of SSPIA and USOAP activities
R Data Management for the OLF
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