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Recognizing a face is not enough

To
07 vulnerable evidence JFK - New York API/PNR

. _ goarding  10:30
Altered (}',L;U'ntﬁ,‘[\f‘ or unretianle records
R :

compromise identity.

PASSENGER DATA BIOMETRIC MATCH

Third-party identity

A legitimate document does not prove

the presenter’s identity.

03 Travel without context

Without flight data, biometrics alone do not

support risk analysis.

%} ICAO TRIP 2026

Three vulnerabilities must be addressed before biometric verification can support a trusted journey.




y

i ICAO TRIP 2026

e

Trust Is Built in Layers

Trust emerges when legal basis, official identity, interoperability, person match, and
travel context work together.

P

JILITR

What is the
public purpose?

»

Which record
anchors the identity?

»

How is the query
authorized?

»

Does the identity
belong to this
person?

LEGAL BASIS OFFICIAL IDENTITY INTEROPERABILITY PERSON MATCH

»)~ CDG - SIN

’ ® API/PNR
M |inked
-
| Travel conte:

confirmed o

Secure travel
enables brighter
. tomorrows

» +

What do API/PNR
add?

TRAVEL CONTEXT
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SISBRAIP — Brazilian Advance Passenger Information System

0 User Authorities = .
(5 ) e ligree

@ SISBRAIP

Processes API/PNR messages,

A o i i i l
applies rules, and distributes S;tt::gl:tgdasbsfglgseégxgmaﬂon ' Government databases and
relevant information, integrating i ‘ analytical dashboards support
government identity databases. | R monitoring, analysis and
_— ' Federal Police | public policy development.
> - ST/ l
(3 X

L
SISBRAIP

PROCESS | VALIDATE | DISTRIBUTE

Customs )

[
ANVISA |

..
A o B

PNR

Validate data

O RULES &RISK ANALYSIS

% |
Health agency ' Y
Advance Passenger 4 Forward to SISBRAIP | III Q ‘
Passenger Name Record = ot Analyze  Monitor  Support
a Secure handling W  API/PNR % VIGIAGRO | | wends ks puble

: ; = policies
of information ; e

v SECURE DISTRIBUTION

| |

| l

I

l Information '

! ) L

i Agricultural agency J

SISBRAIP processes Advance Passenger Information (API) and Passenger Name Record (PNR)
data, applies rules, and distributes relevant information to competent authorities, integrating
government identity databases.
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From Advance Data to Facial Validation

01 0 7 AF Nk

API/PNR data SISBRAIP queries Capture data SISBRAIP Identity Authorized
sent to SISBRAIP | government biometric at the airport securely sent validates biometric validated flow
sources to SISBRAIP \
4 ﬂ SISBRAIP | + Tothe aircraft
Sl ﬂ SISBRAIP |
P data ‘e )
2 Passenger ) > 4 —
<~ Fiightinformation X
B8 Travel documents
A
& Advance transmission '@)J & @ @ @ @ Biometric matching
k— BE' et oot 00w ( a @ Rulesandrisk checks :
o) ©oN N @ Confidence validation :
Passenger and travel SISBRAIP queries and cross-checks Passenger biometrics Captured biometric data SISBRAIP compares biometrics The passenger's The passenger's proceeds
data are transmitted biometric data with government sources. are captured at the airport. is securely sent to SISBRAIP. with government data and identity is confirmed through the gate or
in advance. applies validation rules. with high confidence. to the aircraft.
KEY @ More security More agility More accuracy . @  Betterexperience Data protection
Reduces identity fraud m Faster, smoother High-confidence Greater efficiency Secure handling aligned
BEN EFITS and unauthorized access. e airport processes. ‘ and reliable validation. .' and comfort for with the LGPDand

passengers. governance principles.
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The decision depends on identity, travel data, and physical presence — not only on
the face.
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Benefits of the Biometric Integration Hub

p
o= UNIFICATION - NATIONAL IDENTITY DATABASES
&
L.ﬂl , —
No duplicate records

Cross-checking official government
databases helps identify duplicate
records and strengthens

identity trust. 7"° -
.

Budget efficiency

Reusing existing biometric
databases reduces new collection
efforts and avoids redundant
integrations.

Biographic and biometric validation
strengthens passenger identification
| and helps detect inconsistencies.

.
@ 1:1 AND 1:N CHECKS } ® /F-\\ 9
- . n
Fraud prevention - ' BIOMETRIC

INTEGRATION HUB

CONNECT - VERIFY - ENABLE

SECURE DIGITAL INTERFACES

Standardized interoperability

Secure interfaces and common \J
standards connect authorized
systems to official identity (v
databases. (v
£ = - A
v
N

LGPD - AUDITING - DATA PROTECTION

Traceability and compliance

Access records and audit logs
support personal data protection 0
and institutional governance.

—=g

This architecture is only sustainable when it is supported by clear governance.




Governance Protects Data and Rights

MPOR / SAC

Public policy coordination

ANAC

Regulation and oversight

PF + competent authorities
Distinct institutional mandates

PRIVACY + SECURITY BY DESIGN

DEFINED PURPOSE

Legal basis - proportionality

ACCESS CONTROL

Segregation - encryption

(@

MINIMIZATION
Necessary information only

AUDITABILITY

Records - monitoring

® Official database custodians
Record governance and ownership

~ /7~  CONTINUITY o®, INCLUSION
S R./  Availability and contingencies @2 Conventional identification
a tained
(=3 e SERPRO + operators retain
E Technical integration and operation
-
<T
O
*’ﬁ’ Governance defines how the infrastructure can evolve and under what conditions.
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Governance Enables Risk-Based Action
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This logic is reflected in the four pillars of the Brazilian solution.

PLAN INFRASTRUCTURE

Passenger flows, peak times, uptake,
and checkpoint capacity.

STRENGTHEN RISK ANALYSIS

API/PNR and criteria established by the
competent authorities.

ADDRESS IDENTITY RESTRICTIONS

Potential integration for unruly passengers,

under specific governance.

~
PLANNING
e-Gates - teams - infrastructure
L
(
09 AUTHORIZED ACTION
AR  pr o ReB. ANVISA - VIGIAGRO
e

&

FUTURE POSSIBILITY
Secure identity - auditability
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Four Pillars of the Biometric Solution

SECURITY

e Official identity evidence

® Biometrics pre-linked to
passenger and flight

® Live capture and biometric
matching

® Traceability, auditability, and
contingency

I Reduces identity fraud risk and

strengthens trust in identification.

& .

FACILITATION

® Lessrepeated presentation
of documents

® Continuous flow at checkpoints

® Automated validation and rapid
response

® Integration with airport
processes

Reduces friction without
removing necessary controls.

ACCESSIBILITY

e Simple, intuitive experience

® Lessreliance on physical
interaction

@ Conventional identification
alternative

@ Assisted service and inclusive
implementation

Preserves alternatives for passengers
not using the biometric flow.

DATA PROTECTION
AND GOVERNANCE

Defined public purpose and lawful
use

Access controlled by institutional
mandate

Traceability and auditability of
queries

Ownership and responsibility
retained at source

LGPD and privacy by design

Interoperability expands verification
without transferring source
responsibility.

e g’

There is no sustainable facilitation without security, and no sustainable innovation without governance.
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Lessons from Brazil

[ Pratical lesons from Building a trusted biometric journey ]

Build trust Reduce Use official Connect identity Govern before
in layers passenger friction identity sources and travel context scaling
Biometrics are strongest Earlier pilots showed that Reuse trusted government API/PNR adds the journey Define purpose, access,
when legal basis, identity, extra enrolment steps sources instead of creating context needed to auditability, privacy,
b interoperability, person reduce adoption. Trusted parallel identity strengthen identity inclusion, and contingencies
' match, and travel context identification should fit databases. assurance before the before expanding
work together. the standard journey. airport. ‘ biometric use.
‘1 Wi
i 7
< { =7 {5 .
—_— 1
k = 7.\ a= K J -'

[ Technology should simplify the journey without weakening identity assurance or public trust. ]
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