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Justin Ikura

Director, Identity Management Division
Canada Border Services Agency (CBSA)
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Verifying Identity is at the core of 
delivering our Mandate
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What Are Borders Concerned About?

Are you the rightful bearer of the travel document being 
presented?

Do you present a risk to the country?

Are you entitled to enter the country?

Are you attempting to cross the border with anything of 
concern?
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Rightful Bearer of a Travel Document

Biometrics can be used as a tool to support border 
management authorities in confirming that a traveller is the 

rightful bearer of the document being presented upon 
entry.

Biometrics are also often employed in pre-screening prior 
to travel to obtain a travel authorization. 
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• Biometric matching technology is an effective tool for 
border management to balance security and facilitation 
at ports of entry.

• Affords opportunities to automate routine transactions.

• ePassports are a key enabling component of biometrics 
and border management, as they allow for real-time 
1:1 verification

• Combined with other data, borders can significantly 
mitigate identity fraud at the border.

• Biometrics should be viewed as a tool in the border 
management toolbox.

Biometrics and Security 
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Balancing 
Objectives at the 
Border: Tuning to 
Meet Operational 
and Policy Needs
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Traditional Border Practices are Changing
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Impact of New Technologies on Borders

Developments in digital credentials, mobile technology and biometrics are creating new 
opportunities to change the way we process travellers attempting to cross the border.

• Processing and interaction can begin earlier in the process of travel, including at the 
time of pre-screening.

• Value-generation relies on intergovernmental/stakeholder cooperation – identity 
transactions should be synched.

Deploying these new technologies earlier and throughout the continuum does create new 
risks that need to be accounted for and mitigated (i.e., presentation attacks, injection 
attacks and facilitation over security).  
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Border Processing of the Future
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Borders and Biometrics of the Future

In order for biometric matching to yield border management with opportunities to 
automate and redeploy resources, it is important to:

• Understand how the technology is operating (e.g., demographic differentials, system 
errors/thresholds, etc.);

• Collaborate with stakeholders in the continuum that feed into your processes (e.g., 
image capture and data quality); 

• Set thresholds for touchpoints in line with the level of risk (e.g., will you see that 
traveller in person?); and

• Manage the entire biometric system.

Cannot take a set-it-and-forget-it approach to managing a biometric system.  
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Thank You
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