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High quality counterfeit documents
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Background printing in offset
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Optically variable ink
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High quality counterfeit
documents

Fraudulent duotone watermark

Some potentiel solutions to combat
this fraud phenomenon

- To integrate innovative first level security features.

- To disseminate those security elements at different
locations.

- To implement a secured digitally signed QR code
(Visible Digital Seal).

- To implement an electronic chip.




False document containing a fraudulent electronic component
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Counterfeit document

- with a “non original chip”.
- with a chip from another
document.

- with a cloned chip.

- with a NFC tag.
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- with the chip destroyed.

- with the possibility to access

or not to the information present
in the original chip.
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- with the chip destroyed. | = s = =
Example of a counterfei
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Lack of standardisation of the border inspection systems
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Different information available on the screen for the same fraud (non original chip)



Some potential solutions to combat this fraud phenomenon

- To fix some common rules in terms of border inspection systems making visible on
the screen:

> The most important data groups (at least the 1, 2, 3, 14, 15 but also the 11 and 12).
> The access protocols BAC and PACE (waiting for the 01.01.2028).
> The SOD and the authentication protocols AA, CA and PA.

- To better exchange, collect and implement the CSCA certificates in the different IS.
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Impostors using a genuine document
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Impostors using a silicon mask and a false document

Use of false EU or Asian passports
9




Some potential solutions to combat this fraud phenomenon

- To facilitate the exchange of CVCA certificates to be able to compare the document
user fingerprints with the ones stored in the electronic chip (DG3).

- To better link the different databases containing biometrics (EURODAC, EES, VIS...).

- To parameter the e-gates for a more detailed facial comparison / to detect silicon
masks.

- To increase the size of the main document picture for the TD3 format documents (as
for the TD1).
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Genuine documents obtained by fraud

The different modus operandi:
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birth certificate to the
issuing authorities
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photo from
someone else or a
morphed picture
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By the way of
corruption

11



THE solution to combat this fraud phenomenon

TO MAKE STRONGER THE DOCUMENT DELIVERY CHAIN

- By fixing some common rules for the birth certificates:

> An unique model at national level.

> The presence of some physical security features and/or a secured QR code (digitally
signed).

> The use of a digital and centralise system.

- By implementing the live enrollment at national level (picture taken on the spot by the
issuing autorities).
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Jérémy SOUCHET
e-mail:
Phone : +33698547736

Thank You
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