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Introduction to iMARS -

* EU-funded project 2020-2024 to combat identity and travel document
fraud.

e Consortium:

e Academic partners: NTNU, University of Bologna, University of
Twente

 Government: Bundeskriminalamt, National Police Directorate,
National Office for Identity Data, Hellenic Police

* Industry: Idemia, Cognitec, Vision-Box
* Focus: Morphing attacks—a major threat to European security.

e Goal: Develop robust solutions for detecting and preventing fraud,
especially morphed face images.
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What is Morphing?

Accomplice  Malicious Morphed image

«  Morphing Technique ] : 5 ~ P thoer
Morphing blends features from multiple faces to /
create a composite image resembling all
contributors.

Passport
Application

* Fraudulent Use

Morlphs can be highly convincing, especially with
similar characteristics (gender, age, ethnicity) and
used to fraudulently obtain identity documents.

* Detection Challenges

LN . - . .

o Morphing techniques are complex, making detection

;5 difficult for humans and automated systems alike.

a.

E ABC Gates

- ool s e e Passport

o * iMARS Detection Technology _ : e ol

I iIMARS develops advanced technologies to detect b e

O morphs across varied scenarios and image qualities. : R e

documents containing o morphed foce image

of whether a face imsge is morphed s complex task — bath for
humans and slgorithms.
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Threat of Identity
Fraud

Identity and document
fraud threaten European
security by exploiting
advanced face morphing
techniques.

The Challange of Identity Fraud

Challenges in
Detection

Manipulated images are
convincing and can
deceive even expert
document examiners.

iIMARS Project
Goals

iMARS develops
technologies to detect
morphing attacks and
improve identity
verification security.

Enhancing Border
Security

Improved verification
systems ensure secure
border control and
protect against morphing
fraud.
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iIMARS Obijectives

Analyzing ID
Vulnerabilities

iIMARS focuses on identifying
weaknesses in the ID
document application
process to prevent morphing
attacks.

Morphing Attack
Detection
Technologies

Developing advanced MAD
technologies is central to
detecting and preventing
identity fraud effectively.

Enhancing Examiner
Capabilities

Improving both system and
human examiner skills
ensures more accurate
identity verification
processes.

Compliance and
Collaboration

The project adheres to legal
and ethical standards while
collaborating with
stakeholders for sustainable
solutions.



Safe Enrolment Systems

Securing ID Document Enrolment

‘l‘i‘"‘ , o Enrolment process: From application to document
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e Phase out printed images; use supervised
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* Implement biometric deduplication to
ensure that each person can only registrate
once.

* Use multimodal biometric data (face,
fingerprint, iris).

* Avoid mobile enrolment until mature and
secure.
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Morphing Attack Detection (MAD)

« Differential MAD (D-MAD): Compares passport image +
live capture.

e Single MAD (S-MAD): Detects morphing in a single
image.

e Algorithm Development and Benchmarking: Multiple
algorithms were developed and benchmarked,
sigbnificantly improving detection accuracy and
robustness.

* Biometric Security Leadership: iMARS technologies are
positioned as leading tools in biometric security with
advanced MAD solutions.

* Challenges: Generalization, data shortage, explainability.
e Results: Algorithms outperform human observers.

BOEP: Bologna Online evaluation platform for MAD
algorithms.
https://biolab.csr.unibo.it/fvcongoing /Ul/Form/BOEP.aspx
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Bologna Online Evaluation Platform (BOEP) - Morph Attack Detection Evaluation

BOEP is a fully automated web-based evaluation system hosted in the FVC-onGoing framework specifically designed to evaluate Morph Attack Detection (MAD) algorithms. It has been designed and
developed in the context of the SOTAMD European project and it is supported by EU funded project iMars.

Face MAD - Benchmark Areas

BOEP contains the following benchmark areas for face morph attack detection:

o
-
This benchmark area contzins face morphing detection benchmarks. Morphing detection consists in analyzing a face image to determine whether it is the result of 2 morphing process
i~ (mixing faces of two subjects) or not. Algorithms submitted to these benchmarks are required to analyze a suspected morph image and produce a score representing the probability of

"'l I the image to be morphed. Read more...
' J Differential Morph Attack Detection
¥ 7%
') This benchmark area contains face morphing detection benchmarks. Morphing detection consists in analyzing 3 face image to determine whether It s the result of 3 morphing process
- -
1-1
y etV

(mixing faces of two subjects) or not. Algorithms submitted to these benchmarks are required to compare a suspected morph image to 2 bona fide (not morphed) one and produce 3
Fingerprint MAD

l

score representing the probability of the suspected morph image to be a morphed face image. Read more...

In the iMars EU project, the following experiments on fingerprint morph attack detection have been conducted:

Fingerprint Single-image Morph Attack Detection
“The aim of fingerprint single-image morph attack detection is to assess whether a suspected fingerprint is a morph (also called 2 double-identity fingerprint) or not. Read more

Fingerprint Differential Morph Attack Detection

“The aim of fingerprint differential morph attack detection is to assess whether 3 suspected fingerprint is 3 morph (also called 2 double-identity fingerprint) by comparing it to 3 bona fide fingerprint.

Read more.

Iris MAD

In the (Mars EU project, the following experiments on iris morph attack detection have been conducted:

Iris Single-image Morph Attack Detection

The aim of iris single-image morph attack detection is to assess whether a suspected iris image is a morph or not. Read more...

Impact of FIQ on MAD

Tn the iMars EU project, the following experiments on the impact of face image quality on MAD performance have been conducted:

Impact of Face Image Quality on Morphing Attack Detection

An analysis of the impact of face image quality on MAD performance.. Read more...
gestions: il



https://biolab.csr.unibo.it/fvcongoing/UI/Form/BOEP.aspx

LN
N
o
(o]
e
o
-
-)
<
=)

Human Detection & Training

e Studied human ability to detect morphs: experience
and training matter.

* Developed e-learning modules and practical
training.

e Key finding: Training reduces error rates significantly.

E-learning & training modules for professionals.
http://www.nidsenter.no/



http://www.nidsenter.no/
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Portrait Securing Technologies

CodeFace®(Portuguese Mint and Official Printing Office):

Encodes hidden messages in printed portraits for integrity validation.

TrustFace®: Uses 2D barcodes to secure portrait embeddings.

Benefits: High performance, mobile compatibility.
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Document Verification & Fraud Detection

Al algorithms classify documents by type, model, and country.
Detects forgeries, holograms, and font inconsistencies.

Mobile solutions for field testing and stakeholder feedback.

Morphing traces detection tool

Morphing traces detection tool for digital image analysis.
https://doi.org/10.3389/fcomp.2023.981933

The morphing traces visualization tool provides a way of isolating
and visualizing face image morphing-related traces left on digital
images. The tool can be used by institutions (e.g., ID document
issuing authorities, banks, biometrics companies) to examine digital
face images for manipulation traces.

Benefits: Written in Python, this tool is easy to explain, easy to use
and efficient, taking just a few seconds per image.

11
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Legal, Ethical & Societal Compliance
Ethical & Legal Considerations

Ensured compliance with GDPR and EU values.
Addressed fundamental rights: privacy, non-discrimination.

Developed guidelines for responsible use of MAD technologies.

nce the use of IMARS tools.
Depending on the deployment area
or use case of IMARS technologies,

different domain-specific laws

apply in combination or separately.

Data Protection
Rules

GDPR, LED, EUDPR

Use case
Specific Laws

EU or Mational

" Border

for

Fundamental

Al-based
1 GERGLIES

Al Act & Trust hy
Al Ethical Principles
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Key Achievements

 Developed automated MAD algorithms for single and differential image detection.

* Created BOEP (Bologna Online Evaluation Platform) for benchmarking MAD algorithms.
* Established training programs for ID document experts.

* Contributed to ISO/IEC standards for biometric sample quality.

* Produced 50+ scientific publications and 20+ algorithms.

Algorithms

Numerous algorithms have been developed in IMARS at varlous maturity levels. Some are ready for further development, for testing.
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Publications — iMARS
WWW.imars-project.eu

Publications

The iIMARS project has produced a wealth of scientific publications
covering innovations in morphing attack detection, image quality

assessment, and biometric secul

These works represent

collaborations across multiple disciplines, providing foundational
knowledge and advanced techniques for biometric researchers and

security professionals. Over 50

are openly available

and serve as resources for anyone interested in biometric and
forensic advancements, underscoring iIMARS's commitment to
supparting the broader research community.

L atas, . W, L Sprsssuers, R W... Velchuds. Proventing fce
marphing attacks by using legacy face images® in IET biometrie

. g E. Pancta, M, Farrars, I Matork: ° Dok Siamesa Frarawc for
Differential Morphing Attack Detection’ 2021

. Borghi, E. Pancisi, M. Ferrara, D. Malteni: *Automated Artifact Retouching in
Morphed Images with Attention Maps”, in IEEE Access, (2021)

S. Lorenz, U. Scherhag, C. Rathgeb, C. Buseh: *Morphing Attack Detection: &

Fusion Approach’, IEEE FUSION, (2021)

J.Tapia, C. Busch:*
and Visualisation based on Mutual Informaf

le Morphing Attack Detection using Feature Selection
in IEEE Access, (2021

. Venkatesh, R. Ramachandra, K. Raja, C. Busch: “Face Morphing Attack
Generation and Detection: A Comprehensive Study”, in IEEE Transaetions on
Technology and Society, (2021)

H. Zhang, 5. Venkatesh, R Ramachandra, K. Raja, N. Damer, C. Busch: “MIPGAN—
Generating Streng and High Quality Morphing Attacks Using ldentity Prior Driven
GAN', in IEEE Transactions on Bimetrics, Behavior, and dentity Science, (2021)

G. Borghi, A. Franco, 6. Grafiiet], . Maltoni: *Automated Artifact Retouching in
Maorphed Images With Attention Maps”, in IEEE Access, (2021)

T. Sehlett, C. Rathgeb, .. Tapia, € Busch: “Evaluating Face Image Quality Seore
Fusion for Modern Deep Learning Model", in IEEE BIOSIG, (2022)

A. Franco, A. Magnani, D. Maltoni, D. Maio, L. Odor
Quality Assessment in Electronic ID Documents’

o, A. De Maria: *Face Image
IEEE Access. (2022)

T. Sehlef
Quality 2

C. Rathgeb, O. Henniger, J. Galbally, J. Fierrez, C. Busch: “Face Image
ssment: A Literature Survey’. in ACM, (2022)

D. Schulz J. Maureira, .J. Tapia. C. Busch: “Identi
Assessment”, in EUSIPCO, (2022)

y Documents Image Quality

G. Barghi, G. Graffieti, A. Franco, D. Maltoni: "Incremental Training of Face
Morphing Detectors’, in ICPR, (2022

. Rancha Godage, F. Lovisdal, . Venkatesh, K. Raja, R. Ramachandra, C. Busc
“Analyzing Human Observer Ability in Merphing Attack Detection - Where Do We
Stand?",in IEEE Transactions on Technology and Society, (2022)

L. Dargaud, M. Ibsen, J. Tapia, C. Busch: *A Principal Companent Analysis-Based
Approach for Single Morphing Attack Detection”,in IEEE WACYW, (2023)

E.Kindt, C. Fontanillo Lépez “Legal Aspects of Image Morphing and
Manipulation Detection Technology, in Springer, Handbook of Blometric Anti
Spoofing, (2023)

1. Batskos, L. Spreeuwers, R. Veldhuis: “Visualizing Landmark-Based Face
Marphing Traces on Digital Images”, in Frantiers in Computer Science, (2023)

M. Ferrara, R. Cappelli, 0. Malton: “Detecting Double-identity Fingerprint
Attacks”,in IEEE Transactions on Biometrics, Behavior, and Identity Science,
(2023}

6. Borghi, N. Di Domenico, A Franco, M. Ferrara, D. Maltoni: ‘Revelio: A Modular
and Effective Framework for Reproducible Training and Evaluation of Morphing
Attack Detectors”, in IEEE Access, (2023)

. Schlett, S. Schachner, C. Rathgeb. J. Tapia, C. Busch: *Effect of Lassy
Comression Algorithms o Face Imege Quality and Recagnion’ n IEEE
ICASSP,

J. Tapia, C. Busch: "Face Feature Visualisation of Single Marphing Attack
Detection”, in IWBF, (2023)

D. Benalcazar, J. Tapia, 5. Gonzalez, €. Busch: *Synthetic ID Card Image
Generation for Improving Presentation Attack Deteetion’, in IEEE Transactions
on Information Forensics and Security, (2023)

T.Schlett, C. Rathgeb, J. Tapia, C. Busch: “Considerations on the Evaluation of
Biometric Quality Assessment Algarithms”,in IEEE Transactians on Biometrics,
Behavior, and Identity Science, (2023)

D. Pasmino, C. Aravens, . Tapia, C. Busch: “Flickr-PAD: New Face High
Resolution Presentation Attack Detection Database”, in IEEE IWBF, (2023)

J. Tapia. C. Busch, H. Zhang, R. Ramachandra, K. Raja: “Simulating Print/Scan
Textures for Morphing Attack Detection”,in IEEE EUSIPCO, (2023)

N. Di Domenico, G Borghi, A- Franco, D. Maltoni Comhumg Identity Features
and Artifact Analysis for Differential Morphing Attac on’,in Springer
Image Analysis and Processing, (2023)

N. Di Domenico, G. Borghi, A. Franco, M, Ferrara, D. Maltoni ,A Framewark to
Improve the Comparability and Reproducibility of Morphing Attack Detectors”, in
IEEE MetroXRAINE, (2023)

A Franco, F. Levasdal, D. Maltoni: .On the Human Ability in Detecting Digitally
Manipulated Face Images”, In IEEE MetroXRAINE, (2023)

L. Pellegrini, G. Borghi, A Franco, 0. Maltoni: . Detecting Morphing Attacks via
Continual Incremental Training, in IEEE LICB, (2023)

J. Tapia, C. Busch: Jmpact of Synthetic Images on Marphing Attack Detection
Using a Siamese Network” in Sgringer CIARP, (2023)

W. Kabbani, C. Busch, K. Raja: .Robust Sclera Segmentation for Skin-tone
Agnostic Face Image Quality Assessment” in IEEE BIOSIG, (2023)

R Kessler, K. Raja. .. Tapia, C. Busch: “Towards Minimizing Efforts for Morphing
Attacks—Deep Embaddings for Morphing Pair Selection and Improved Morphing
Attack Detection”,in PLOS ONE, (2024}



https://imars-project.eu/publications/
https://imars-project.eu/publications/
https://imars-project.eu/publications/
http://www.imars-project.eu/
http://www.imars-project.eu/
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Future Steps & Related Projects

Recommendations:
* Use live capture processes in passport applications.
* Train practitioners and measure the importance of morphing attacks.
e Continuous improvement of MAD technologies.
Related EU projects:
» CarMen: Continuous border control for pedestrians/vehicles. @‘]
* EINSTEIN: Digital identity and fraud detection. EINSTEIN
e PopEye: Biometric technologies for EU borders.
» SafeTravellers: Secure and Frictionless Identity for EU and Third Country National citizens
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