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Securing Identity and Travel 
Documents Against Fraud

Funded by the European Union’s Horizon 2020 
programme

The iMARS Project: Image Manipulation Attack Resolving Solutions: Overview

Renée Ong-de Jong
Research & Development Advisor Travel Documents
Ministry of the Interior and Kingdom Relations 
The Netherlands
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• EU-funded project 2020-2024 to combat identity and travel document 
fraud.

• Consortium: 

• Academic partners: NTNU, University of Bologna, University of 
Twente

• Government: Bundeskriminalamt, National Police Directorate, 
National Office for Identity Data, Hellenic Police

• Industry: Idemia, Cognitec, Vision-Box

• Focus: Morphing attacks—a major threat to European security.

• Goal: Develop robust solutions for detecting and preventing fraud, 
especially morphed face images. 

Introduction to iMARS
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• Morphing Technique
Morphing blends features from multiple faces to 
create a composite image resembling all 
contributors.

• Fraudulent Use
Morphs can be highly convincing, especially with 
similar characteristics (gender, age, ethnicity) and 
used to fraudulently obtain identity documents.

• Detection Challenges
Morphing techniques are complex, making detection 
difficult for humans and automated systems alike.

• iMARS Detection Technology 
iMARS develops advanced technologies to detect 
morphs across varied scenarios and image qualities.

What is Morphing?
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The Challange of Identity Fraud

Threat of Identity 
Fraud
Identity and document 
fraud threaten European 
security by exploiting 
advanced face morphing 
techniques.

Challenges in 
Detection
Manipulated images are 
convincing and can 
deceive even expert 
document examiners.

iMARS Project 
Goals
iMARS develops 
technologies to detect 
morphing attacks and 
improve identity 
verification security.

Enhancing Border 
Security
Improved verification 
systems ensure secure 
border control and 
protect against morphing 
fraud.
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iMARS Objectives

Analyzing ID 
Vulnerabilities

iMARS focuses on identifying 
weaknesses in the ID 
document application 
process to prevent morphing 
attacks.

Morphing Attack 
Detection 
Technologies
Developing advanced MAD 
technologies is central to 
detecting and preventing 
identity fraud effectively.

Enhancing Examiner 
Capabilities

Improving both system and 
human examiner skills 
ensures more accurate 
identity verification 
processes.

Compliance and 
Collaboration

The project adheres to legal 
and ethical standards while 
collaborating with 
stakeholders for sustainable 
solutions.
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Enrolment process: From application to document 
delivery.

Key recommendations:

• Phase out printed images; use supervised
digital acquisition.

• Implement biometric deduplication to
ensure that each person can only registrate
once.

• Use multimodal biometric data (face, 
fingerprint, iris).

• Avoid mobile enrolment until mature and
secure. 

Securing ID Document Enrolment

Safe Enrolment Systems
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• Differential MAD (D-MAD): Compares passport image + 
live capture.

• Single MAD (S-MAD): Detects morphing in a single 
image.

• Algorithm Development and Benchmarking: Multiple 
algorithms were developed and benchmarked, 
significantly improving detection accuracy and 
robustness.

• Biometric Security Leadership: iMARS technologies are 
positioned as leading tools in biometric security with 
advanced MAD solutions.

• Challenges: Generalization, data shortage, explainability.

• Results: Algorithms outperform human observers.

BOEP: Bologna Online evaluation platform for MAD 
algorithms.
https://biolab.csr.unibo.it/fvcongoing/UI/Form/BOEP.aspx

Morphing Attack Detection (MAD)

https://biolab.csr.unibo.it/fvcongoing/UI/Form/BOEP.aspx


9

TR
IP

 2
0

2
5

• Studied human ability to detect morphs: experience 
and training matter.

• Developed e-learning modules and practical 
training.

• Key finding: Training reduces error rates significantly. 

E-learning & training modules for professionals.
http://www.nidsenter.no/

Human Detection & Training

http://www.nidsenter.no/


10

TR
IP

 2
0

2
5

• CodeFace®(Portuguese Mint and Official Printing Office):
Encodes hidden messages in printed portraits for integrity validation.

• TrustFace®: Uses 2D barcodes to secure portrait embeddings.

Benefits: High performance, mobile compatibility. 

Portrait Securing Technologies
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• AI algorithms classify documents by type, model, and country.

• Detects forgeries, holograms, and font inconsistencies.

• Mobile solutions for field testing and stakeholder feedback. 

Document Verification & Fraud Detection

Morphing traces detection tool 

• Morphing traces detection tool for digital image analysis.
https://doi.org/10.3389/fcomp.2023.981933

• The morphing traces visualization tool provides a way of isolating 
and visualizing face image morphing-related traces left on digital 
images. The tool can be used by institutions (e.g., ID document 
issuing authorities, banks, biometrics companies) to examine digital 
face images for manipulation traces.

• Benefits: Written in Python, this tool is easy to explain, easy to use 
and efficient, taking just a few seconds per image.

https://doi.org/10.3389/fcomp.2023.981933
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• Ensured compliance with GDPR and EU values.

• Addressed fundamental rights: privacy, non-discrimination.

• Developed guidelines for responsible use of MAD technologies. 

Ethical & Legal Considerations

Legal, Ethical & Societal Compliance
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• Developed automated MAD algorithms for single and differential image detection.

• Created BOEP (Bologna Online Evaluation Platform) for benchmarking MAD algorithms.

• Established training programs for ID document experts.

• Contributed to ISO/IEC standards for biometric sample quality.

• Produced 50+ scientific publications and 20+ algorithms. 

Key Achievements

Publications — iMARS
www.imars-project.eu

https://imars-project.eu/publications/
https://imars-project.eu/publications/
https://imars-project.eu/publications/
http://www.imars-project.eu/
http://www.imars-project.eu/
http://www.imars-project.eu/
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Recommendations:

• Use live capture processes in passport applications.

• Train practitioners and measure the importance of morphing attacks.

• Continuous improvement of MAD technologies.

Related EU projects:

• CarMen: Continuous border control for pedestrians/vehicles.

• EINSTEIN: Digital identity and fraud detection.

• PopEye: Biometric technologies for EU borders. 

• SafeTravellers: Secure and Frictionless Identity for EU and Third Country National citizens

Future Steps & Related Projects
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Thank You
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