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SUMMARY

This paper outlines the progress made towards establishing a programme for Member States to
validate compliance of their travel documents with the specifications of ICAO Doc 9303, Machine
Readable Travel Documents. It presents work undertaken by the relevant sub-group of the
Implementation and Capacity Building Working Group (ICBWG). The working paper and its
appendix describe an accreditation framework for testing centers based on the international
standard for testing and calibration laboratories, ISO/IEC 17025, developed jointly by the
International Organization for Standardization (ISO) and the International Electrotechnical
Commission (IEC). ISO/IEC 17025 sets out the general requirements for the competence,
impartiality and consistent operation of testing and calibration laboratories.

This framework is intended to ensure technical competence, reliable results, and globally
recognized oversight and recognition of testing centers by an ICAO governance structure, along
with additional considerations necessary for the effective implementation of the Compliance
Programme.

Action by the FAL Panel:
Actions by the Panel are presented at paragraph 5, below.
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1. INTRODUCTION

1.1 The Technical Advisory Group on the Traveller Identification Programme (TAG/TRIP)
and the Secretariat, supported by the Implementation and Capacity Building Working Group (ICBWG)
have been pursuing the establishment of an ICAO Doc 9303 Compliance Programme for more than 15
years. The overall objective of an ICAO Doc 9303 Compliance Programme is to ensure global
interoperability of a State’s Machine Readable Travel Document (MRTD) and/or electronic Machine
Readable Travel Document (eMRTD) in accordance with various Parts of Doc 9303.

1.2 The benefits of ICAO compliant and globally interoperable MRTDs and eMRTDs are
collective, cumulative and universal. Achieving a Doc 9303 Compliance Programme would enhance global
trust in MRTDs/eMRTDs in circulation and lead to a measurable improvement in border integrity and
facilitation, paving the way for increased trust in travel document issuance and the automation of border
clearance processes. Additionally, it would provide States with enhanced assurance that the public
investments in their document issuance programmes provide their States and citizens with facilitation and
security returns. The concept is to develop a framework for a Compliance Programme in which States can
voluntarily choose to test whether their MRTDs and/or eMRTDs comply with the specifications contained
in ICAO Doc 9303.

2. BACKGROUND

2.1 Over the years, the ICBWG Non-Compliance Sub-Group has identified multiple cases of
non-compliant travel documents, including defects related to chip-based elements of eMRTDs. Such cases
of non-compliance create additional urgency for the establishment of a Doc 9303 Compliance Programme,
on the one hand because more than 160 States are issuing eMRTDs, and on the other hand, because States
are beginning to support the issuance of Digital Travel Credentials (DTC) for their citizens through the
extraction of data sets from eMRTDs. If the underlying eMRTD contains defects, then the deployment of
DTC Virtual Credentials will be flawed as well.

2.2 In this context it should be recalled that the technical specifications of Doc 9303, Machine
Readable Travel Documents do not possess the conditional binding force of international Standards adopted
as part of Annex 9 — Fuacilitation. From a strict legal perspective, the specifications of Doc 9303 were not
adopted by the Council in accordance with the procedures set out in the Chicago Convention (Articles 37,
38, 54 and 90). As such, they are not subject to the formal notification of differences under Article 38. In
that sense compliance with Doc 9303 is de facto enforced through acceptance at borders, which seek global
interoperability. At the same time, travel document issuing authorities seek a voluntary method of
determining whether their documents conform with Doc 9303 specifications. Therefore, an ICAO Doc 9303
Compliance Programme would likely create tangential support for the implementation of a selected suite
of Annex 9 Standards creating obligations for adherence to Doc 9303.!

3. DISCUSSION

3.1 At the Fourth Meeting of the Technical Advisory Group on the Traveller Identification
Programme (TAG/TRIP/4) held in October 2023 the Secretariat provided information received from the
ICAO Legal and External Relations Bureau (LEB), which noted that the development of a Doc 9303
Compliance Programme was a question of policy and not of law. The Secretariat suggested reinvigorating
the dialogue on the topic within the respective ICBWG subgroup. TAG/TRIP/4 concluded that advancing

! Amendment 30 of Annex 9 — Facilitation, Standards 3.10, 3.10.2,3.10.3, 3.10.4, 3.13, 3.13.1, 3.13.2, 3.13.3, 3.13.4.
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the development of an ICAO Doc 9303 Compliance Scheme was imperative and endorsed the continued
development of a Doc 9303 Compliance Programme as an ICBWG work item.

32 Between TAG/TRIP/4 and the Fifth Meeting of the Technical Advisory Group on the
Traveller Identification Programme (TAG/TRIP/5) held in November 2025, the ICBWG sub-group has met
on more than 15 occasions to make progress towards creating a governance framework where a formalized
ICAO governance structure would oversee an ICAO Doc 9303 Compliance Programme and provide
recognition of public and private testing centers according to specific criteria.

33 The ICBWG discussions identified a model where ICAO would require three main criteria
for a test center’s membership in an ICAO Network of Testing Centers, where Member States could test
their travel documents, namely:

a) accreditation to ISO/IEC 17025, General Requirements for the Competence of Testing and
Calibration Laboratories. ISO/IEC 17025 ensures the competence, impartiality and reliability of
testing laboratories and incorporates relevant aspects of ISO/IEC 9001, Quality Management
Systems.

b) ability to perform various test specifications/methodologies contained in each Part of
Doc 9303, as part of the respective testing center’s ISO/IEC 17025 accreditation scope. It is
recognized that certain testing centers might only qualify to conduct certain specialized tests; and

c) successful participation in Inter-Laboratory Testing organized by the ICAO Governance
Structure overseeing the ICAO Doc 9303 Compliance Programme.

34 As further outlined by the attached proposal, ICAO would only recognize test centers with
ISO/IEC 17025 accreditation. The test centers are accredited to ISO/IEC 17025 by accreditation bodies
who must be Global Accreditation Cooperation Incorporated” signatory accreditation service organizations.
The accreditation bodies will also ensure that test centers are able to perform specific Doc 9303 test
specifications/methodologies. Examples of national Global Accreditation Cooperation Incorporated
accreditation bodies are:

National Association of Testing Authorities (NATA) in Australia;

COFRAC in France;

DAKKS in Germany;

UK Accreditation Service (UKAS) in the United Kingdom; and

ANSI National Accreditation Board (ANAB) and the American Association for Laboratory
Accreditation (A2LA) in the United States.

3.5 In turn, ICAO can rely on the work done by the accreditation services because the Global
Accreditation Cooperation Incorporated ensures the following criteria for the accreditation service
organizations, including but not limited to:

e being a member of a national or regional accreditation body that is a signatory to the Global
Accreditation Cooperation Incorporated Mutual Recognition Arrangement (MRA);

e maintaining compliance with ISO/IEC 17011, Conformity assessment: General requirements for
accreditation bodies accrediting conformity assessment bodies;

2 From 1 January 2026, the Global Accreditation Cooperation Incorporated became the single international leader ensuring trust in
laboratories and in certification, inspection, and validation/verification bodies worldwide, unifying the roles of the International
Accreditation Forum (IAF) and International Laboratory Accreditation Cooperation (ILAC).
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e performing ISO/IEC 17025 assessments, including supplemental specific program requirements
for unique industries using the ICAO global conformance test plan for MRTDs/eMRTDs; and

e maintaining a sufficient number of competent personnel to conduct assessment work in regard to
monitoring accredited testing centers, per ISO/IEC 17011.

3.6 In November 2025, TAG/TRIP/5 endorsed the Doc 9303 Compliance Programme
Governance Structure and Framework contained in the Appendix to this working paper and supported
sharing the proposed governance framework with the Fourteenth Meeting of the Facilitation Panel
(FALP/14) and the Air Transport Committee (ATC) for endorsement and guidance on further development.
TAG/TRIP delegations broadly supported the initiative to establish a Compliance Programme, noting that
dedicated resources would be required and encouraging close involvement of the ICBWG.

4. FUTURE WORK

4.1 Next steps for the development of the Compliance Programme include the issuance of a
Request for Information (RFI) to identify prospective testing centers (laboratories) worldwide that hold
existing ISO/IEC 17025 accreditation or intend to meet this requirement. The RFI will also assist in
determining the self-declared capabilities of testing centers to perform the Doc 9303-related test
methodologies that will form part of the ICAO accreditation scope. The results of the RFI will enable ICAO
to assess the number of testing centers that may qualify for membership in the ICAO Network of Testing
Centers and how the ISO/IEC 17025 accreditation scope requirements will be met.

4.2 In parallel, ICAO will continue preparations for the operationalization of the Programme,
including the establishment of the Governance Structure (e.g., a Steering Committee) responsible for
oversight, recognition of testing centers, and review of compliance test results. [CAO will also support the
completion and publication of the global conformance test plan, which consolidates and clarifies the
Doc 9303 test specifications to be used in the Programme.

43 Additionally, the Facilitation Section will consult with the ICAO Legal and External
Relations Bureau (LEB), which has previously offered support in developing a standardized legal
agreement to be signed by each Testing Center and ICAO. Once finalized and signed, this agreement will
ensure that ICAO assumes no liability for testing outcomes, and that the Testing Center retains full legal
responsibility for conducting tests and providing results to both States and ICAO. Further preparatory steps
include developing reference travel document sample sets for inter-laboratory testing and designing the
mechanisms for recognizing test results and publishing the Network of Testing Centers.

5. RECOMMENDATIONS
5.1 The Facilitation Panel is invited to:
a) endorse the content of this working paper, especially the next steps presented under

paragraph 4 and the contents of the ICAO Doc 9303 Compliance Programme Governance Structure
and Framework document in the Appendix;

b) provide further advice and guidance on the development of the Doc 9303 Compliance
Programme; and

c) endorse the Secretariat’s plan to provide updates of the development of the ICAO
Doc 9303 Compliance Programme to the 238th session of the Air Transport Committee (ATC).
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1. Preface

The International Civil Aviation Organization Technical Advisory Group on the Traveller
Identification Programme (TAG/TRIP) and the Secretariat, supported by the Implementation and
Capacity Building Working Group (ICBWGQG), are pursuing the establishment of an ICAO
Doc 9303 Compliance Programme.

The overall objective of an ICAO Doc 9303 Compliance Programme is to ensure global
interoperability of a State’s Machine Readable Travel Document (MRTD) and/or electronic
Machine Readable Travel Document (¢eMRTD) in accordance with various Parts of Doc 9303. The
concept is to develop a framework for a Compliance Programme in which States can voluntarily
choose to test whether their MRTDs and/or eMRTDs comply with the specifications contained in
ICAO Doc 9303.

The benefits of ICAO compliant and globally interoperable MRTDs and eMRTDs are collective,
cumulative and universal. Achieving a Doc 9303 Compliance Programme would enhance global
trust in MRTDs/eMRTDs in circulation and lead to a measurable improvement in border integrity
and facilitation, paving the way for increased trust in travel document issuance and the automation
of border clearance processes. Additionally, it would provide States with enhanced assurance that
the public investments in their document issuance programmes provide their States and citizens
with facilitation and security returns.

Over the years, the ICBWG Non-Compliance Sub-Group has identified multiple cases of
non-compliant travel documents, including defects related to chip-based elements of eMRTDs.
Such cases of non-compliance create additional urgency for the establishment of a Doc 9303
Compliance Programme, on the one hand because more than 160 States are issuing eMRTDs, and
on the other hand, because States are beginning to support the issuance of Digital Travel
Credentials (DTC) for their citizens through the extraction of data sets from eMRTDs. If the
underlying eMRTD contains defects, then the deployment of DTC Virtual Credentials will be
flawed as well.

2.  Background

The concept that ICAO Member States could test if their travel documents comply with the
specifications set out by Doc 9303, Machine Readable Travel Documents has been discussed for
nearly two decades. In particular, the TAG/TRIP ICBWG has developed the concept over time.

Since 1980, ICAO has published multiple editions of Doc 9303, detailing specifications to increase
security, improve facilitation, and ensure global interoperability for MRTDs. Significant time and
resources from both the public and private sectors have gone into the development of these
specifications. Despite this investment, States still have no ability to test whether their MRTDs
comply with Doc 9303. States have increasingly approached ICAO seeking official confirmation
of Doc 9303 compliance for their MRTDs, which indicates that a clear need of the travel document
and border management community is not being met.
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An ICAO Doc 9303 Compliance Programme designed, overseen and endorsed by ICAO and the
TAG/TRIP, will meet this need. Such a scheme can provide assurance to States that their MRTD
investment will achieve its intended outcome — a Doc 9303 compliant travel document or other
travel credential® issued in accordance with Doc 9303 specifications.

Beginning in 2011, ICBWG submitted a series of working papers* to consecutive TAG meetings
outlining elements of a Doc 9303 Compliance Programme. By 2018, the Secretariat had taken over
the responsibility of providing a status update of the Doc 9303 Compliance Programme to TAG.
In 2021, at TAG/TRIP/3, the Secretariat in Working Paper 3, outlined a framework which could
be pursued to establish a Doc 9303 Compliance Programme, through the formation of an ICAO
Network of Testing Centres, consisting of public and private members qualified to conduct
conformance tests with the test methodologies contained in Doc 9303. This paper raised some
outstanding items that needed resolution, including how testing centers would be accredited, how
legal agreements between ICAO and testing centers would be signed and what type of ICAO
governance mechanism would have oversight over the Compliance Programme.

Substantial efforts and progress have been made in the development of testing methodologies and
standards for travel documents. In this context the work of the International Organization for
Standardization (ISO) JTC 1/SC 17/Working Group 3 (WG3) should be recognized and
highlighted.

The main use cases of the Compliance Programme include:

a) a Member State’s issuing authority has an existing MRTD or eMRTD and wishes to
verify Doc 9303 compliance; or

b) a Member State’s issuing authority is going to market for an MRTD or eMRTD and
wishes to clarify compliance as part of the contract award and/or the delivery phase.

3. Programme Scope

The Doc 9303 Compliance Programme is designed to provide a voluntary framework for Member
States to ascertain whether the physical and electronic aspects of their MRTDs are issued in
accordance with the specifications in Doc 9303. This would include both travel documents the
State has personalized through their issuing authority and specimens prepared by the potential
supplier.

This does not prevent vendors/manufacturers to test their own products with accredited testing
centers in a confidential manner. However, ICAO will only recognize compliance tests conducted

3 For example, a Machine Readable Visa (MRV) and a Digital Travel Authorization (DTA) are specified by Doc 9303 but are not
considered “Travel documents” according to Doc 9303 and Annex 9 — Facilitation.

4 TAG/TRIP/3-WP/3, Development of an ICAO Doc 9303 Compliance Programme.

TAG/TRIP/2-WP/9, Document 9303 compliance scheme.

TAG/TRIP/1-WP/23, Doc 9303 compliance scheme.

TAG/MRTD/22-WP/16, Doc. 9303 compliance programme.

TAG/MRTD/21-WP/10, Doc. 9303 compliance programme.

TAG/MRTD/20-WP/11, Doc 9303 compliance programme.
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by Member States against approved test specifications/methodologies published as part of
Doc 9303 and the ICAO global conformance test plan for MRTDs/eMRTDs, and only after these
test results have been submitted to ICAO.

The Compliance Programme is foreseen to encompass both MRTDs and eMRTDs, in other words
both the physical and electronic aspects of travel documents. In preparing the programme, it has
been recognized that ICAO Member States have a greater need in testing for electronic components
of eMRTDs related Doc 9303 Parts 9-12, than for physical MRTD components. At the same time,
it is recognized that eMRTD tests are more complex than testing for physical aspects related to
Doc 9303 Parts 3 and 4. In establishing a Compliance Programme, all stakeholders recognize that
a test, whether conducted on a specimen, batch of specimens and/or batches of actual travel
documents represents only a snapshot of the tested document at the time of testing. For example,
a compliant document having passed a test is subject to the degradation of the document’s physical
and electronic aspects over time. Nonetheless, ICAO considers the value of recognizing
compliance tests as vital to providing support to global interoperability at borders, particularly as
automated and digital aspects of border control are increasing.

Compliance will and can only be measured against approved MRTD/eMRTD  test
specifications/methodologies formally recognized as part of Doc 9303. ICAO will publish a global
conformance test plan, referencing and explaining all existing Doc 9303 test
specifications/methodologies for compliance testing for MRTDs/eMRTDs.

Over time it is foreseen that the Compliance Programme will be expanded to include testing for
all types of MRTD form factors and digital credentials (DTC, ICAO Datastructure for Barcode
(IDB), etc.) issued in accordance with Doc 9303, as test methodologies are developed.

Additionally, the ICBWG Non-Compliance Sub-group has suggested a review of Doc 9303,
Part 2, including the development of compliance testing for physical security features in the scope
of the Compliance Programme. This is pending the update of Doc 9303, Part 2, including with
commensurate test specifications.

4, Conditions Needed to Create Success

There are a number of criteria needed to create success for the Compliance Programme, these
include further developing the programme structure and framework for:

Accreditation Framework for Testing Centers;

Testing Criteria;

Oversight and Recognition of Testing Centers by ICAO Governance Structure;
Legal Agreements between ICAO and Testing Centers; and

Visibility for the Compliance Programme.

Nk W=

Accreditation Framework for Testing Centers

The testing of MRTDs and eMRTDs needs to be conducted by credible and technically capable
testing centers. ICAO will need to establish a formalized governance mechanism overseeing the
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ICAO Compliance Programme providing recognition of the testing centers according to specific
criteria.

Private and public testing centers with experience in testing MRTDs and eMRTDs for compliance
against I[CAO Doc 9303 specifications exist. Some testing centers have preliminarily been
identified and have expressed an interest in joining an “ICAO Network of Testing Centers”.

Critically, ICAO will require three main criteria for a test center’s membership in the ICAO
Network of Testing Centers, namely:

1. Accreditation to ISO/IEC 17025, General Requirements for the Competence of Testing and
Calibration Laboratories’;

2. Ability to perform various test specifications/methodologies contained in each Part of
Doc 9303, as part of the respective testing center’s ISO/IEC 17025 accreditation scope®;
and

3. Successful participation in Inter-Laboratory Testing organized by the ICAO Governance
Structure overseeing the ICAO Doc 9303 Compliance Programme.

ICAO will only recognize test centers with ISO/IEC 17025 accreditation. The test centers are
accredited to ISO/IEC 17025 by accreditation bodies who must be Global Accreditation
Cooperation Incorporated signatory accreditation service organizations’. The accreditation bodies
will also ensure that test centers are able to perform specific Doc 9303 test
specifications/methodologies.

Examples of national Global Accreditation Cooperation Incorporated accreditation bodies are:
National Association of Testing Authorities (NATA) in Australia;

COFRAC in France;

DAKKS in Germany;

UK Accreditation Service (UKAS) in the United Kingdom; and

ANSI National Accreditation Board (ANAB) and the American Association for Laboratory
Accreditation (A2LA) in the United States.

In turn, ICAO can rely on the work done by the accreditation services because the Global
Accreditation Cooperation Incorporated ensures the following criteria for the accreditation
service organizations, including but not limited to:

1. Being a member of a national or regional accreditation body that is a signatory to the
Global Accreditation Cooperation Incorporated Mutual Recognition Arrangement (MRA).

S ISO/IEC 17025 ensures the competence, impartiality and reliability of testing laboratories and incorporates relevant aspects of
both ISO/IEC 9001, Quality Management Systems and ISO/IEC 27001, Management of Information Security.

%It is recognized that certain testing centers might only qualify to conduct certain specialized tests.

7 A directory of Full Member MRA Signatories can be found here: https:/ilac.org/signatory-search/
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2. Maintaining compliance with ISO/IEC 17011, Conformity assessment: General
requirements for accreditation bodies accrediting conformity assessment bodies.

3. Performing ISO/IEC 17025 assessments, including supplemental specific program
requirements for unique industries using the ICAO global conformance test plan for
MRTDs/eMRTDs.

4. Maintaining a sufficient number of competent personnel to conduct assessment work in
regard to monitoring accredited testing centers, per ISO/IEC 17011.

1. ISO/IEC 17025 Accreditation Cycle

Any test center or laboratory wishing to become a recognized member of the ICAO Doc 9303
Compliance Programme needs to go undergo initial accreditation consisting of a comprehensive
inceptive assessment of the test center’s compliance with ISO/IEC 17025 by the accreditation
body. This typically includes:

e Review of the management system.
e Evaluation of implemented methods.
e Site visits and operational observations.

If the test center is compliant, accreditation may be granted for a period of up to five years, and
a sample of the scope of accreditation must be assessed on-site at least every two years. As an
example, the accreditation service performs monitoring assessments about every 15 months to
maintain assurance of quality and technical expertise of the testing center, followed by a separate
requalification audit, which can result in a five-year renewal of the accreditation.

Testing Criteria

There is no single Doc 9303 test specification/methodology that proves complete compliance with
Doc 9303. A State may choose to conduct different types of tests to test compliance for different
aspects of its documents, for example electronic or physical components. This also means that
recognition by ICAO of the Member State’s test result, occurs per specific test.

The TAG/TRIP New Technologies Working Group (NTWG) supported by ISO Working
Group 3/Task Force 4 is working on a global conformance test plan for MRTDs/eMRTDs to
streamline the existing test specifications and methodologies contained in Doc 9303 and
accompanying Technical Reports. Once published, the global conformance test plan will be a
summary document making it easier for Member States to understand which test methods apply
to which parts of Doc 9303. It is foreseen that the summary of the test methods is to be published
with the 9" Edition of Doc 9303 and will subsequently become a reference document for the
Compliance Programme.

Oversight and Recognition of Testing Centers by ICAO Governance Structure

A “Governance Structure” for the Doc 9303 Compliance Programme would be responsible for
overseeing the criteria related to the above-mentioned accreditation process, including the
Doc 9303 accreditation scope, as conducted by Global Accreditation Cooperation Incorporated
accreditation bodies.
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ICAO and its Member States, in particular TAG/TRIP members, would create a formal
Governance Structure for the ICAO Doc 9303 Compliance Programme. For example, this could
be termed a “Steering Committee” or a “Compliance Programme Board”. In some terms a Steering
Committee could be roughly compared to the ICAO Public Key Directory (PKD) Board which
oversees the administration of the PKD. For example, the Steering Committee could potentially
consist of seven or five representatives from TAG/TRIP Member States, with equal voting rights,
with decisions taken on a simple majority basis, supported by the Secretariat.

The Steering Committee would review the prospective test center’s ISO/IEC 17025 accreditation
letter and accreditation scope. The Committee would then vote to “recognize” test centers. A
positive vote would result in the testing center becoming a recognized member of the ICAO
Network of Testing Centers, subject to a legal agreement signed with ICAO and commensurate
re-qualification.

In addition, the Steering Committee would have the discretion to recognize specific tests
conducted by test centres with ISO 17025 accreditation, but which are conducting some tests
outside the existing accreditation scope. Recognition of such test results will be taken on a case by
case basis and will require additional information which may include specific criteria as described
below:

Category Examples of evidence
Technical Expertise Regular participation to the SC17/WG3 and dedicated TF4
meetings
Number of conducted tests in the 5 past years
Customers testimonials

Mastery of test methods Regular participation to the SC17/WG3 and dedicated TF4
meetings

Number of conducted tests in the 5 past years

Customers testimonials

Participation in the ICAO Interlaboratory Testing Program

The exception is a temporary measure to as a test center is working to expand the scope of
accreditation. The testing center must undertake the necessary steps of extending the scope of
accreditation to include these additional specification/ methodologies.

As part of ICAO’s due diligence and oversight, the ICAO Steering Committee will need to ensure
that every Member in the Network of Testing Centers submits updated ISO/IEC 17025
accreditation letters for each accreditation cycle. The Steering Committee should be aware of the
test center’s ISO/IEC 17025 accreditation, audit and requalification cycle, as well as its Doc 9303
accreditation scope status.
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2. Ensuring ICAQ’s Doc 9303 Test Specifications are part of the ISO/IEC 17025 Accreditation
Scope

ICAO will issue a Request for Information (RFI) through which prospective testing centers
(laboratories) around the world can provide information about their existing ISO/IEC 17025
accreditation, or their intent to do so, as well as their abilities to test for the ICAO Doc 9303
scope of accreditation. The results of the RFI will provide ICAO with more information to better
understand how many testing centers might qualify for the membership in the Network of Testing
Centers.

Appendices A and B contain more information on how the ICAO Doc 9303 accreditation scope
will be applied to the vetting process of the ICAO Network of Testing Centers. These appendices
will help to shape the Terms of Reference for the Steering Committee and the respective legal
agreements signed between ICAO and the respective members of the ICAO Network of Testing
Centers.

The Steering Committee will support the development of reference Travel Document sample sets
to be used in inter-laboratory testing. This provides the ICAO Steering Committee with greater
assurance that the test centers fulfil the Doc 9303 accreditation scope. The Steering Committee
will pay for the initial reference sample sets, with costs to be recovered from test centers who pay
membership fees to ICAO.

3. Recognition of Test Results by ICAO Steering Committee
Once an ICAO Member State has conducted test(s) on its MRTDs/eMRTDs it can inform ICAO
of the result of the test(s).

If the test result(s) are positive, then the Steering Committee will review the test result(s) and
conduct due diligence to check if the underlying accreditation status of the Testing Center(s)
involved was valid at the time of testing. On this basis, the Steering Committee could recognize
positive test(s) through a letter indicating which compliance tests were fulfilled.

Legal Agreements between ICAO and Testing Centers

To become a member of the ICAO Network, a Testing Center would need to sign a standardized
legal agreement with ICAO to ensure that all legal liability and responsibility for the test results
reside with the testing center.

ICAO’s Legal and External Relations Bureau (LEB) has noted that they would support the drafting
of a legal agreement between each Test Center and ICAO to provide the necessary assurances and
limitations of liability for ICAO. Once signed, the legal agreement would ensure that ICAO
assumes no liability for the results of the testing and that the Test Center assumes full legal
responsibility for conducting tests and providing test results to States and ICAO.

In order for ICAO to recognize a test result, the results would need to be shared with ICAO for
review by the Doc 9303 Governance Structure. If a State were to refuse to share test results with
ICAO, then ICAO would not be able to provide a positive recognition of compliance, i.e. no
certificate of compliance.
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The application of a moderate annual participation fee for the testing center to be a member in the
ICAO Network of Testing Centers, paid to ICAO, would need to a part of the legal agreement.

Visibility for the Compliance Programme

Once part of the ICAO Network, the testing centers could advertise their recognition by ICAO to
enhance their business model. In that sense the use of the ICAO logo by the testing centers to
market their membership in the ICAO Network of Testing Centers could be considered and is a
step that would need to become part of the legal agreement.

The Steering Committee supported by the Secretariat would provide overall Programme
Management and guidance to States, including:

e Maintaining, publishing and promoting a list of the ICAO recognized “Network of Testing
Centers.”

e Consulting States on how to best test MRTDs and eMRTDs. Essentially, ICAO would
maintain a “menu” of recognized Testing Center, cross-listed with each center’s
qualification in specific test areas (scope of testing capability). This is the global
conformance test plan for MRTDs/eMRTDs. For example, some testing centers may be
able to test for compliance with Parts 3 and 4, whereas other testing centers may be able to
test for compliance with Parts 9-12 of Doc 9303.

e Advising States how to plan and budget for the costs of MRTD and eMRTD compliance
testing, including in their travel document procurement and business cycles, which would
enable States to outsource the payment of the compliance tests to the vendors.

e Recommending States that are testing specimen MRTDs or eMRTDs as part of the
procurement process to state the product quality specifications for the document that is
intended for acquisition and ensure that the contract is explicit in the requirement that the
document must meet Doc 9303 testing requirements. This would include the
vendor/contractor providing specimens to the States at a certain quantity for testing. It is
important to note that the State is advised to have a direct relationship with the Testing
Center in order to avoid ambiguity. It is advisable for the State to identify the Testing
Center, for example in coordination with the Steering Committee, and informing the
contractor which Testing Center(s) will be used for compliance testing and which test
methodologies/specifications will best applied.

An overarching guidance document, something like “Doc 9303 Compliance Programme
Guidelines” would need to be developed, with ICBWG support, including information for States
on how to plan and budget for compliance tests, in terms of costs, timing and procurement. Further
consideration is needed how such guidance would sync with the existing ICBWG guidance
materials, including:

e Guidance for Assessing Security of Handling and Issuance of Travel Documents.



FALP/14-WP/9
Appendix A-12

e Collection of Best Practices for Acquisition of Machine-Readable Travel Document Goods
and Services (Procurement Guide).

e Guidance for Circulating Specimen Travel Documents.

These guidance documents will be publicly available and will provide guidance to States in terms
of costs, timing and procurement. As an example, existing language on compliance requests,
essentially how States could seek assistance from ICAO, can be taken from previous TAG/TRIP
papers (TAG/TRIP/1-WP/23 and others).

ICAO as a whole, the Secretariat, “Steering Committee” and ICBWG members will promote the
Doc 9303 Compliance Programme, including at Symposia, Regional Seminars, [CBWG meetings,
etc., thereby raising awareness that costs for testing need to be figured into MRTD procurement,
based on existing/new Compliance Programme guidance.

5. Other considerations

Role of the ICBWG Non-Compliance Sub-Group

The role of ICBWG Non-Compliance Sub-Group should also be considered. The ICBWG
sub-group has conducted MRTD compliance evaluations for more than 10 years and returns
evaluations to States via an official ICAO State letter. ICAO could consider referencing the options
for compliance tests via the ICAO recognized Network of Testing Centers when issuing State
Letters to non-compliant States.

Development of a country mentorship program, in which States with a robust travel document
design, development and implementation process can assist States in implementing their
MRTD/eMRTD upgrade, i.e. helping to make sure the document is compliant. This can be guided
by the ICBWG and the Steering Committee.

Role of the USAP Programme

As part of the Universal Security Audit Programme — Continuous Monitoring Approach
(USAP-CMA), States are expected to demonstrate their compliance with some aspects of
Doc 9303. In reality this is extremely challenging for an ICAO auditor to determine. It may be that
the Doc 9303 Compliance Scheme provides an avenue for States to demonstrate this
independently. The role of the USAP audit approach should be considered as part of the scheme’s
development.
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Appendix A: Accreditation Conditions for Test Centers

Comply with Conditions and Criteria for Recognition of Test Centers.

Operate program in conformance with ISO/IEC 17025.
Maintain status as Accredited Test Center under ISO/IEC 17025.

Operate testing operations for MRTDs and eMRTDs with the scope of accreditation
claimed.

Complete and sign the application for recognition of Test Centers.
Complete and submit results from ICAO Test Books.

Submit quality management system documentation and signed application to ICAO

To serve as a Test Center (TC) for the ICAO Doc 9303 Compliance Programme, a TC shall agree
in writing to the following requirements:

General Requirements:

1.

Always comply with the conditions and criteria for recognition of test centers as set forth
by the ICAO Steering Committee and the legal agreement with ICAO.

Operate the test center MRTD and/or eMRTD testing program in accordance with ISO/IEC
17025 “General Requirements for the competence of testing and calibration labs” and the
claimed scope (s) of accreditation.

Maintain its status as an accredited ISO/IEC 17025 TC and a comply with notification on
accreditation status to in writing, within 30 days of any change in accreditation status to
ICAO.

A training program must be established to train all personnel on Doc 9303 test methods
claimed for the scope of accreditation under the ICAO Doc 9303 Compliance Programme.
All AB personnel testing under the scope of accreditation must be trained using ICAO
material prior to performing evaluations and continue to be provided new and refresher
courses. As per ISO/IEC 17025, training should be conducted as needed to ensure the TC
maintains a sufficient number of competent personnel given the work performed.

Reporting to ICAO:

1.

All documentation, processes, systems, records, related to the fulfilment of the
requirements of ISO/IEC 17025 shall be included in, referenced from, or linked to the
management system.

Participate in meetings with the ICAO Steering Committee as necessary as part of continual
improvement efforts in the enhanced testing program. During these meetings, the TC will
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be expected to brief ICAO on the status of the program, test method common deficiencies,
and issues related to the accreditation of laboratories. The Steering Committee and the TC
will jointly determine whether the meeting should take place by telephone or in-person.

3. Report to ICAO within 30 days of any major changes that affect the TC’s:
a. Legal, commercial, organizational, or ownership status;

b. Organization and management, e.g., key managerial staff;

c. Policies or procedures, where appropriate;

d. Location;

e. Personnel, facilities, working environment or other resources, where significant;
and

f. Other such matters that may affect the TC's capability, scope of recognized

activities, or compliance with the testing requirements and relevant technical
documents.

4. Forward any questions related to MRTD and eMRTD test procedures to ICAO for
resolution and abide by the decisions of ICAO relative to the resolution of those questions.

5. Upon request, provide ICAO with electronic copies of test center information including:
a. ISO/IEC 17025 Accreditation effective date;
b. ISO/IEC 17025 Accreditation expiration date (if applicable);
c. Scope of Accreditation and relevant accredited test methods; and,
d. A list of qualified personnel per ICAO-relevant accredited test methods.

6. Notify ICAO immediately in writing and update the TC’s website to document any action
that adversely affects the accreditation status of an ICAO-recognized test center.

7. Upon request, provide ICAO with copies of TC assessment documentation related to the
claimed scope of accreditation for MRTD and eMRTD testing, including corrective action
plans, and documentation of resolution of deficiencies. TCs’ consent to this is a condition
of their recognition by ICAQO.

How a TC will be evaluated:
1. TC operations follow tests method associated with the claimed Doc 9303 scope
accreditation.

a. Ensure that the technical competence of TCs to perform tests required for
qualification as outlined in the ICAO Doc 9303 Compliance Programme. This
should include ensuring that the list of specific test methods for which the TC was
accredited is included within the laboratory’s scope of accreditation. This includes
recognition of specific test results conducted by test centres with ISO 17025
accreditation, but which are conducting some tests outside the existing
accreditation scope.

Ensure that the TC is tracking test methods and results.

Notify ICAO of any observed test method interpretations that require clarification.
Continuously review TC documentation related to TC operations.

Demonstrate the impartiality and freedom of TC management and personnel from
any undue internal or external commercial, financial or other pressures and

°oaoc o



FALP/14-WP/9
A-15 Appendix

influences that may adversely affect the quality of their work, as required by
ISO/IEC 17025.

NOTE: It is ICAO’s expectation that TCs will systematically monitor all aspects of
the testing associated with the scope of accreditation listed in the ICAO Doc 9303
Compliance Programme. Documents required to be available, consistent with the
requirements of ISO/IEC 17025, shall include but may not be limited to the

following:

i) organization chart showing that the responsibilities, authorities, and
inter- relationships of all personnel who manage, perform or verify
laboratory results are free from influence that may adversely affect
the quality of their work;

ii) dates of internal audits, audit findings, and any corrective actions
taken;

iii) any customer complaints and corrective action taken;

iv) original testing records containing sufficient information for
repeatability, including the names of staff who participated;

v) evidence that laboratory employees participate in and regularly pass
ethics and compliance audits, and,

Vi) evidence that mechanisms for reporting and responding to attempts to

exert undue influence on test results are in place.

Provide results of on-site and remote audits by the accreditation body per the accreditation
bodies normal evaluation process and timeline as outlined in the ISO/IEC 17011
requirements.

Provide evidence that all assessment findings are resolved, and corrective actions have
been implemented before granting accreditation to a laboratory.

Allow ICAO, at its discretion, to witness any assessments performed for compliance with
the requirements of the ICAO Doc 9303 Compliance Programme. ICAO agrees to yield to
the accreditation bodies (AB) discretion such when witnessing will occur so as not to
disrupt the AB’s assessment schedule, and to operate solely as an observer and not
participate in any way with the assessment activities of the AB and/or its assessors.

Publish and maintain on the TC’s website an up-to-date directory identifying the scope of
accreditation and all test methods accredited under the ICAO Doc 9303 Compliance
Programme. At a minimum, this directory must include the following information:
a. Provide name of the AB;
Provide scope accreditation and a list of test methods;
TC name, address, and phone number;
TC point of contact;
TC accreditation effective date;
TC accreditation expiration date (as applicable); and,

me o o

Maintain documentation relevant to the accreditation for at least five years.
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7. Abide by the AB’s decision on all issues related to compliance to the ICAO Doc 9303
Compliance Programme. The AB cannot delegate fully or partially any decisions related
to assessment defects but must consider ICAO recommendations or observations in
rendering any decisions on compliance to the [CAO Doc 9303 Compliance Programme.

8. Provide a plan to meet the secure handling of travel documents supplied by vendors that
meets the State’s material handling requirements. The minimum requirement for storage
and handling is listed under the Guidance for Assessing Security of Handling and Issuance
of Travel Documents.

9. Participate in a still to be determined ICAO Interlaboratory Testing program.
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Appendix B: Conditions for Accreditation Bodies

Comply with Conditions and Criteria for Recognition of Accreditation Bodies.

Operate program in conformance with ISO/IEC 170118,

Maintain status as an Global Accreditation Cooperation Incorporated Mutual Recognition
Agreement (MRA) signatory.

Verify Test Centers are following test methods claimed under scope of accreditation and
the requirements of the ICAO Doc 9303 Compliance Programme.

General Requirements:

1.

Always comply with the conditions and criteria for recognition of accreditation bodies for
the ICAO Doc 9303 Compliance Programme.

Operate its accreditation program in accordance with ISO/IEC 17011, “Conformity
assessment: General requirements for accreditation bodies accrediting conformity
assessment bodies.”

Maintain its status as a signatory to the Global Accreditation Cooperation Incorporated
Mutual Recognition Arrangement (MRA).

Within the AB’s assessor training program, include training on the current requirements
described in the ICAO Doc 9303 Compliance Programme. Assessors must be trained prior
to performing assessments and continue to be provided new and refresher courses. As per
ISO/IEC 17011, training should be conducted as needed to ensure the AB maintains a
sufficient number of competent personnel given the work performed.

Conducting Test Center Assessments:

1.

Assess Test Center operations for compliance with the ICAO Doc 9303 Compliance
Programme.
a. Upon a satisfactory outcome, attest to the technical competence of test centers to
perform tests required to evaluate MRTDs and eMRTDs as outlined in the ISO/IEC
17025 accreditation scope. This should include ensuring that the list of specific test
methods for which the laboratory has been accredited is included within the
laboratory’s scope of accreditation.
b. Evaluate processes and procedures related to the performance of the test methods.
c. Assess documentation demonstrating the impartiality and freedom of laboratory
management and personnel from any undue internal or external commercial,
financial or other pressures and influences that may adversely affect the quality of
their work, as required by ISO/IEC 17025.

NOTE: It is ICAO’s expectation that ABs will systematically monitor the
impartiality of test centers on an ongoing basis. Document review, consistent with

8 Quality management system documentation is contained in Section 5 of ISO/IEC 17011.


https://www.iso.org/standard/67198.html
https://ilac.org/ilac-mra-and-signatories/
https://ilac.org/ilac-mra-and-signatories/
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the requirements of ISO/IEC 17025, shall include but may not be limited to the

following:
i)

ii)

iii)
iv)

v)
vi)

organization chart showing that the responsibilities, authorities, and
inter- relationships of all personnel who manage, perform, or verify
laboratory results are free from influence that may adversely affect
the quality of their work;

dates of internal audits, audit findings, and any corrective actions
taken;

any customer complaints and corrective action taken,

original testing records containing sufficient information for
repeatability, including the names of staff who participated;

evidence that laboratory employees participate in and regularly pass
ethics and compliance audits, and,

evidence that mechanisms for reporting and responding to attempts to
exert undue influence on test results are in place.

2. Conduct complete on-site assessments of each laboratory per the Global Accreditation
Cooperation Incorporated MRA and ISO/IEC 17011 requirements. On site assessments are
anticipated to coincide with the normal onsite audit cycle for the Test Center.

3. Verify that all assessment findings are resolved, and corrective actions have been
implemented before granting accreditation to a laboratory.

4. Publish and maintain on the AB’s website an up-to-date directory identifying all Testing
Centers the AB has accredited. At a minimum, this directory must include the following

information;

me Ao o

Provide list of Test Center Names and AB to ICAO for publication;
Test Center name, address, and phone number;

Test Center point of contact;

Accreditation effective date;

Accreditation expiration date (as applicable); and,

Scope of accreditation claimed by the Test Center.

5. Maintain documentation relevant to the Test Center accreditation for at least five years.

6. Assume the responsibility of the laboratory accreditation decision itself; the AB cannot
delegate fully or partially the accreditation decision to another organization.

— END —



