b R H Wi = 4 A AN-Conf/12-WP/112

5/10/12
I 1EF X #®

F+RTHARITSIN
2012 11 B 19 HZ 30 H, H4FFIR

WIEIEG6: RFEHFHME
6.1: SEHEITRIFNTE

Tk BRSNS IR HE HETE
Celt H A28

mE

WZ T R G ReE W SE B T R R e Rt S R AT IR S B — N et & tE . BRIPFN
Y3 o2k TS IR S BE (8 To 4k FE R 4 IE W 1847 3E R E LT T e A1tk g

FARX L AT A B I LLE S H, B ARGRNBITESZIEELLET
Pov B = AN AR R R K55 . X sk AT e 2 5 80a T AT AR 5% % Ok A
L, FEBEAMNEIE ST 2 Aaih 2= s Rz & v i ok

A TAE RIS 4R/ A R M2 TR R GE, 4RI T TR B AT IR B AH 2 1 1)
B, FRINSEPRE A R, RBUTED, DISCEREIEAT (A= PAUTITR])
(GANP, 9750 5 L) Miss RKRGAHHT 2 (ASBUs) H TR KK RS-

1TEh: ESWHEWAR TR, FEFEZEF3T AT,

][l

1. 5|

11 HEHPRRMALCERE T (A= PHTITR) (9750 530/ FIUBIER, HdaFExH
Wi R H BT AR B  EAE N TR, SCRESEF =L FAE 2013-2028 BT [IHEZE P LL4 20 7k
[ i3k 7 AT AR T RN IB AT G

1.2 T L RGRE T BT TR g R (2 P AT IR S AN TT Blh . 3 2445 BETC 28 H A
TEIRIE RENS i o2k Fi R G IE W 1847 IR R HE LTI T RE A RE

13 W%, RRHMZPCEEHE (ATM) BEERER KL FBORT — R B RGN H
FRag A7 AN A A 2 T 4k AN HL At JE 26 F R e SR AF, JF AT RERI 20 T2 o4 B A2 B 5 TR Fr
FTREPEAIARZ FH P A BRAB B B (42, R, T2 o 2k Rl P 3 2 PR ) B R s 2



AN-Conf/12-WP/112 -2-

14 SHFER, giafnxd TR ERTIEMS, K5 ERY, B iis 24
55 SESAEAE B B AE I BN, TEIRMIRARI S DL T, T IR AR AT RE A B R AR AR R A . WA TR
ARG BT, FalRaETI, MU EAE Z et SR e asriik, Hik,
PR T2 e H BB B AT 1T.

15 BT BRI AR RS AT RG UL LI RGN, HARKIDOR —BENF L
TR R T 58 TR s B L R fa Y DS AR T I FE RO A . AR AR SO R H A
ML T2k f R GEWT FE AN H 8 A b i 2 B AN 0 B 2Rt L, SREHIE FE R S T g
BOORI AR, R BCRIISE AT AT (AT 3h DASCHRE & B B A AT AROR I BT R 5.

2. Thg
21  ZRBUTIRSIRGEE (ANSPs) 7 E/MGAT 2 55 b (IME RIS AT

2011 JEWE, LTRSS (B, SECTCS AR AR O 2 IR I D & [ o2k
EEETT  (RAAD MRHEH E X EROMEAHAT 10028 AP ATAT A 55 S (3 A Dy — A 5 R Jo 2k F g B
[TREAT G VR A 7 B A BE 15 B0 T A D L 25 1] Ak R B = 2 i) ) W1 BT R ) 2 o S A sk
BRSO Lk F DU RIS AT AN il S IO R S

2.1.2  IEWTEOL P SEATBUR B R T RRAE, BEE AT ISR R B AR e, BB T
S O el 5 N4 i il i b a0 5 7 e o

2.1.3 O 7N IS R X R IE SR B AR 2 SR AU R A AT A S SR AL SR At i s T &
GBI SRS E IS AT IR SS, AT RIS, M= ELB RGN R DRRE . A2 T IR
NI FIBITEY, EAHERE SRS T e BT Mg BB R 4. HAETIRHUKE
I, B BUE 2 PRI AT I TR . €N T 58 RIS Eatrid k=6, BIZIRE
PRE, NI

214 FHFATIRSTRACE B AR N A P R S A Jo 2k AR Gt DL At 2 o A2 B R 55 A% AR E T
FEIBAT A E RS LR AR N R (ATSEP) 75 #4047 HER Bt, A5 Bk SCRe 2 AT R I
%o FAWIELLAG  (NGAP) —— HEPrRATHAZ LI — BB ——FH ZH A LB S
HARBRIHLE Tk N5t (E A A8 iR 55 TREBOR A 51D RIZAT . & BEAYES ROR 12 iz i &
4t

2.2 NRCMARA TCA RGO 2 FE AT PR B K I R

221 ATAESCAMERBGE 7 HAE 7AW (ENRI, www.enri.go.jp) il — T 7E i) — L&
FEAR, WENR T M LLBAIEREAES” « “RIDWEB TR AR RARIAE
M IMER” o R TR PHATSI (AN-Conf/11) 2847 2 B BUAE S8 T — R 2 P AT 23 45
AJa MBU AR Z AT CLMRA)  BIPTIUITR R 2 BRI — BRI ANE BRI .

222 MERFUED], RREMZERGE AT RESBEH KT, XETIRATIE AR =
&I, F T AN RS % b JC 4 L R G AE SO S PG AR AR . X AR &R



-3- AN-Conf/12-WP/112

Gui SR AR R PR RGO R . B, B IR S B A N P AT R S IR BB B
NEREE,

2.3 AR AR B H 28 AR

231 MRIEHE2.27 PR M EE OURI M R AT B VE,, 2 Al B BN R BT ok
R GURE AT R BEAE I o A BB A RE AR A T I BT T R AT B BRI T 7 EEX A 3 5
HEAT & 2958 B R RO TS VAN S S i, DL B AT R SR 2 A U o

2.32  WRBPRFHUAT IR SR MEE SCRpINsR 2 A8 B AN STAE, 552 S 4% [ 2R
A S AL RE 5 2 AT A S5 R o A JC 2k r A AR T T AT S DI O, DRI 514730

a) S AMORFFIRAERIMI S TOL i R G2 S A8, By A 5 o2k Fa T

b) JAMIETL RGO S AT, JEEER] (RN g T ) (9718 &
AR PR E A ] B T2 23 AT M s S 5 T 4 2 4 IR 55 IX S A B o
R 265 1 1 S - A e 7

) NFE ML B R G AT i, 4R 0E MO S B S PR e . o2k i
W A AT 283 P 3 2 e B JE £k H AR G A STt N PR P L e s AT 2 o L
e B

d) D HEC T PSR E A B AL, DU A 22 R 23 28 TR 451 2% AR XU o 28 A1
P& AR T s E o AN B1,  DAEARATT E 0% TR A BE T 30 S5 A0 Ho Al 5 4005 A 5
At

2.4 X PR RATH IR R B R EAL e B

241 [HBR AT LR YE A IR BN AL Rl 53 B AR BT P01, G b R R
(SARPs) NHAME, EMOATEIR 5T — EREEWFER . MR s R gt
K, [ bR AT SR AT U It S SR e S A E— B R AR .

242 FESCECH, Jofk M B A [ S e DO B A BEAT . 2 BT 0 DL B B )
RIS, 2% [ B AT e 55 SR (1 T AR IR L B E B H IS AT T A 2 3 A0, 2
[ X RIBATE o ARKRZE AT RGUBAT o — AN AL I XU A R G s Z A BT ke i 4
Ko EAHREE SRR ERE LML TIRR, KRR R LW R DR AP S, B
TEAf T A R ] L

243 ETHIERZ Al s BN SHEAT I 5 o S 4 R B AT REXS X 3 m 4 3R 2 P AUAT R 58
PRAEARIGE I (LA SR )R, NG ER BTG A A, B G AR RIS RSt
R, RRREUT SN RAT B



AN-Conf/12-WP/112 -4 -

a) il — I ERTE SR EMBIEI7185 SUAF, DU & E A AT PLE# AR AR KA A R G
SR TIRATREVERECE Y JG 2R, BRI BL T RO 28 A 1] B AT R 55 4R 11t
HAEFLRE SV F N T D) SR BRI AT # s DA%

b) JFA—FIHE (Flin, FETMEETE) MFASHEIEEN R I RRT &G, DUt
BT P HEAF B R B AT B3 A5 2. VO A A O (G
FEKEEHD MHZTARESZEAR T, TRrE iz T,

244 FTHREME (BN, £FRTPESHARS (GNSS) Fiz THEEM) MaREmimns, mTae
Bk R SRS AR — SCRFE AR/ X VE Bl AT 2 B BRI B i R 4, B A X
HEAT 2 T A A I O LSS IS BB AT, IR, WPRLS SO “ 4 BR T A S R G0 seite in) 7 A T i
KTERPESFN ARG AT EWSIEH T HMATLL B RS, MIERRT 2R ETESFNRS.
BRI, & B OE R, ARSI ARG, AR WPRLS U s e N, AL T 7] RERY
T W RS @ T R R TS AT A TR R, REANIE SR T, 5 CEXK
7 (AN 13/4.5-12/50) 4 ) ¢ T [l s B 4 23 28 3 25 25 196 Ji 25 W 45 1 03 /0 AT s A 5 — Ja i =
LA PN 2 VOB B/ g CLEERB) Inbl& 9t

3. 4R

3.1 ARG AT A S AT R (B 2.3 1) AR bR R 4 2 TE % o R g 7 T g
ITITAE G247, IFHZ KE B RATHA SAL A AT, T2 WRE LN 2.

R 6/x —— AT RGOS
LU
[ R 2010

a) W I [ X () 3 SO A 3 TP T AR 26 DA R A% IR B A A R ot P 5

b) SRIFSUEMAEE B, GESITIER, 5758 CORRLAtE R BE bR AT RESR S IE
P RATE LIS ZOR T (9718 S30F) AREN, H AR AT R
Bt T ASEBRE s A&

c) WHFEHLLS EERAEEERE (TU) A& 24 A& LR % B Bl s 1) 2 R AT R Se P
SR FETIHROIAT R A IET7 %

o

a) EIMFEPRRAHLVN . XIS St/ (PIRGs) B HALHT /7 G4 it HAE N
A ETFRIT I 2560 DAL, DL SN [ bR R 2RI 5C A .




AN-Conf/12-WP/112
Appendix A
English only

APPENDIX A

Findings from a Japan’s research on radio spectrum environment

Note: The followings are complementary notes to Section 2.2.

1.

Trend of usage of aeronautical radio spectrum

1030/1090 MHz bands are more increasingly used by new surveillance systems such as ADS-B,
MLAT and Mode-S based DAPs applications and the trend is projected to continue in the next decade
or so. In their adjacent band, DMEs are expected to increase to expand PBN environment to satisfy
local operational requirements. Besides, new signals such as GPS-L5 have been introduced.

More VHF voice and data communication channels have been assigned to accommodate more users at
burgeoning airports and ATC sectors.

In addition to these aeronautical applications, the usage of radio spectrum in other applications is on
the increase and is anticipated to grow rapidly.

Recent cases of interference observed

A terminal DME at an international airport was driven to shut down by interference from a radio-
networking camera.

Radio navigation systems of a foreign military force caused a shut down of DMEs serving arriving and
departing aircraft in the vast airspace over metropolitan airports

In UHF communication, an emergency communication channel at 243 MHz was interfered by wireless
home telephone with damaged transmitter circuit.

Intermittent transmission from a source outside Japan caused disturbance to oceanic HF operations for
a few months.

In addition to these cases, potential sources of interference have been found for GPS-L5 and for
Galileo-E5 bands by flight measurement in a radio spectrum research.

Aspects to be considered for future spectrum management and preventive measures against
harmful interference

It is observed that more aspects need to be taken into account in addition to the trend of spectrum
usage and the experienced interferences above when considering future spectrum management and
preventive measures against harmful interference.

Spectrum management for the DME band should be conducted with great care because change in and
growth of usage of spectrum in its adjacent bands increase the likelihood of interference to DME.
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Attention should be heeded to the environment where more and more radio systems will co-exist in a
common band. For example, GPS-L5, Galileo-E5, LDACS and datalink for UAS are under technical
test to verify the compatibility with DME in a shared band.

Expansion of datalink applications for enhanced aircraft operation such as trajectory-based operation
(TBO) need more volume and interaction of two-way data communication, which may cause spectrum
congestion, interference and other adverse effects to radio spectrum environment, especially in densely
operated terminal areas, trunk routes and connecting segments.
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APPENDIX B

Actions and recommendations in recent ICAO discussions with regards to radio
interference case (supplement to Section 2.4.4)

Note 1: For ease of reference, actions and recommendations to be taken by States and ICAO and pertinent to
the subject of this WP are underlined.

Note 2: The information below is intended for the discussion on radio interference in a generic way under the
subject agenda only, neither for the discussion on any specific case or for any security discussion.

1. ICAO Council actions notified by State Letter (AN 13/4.5-12/50) dated 9 July 2012

The Council of ICAO, during the fourth meeting of its 196th Session on 18 June 2012, considered C-
WP/13872 on the matter of GNSS interference and its implications on the safety and security of international
civil aviation, and took the following action:

a) noted with grave concern the recurrence of global positioning system (GPS) interference incidents
affecting the safety of international air navigation in the Incheon Flight Information Region (FIR);

b) urged the Contracting State with the source of such GPS interference signals to ensure that any similar
incidents do not take place again;

¢) noted that GPS interference can cause a hazard to aviation safety and even lead to accidents through the
malfunctioning of GPS receivers and the ground proximity warning system (GPWS);

d) recognized that GPS interference, if it is intended to jeopardize the safety of civil aviation, is not only in
contravention of the principles of the Convention on International Civil Aviation, but also poses a hazard
to civil aviation in a manner that undermines the objectives of Annex 17 .Security to the Convention;

e) requested the Secretary General to study, in collaboration with the ITU, when necessary, the implications
of GNSS interference on the safety of international civil aviation with a view to preventing or addressing
any similar incidents in the future;

f) noted that the Twelfth Air Navigation Conference (AN-Conf/12) would consider the issue of interference
with the GNSS; and

g) requested the Secretary General to issue a State letter informing States of the Council’s decision on this
subject.

Furthermore, you may wish to consult Electronic Bulletin 2011/56 Interference to Global Navigation
Satellite System (GNSS) Signals available on the ICAO-NET website. Finally, in light of these recent
GNSS interference incidents affecting the safety of international air navigation, | would urge all ICAO
Member States to take action to ensure that sources of GPS interference signals are identified and
mitigated to ensure that the integrity of international air navigation is maintained.
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2. Recommendations adopted at the 2" High Level Conference of Aviation Security

Explicit remarks on GNSS interference do not appear on the HLASC_2 COMMUNIQUE, but the Conference
had fruitful discussion on WP/16 and WP/39, which address GNSS interference issues from aviation security
perspective.

3. Recommendations proposed in ANConf/12-WP/21

Recommendation 6/x — Assistance to States in mitigating global navigation satellite system (GNSS)
vulnerabilities

The Conference request ICAQ to:

a) continue technical evaluation of known threats to the global navigation satellite system, including space
weather issues, and make the information available to States;

b) compile and publish more detailed guidance for States to use in the assessment of global navigation
satellite system vulnerabilities;

c) develop a formal mechanism with the International Telecommunication Union and other appropriate UN
bodies to address specific cases of harmful interference to the global navigation satellite system reported
by States to ICAQO; and

d) assess the need for and feasibility of an alternative position, navigation and timing system.
Recommendation 6/x — Planning for mitigation of global navigation satellite system (GNSS) vulnerabilities
The Conference request States to:

a) assess the likelihood and effects of global navigation satellite system vulnerabilities in their airspace and
apply, as necessary, recognized and available mitigation methods;

b) provide effective spectrum management and protection of global navigation satellite system (GNSS)
frequencies to reduce the likelihood of unintentional interference or degradation of GNSS performance;

c) report to ICAO cases of harmful interference to global navigation satellite system that may have an
impact on international civil aviation operations;

d) develop and enforce a strong regulatory framework governing the use of global navigation satellite
system repeaters, pseudolites, spoofers and jammers;

e) allow for realization of the full advantages of on-board mitigation techniques, particularly inertial
navigation systems; and
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f) where it is determined that terrestrial aids are needed as part of a mitigation strategy, give priority to
retention of distance measuring equipment (DME) in support of inertial navigation system (INS)/DME
or DME/DME area navigation, and of instrument landing system at selected runways.



	1. 引言
	2. 讨论
	3. 结论

