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SUMMARY

This paper outlinesthe background and current status of safety risk management
(SRM) conducted by the United States Federal Aviation Administration (FAA)
for new air traffic control equipment/systems. SRM is based on the same safety
risk management principles reflected in the International Civil Aviation
Organization (ICAO) Annex 11. The paper describeshow SRM isconducted and
managed as part of the FAA’s Acquisition Management System.
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1 INTRODUCTION

11 The Federal Aviation Administration (FAA) is developing a safety management system
(SMYS) for the provision of air traffic servicesin accordance with the requirementsin the International Civil
Aviation Organization (ICAO) Annex 11 — Air Traffic Services. Onefoundation of the FAA’sfuture SMS
is the current acquisition and research (ARA) safety risk management (SRM) process being implemented
for the devel opment and acquisition of new air traffic control equipment/systemsfor useintheU.S. National
Airspace System (NAYS). The future SMS will extend formal safety risk management into all areas of the
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provision of air traffic services, including operations and maintenance. The purpose of this paper is to
describe the SRM process currently utilized for new systems.

2. DISCUSSION
2.1 Background

211 The FAA’s NAS Modernization System Safety Working Group (SSWG) was established
in1999. Thefirst priority of the group wasto devel op asystem safety handbook to provide guidanceto FAA
employeesand contractorson how to conduct system saf ety engineering. TheSystem Safety Handbook (SSH)
was completed and published in 2000. It can be accessed at http://fast.faa.gov/tool sets/SafMgmt/
indexstart.htm.

212 Oncethe System Safety Handbook was complete, the group devel oped an operating plan for
conducting system safety on new air traffic control egquipment/systems in the NAS. The operating plan
detailed the what, who, when, and why of SRM. It also describes the standards for conducting safety risk
assessments for new systems. In 2001, this operating plan becamethe System Safety Management Program
(SSMP) and was incorporated into the FAA’s Acquisition Management System (see Figure 1).

FAA Acquisition Management System
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Figure 1

213 The System Safety Management Program isintegrated with the FAA’ s system engineering
process as part of the Specialty Engineering discipline. Other segments of specialty engineering include:
Quality, Human Factors, Reliability and Maintainability, Electromagnetic Environmental Effects, and
HazardousMaterials. All of theelementsof system engineering aretightly woven together, withinformation
passing between the engineering elementsin an integrated manner. In addition to finding problems, another
major benefit of safety risk management is that it identifies problems early in the development process.
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Experience has shown that the later aproblem isdiscovered themoreit will cost to fix (see Figure 2). Safety
risk management identifies problems early when the cost to mitigate is the least.

Why Safety Risk Management?

. Find and fix requirements
and problems early

. Manage risk continuously

. Validate and verify safety \
requirements

. Deliver the user view $

. Build cost and schedule
impacts of the process and
its outputs into the baseline

. Integration

Time
Safety Risk Management reduces program cost and
increases probability of program success!

Figure 2

2.2 Features of the existing SRM

221 Safety risk management is the core of the FAA’s current and future safety management
system. SRM is a disciplined method of describing a system and the changes to the system that are being
considered. Once the system is described, hazards are identified and then each hazard is assessed to
determineitsrisk. Therisk isplotted on arisk matrix wherethe hazardsare prioritized according to their risk.
Strategies are then developed to control each hazard's risk. These controls are written in requirements
language and converted into saf ety requirements. Oncevalidated, each safety requirement isthenrunthrough
arigorousverification process. After verificationiscomplete, each hazardisre-evaluated for itsresidual risk
and the processis repeated until all the risk is acceptable (see Figure 3).
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+ Define scope and objectives
» Define stakeholders
* Identify criteria and plan for risk management effort

* Describe system (use, environment, and intended function,
including planned future configuration)

Describe
System

* Identify hazards (what can go wrong?) that exist in the context
« Use structured approach
« Be comprehensive
« Lessons learned and experience supplemented by checklists

* For each hazard
Analyze * Identify existing controls

Identlfy
Hazards

RISk + Determine risk (severity and likelihood) of outcome
* Qualitative or quantitative

Assess
Rlsk

» Rank hazards according to the severity and likelihood of their risk
+ Select hazards for detailed risk treatment (based on risk)

+ Identify feasible mitigation options
* Select best balanced response

Treat Risk * Develop risk treatment plans
* Verify and implement
* Monitor
Figure 3
222 The focus of the safety risk management is to reduce the risk of each hazard and the sum

total of all the risk inherent in the system. This is achieved through a closed loop process that focuses
resources on the highest risk elements of the system.

223 Figure 4 depicts the fundamental products of SRM for new system acquisitions.

a) Operational Safety Assessment (OSA) looks at the functional hazardsin aservice or
operation and develops safety requirements based on the hazard severity. OSA is
completed to support the Mission Need Statement.

b) Comparative Safety Assessment (CSA) looks at the preliminary functional hazards
involved in achange or decision. Each alternative isthen evaluated for itsrisk. CSA is
used to support decisions involving different alternatives or in trade studies.

C) Preliminary Hazard Analysis (PHA) istheinitial analysis of the proposed top-level
system architecture (functional and physical). PHA includes risk assessment of each
hazard with controlsthat are developed to agreater level of detail than the OSA or CSA
(usually at the requirement or specification level). PHA supportsinvestment decisions.

d) Integrated Safety Program (ISP) is a statement of the required safety products,
standards, and organization relationships on the program. ISP is documented in the
Integrated Program Plan (1PP). |SP supports Investment decisions.
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Sub System Hazard Analysis (SSHA) is a detailed hazard analysis focusing on the
anomalous behavior of components of individual subsystems (i.e., flight controls).
SSHA will usually include fault or event trees for the higher severity hazards.

System Hazard Analysis (SHA) is adetailed hazard analysis that focuses on hazards
generated by the interaction between elements within asystem or interactions between
the system and other systems.

Operating and Support Hazard Analysis (O&SHA) is a detailed hazard analysis
focusing on the hazards generated by the operation and maintenance of the system in
normal and abnormal environments.

System Safety Assessment Report (SSAR) summarizesthe safety work, findings, and
verification of safety requirements.

Hazard Tracking System (HTS) Hazard Tracking and Risk Resolution (HTRR) isa
closed-loop method of ensuring that the requirements and mitigations associated with
each medium and high-risk hazard are implemented.

Operationa » Comparative Safety Assessment
Safety * Preliminary Hazard Analysis
Assessment * Program Plan
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3. THE FUTURE OF THE FAA SMS

3.1 Asdescribedinthe AN-Conf/11-1P/24 paper, U.S. Safety Management System Development,
the FAA has started development of an SMS that will extend safety risk management into the provision of
air traffic control and navigation servicesin the NAS. The SMSwill address the safety risk management of
the following:

a) introduction of safety significant new equipment, systems, or facilities used in the
provision of air traffic services,

b) safety significant modificationsto critical equipment, systems, or facilitiesused in the
provision of air traffic services,

c) safety significant airspace changes;
d) safety significant changesto air traffic services procedures and standards; and
e) safety significant changes to airport procedures and standards.

311 The FAA SMS development strategy is to build on existing internal processes and
procedures, which have alowed the FAA to establish an unparalleled safety history. In developingthe SMS,
the FAA will leverage best practices and lessons learned from other ICAO Member States, industry, and
government. It is anticipated that implementation of afull SMSwithin FAA will be done in several phases
and will be completed in asimilar timeframe as other ICAO Member States. The FAA SMSwill addressthe
current U.S. structure of the provision of air traffic control and navigation services, and will adapt with the
evolution of the government regulatory structure.

4. CONCLUSION

4.1 AsdocumentedintheFAA’ sSystem Safety Handbook, System Safety Management Program
and Acquisition Management System, SRM isemployed in the acquisition and devel opment of new systems.
Safety risk management will be the foundation of the FAA’s new SM S that will extend to the provision of
all air traffic control and navigation services.

— END —



