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EXECUTIVE SUMMARY 

This information paper is aligned with the discussion developed in the working papers “Planning 

for GNSS contingencies” and “Aviation safety and security concerns regarding interference to the 

Global Navigation Satellite System (GNSS)” (AN-Conf/14-WP/61 and AN-Conf/14-WP/63 refer, 

respectively), and tries to give a wider view about GNSS vulnerabilities, one of the main drivers 

justifying the elaboration of both working papers. Moreover, this information paper includes a 

description of some mitigation actions taken generally in Europe and particularly in Spain. 

 

The use of GNSS in all phases of the flights has increased recently worldwide, thanks to being the 

main navigation sensor that supports the performance-based navigation (PBN) concept. Moreover, 

the benefits that brings to aviation makes logical the massive deployment of its use. However, as 

any other system, it has some inherent vulnerabilities that could potentially impact the aviation that 

are needed to be minimized and mitigated. Regarding these vulnerabilities, all the aviation actors 

worldwide are working to set barriers and mitigation actions to guarantee the safety and continuity 

of the air operations when facing GNSS outages and degradations. At European level, GNSS 

contingencies have been addressed by different European institutions, spreading recommendations 

and best practices to minimize their impact. Furthermore, at national level, there are several States 

that are working to define the contingency scenarios and to foster the deployment of the needed 

systems, on the one hand, to detect the GNSS degradation in order to trigger the contingency 

scenarios without any major safety concerns and, on the other hand, to assure a reasonable 

continuity of the operations. 

 

1. INTRODUCTION 

1.1 Despite of the fact that GNSS has been used from a long time in all flight phases and 

particularly in en route phase, nowadays, its use is increasing as a primary navigation method, being the 

main enabler of the PBN concept, which represents the future of the air navigation. Moreover, GNSS core 

constellations combined with their augmentation systems are the only sensor capable of supporting all flight 

phases, making it a key player in the development of aviation worldwide. 

 
1 English and Spanish versions provided by Spain. 
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1.2 Furthermore, the use of GNSS is going beyond the provision of navigation position for 

aircraft, being used by other on board and ground communications, navigation, and surveillance (CNS) 

systems for providing alternative communication (controller-pilot data link communications (CPDLC)) and 

surveillance (automatic dependent surveillance – broadcast (ADS-B)) services that tend to complement the 

use of the legacy systems.  

1.3 For navigation, the GNSS core constellations, along with their frequencies and the 

augmentation systems, that are permitted for civil aviation are specified in the ICAO Annex 10 — 

Aeronautical Telecommunications, Volume I — Radio Navigation Aids. GNSS core constellations included 

in the Standards and Recommended Practices (SARPs) are Global Positioning System (GPS) (L1, L5), 

Global Navigation Satellite System (GLONASS) (L1, L3), Galileo (E1, E5) and BeiDou Navigation 

Satellite System (BDS) (B1I, B1C, B2a). The augmentation systems listed in that document are aircraft-

based augmentation system (ABAS), satellite-based augmentation system (SBAS), ground-based 

augmentation system (GBAS) and ground-based regional augmentation system (GRAS) for each of the 

core constellations. Even if all these elements are listed, it should be the responsibility of each State to 

approve the use of each system in the airspace under their responsibility. 

1.4 Although the possibility of the use of these systems in the air navigation exists, it is still 

needed that all the involved stakeholders share the same maturity level for its effective use, accompanying, 

among others, the development of the GNSS systems, the equipment of the aircraft, the adaptation of the 

air traffic management (ATM)/air traffic services (ATS) and the crew’s certification.  

1.5 However, despite the multiple benefits that the use of GNSS can bring to the aviation 

community, it is not exempted of some vulnerabilities due to the nature of their satellite signals and their 

widespread use, which carries associated risks for CNS/ANS services that are not present in other 

positioning/navigation ground-based navaids whose sole purpose is to provide signals for air navigation 

services. Also, the fact that they are global signals means that there may be a common cause of failure, and 

any outage on them could have an impact on a large airspace area. 

1.6 GNSS signals received on Earth are very weak due to the long distance that the transmitted 

signal must travel from satellite orbit to reception. This makes these signals vulnerable and easy to be 

interfered by RF disturbances (whether intentional or unintentional), both in the receiving environment and 

on their way from the satellite to the receiver. This could cause severe degradations in the reception of 

GNSS signals, including complete loss of position and time solution. The main threats to GNSS are space 

weather, radio frequency interference (RFI), cyberattacks and constellation failures. The most likely ones 

are the first two, both developed in this paper. 

1.7 Consequently, nowadays the aviation community is working on the one hand, to set barriers 

to avoid the effects of the hazards associated to loss and disturbances on GNSS signals, (e.g., developing 

dual-frequency multi-constellation systems). On the other hand, to implement mitigations measures to 

minimize the impact they could have on the aviation community (e.g., developing a harmonized planning 

for GNSS contingency as is set in the European working paper AN-Conf/14-WP/61, “Planning for GNSS 

contingencies”). 

1.8 In this regard, different European institutions, amongst them, the European Commission, 

the European Union Aviation Safety Agency (EASA) and European Organisation for the Safety of Air 

Navigation (EUROCONTROL), are addressing the GNSS contingencies.  
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2. EUROPEAN REGULATORY FRAMEWORK 

2.1 From a regulatory standpoint, the objective of a high uniform level of civil aviation safety 

in the European Union and the main requirements to achieve that goal are set, for all relevant actors, by the 

EASA Basic Regulation, i.e. Regulation (EU) 2018/1139 of the European Parliament and of the Council 

of 4 July 2018 on common rules in the field of civil aviation and establishing a European Union Aviation 

Safety Agency. 

2.2 The main European Regulation addressing the safety impact of GNSS contingencies in 

civil aviation is, for the moment, Commission Implementing Regulation (EU) 2018/1048 of 18 July 2018 

laying down airspace usage requirements and operating procedures concerning performance-based 

navigation (PBN). PBN contingencies are defined as situations where, for unexpected reasons beyond their 

control, GNSS or other methods used for performance-based navigation are no longer available, making it 

impossible for them to provide their services in accordance with the PBN requirements laid down in the 

Regulation. 

2.3 Since GNSS is the main navigation system supporting PBN – the only one, for some 

applications – a PBN contingency amounts in practice to a GNSS contingency focused on-air navigation. 

Should such an event occur, the air navigation services provider (ANSP) shall take measures for the 

continued, safe provision of their services through other means – for example, retaining a network of 

conventional navigation aids and related surveillance and communications infrastructure. Annex II of EASA 

Decision 2018/013/R (Guidance Material to Commission Implementing Regulation (EU) 2018/1048) 

provides supplementary guidance on GNSS contingencies and the establishment of such an infrastructure. 

2.4 From the perspective of safety risks, EASA defines safety portfolios in Volume III of the 

European Plan for Aviation Safety (EPAS) 2024, which contains several Safety Issues (SI), i.e. safety 

deficiencies related to one or more hazards. Once a Safety Issue is identified and captured within a portfolio, 

it is subject to a technical safety assessment providing potential mitigating actions. 

2.5 Several Safety Issues are related to GNSS contingencies: 

2.5.1 GNSS signal manipulation leading to navigation or surveillance degradation (SI-5501A) 

addresses the disturbance or alteration of GNSS signals near conflict zones. The contents of its associated 

mitigation measure, EASA Safety Information Bulletin (SIB) 2022-02R3 (Global Navigation Satellite 

System Outage and Alterations Leading to Navigation/Surveillance Degradation) are developed in the 

following sections. 

2.5.2 Space weather effects on aviation (SI-5102) acknowledges the impact of such events on 

GNSS, especially on the performance of un-augmented GNSS in the region close to the magnetic equator. 

As before, the contents of its associated mitigation measures, EASA SIBs 2012-09R1 Effects of Space 

Weather on Aviation and 2012-10R1 Single Event Effects on Aircraft Systems caused by Atmospheric 

Radiation, are developed in the following sections. 

2.6 Finally, the high-level views of EUROCONTROL on the issues derived from GNSS 

interference have been posed through EUROCONTROL Think Paper #9 (dated 1 March 2021)2. It presents 

a number of recommendations for policymakers in order to safeguard the reliability of GNSS for aviation 

and maintain safety at the highest possible level. The current relevance of GNSS for efficient air navigation 

is described, as well as the increasing trend of GNSS vulnerability, which reduces safety and operational 

 
2
 https://www.eurocontrol.int/publication/eurocontrol-think-paper-9-radio-frequency-interference-satellite-navigation-active 
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efficiency. GNSS RFI events require additional awareness and actions at State level to ensure that aviation 

can continue to operate safely. 

3. MAIN GNSS VULNERABILITIES 

3.1 The main types of ground disturbance that can affect the normal operation of satellite-based 

navigation systems are the emission of signals of enough power to degrade or completely inhibit the GNSS 

reception (jamming), and the replacement of true GNSS signals by false ones (spoofing). These phenomena 

can be caused either intentionally or unintentionally. 

3.2 The disturbances due to space weather impact the signals when getting through the 

different layers of the Earth’s atmosphere. The main contribution to the disruption of the signals is the 

interaction with the ionosphere, whose behavior is directly linked to the solar activity.  

3.3 The functioning of GNSS normally relies on navigation signals transmitted from core 

constellation satellites in medium Earth orbit (MEO). The received power of these signals at the antenna 

output of a user receiver is typically extremely small, from approximately -165 up to -150 decibel watt 

(dBW), which makes them inherently vulnerable to RFI caused by the emissions of other radio systems. 

This interference could be unintentional in nature, such as from malfunctioning or spurious emission from 

a transmitter in the vicinity of the GNSS receiver, or intentional, i.e. by deliberate use of jamming or 

spoofing equipment, whether with low (e.g. personal privacy devices) or high radiated power (e.g. 

military grade). 

3.4 The most frequent examples of such interference reports are caused by so called personal 

privacy devices, which are essentially low power GNSS jammers used to locally disable the operation of 

GNSS receivers. Although the use of personal privacy devices is illegal they can be easily acquired on the 

Internet at low cost (e.g. ~10 USD for a jammer with 100 milliwatts (mW) of transmitter power, which is 

enough to degrade performance or disrupt GNSS receivers in a range of 10-100 m or even more). In the 

last decade, spoofers have also become available on the Internet (e.g. ~100 USD for a software defined 

radio that can be used as a spoofer). 

3.5 Wide-area GNSS RFI events are reported by users more often, due to electronic warfare or 

“security measures”, supposedly performed by military or paramilitary forces around the world. Therefore, 

the pure unintentional RFI has become a lesser threat for GNSS compared to the intentional RFI (whether 

collateral or targeted).  

3.6 RFI can impact either aircraft themselves or ground-based critical infrastructure that use 

GNSS to augment the performance of the positioning solution (e.g. European Geostationary Navigation 

Overlay Service Ranging and Integrity Monitoring Station (EGNOS RIMS) and GBAS) or to synchronize 

systems (e.g. a radar station or any other ATM/ANS ground infrastructure that use GNSS time for 

synchronization). 

4. USER’S DEMANDS AGAINST GNSS DEGRADATIONS IMPACTING AVIATION 

4.1 For some time on, in the aviation community has risen the concern about the impact of the 

GNSS degradation. Different initiatives have been started to warn the community about the problematic, 

detailing the impact on each user of the GNSS degradation and trying to find common and harmonized 

solutions to them. 
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4.2 Recently, at European level, two workshops have been performed seeking these objectives. 

The ICAO European and Middle East (EUR/MID) Radio Nav Symposium that took place in Antalya, 

Türkiye, between 6 to 8 February 2024 and the EASA-International Air Transport Association (IATA) 

Workshop on Positioning, Navigation and Timing (PNT) Resilience on 25 January 2024 in Cologne, 

Germany. In both meetings, the message launched by the users was the same. 

4.3 From the commercial aircraft operators’ point of view, there has been an increased 

attention on the necessity of developing reporting and coordinating protocols between pilots and ground 

control for events management. This is deemed necessary regarding the recurrent effects detected on board 

due to GNSS events, which can leave pilots with no navigation information whatsoever, or create false 

alerts from the safety nets that, if not checked with external reference, cannot be properly assessed for 

acting, which could lead to incidents or accidents.  

4.4 Commercial aircraft operators believe as well in the necessity of providing crews with 

detailed instructions from equipment manufacturers regarding the proper way of managing the systems 

during GNSS events, and in the retention of sufficient non GNSS-dependent CNS means for ensuring 

continuity of services. They also are keen on collaboration in order to gain common knowledge about GNSS 

vulnerabilities, regarding both their nature and the recurrent affected areas to avoid. 

4.5 From ANSP point of view, there exists the necessity for a thorough knowledge of how 

GNSS events can affect both the performance of users and the performance of their own services network. 

It is important that ANSP personnel clearly know how to provide assistance for what the users need and 

take preventive measures as far as possible. Over reliance on GNSS for support of CNS services can bring 

to common mode failures that may render scenarios operationally unmanageable, so appropriate measures 

should be taken for avoiding such scenario. At the same time, operational actors need to improve their 

awareness regarding GNSS unavailability and degradations, so that contingency situations can be managed 

as effectively as possible. 

5. EUROPEAN ACTIVITIES REGARDING GNSS CONTINGENCY 

5.1 As mentioned before, EASA, as a mitigation action against the increasing number of GNSS 

RFI impacting the airspace users near conflict zones, published and updated a Safety Information Bulletin 

with two main objectives. The first one is to describe what, and which, is the impact on civil aviation of the 

RFI, listing the more affected zones. The second one is to make some recommendations in order to 

implement mitigating measures to: civil aviation authorities, ATM/ANS providers, air operators, and 

aircraft and equipment manufacturers. This information is shown in detailed in the appendix. 

5.2 As an initiative at network level, EUROCONTROL’s Operational Excellence Programme, 

managed by the Network Directors of Operations and the Network Directors of Technology working 

groups, and reporting to the Network Manager Board, seeks to ensure the coordination for the 

implementation of operational and technical evolutions, enhanced operational and technical concepts, 

covering, among several other areas, the harmonised implementation of new operational concepts for 

addressing GNSS reversion strategy and evolutions of CNS infrastructure and technologies for an 

improvement in resiliency. 

5.3 For each of the considered areas, the Operational Excellence Programme developed 

dedicated work stream topics, in which the Network Manager and relevant stakeholders (ANSPs, 

aerodrome operators, airlines, etc.) discussed and proposed operational and technical evolutions, which are 

recognised as beneficial for further improvement of the network and local performance. 
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5.4 In these work streams are addressed, on the one hand on network resilience and 

infrastructure risks, focusing on GNSS threat assessment, identifying the different threat types, regarding 

their nature and the typical effect on aviation to provide users with tools for the safety assessment of events. 

Besides, work was made for developing guidelines for coordination between the civil and the military 

regarding interference emissions exercises and testing. 

5.5 On the other hand, the development of a strategy for the continued safe management of air 

traffic in the event of a GNSS outage. This “GNSS reversion strategy” pursues presenting a harmonized 

approach to the matter that users could use as a framework for reference for their strategies development.  

5.6 Finally, it is considered worth to mention that during the last years several tools and means 

have been developed for users with a lack of appropriate own resources that can be of use for the assessment 

of operational scenarios, navigation systems monitoring and identification and addressing of GNSS threats. 

5.7 At the European level, several states and institutions are already integrating GNSS 

monitoring systems based on different technologies and information such as, GNSS receiver networks, 

ADS-B data and spectrum analysis, among others, which seek to survey both the correct functioning of 

GNSS services used in their airspace and the interferences that may affect the most critical phases of flights 

when using GNSS sensors as the primary means of navigation.  

5.8 Apart from the unplanned or unexpected RFI events, there are planned events that many 

States perform as part of electronic warfare military exercises or other national security uses. These 

exercises could impact civil aviation, and therefore a diligent coordination with the ANSP should be 

considered. In some cases, the impact of the RFI could reach more than one State, and an international 

coordination is needed. For this practice, the EUROCONTROL GRIT coordination tool, currently under 

development, is expected to be very useful. 

6. SPANISH ACTIVITIES REGARDING GNSS CONTINGENCY 

6.1 The GNSS monitorization in those scenarios where their dependence has increased 

considerably is becoming almost essential in order to activate the necessary mechanisms to maintain the 

safety, efficiency and continuity of air navigation operations. 

6.2 In the case of Spain, ENAIRE, the main air navigation and CNS service provider, operates 

a network of GNSS receivers in those airports with Required Navigation Performance approach 

(RNP APCH) maneuvers, which evaluates GNSS performance and reports the behavior of these systems 

(RECNET system), being able to take mitigating actions in case of service degradation. Likewise, in those 

high-density scenarios, interference detection and localization systems (DYLEMA system) are being 

deployed, enabling coordination procedures, on the one hand, with air traffic control officers to inform them 

of possible interference in their environment and thus increase the situational awareness of controllers, and 

on the other hand, with the agents of the national spectrum agency in charge of the correct use of the 

radioelectric spectrum. 

6.3 As mentioned, ENAIRE is operating a ground based RFI detection and localization system 

around Madrid airport called DYLEMA. It consists of 10 RFI monitoring stations and a GNSS monitoring 

centre operated 24/7. From this centre, ENAIRE reports RFI events to the Spanish National Spectrum 

Agency, in a collaborative agreement between them, and to ATCOs to augment their situational awareness. 

In case any pilot reports a GNSS malfunctioning onboard, the air traffic controllers could immediately take 

mitigation actions. The immediate action is not taken with the only input of DYLEMA since most of the 

RFI events do not impact the aircraft, but the ground area around the jammer or spoofer (low power 
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devices). Similar RFI detection and localization systems will be deployed in other main Spanish terminal 

control areas in the next years (e.g. Palma de Mallorca airport in 2024). 

6.4 As examples of the outcomes of both GNSS monitoring systems, thanks to the RECNET 

system, it has been possible to detect the degradations of the European SBAS system, EGNOS, services in 

the Canary Islands, due to the solar peak. This has made it possible to act accordingly. In the case of 

DYLEMA, and average of 10 interferences each month have been detected since the start of the operation, 

and the detection and localization processes have been activated, although without being necessary the 

coordination with the ATCOs. 

7. CONCLUSION 

7.1 GNSS systems have uncountable benefits that bring the aviation community an increasing 

level of safety and efficiency while trying to meet the challenges of the future of the air operations and lead 

it to the next generation of ATM/ANS provision.  

7.2 However, like any technology, it presents a series of vulnerabilities that must be known 

and studied in order to minimize their impact on the airspace users. 

7.3 This paper aims to showcase these vulnerabilities and to disseminate to the aviation 

community the mitigation measures being carried out in Europe in general, and in Spain in particular, so 

that more harmonized practices may be established for reference of all users in other parts of the world.  

7.4 Amongst the mitigations defined in the above-mentioned activities, there are: 

a) foster the implementation of policies to ensure the definition of a national GNSS 

contingency strategy, establishing the basic principles regarding the adoption of 

measures deemed necessary and the availability of the means to carry them out; 

b) planification, in accordance with the related national policies, of the disposition of the 

necessary CNS means for sustaining an adequate level of operations during GNSS 

contingency scenarios, supporting non-GNSS based instrumental procedures 

compatible with the nominal PBN airspace concept and direct assistance by ATS 

personnel if needed; 

c) direct coordination with operational agents for the definition of specific procedures and 

action protocols to address GNSS contingency related operational scenarios, regarding 

reversion to non-GNSS-based operations, traffic diversion management, identification 

and assistance of affected traffic, etc; and 

d) deployment and operation of GNSS monitoring systems based on different 

technologies, to be able to trigger the predefined contingency measures as soon as 

possible, guaranteeing the highest safety level of air navigation operations. 

— — — — — — — —
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