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1 Introduction 1 

1.1 Purpose 2 

The Connected Aircraft (CA) concept outlines a framework for the use of performance-based links 3 

to accommodate the expected growth in demand for information exchange between the aircraft 4 

and relevant aviation stakeholders. 5 

Concepts for future Air Traffic Management (ATM) solutions are emerging to improve operational 6 

efficiency of airlines and operators and accommodate the needs of the new entrant community. 7 

These traffic management concepts are heavily dependent on the collection, processing, and use 8 

of information, and require extensive information exchange between the flight deck and aviation 9 

system participants—more than is done today. Data communications systems and information 10 

management on the flight deck are key CA concept focus areas. 11 

Using new and existing connectivity solutions, the CA concept enables digital interaction between 12 

stakeholders, on the basis of data exchanged with the aircraft. Capturing the value of information 13 

available from these digital exchanges enables the operational benefits envisioned through 14 

Collaborative Decision Making (CDM) and emerging ATM concepts. 15 

This document describes the CA concept through a series of operational use cases, performance 16 

considerations, interoperability requirements, and current regulatory and standardization 17 

expectations. It is intended to illustrate the benefits to the ATM community by introducing CA 18 

functions supported by performance-based links and frameworks of development, implementation, 19 

and usage. It should not be considered implementation guidance. 20 

It is assumed that readers of this document come from a variety of backgrounds related to 21 

airworthiness and equipment certification, service delivery, or operational authorizations. 22 

Additionally, some readers will be from outside the aviation industry. 23 

1.2 Background 24 

From the earliest global vision of the future operating environment, the Airspace User (AU), 25 

including the aircraft and its intent, has been viewed as an integral part of the ATM system. As 26 

described in the Global ATM Operational Concept (GATMOC; Doc 9854): 27 

“The future ATM system … will rely on explicit and unambiguous information and on 28 

wide information exchange within the system. Key information relates to the future 29 

position of aircraft, and to the meaning and status of that information. 30 

Information on planned future aircraft behavior can be obtained from the aircraft systems 31 

(avionics). It is associated with the commanded trajectory and will enhance airborne 32 

functions. The aircraft intent data correspond either to aircraft trajectory data that directly 33 

relate to the future aircraft trajectory as programmed inside the avionics, or the aircraft 34 

control parameters as managed by the automatic flight control system. These aircraft 35 

control parameters could either be entered by the flight crew or automatically derived by 36 

the flight management system.” 37 
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This incorporation of the aircraft and use of the Four-Dimensional (4D) Trajectory (4DT) was 38 

further developed and included as requirements in the Manual on Air Traffic Management System 39 

Requirements (Doc 9882). Relevant requirements and explanatory text include the following. 40 

“Use 4-D trajectory control and/or flight deck delegation for aircraft spacing [R182]; 41 

Utilize the 4-D trajectory for traffic synchronization applications to meet the ATM system 42 

performance targets, unless under certain conditions other means are determined to be more 43 

effective [R87]; 44 

Explanatory Text: It is expected that the separation mode, including wake vortex separation 45 

minima will determine the minimum possible aircraft spacing. It is expected that flight 46 

parameters, as part of the 4-D trajectories management, will be available to the ATM 47 

system to dynamically allow for spacing and sequencing of arriving as well as departing 48 

aircraft. It is expected that as flight parameters are available on airborne systems, they will 49 

be used continuously and dynamically, both between aircraft and between aircraft and 50 

ground, to maximize utilization of the best information available. This will 51 

constitute/facilitate a safer and more efficient use of available airspace and will increase 52 

aerodrome throughput.” 53 

Building on these foundational concepts and requirements, additional International Civil Aviation 54 

Organization (ICAO) documents have articulated the use of the 4DT, continuous exchange of data, 55 

and reliance on global standards. The Manual on System Wide Information Management (SWIM) 56 

Concept (Doc 10039) and Global Air Navigation Plan (GANP; Doc 9750) describe a robust 57 

Air/Ground (A/G) exchange with the aircraft.  58 

CA can support the Trajectory Based Operations (TBO) environment, where higher-fidelity data 59 

enables more complex requests, clearances, and negotiation composed of a sequence of requests 60 

and clearances. Data exchange technologies currently deployed represent an evolutionary change 61 

from past practices. While these technologies allow the digital exchange of content that was 62 

previously delivered via voice, the CA concept envisions more extensible data exchanges to 63 

include trajectory data via machine-to-machine communications. 64 

CA provides an evolutionary solution to alleviate many of the current limitations of voice and data 65 

communications, supporting asynchronous communication and more complex information 66 

exchanges. The required performance and security of the CA components can be tailored to support 67 

the operations and applications of the operator and ATM expectations. 68 

The operator may utilize the CA concept to introduce or enhance their existing data exchanges, 69 

which bring additional operational value, efficiency, and flexibility. Examples include: 70 

• Enhanced weather information sent to the flight crew for improved situational awareness. 71 

• Timely availability of arrival information provided to those who manage aerodrome gates 72 

and stands.  73 
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• More efficient communications between the flight crew, Operational Control Centre 74 

(OCC), and Airline Administrative Control (AAC), including manifests, release 75 

documentation, electronic logbooks, and other data exchange related to operations. 76 

• Utilization of new tools on the flight deck supporting data and communication validation 77 

activities. 78 

• Enables innovative re-routing capabilities, such as those made possible by FF-ICE. 79 

As the global air transportation data exchange vision has matured, along with the performance-80 

based framework (e.g., Performance-Based Communications and Surveillance (PBCS) Manual 81 

(Doc 9869), technological advances in commercially available communication have significantly 82 

increased the number of service offerings and future possibilities. These provide options for A/G 83 

exchanges, available bandwidth, and levels of performance from which to select. The CA concept 84 

describes a future in which this range of options will be available to meet the A/G information 85 

exchange needs of AUs and Air Traffic Services (ATS) providers. Figure 1 offers a high-level 86 

depiction of how the maturing, commercial services may be leveraged. This illustration builds on 87 

the “Air-Ground Information Exchange” described and depicted in Doc 10039. A more detailed 88 

illustration of the potential paths and networks is included in Appendix A (Figure 14). 89 

 90 

Figure 1. A/G Information Exchange Paths 91 

To realize the future A/G information exchange paths depicted in Figure 1, a variety of 92 

opportunities and issues exist today, including the following. 93 
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1. Many commercial transport and business aircraft are equipped with inflight internet 94 

connectivity, which offers high-bandwidth and low-cost communications, however, ATM 95 

use cases still need to be realized. 96 

2. Electronic Flight Bags (EFBs) have been largely isolated from aircraft systems, however, 97 

as their role in CA continues to increase, there is a need for some level of integration with 98 

aircraft systems such as flight management functions. 99 

3. While today’s aviation data links offer high performance, they traditionally have limited 100 

bandwidth and are not seen as sufficient to unlock the operational benefits of future 101 

applications for CDM.  102 

The future offers the opportunity for communication and information exchanges to evolve in a 103 

variety of ways, such as the following. 104 

1. Existing and new ATS and flight deck applications can be supported through the use of 105 

both existing aviation data links and higher bandwidth communications services (e.g. 106 

commercial) based on performance-based requirements (to be determined).   107 

2. The addition of domain guard functionality, described in Section 4.2, represents a means 108 

to further advance applications while reducing flight crew workloads by providing a safe 109 

and secure connection between EFBs and aircraft systems, while ensuring the operationally 110 

approved/authorized functions of aircraft systems are protected.  111 

3. Connecting all key stakeholders with performance-based links is a key enabler for TBO, 112 

which is required for higher efficiency airspace utilization. 113 

4. At lower altitudes, to support the envisioned operational needs, new entrants will benefit 114 

from the introduction of rapidly maturing mobile wireless technologies.  115 

5. Leveraging the new range of performance, bandwidth, and connectivity options on the 116 

flight deck, new ATS and non-ATS applications will take fuller advantage of existing 117 

technologies, providing the basis for introduction of innovative future technologies. 118 

The new entrant community brings a new set of Communication, Navigation, and Surveillance 119 

(CNS) capabilities that result in unique performance characteristics. For example, the common 120 

framework developed by ICAO for Unmanned Aircraft Systems (UAS) provide an overview of 121 

the exchanges of information between operators, ATM services, and other stakeholders. These 122 

data communication flows are, in some cases, fundamentally different from traditional operators, 123 

using alternative, non-aviation dedicated communication networks to conduct operations. This 124 

concept enables an important principle in new entrant air traffic systems: access to airspace is 125 

granted based on performance, rather than the traditional equipage-based airspace management.  126 

In support of the operational benefits of the connectivity infrastructure being deployed to meet 127 

broader demands, the focus of this document is on the potential availability and use of these 128 

performance-based links in concert with the traditional aviation-specific links. 129 
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2 Concept for Connected Aircraft (CA) 130 

CA aims to connect AUs (e.g., flight crew and OCC), ATM Service Providers (ASPs), aerodromes, 131 

and other third-party information suppliers (e.g., weather services). In its simplest form, CA 132 

enables digital interactions between these stakeholders to support a wide range of applications 133 

meant to improve ATM system and AU performance. The focus is on information exchanges with 134 

the flight deck. These exchanges may be human-to-human, human-to-machine, or machine-to-135 

machine. Full participation between stakeholders is key to unlocking the benefits of CA. 136 

CA enables aviation to take advantage of new and existing connectivity solutions available 137 

regionally and globally. As permitted and standardized by international regulations, new data 138 

communications pathways may be used in concert with existing capabilities to provide the aviation 139 

community flexibility in meeting the full breadth of data communications needs to/from the 140 

aircraft. These pathways may be traditional in the sense that they rely on current network 141 

infrastructure, equipment, systems, and spectrum specifically to support aviation services or may 142 

be built to utilizing commercial rather than existing/dedicated aviation services, thus providing 143 

further resiliency of the full network. The data communication system, on-board systems such as 144 

the EFB, and Flight Management System (FMS) can form a smart network, dynamically routing 145 

data traffic via the most appropriate pathway available. 146 

For example, the TBO concept is enabled through the exchange of data and trajectories via a data 147 

communications system connecting the flight crew, ATM, and OCC. This data communications 148 

capability allows for the exchange of information and provides a means of negotiation between 149 

the ATM and the flight deck. Through the EFB, the flight crew receives weather or constraint 150 

information and initiates trajectory negotiations with ATM. Similarly, the flight deck 151 

communicates with the OCC, receiving optimized flight plans and environmental information, 152 

resulting in an operational benefit.  153 

There are aviation segments without dedicated OCCs during flight, such as general and business 154 

aviation, and new entrants. These operations can benefit as well. In these cases, the flight crew 155 

bears the full burden of operating the flight and addressing constraints as they are encountered. 156 

The connectivity to information sources and an efficient means to interact with ATM enable 157 

operational benefits as well. 158 

CA uses a performance-based approach for defining requirements for data communications. The 159 

requirements suggested here describe a level of end-to-end performance needed to support the end-160 

application, but not necessarily the means of compliance. 161 

Establishing performance requirements is done in alignment with operational needs and existing 162 

regulatory constraints/expectations. Consideration is given to required performance during normal 163 

operation, as well as implications to the aircraft and airspace, should the communications system 164 

fail. Failures must consider single aircraft as well as widespread outages impacting multiple 165 

aircraft. Required performance and failure conditions need to be identified and requirements 166 

allocated to the communication systems. 167 
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Technical considerations span the full end-to-end system including A/G and Ground/Ground 168 

(G/G) network components. Performance requirements will vary based on solution topology, but 169 

most will include: 170 

• Data exchange transaction time (one-way or round-trip) 171 

• System availability and continuity 172 

• Data integrity and identity authentication 173 

• Spectrum usage 174 

• System monitoring and alerting 175 

Interoperability with existing airborne and ground systems will drive additional requirements. 176 

Mixed aircraft equipage, individual airline choices selected from available performance-based 177 

links, and variable deployment across airspace/state boundaries drive the need to include the 178 

necessary requirements to achieve interoperability. 179 

Because it brings more information to the flight deck, the CA concept assumes novel solutions to 180 

ensure the flight crew will not be overloaded with information and can effectively manage and 181 

make best use of the additional information. For this reason, existing equipment like EFBs will 182 

need to evolve to support further flight deck integration. 183 

2.1 Overarching Principles 184 

The CA concept enables stakeholders to use both aviation-specific and commercial mechanisms 185 

in concert to meet their A/G information exchange needs. 186 

The key performance attributes relevant for CA can be tailored to the individual application needs 187 

(e.g., confidentiality, integrity, availability, continuity, and transaction time). This considers and 188 

recognizes the performance requirements for information exchanges will vary across applications. 189 

Note: Solutions implemented to meet the required levels of performance may include architectural 190 

or other constructs to ensure applications with varying needs do not impact one another. 191 

Figure 2 illustrates the notion that required performance is determined by the use of the information 192 

(i.e., the application), not the content itself. This concept also recognizes CA as a component of 193 

the ATM system and the role it plays supporting SWIM. Performance is paramount and dictates 194 

whether a specific pathway is compatible with the needs of the operation.  195 

 196 

Figure 2. Information System Performance Requirements 197 
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2.2 Major Changes 198 

Prior to CA, the collaborative environment mainly focused on the ground-based ASPs and OCCs. 199 

This concept enhances collaboration with the flight crew and improves the service efficiency of 200 

ASPs to AUs. 201 

The ATC system of today is heavily reliant on voice communications. In some areas, radio voice 202 

frequencies have become extremely congested. Across the landscape, the more pronounced effect 203 

is that information is captured into small tactical stovepipes. Today, Controller-Pilot Data Link 204 

Communications (CPDLC) enables ATCOs and pilots to communicate via data link. With CA, an 205 

expanded machine-to-machine exchange environment incorporating commercial pathways that 206 

meet required performance will support increased communication capabilities for trajectory 207 

revisions in a more cost-effective manner and in more areas. The CA concept envisions that 208 

messages can be loaded into the FMS, similar to what CPDLC does today, while respecting 209 

necessary requirements for data integrity and segregation, thereby reducing crew workload and 210 

eliminating transcription errors.  211 

The addition of commercial pathways provides a supplemental solution to support real-time 212 

capabilities and updates to the ATCO. Information regarding the current state—such as aircraft 213 

position, future intent, guidance modes and settings, and performance limits—will be able to be 214 

sent to both ATM and the OCC.  215 

An aircraft with communications capabilities (both aviation and non-aviation specific 216 

subnetworks) will have implications on both airborne and ground-based systems, namely, the 217 

establishment and maintenance of multiple active links. This will require new management 218 

techniques to ensure safe and effective operations. 219 

3 CA Use Case Scenarios 220 

Technology advances specifically related to Internet Protocol (IP)-based communications and 221 

mobile computing are enabling significant advances within society. These same technologies have 222 

been adapted for aviation and are now commonly found in many commercial, business, and 223 

general aviation cockpits. As communication systems continue to evolve, these new technologies 224 

offer the next continuum for aviation communications. Historically, data communication with an 225 

aircraft commonly relied on a single link (physical) active at any one time. The introduction and 226 

proliferation of aircraft IP-based links means multiple communication links (physical) are now 227 

available. In the future, new communications technologies are expected to emerge, including 228 

multiple interfaces managed by the end-users. These additional communication links represent an 229 

extension to the data link continuum and offer new capabilities for aviation while migrating from 230 

a single to multiple links. 231 

With new technology introductions, interoperability within aviation is often a major consideration 232 

as ATCO, pilot, and aircraft operator workloads and compatibility often represent significant 233 

challenges. The CA is no different, as managing multiple links or threads with the aircraft requires 234 

a blended solution, seamless to ATM and AUs. The scenarios presented in this section are intended 235 

to illustrate new capabilities enabled by the CA, while maintaining interoperability with existing 236 

communication mechanisms. 237 
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Scenarios presented in this section are divided into two groups: 238 

1. Manned Aircraft – Existing AUs, including commercial, business, and general aircraft.  239 

2. New Entrants – New AUs, such as Advanced Air Mobility (AAM) aircraft, UAS, 240 

supersonic aircraft, or other manned/unmanned High-Altitude Platform Systems (HAPS).  241 

3.1 Manned Aircraft Scenarios 242 

3.1.1 Background 243 

Use cases presented within this section leverage multiple communication links between ATM and 244 

AUs. These communication links are categorized as: 245 

1. Aviation Specific Link – Utilizes spectrum specifically designated for aviation and may 246 

support safety related functions often based upon Very High Frequency (VHF), High 247 

Frequency (HF), or satellite spectrum. These links may support data link applications such 248 

as CPDLC. 249 

2. Performance-Based Link – May use spectrum designed for aviation, but this is not a 250 

requirement. In certain situations, they may support safety related functions. These links 251 

are frequently satellite-based, commercial use case driven, and commonly used for 252 

operationally authorized/approved uses such as EFBs. They may also be shared with other 253 

stakeholders including the passenger information and entertainment systems domain. 254 

The scenarios presented herein are intended to illustrate how both links can be leveraged during 255 

flight by manned aircraft (such as an airliner). In addition, new entrants such as UAS can take 256 

advantage of performance-based IP links, particularly for unique applications such as machine-to-257 

machine communications. 258 

3.1.2 CA Use Cases – Ideas/Possibilities 259 

Table 1 outlines the CA use cases for manned aircraft scenarios, categories, and high-level 260 

rationale. 261 

Table 1. CA Use Cases, Categories, and Rationale 262 

CA Use Case Category High-Level Rationale 

Trajectory renegotiation/mixed mode 

operations, intent sharing  

Negotiation Re-routes with ATM, supports mixed mode 

operations, improves ATC situational 

awareness and system trajectory predictions 

CA data sharing and crowdsourcing  

Note: “Crowdsourcing” in this context 

involves obtaining data from multiple 

aircraft to synthesize a better picture of 

the environment. 

Data sharing Improves forecasting, more accurate data to 

and from a variety of aviation systems 
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CA Use Case Category High-Level Rationale 

CA strategic weather display on EFB Situational 

awareness 

Increases situational awareness, strategic 

decision support, including early re-routing 

negotiation 

CA digital NOTAMs Situational 

awareness 

Increases situational awareness, intuitive 

graphical user interface 

Turbulence awareness and avoidance Situational 

awareness, flight 

safety enhancement 

Relevant and current turbulence forecasting 

and reporting to reduce inflight injuries and 

unscheduled aircraft maintenance 

Communication collaboration platform 

with operational stakeholders, including 

flight attendants 

Collaboration Additional communication mechanism offering 

improve airline communications and 

collaboration 

3.1.3 Trajectory Renegotiation with Single ASP 263 

Trajectory changes are commonplace within most airspace today, particularly around flight 264 

hazards such as convective weather and turbulence. This is commonly accomplished through a 265 

flight crew request followed by issuance of a revised ATC clearance to the flight crew using voice 266 

communications. However, due to the inherent challenges with communications, they are often 267 

inefficient and cumbersome. As shown in Figure 3, CA offers opportunity to streamline such 268 

primary communications while using performance-based links for multi-party information 269 

sharing, including flight intent information sharing, and exchanges beyond a binary 270 

request/clearance decision (e.g., go/no-go decisions without feedback). 271 

 272 

Figure 3. Trajectory Negotiation with Single ASP 273 

Within this use case, AUs utilize connected EFBs to engage in negotiation exchanges with ASP. 274 

Details about the trajectory change can be determined using the performance-based link, with the 275 

transaction of record taking place over primary voice/data links. Furthermore, CA applications are 276 

expected to allow the aircraft to share trajectory information, which may at times be used in 277 

coordination with trajectory renegotiations. Subsequent flight intent data distribution on the 278 

ground-based users, including ATC and ASP systems, for conformance monitoring and enhanced 279 

trajectory information is made possible. 280 
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3.1.4 Trajectory Renegotiation with Multiple ASP Facilities (Long-Term with 281 

OCC Participation) 282 

When either the AU or ASP needs to change the Agreed Trajectory, the negotiation process 283 

involves assessing options based on all constraints shared by all participants. If the aircraft is 284 

transitioning through multiple ASPs, coordination and collaboration can be accomplished among 285 

the ASPs in developing the new trajectory.  286 

In the example case, ASP-2 informs the AU that a constraint has affected the Agreed Trajectory. 287 

The AU may propose a new trajectory via a Trial Plan to all the ATMs, which can all respond with 288 

information on constraints. Through such a process, the AU comes to a new trajectory, which can 289 

be optimal end-to-end, in lieu of piecewise. Such a trajectory is proposed as a Revision Request. 290 

ASP-1 responds with acceptance to revise the Agreed Trajectory. ATC issues the clearance prior 291 

to the point of divergence from the original Agreed Trajectory.  292 

As illustrated in Figure 4, through the CA, both dispatch and flight crew maintain situational 293 

awareness of applicable constraints on the entire flight and proposed trial trajectories. These can 294 

be presented through graphical interfaces on an EFB with greater affordance. For flights without 295 

OCC support, the CA allows the flight crew to participate in such negotiations, with supporting 296 

software on the EFB to help replan the flight and communicate with the ASPs.  297 

 298 

Figure 4. Trajectory Negotiation with Multiple ASPs 299 

3.1.5 CA Data Sharing and Crowdsourcing 300 

The CA offers unprecedented levels of aircraft sensor data sharing opportunities. IP links offer 301 

dramatic data cost reductions enabling a variety of use cases, including the ability to send frequent 302 

reports or snapshots from the aircraft which contain aircraft sensor data (e.g., actual 303 

wind/temperature data measured at current altitude). Today, similar reports are called Aircraft 304 

Meteorological Data and Relay (AMDAR)1 and sent using aviation specific links data links, however, 305 

CA economics2 may enable far more frequent and comprehensive reports at a fraction of the cost. 306 

 
1 AMDAR is a component system of the World Meteorological Organization (WMO) Integrated Global Observing 
System, contributing aircraft-based observations to the World Weather Watch Programme. 
2 Cost per unit data for performance-based links, particularly those based upon commercial systems, can be on the 
order of 1,000 times less expensive compared to aviation specific links. 
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Once aircraft data reports are available on the ground, the airline’s OCCs can choose to use this 307 

data for internal purposes or, in some cases, share some or all of this data with third-party 308 

crowdsourcing solutions, as shown in Figure 5. Crowdsourcing of this data type, in particular 309 

aircraft sensor derived turbulence reports, is very useful for industry. 310 

 311 

Figure 5. CA Data Sharing and Crowdsourcing 312 

A compelling use case for CA data sharing relates to weather radar data and imagery. In many 313 

regions of the world, radar reflectivity data is not available due to remote and oceanic geographies 314 

where ground-based radars/sensors do not exist. This presents challenges for AUs particularly 315 

when operating within convective weather, such as in the Intertropical Convergence Zone (ITCZ). 316 

This can be challenging for flight crews due to ongoing thunderstorm development and dissipation. 317 

Via onboard weather radar data collection and communication to ground sources, a mesh network 318 

view of radar reflectivity can be stitched together into a complete composite weather view and 319 

subsequently shared back to AUs and displayed on connected EFBs. Such developing technology 320 

is referred to by industry as the “Connected Radar” and shown in Figure 6. 321 

 322 

Figure 6. Composite Weather View Enabled by Connected Radar 323 
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3.1.6 CA Strategic Weather Display, Digital NOTAMs, and ATIS on EFB 324 

CA enables the use of tools such as connected EFBs with advanced applications to offer graphical 325 

representations of weather data and applicable flight information, such as NOTAMs or Automatic 326 

Terminal Information Service (ATIS) messages, which can be used in an intuitive format for 327 

strategic purposes. The ability to access strategic weather data, NOTAMs, and ATIS on EFBs 328 

during flight enables numerous benefits for flight crews, including greater situational awareness, 329 

significantly improved human-machine interface, and ease of access to larger amounts of data, as 330 

illustrated in Figure 7. Connected EFBs provide crews a much broader weather perspective versus 331 

current onboard weather sources, including those over data link. Transmission of NOTAMs and 332 

ATIS information mitigates misinterpretations and transcription errors over voice and facilitates 333 

cockpit decision making during operations. 334 

 335 

Figure 7. Strategic Weather Display on EFB 336 

3.1.7 Flight Crew and OCC and AAC Communications 337 

Communications related to the business of operating an airline are described as AAC 338 

communications. Modern links can be used to more effectively connect flight crews and FOCs 339 

during operations. Performance-based links may leverage EFBs with improved user interfaces and 340 

capabilities benefiting flight crews, provide lower cost alternatives relative to aviation links, and 341 

offer significantly larger data exchange capabilities.  342 

CA enables airlines and operators to improve existing processes through effective information 343 

exchanges, which may include flight plans, manifests, release documentation, electronic logbooks, 344 

cabin discrepancy logs, and a variety of other data exchange related to activities. The use of modern 345 

data formats including the ability to attach media (e.g., photos and videos), shown in Figure 8, 346 

offers richer data exchanges between aircraft and ground users. 347 



 

13 

 

 348 

Figure 8. Communication Platform for Aircraft and Ground Users 349 

3.2 New Entrant Scenarios 350 

The Concepts of Operations across the different new entrant ATM systems provide an overview 351 

of the exchanges of information between operators, ATM services, and stakeholders. These data 352 

communication flows are, in some cases, fundamentally different from traditional operators, using 353 

alternative, non-aviation links to support operations. The CA concept enables an important 354 

principle in new entrant air traffic systems in that access to airspace is granted based on meeting 355 

certain performance requirements unlike the traditional equipage-based airspace management. As 356 

the ATM landscape evolves towards a performance-based environment, some of the data 357 

communications principles of the new entrant community may be leveraged. 358 

3.2.1 UAS Vehicle Location Streaming 359 

UAS operations may rely on a Remote Pilot in Command (RPIC) who is responsible for the safe 360 

conduct of the flight and monitors the location of the vehicle. UAS operators share their flight 361 

intent and location among each other and coordinate and deconflict trajectories. The primary 362 

communication and coordination channels between UAS operators and stakeholders are not via 363 

voice, but through a distributed digital information network that enables shared situational 364 

awareness. These exchanges of information occur primarily over commercial networks.  365 

Unmanned vehicles are envisioned to maintain separation using a combination of airborne 366 

technology (position sharing, vehicle-to-vehicle equipment, airborne surveillance data, etc.) and 367 

assistance from UAS third-party service suppliers that can provide additional tracking and 368 

monitoring services and disseminate information on the position of other aircraft. Operators flying 369 

Beyond Visual Line of Sight (BVLOS) are required to share the spatial and temporal elements of 370 

the operation with service suppliers and other AUs. These operational intents consist of 4D 371 

volumes of airspace specifying the flight intent, as well as entry and exit times for these volumes. 372 

UAS operators are responsible for maintaining the flight within the boundaries of the operational 373 
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intent, as well as meeting the requirements for each operation and the associated airspace volume. 374 

This requires transmission of location and vehicle state information on a more or less real-time 375 

basis. The communications data link may be based on any communication system meeting the 376 

appropriate requirements including terrestrial and satellite-based systems. 377 

These transmissions are envisioned to be sent to all relevant stakeholders either directly or made 378 

available by a third-party service supplier. Performance and interoperability requirements of the 379 

communication system to carry this information are based on the characteristics of the operation 380 

and potential failure conditions for individual vehicles, as well as widespread outages impacting 381 

multiple vehicles. 382 

3.2.2 UAS Local Weather Crowdsourced Data  383 

The exchanges of information between UAS, operators, service providers, and other third-party 384 

suppliers also include weather, terrain, and obstacle data information. UAS operators track weather 385 

events throughout the flight and adjust operations accordingly in the event aircraft performance is 386 

inadequate for flight in current weather conditions.  387 

Given the sensitivity of operations on weather and the difficulty in predicting micro-weather in an 388 

urban environment, crowdsourced weather data for UAS applications is seen as a valuable 389 

application. Atmospheric events that are not an issue for large commercial aircraft become a hazard 390 

for these smaller vehicles. Events such as turbulence or wind bursts can highly affect these 391 

operations and are hardly predicted through forecast models.  392 

In this application, weather data sensed by each participating vehicle is sent to a third party who 393 

uses the data to create a consolidated view of weather information, which is then made available 394 

to all AUs. This information can be used to enhance operations and operational safety. 395 

Performance requirements for crowdsourced data applications may need to consider the higher 396 

throughputs required for data intensive applications and disparity in communications performance 397 

of the different data links and communications systems. BVLOS data links using satellite or HAPS 398 

are expected to offer modest data rates and different latency and range conditions compared to 399 

terrestrial A/G links. Cellular networks are emerging as a potential alternative to provide wireless 400 

connectivity. Advanced mobile wireless systems bring large bandwidths, possibly meeting the 401 

performance requirements for mapping applications. The use of these alternative communication 402 

systems will be based on the ability to meet performance requirements, illustrating the principles 403 

of the CA concept. 404 

4 Additional Considerations 405 

4.1 The Role of EFBs 406 

EFBs play a notable role in the CA concept, providing a potential interface for the AU to take 407 

advantage of additional efficiency, flexibility, and cost effectiveness in the delivery and display of 408 

certain kinds of information, supplementing and enhancing the information provided by the FMS. 409 

The EFB represents a control and validation point for numerous functions, such as trajectory 410 
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negotiations, surface operations, or aeronautical charting. EFB applications work in concert to the 411 

FMS to negotiate and execute new trajectories. Therefore, the interaction between EFB and FMS 412 

becomes a critical element in the CA concept. This interaction requires an interface protection 413 

device to ensure a secure data connection, referred to in this document as a domain guard. Domain 414 

guard functionality is typically incorporated into Aircraft Interface Device (AID) hardware. In 415 

contrast with FMS communications, which occur through aviation dedicated data links, portable 416 

EFB devices can be connected via other means (e.g., commercial satellite technologies). The 417 

management of multiple links with the aircraft requires a blended solution that is seamless to ATM 418 

automation and the flight crews. The concept of multiple link communications is also a critical 419 

element to the CA concept. 420 

Today, hosted EFB software applications are limited to those functions whose failure effect are 421 

considered a minor hazard or have no safety effect and described in further detail below and within 422 

the Manual on Electronic Flight Bags (EFBs) (Doc 10020). Note: This use of the term “minor” is 423 

not to be confused with the “minor” associated with installed aircraft components and for which 424 

risk mitigation is satisfied by meeting DO-178/254 Level D objectives. Because “minor” in the 425 

EFB context is a minimal effect of workload alone, this risk mitigated operationally and is the 426 

responsibility of each operator (versus the responsibility of the manufacturer). 427 

EFB hardware has two different classifications of EFB hardware, summarized as follows.  428 

1. Portable – Portable components supporting EFB applications are considered Portable 429 

Electronic Devices (PEDs). For a PED to be considered an EFB, the PED must actively 430 

display Type A and/or B software application(s). For example, when a PED is displaying 431 

personal email, the PED is not considered an EFB; when the same PED is approved for use 432 

as an element of an operationally approved EFB program, and actively displaying a Type 433 

B aeronautical chart application, it is then considered an EFB. Portable EFBs must be 434 

capable of being easily removed from or attached to their mounts by flight crew member 435 

personnel without tools or maintenance action; can be temporarily connected to an existing 436 

aircraft power port for battery recharging; and may connect to aircraft power, data ports 437 

(wired or wireless), or installed antenna, however, those installed provisions must be 438 

considered under a type design approval (e.g., Type Certificate (TC), Supplemental Type 439 

Certificate (STC)) (see below). Due to the portable and Commercial off-the-Shelf (COTS) 440 

nature of portable EFBs, implications to information security should be considered.  441 

2. Installed – Installed equipment or EFB components that are approved under aircraft type 442 

design (e.g., TC, STC). Installed EFB hardware may host EFB applications categorized as 443 

Type A or B and may also be capable of hosting applications which are subject to type 444 

design approval. Note: EFB applications/functions/data are not subject to installation 445 

approval and therefore have no requirement for Continued Airworthiness Instructions 446 

(CAIs) and are not required to be reflected or managed per Minimum Equipment List 447 

(MEL) requirements. 448 

Along with the two classifications of portable and installed EFB hardware, there are two EFB 449 

hosted application categories. 450 
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1. No Effect – These applications have a failure condition classification considered to be no 451 

safety effect. They also do not require specific authorization for use. 452 

2. Minor Effect – These applications have a failure condition classification considered 453 

minor. They may substitute or replace paper products of information required for dispatch 454 

or to be carried in the aircraft; they require specific operational authorization or approval 455 

for use. 456 

In the CA context, it is important to note that both types of applications are considered 457 

operationally authorized/approved. These applications have no certification requirements for 458 

installation under aircraft type design. Additional analysis regarding Connected Aircraft 459 

application’s impact on crew workload and data saturation, is recommended as the concept 460 

matures towards implementation. 461 

4.2 Aircraft Domain Guards 462 

EFBs and associated applications play a key enablement role in CA as these items represent the 463 

primary user interface for AUs and, more specifically, flight crews. However, to realize portions 464 

of the CA concept set forth within this document, an additional aircraft domain guard function is 465 

required to complement and enable EFB functions as proposed in this document. Relevant to CA, 466 

aircraft domain guards include at least the following two functions. 467 

1. Protection mechanism(s) between the Aircraft Control Domain (ACD) and Airline 468 

Information Services Domain (AISD). EFBs are considered to be part of the AISD as 469 

operational authorized/approved devices. A domain guard firewall or partition function 470 

protects installed systems and functions from EFB hardware/software failures, ensuring 471 

safe aircraft operations. 472 

2. Aircraft data gateway enables the exchange of aircraft avionics data in other protocols and 473 

services consistent with COTS technologies. 474 

These functions are further described within ARINC Specification 834-8, Aircraft Data Interface 475 

Function (ADIF), and ARINC Characteristic 759, AID.  476 

ADIF can be implemented in a number of ways, including as a hosted function on generic onboard 477 

domain guard hardware (e.g., onboard servers) or on dedicated hardware (e.g., AIDs). 478 

In the context of CA, domain guard functionality can be used to safely bridge between certified 479 

avionics equipment and portable, operationally approved EFBs. This functionality becomes 480 

increasingly important as EFBs are expected to not only receive data from the aircraft, but also 481 

safely transmit data into the aircraft, such as the FMS. In these roles, domain guard functions hosting 482 

ADIF not only fulfill the functional requirements but fulfill critical regulatory requirements as well. 483 

Since associated hardware and software are considered to be installed equipment, aircraft domain 484 

components and associated design assurance levels commensurate with intended function are 485 

addressed through aircraft type design processes (e.g., TC, STC). The ability for portable EFBs to 486 

transmit data into the aircraft, including for ATS, can be addressed through certification processes 487 

related to domain guard commensurate with the intended function, enabling this needed 488 
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communication link from portable EFBs into systems such as FMS. Figure 9 illustrates the aircraft 489 

domain guard function. 490 

 491 

Figure 9. Aircraft Domain Guard 492 

Domain guard capabilities can unlock additional CA functions beyond enabling new digital data 493 

links. Access to aircraft data can be provided from flight-critical systems such as FMS, Air Data 494 

Inertial Reference Unit (ADIRU), and others. Aircraft data can then be introduced into new 495 

applications on the aircraft or ground. An example of the functionality achieved by accessing 496 

aircraft data and its role in CA is provided in Section 3.1.5. 497 

It is important to note that using commercial links for data exchange creates the need for a 498 

comprehensive data integrity and cybersecurity solution, as proposed for Internet Protocol Suite 499 

(IPS), a high priority. A message directly uploaded in the FMS via a commercial IP-based link is 500 

a significant challenge today for these cybersecurity reasons, in addition to the performance 501 

aspects. 502 

5 Technical Considerations 503 

5.1 Overview 504 

It is assumed that readers of this document come from a variety of backgrounds related to 505 

airworthiness and equipment certification, service delivery, or operational authorizations. 506 

Additionally, some readers will be from outside the aviation industry. This section serves to 507 

accommodate these varied perspectives. 508 

A “performance-based communications system” contains the elements described as necessary to 509 

move data between stakeholders that meets a set of performance requirements consistent with the 510 

needs of the supported applications. Broadly, the requirements can be measures of end-to-end 511 

system performance, such as transaction time, or more foundational, such as a requirement for 512 

cybersecurity or use of specific spectrum. 513 
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Figure 10 depicts the boundaries for the scope of this document. This is a notional diagram used 514 

to illustrate various system domains under consideration. It is meant to show example subnetworks 515 

to depict the breadth of future systems; it is not meant to limit future choices. 516 

 517 

Figure 10. Key Systems Domains 518 

Note: The aircraft domain includes equipment and applications approved in both an 519 

“airworthiness” and “operational” context.  520 

Airworthy functions/systems are those accounted for directly in aircraft TC documentation, or 521 

indirectly under a separate authorization reference (e.g., Technical Standard Order (TSO), TSO 522 

Authorization (TSOA), European TSO (ETSO)) reference within that TC documentation.  523 

Operational functions/systems are those systems not having an airworthy nature (i.e., are not 524 

“aircraft functions”) and are credentialed by virtue of operational authorization activities. 525 

Figure 11 shows a highly simplified diagram of a data communications system. The three primary 526 

users of this system are the ATS Unit (ATSU), airline operations, and aircraft flight crew (or flight 527 

deck automation). 528 
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 529 

Figure 11. Simplified Diagram of a Data Communications System 530 

Communications occur via a set of available subnetworks. The use of any given subnetwork for 531 

any specific function can vary between Flight Information Regions (FIRs). For example, a space-532 

based subnetwork can have global coverage, but not all functions (e.g., CPDLC, Automatic 533 

Dependent Surveillance – Contract (ADS-C)) are available in all FIRs. 534 

Routing between users occurs via Communication Service Providers (CSPs). These organizations 535 

keep track of the aircraft, what networks they are connected to, and the routing paths between 536 

aircraft and organizations on the ground. 537 

The performance of any communications systems will have to meet all relevant performance 538 

requirements for the intended function. 539 

The performance requirements of any communications path are defined in the context of intended 540 

use (function) and the operational environment. A common example is the performance required 541 

for CPDLC. A communications path is allocated performance requirements aligned with the 542 

performance objective for this service. Methods to represent failures or degraded performance are 543 

required to indicate the performance is no longer suitable for use and switching to alternate 544 

subnetworks is required. Key performance characteristics applied to CPDLC are described in 545 

Table 2. 546 

Table 2. Key Performance Characteristics for Air-ground Communications 547 

Performance 

Characteristic 
Description 

Availability 
Probability that an operational communication transaction can be initiated or that the 

surveillance data can be provided 

Continuity Probability, once communications have started, that a transmission will complete successfully 

Transaction 

Time (Latency) 

Total time budgeted for round-trip communications including human response or for one-way 

report delivery 

Integrity Probability of an undetected failure in the end-to-end system, including data transmission 
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Additional characteristics to be considered in the context of the intended function include 548 

cybersecurity, resiliency, spectrum usage, and human factors (operational considerations). 549 

Monitoring and alerting is required to ensure all stakeholders know the communication system is 550 

operating at the required performance levels. 551 

5.2 System-Level Performance 552 

A key element of any system performance discussion is the concept of an end-to-end performance 553 

requirement. The Required Communications Performance (RCP) is used here as an example 554 

construct due to its relevance to datalink applications. Required Surveillance Performance (RSP) 555 

is a similar construct covering the delivery of surveillance information. 556 

These concepts can be applied more broadly to include new applications, operational concepts, 557 

and network topologies, as well as incorporating an expanded list of required performance 558 

parameters. Some future use cases may not fit these constructs. One-way exchange of information 559 

or streaming services are two examples where the performance requirements definition construct 560 

would vary and need to be developed to match the unique aspects of the service. 561 

The PBCS Manual (Doc 9869) defines RCP as: 562 

“A set of requirements for air traffic services provision and associated ground equipment, 563 

aircraft capability, and operations needed to support performance-based communication.” 564 

The RCP specification covers the performance parameters for each particular RCP value (e.g., 565 

RCP-240, RCP-400, etc.). The RCP contains parameters that represent the maximum 566 

communication transaction time after which the initiator should be alerted by the system that a 567 

reply is overdue. The total time is allocated among all participants in the end-to-end 568 

communications path, as illustrated in Figure 12. 569 

 570 

Figure 12. Required Communication Performance 571 

As shown in Figure 13, a breakdown of the System Technical Performance block illustrates the 572 

non-human elements that make up the time allocation. 573 
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 574 

Figure 13. System Technical Performance 575 

According to the PBCS Manual (Doc 9869), the Required Communication Technical Performance 576 

(RCTP) is defined as: 577 

“An RCP allocation that specifies the maximum technical time for relevant parts of the 578 

unit’s system, aeronautical station’s system, the network systems, and the aircraft system, 579 

for which there is no human contribution to the communication transaction performance.” 580 

Appendix B of the PBCS Manual (Doc 9869) contains the detailed specifications for approved 581 

RCP values, namely availability, continuity, integrity, and transaction time allocations. Table 3 582 

summarizes the required performance categories for RCP 240 and 400. 583 

Table 3. CPDLC Communication Performance Specifications 584 

RCP Specification 
Transaction 

Time (seconds) 
Continuity Availability Integrity 

RCP 240 240 0.999 0.999 Malfunction = 10-5 per flight hour 

RCP 400 400 0.999 0.999 Malfunction = 10-5 per flight hour 

Any new subnetwork that supports ATM operations predicated on an RCP specification would 585 

need to be analyzed and have RCTP allocations assigned within the overall desired RCP 586 

specification. Additionally, new functions using data communications require an assessment of the 587 

required communications performance and have allocations set based on both technical and human 588 

response aspects. 589 

While communication networks are generally sensitive to all of these performance parameters, 590 

networks designed for non-aviation purposes may have a primary focus on other parameters. 591 

Reliability, maintainability, availability, integrity, confidentiality, transit time, capacity, 592 

continuity, and cost are important measures of communications system performance. In general, 593 

the balance of these factors may vary in accordance with the needs of the application. 594 

By definition, a system defined by performance-based requirements does not have a 595 

comprehensive set of prescriptive design and approval criteria. A high degree of dependence is 596 

placed on monitoring system performance and providing an alerting function to stakeholders. The 597 

time to detect and alert for a system failure or degraded performance must be accounted for in 598 
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overall performance requirements. Note: Some prescriptive requirements may be required such as 599 

those necessary to ensure interoperability. 600 

Current International Telecommunications Union (ITU) regulations require the use of protected 601 

spectrum for ATS and other messages, and well defined technical requirements exist. Services 602 

covered by these regulations are delineated in Procedures for Air Navigation Services (PANS-603 

ATM; Doc 4444). These messages are generally related to movement and control, metrology, and 604 

regularity of flight applications. New applications using data communications capabilities in both 605 

the existing aviation and new entrant communities will require an assessment of spectrum usage 606 

consistent with these regulations when setting overall system performance requirements. 607 

5.2.1 Fine-Tuning Performance Requirements 608 

The CA concept allows for flexibility in implementation so that assets which are required to be 609 

high performing are not overused (i.e., communications subnetwork capability). The basic premise 610 

is that higher performance comes with higher cost, and possibly limited capacity (bandwidth, data 611 

rates, etc.). Business rules specific to an airline may also be applied to balance cost and 612 

performance needs. Technology in onboard equipment is envisioned in the future that would 613 

support this concept, thereby making it possible to fine-tune the usage of available subnetworks 614 

from a cost and performance standpoint.  615 

5.3 System Safety 616 

Functions proposed for implementation must have a functional hazard assessment performed to 617 

identify potential failure cases and the associated risks. This is important to ensure the resulting 618 

system design supports the full range of functions in the most efficient manner.  619 

Additionally, revalidation of function-level safety case(s) will allow higher fidelity of new system-620 

level evaluations (“new” being the inclusion of SWIM), where it may be desired to blend safety 621 

and non-safety-critical systems in order to realize full system vision/value.  622 

Approached this way, modern technologies and engineering methods should allow solutions that 623 

ensure all end-use functional and non-functional requirements are satisfied, regardless of the safety 624 

criticality level of a function. This allows individual elements to carry their own safety identities 625 

across the blended system. 626 

The results of the functional hazard assessment will inform minimum performance requirements 627 

and architectural designs necessary to ensure function level requirements are satisfied. 628 

Table 4 shows an operational safety assessment matrix for illustrative purposes to help the reader 629 

understand the relationship between hazard classifications and the impacts on various stakeholders. 630 
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Table 4. Operational Safety Assessment Classification Matrix 631 

Hazard 

Class 

1 

(Most Severe) 

2 3 4 5 

(Least Severe) 

Effect on 

Operations 

Normally with hull 

loss; total loss of 

flight control, mid-

air collision, flight 

into terrain or high-

speed surface 

movement collision 

Large reduction 

in safety 

margins or 

aircraft 

functional 

capabilities 

Significant 

reduction in safety 

margins or aircraft 

functional 

capabilities 

Slight reduction in 

safety margins or 

aircraft functional 

capabilities 

No effect on 

operational 

capabilities or 

safety 

Effect on 

Occupants 
Multiple fatalities 

Serious or fatal 

injury to a small 

number of 

passengers or 

cabin crew 

Physical distress 

possibly including 

injuries 

Physical discomfort Inconvenience 

Effect on 

Air Crew 

Fatalities or 

incapacitation 

Physical distress 

or excessive 

workload 

impairs ability 

to perform tasks 

Physical 

discomfort, 

possibly including 

injuries or 

significant increase 

in workload 

Slight increase in 

workload 

No effect on 

flight crew 

Effect on 

Air Traffic 

Service 

Total loss of 

separation 

Large reduction 

in separation or 

a total loss of 

ATC for a 

significant 

period of time 

Significant 

reduction in 

separation or 

significant 

reduction in ATC 

capability 

Slight reduction in 

separation or slight 

reduction in ATC 

capability; 

significant increase 

in ATCO workload 

Slight increase in 

ATCO workload 

The design of aviation procedures and systems must mitigate the risks of identified hazards that 632 

can reasonably be expected to occur. For illustrative purposes, some background is provided 633 

related to the PBCS Manual (Doc 9869). The PBCS Manual and other referenced standards define 634 

a technology-independent set of hazards that must be mitigated for networks to be used for ATC 635 

clearance delivery to an aircraft operator operating under Instrument Flight Rules (IFR). The 636 

identified hazards include unexpected loss of data link service, unexpected interruption of message 637 

delivery, receipt of a message intended for another party, and corruption of a message. 638 

The rationale for these hazard categories derives from the fact that ATM is often a real-time 639 

endeavor. Incorrect delivery of a message, however, not only results in delay to the intended 640 

recipient, but raises the possibility that another recipient could execute a clearance out of context 641 

and with potentially dangerous results.  642 

To illustrate, consider the perspective of the stakeholder for a delayed message. For an aircraft 643 

operator, a delay in an operational message (e.g., final weight and balance) may simply be a 644 

nuisance, delaying departure slightly. For ATC, a delayed clearance message delivered after that 645 

ATCO has intervened (delivered other instructions via voice) may cause confusion and raise 646 

workload for both the ATCO and the flight crew. 647 
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Credible corruption of a message’s content could have a similar result in that it could lead an 648 

aircraft operator to make an unexpected, inappropriate, and potentially dangerous maneuver.  649 

A similar approach may be taken by the new entrant community for the cases where they are 650 

already envisioned to depend heavily on non-aviation specific systems for information exchange 651 

needs. Since there is little direct regulatory control over the communication architecture and 652 

underlying systems, failures in communications can be expected, and thus, they would be allocated 653 

the appropriate probability in the fault tree and appropriate mitigations would be incorporated to 654 

reduce the risk to acceptable. The hazards created with a loss or degraded performance of a 655 

communication system require mitigation through industry-agreed procedures or the use of 656 

alternative means. 657 

A similar approach to the analysis of hazards and hazard effects should be undertaken with any 658 

new system or a new application of existing systems. 659 

5.4 Cybersecurity 660 

As aviation continues its digitalization journey, cyber threats increase. Stakeholders generally 661 

agree that secured data communication paths are needed through a layered approach considering 662 

all participants in the system (defense in depth). The challenge is in defining cybersecurity 663 

measures that cover end-to-end communications (i.e., aircraft, subnetworks, service providers, 664 

airlines, ASPs) while maintaining acceptable level of A/G communication performance. 665 

The goal of cybersecurity controls and processes in this context is to reduce the risk of 666 

unauthorized interactions with the system to an acceptable level, and support the response to, and 667 

recovery from such interactions while maintaining acceptable levels of safety and performance. 668 

Enhanced digital connectivity creates new cyber threat vectors (i.e., failure modes) for connected 669 

systems, which would be a new input to safety assessments during standard making processes. 670 

The assessment must consider the aircraft’s full data supply chain to include the ground network 671 

elements relevant to the end system that is being protected (e.g., FMS or ATSU automation). 672 

Significant use of COTS technology is expected to speed the deployment of new capabilities. 673 

Protection of high assurance applications on a COTS device will be required unless mitigated 674 

elsewhere in the architecture. 675 

As this concept moves forward, focus should be on global solutions that are sufficiently flexible 676 

to address current and future threats cyber threats and risks, while avoiding point solutions that 677 

may be less optimal in terms of cost and effectiveness, and may create cascading problems in other 678 

areas. Along these lines, ICAO is working towards the development of ICAO policies, provisions 679 

and guidance material to facilitate interoperable digital trust, as well as the development of holistic 680 

regulatory and organizational processes to integrate cyber threat and risk assessment and 681 

management into aviation processes, including safety, security and air navigation efficiency and 682 

capacity. States should these activities along with those from other relevant regulatory and 683 

standards-making entities. 684 



 

25 

 

5.5 Data Integrity 685 

Data integrity requirements are based on safety assessment of the effects of undetected data failures 686 

in the context of the intended use. The assessment results will identify the failure effects of hazards 687 

and can be used to support an analysis of the impact on the crew.  688 

For example, an altitude crossing restriction is sent to an aircraft, but it is corrupted along the way, 689 

resulting in an altitude error. The crew has no means to cross-check the altitude restriction, so they 690 

will fly to it as received. This creates a situation of reduced vertical separation with aircraft 691 

crossing the same waypoint. Intervention by an ATCO would be required, resulting in a significant 692 

increase in workload for both the ATCO and aircrew, reducing safety margins. 693 

In order to protect against these types of faults, error detection and correction techniques must be 694 

employed end-to-end at the application layer with sufficient robustness to meet the integrity 695 

requirement. 696 

If the data is encapsulated by a trusted source (e.g., ATM automation system) using a suitable error 697 

detection method and unpacked at a trusted end system (e.g., FMS), the intervening system 698 

integrity requirements are lessened. For example, data may pass through a system element with 699 

lower integrity (e.g., EFB, cabin Wi-Fi router, subnetwork routers) on its way to the FMS. This 700 

applies only to the data integrity requirement. Requirements for availability, continuity, and 701 

transition time/latency must still be met. 702 

5.6 Human Interface 703 

With the exception of future machine-to-machine applications, some amount of human interaction 704 

is required. Therefore, the integrity of the device(s) used by the crew will need to be considered in 705 

the context of potential failures and expected crew response. 706 

Table 5 ties hazard classes from the Operational Safety Assessment Matrix (Table 4) to those used 707 

in airworthiness approval context. 708 

Table 5. Hazard Classifications 709 

Hazard Class 1 2 3 4 5 

ARP 4761 Safety 

Assessment Process 
Catastrophic Hazardous Major Minor No effect 

Aircraft-level impact Loss of hull 
Significant 

damage 

Increased 

crew 

workload 

Minor impact to 

workload 
No impact 

Risk mitigation 

Design 

Assurance 

Level (DAL) 

A 

DAL B DAL C 

DAL D or via 

operational 

mitigation as 

appropriate to 

function. No DAL. 

Not required 

Integrity requirement 

(error rate/flight hour) 
<10E-09 <10E-07 <10E-05 <10E-03 (if 

operationally 
N/A 
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Hazard Class 1 2 3 4 5 

mitigated, failure is 

assumed and that 

mitigation must be 

predefined) 

Some examples for reducing major safety effects include the following.  710 

• Introduction of Preventive Means into the Application Itself – Application design is set 711 

up to integrate some specific software mechanisms to reduce some major risks to an 712 

acceptable level.  713 

• Definition of Mitigation Mechanisms – Application operations expect some specific 714 

actions to cross-check features whose safety effect is major so that it can be reduced to 715 

minor. 716 

Today, there are two methods to approve onboard equipment to ensure safety of operations: (1) as 717 

part of the aircraft TC (or STC), or (2) through an operational authorization. Depending on the 718 

intended function and resulting risk assessment, one or both can be used. Details for both methods 719 

are provided below. 720 

1. Airworthy System – System elements serving important aircraft functions as defined in 721 

ARP 4761 and ARP 4754. Risks are significantly mitigated by conformance to published 722 

performance specifications (e.g., TSO/ETSO), and development-assurance objectives 723 

identified for that aircraft function (via performance system safety assessment). These 724 

elements also require continued airworthiness instructions (e.g., repair, overhaul, return to 725 

service testing). The artifacts from these processes become part of the aircraft type design. 726 

2. Operationally Approved System – System elements generally providing important 727 

operational functions. Risk is mitigated by conformance to published performance 728 

specifications (e.g., Advisory Circular (AC) 120-76) and to evaluation expectations 729 

published in Federal Aviation Administration (FAA) Order 8900.1. Risk is further 730 

mitigated by a requirement for comprehensive backup identified and available prior to 731 

granting of program approval/authorization. This is now formally referred to as 732 

“Operational Authorization” in the United States and as “Ops Approval” in other parts of 733 

the world. Continued airworthiness instructions are not required due to the presence of the 734 

required backup.  735 

5.7 G/G Performance 736 

The data communications landscape has been profoundly influenced with the internet and the 737 

capability it provides. However, there are still significant system design considerations to be made 738 

when planning a network with the necessary robustness to conduct operations. 739 

As a basis for any critical data communication system, considerations must be given to a variety 740 

of risks affecting performance. These include availability, continuity, transition time/latency, and 741 

integrity. Examples of these considerations are outlined below. 742 
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• Any single event could disable the network due to lack of physical separation caused by 743 

manmade or natural phenomena. 744 

• Concentration of services into one provider or lack of visibility in subcontracting from 745 

suppliers can lead to hidden risks or neutralize mitigation efforts if a critical service is 746 

provided by a single supplier. 747 

• Dynamic reconfiguration is useful in network resiliency but needs to be managed in a way 748 

to not degrade performance. 749 

• The variability of non-deterministic performance needs to be managed such that the 750 

performance requirements for the network are met at the appropriate probability (e.g., 95%, 751 

99.9%). 752 

• The ability for faults to cascade or propagate broadly throughout the network requires 753 

mitigation in the system design. Concentration of critical infrastructure resources or 754 

capabilities that can lead to widespread outages due to a single fault should be avoided. 755 

Performance of leased network circuits is dependent on each individual telecommunication 756 

provider’s security procedures and risks. Security faults could allow the degradation of pathways 757 

in a single telco provider, however, more complicated attacks may use one telco provider with 758 

weak security to attack another telco provider with stronger security and influence routing and 759 

performance of the path on the entire aviation ecosystem. Security must be managed at an end-to-760 

end service level with contributions at the application, network, and subnet layers. All layers need 761 

to coordinate to ensure requirements are met. 762 

Monitoring and reporting of performance are necessary to ensure performance and safety 763 

requirements are being met. Monitoring capability is required to: (1) measure system performance, 764 

(2) detect outages/integrity issues, and (3) detect latent failures (loss of redundancy) as well as any 765 

other items critical to the safety case. In response to an identified deviation of merit from the 766 

required performance, actions for redress to restore compliance would be undertaken and 767 

accomplished within a specified time. Failure to restore compliance would result in the flight no 768 

longer being eligible for the functions, applications, or operations requiring the performance. In a 769 

manner similar to an aircraft that loses the capability for Reduced Vertical Separation Minimum 770 

(RVSM) compliance in flight and is given an operational clearance consistent with its new (lower) 771 

performance, actions would be taken to amend the flight’s clearance/operation. 772 

5.8 A/G Subnetwork Domain Performance 773 

Significant effort is going into CA for use by stakeholders (e.g., passenger, crew, airline 774 

operations) with many A/G systems in various states of deployment. All of these systems consist 775 

of some network of Radio Frequency (RF)-based transceivers and a ground backhaul network. 776 

Many of the considerations for G/G network performance apply here, along with the addition of 777 

RF link considerations. 778 

The RF link can be a choke point for any data communications. The types of messages and data 779 

flowing over the link and the need for preemption should be considered. Large, low-priority data 780 
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packets will tend to hold up higher priority messages at this choke point without a preemption 781 

scheme, potentially impacting performance.  782 

The use of mobile wireless spectrum for new or existing applications should take into 783 

consideration the fact that this is unprotected spectrum and faces a higher risk of interference. 784 

5.9 Interoperability 785 

Given that the CA concept can include solutions where a performance-based subnetwork is used 786 

in conjunction with an aviation specific network (e.g., VHF Data Link (VDL)-2), due 787 

consideration needs to be given to interoperability with existing communication systems. This may 788 

include being connected to two networks simultaneously. 789 

There are currently several subnetworks approved for various applications, including VDL-0, 790 

VDL-2, HF Data Link (HFDL), and Satellite Communications (SATCOM) (i.e., Inmarsat, 791 

Iridium). The primary role of the CSP, among others, is to manage the tracking of an aircraft across 792 

a subnetwork to ensure timely delivery of message traffic. Given the number of new satellite-based 793 

communications systems envisioned, it is reasonable to expect some portion will pursue 794 

performance capabilities to support aviation applications beyond simply providing passenger 795 

connectivity. This may cause the list of available subnetworks to grow considerably. Additionally, 796 

airlines will want their traffic routed cost-effectively, so some business rules-based routing 797 

algorithms may be needed. Finally, there may be geopolitical considerations on the use of certain 798 

systems over certain states. This future state will greatly complicate the issues of interoperability. 799 

The management of traffic routing and subnetwork utilization currently is transparent to the ATSU 800 

automation systems. As complexity grows, this transparency should be maintained. 801 

Experience with the use of CPDLC when aircraft cross the continental to oceanic airspace divide 802 

illustrates the challenges with current Aircraft Communications Addressing and Reporting System 803 

(ACARS) subnetwork management. This was designed to minimize cost for Aircraft Operational 804 

Control (AOC)/AAC traffic by strongly preferring VHF subnetworks (not to maximize 805 

performance for ATS traffic). With a potentially more complex subnetwork environment in the 806 

future, due consideration should be given to maximizing performance for ATS traffic while 807 

continuing to minimize cost for AOC/AAC traffic. 808 

Conditions for supporting improved subnetwork management include the following. 809 

1. Airborne terminal (radio) providing additional information on the link quality to the CSP 810 

to allow for anticipated handoffs. 811 

2. Improved airborne communication system capability to detect communication issues based 812 

on communication analysis (e.g., expired timers, retransmissions). 813 

3. Improved algorithms for the CSP to monitor aircraft performance and proactively switch 814 

an aircraft to another available media without loss of RCP.  815 
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The Aeronautical Telecommunications Network (ATN)/IPS standards as detailed in the ARINC 816 

Project Paper 858 and Minimum Aviation System Performance Standards (MASPS) documents 817 

currently under development by Radio Technical Commission for Aeronautics (RTCA) and 818 

European Organisation for Civil Aviation (EUROCAE) have placeholders for multi-link 819 

considerations. Primary interoperability work will be required to smoothly integrate with legacy 820 

systems. 821 

5.10  Human Factors 822 

Human factor considerations need to be made in part to the role the human plays in system integrity 823 

as well as system operation. In today’s CPDLC regulations, there are requirements for the flight 824 

crew and ATCO to validate any clearance or clearance request received. Because this check is 825 

required, it can be assumed it is given some weight in meeting the communication system integrity 826 

requirement. 827 

In a TBO environment, the route information can be more complex (i.e., more waypoints) and can 828 

be described by latitude/longitude coordinates. Without published information available to directly 829 

compare against, there will need to be considerations on how the flight crew and ATCO can 830 

validate the clearance. The flight crew requires a means to validate that the uplinked information 831 

is correct and can be flown. ASPs will require an independent means to ensure that clearances 832 

comply with separation minima, terrain considerations, minimum vectoring altitudes, and other 833 

requirements. 834 

5.11  New Functions and Media  835 

5.11.1  New Functions 836 

There is a myriad of potential new functions for CA. These will emerge over time and the required 837 

performance of A/G communications will be aligned with the needs of the specific function.  838 

As described earlier, the general process of analyzing, classifying, and mitigating hazards is 839 

followed anytime data communications are applied to a new application. 840 

5.11.2  New Media Types 841 

The CA concept also envisions some functions using voice communications, which could change 842 

to data communications in the future. An analysis of the existing function using voice would need 843 

to be performed to inform the requirements for substitution of a data communications subnetwork. 844 

This type of media change has already been done with low-impact functions (e.g., frequency 845 

changes in enroute airspace).  846 

5.12  Transition and Mixed Environment 847 

The transition of ASPs, airframes, and aircraft operators to take advantage of these new 848 

opportunities will occur over an extended period and not in a uniform fashion. Technical 849 
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considerations and implications for this mixed environment and the extended transition include 850 

the following. 851 

• Appropriate standards and system support (e.g., aircraft and ground automation systems) 852 

to ensure data communications occur through a pathway matching the performance, 853 

interoperability, and regulatory requirements of the operational function or capability being 854 

executed. 855 

• A regulatory framework that can adapt the use of non-aviation specific development and 856 

approval methodologies. 857 

• Identification for the aircraft, FOC, and ATSU of the pathways available to each of the 858 

necessary global standards to support interoperability. 859 

• Mechanisms built on the standards described above which do not impose burdens on the 860 

human actors to ensure the “correct” pathway is used in real time for a given function or 861 

capability. Note: Use of the term “correct” is meant to describe a pathway—aviation-862 

specific or commercial—whose end-to-end performance meets the requirements of the 863 

given function. 864 

6 Standardization Needs 865 

6.1 A/G Interoperability Aspects 866 

Given that a legacy (or existing) CA will remain in service for 30 years and, likely, will not be 867 

upgraded without a tangible financial benefit, it is prudent to consider a mixed environment for some 868 

time. In order to always be connected, the standards landscape should consider seamless subnetwork 869 

management with new and legacy A/G subnetworks, management of functions supported on 870 

available subnetworks, and interoperability in a mixed environment (i.e., airborne and ground-based 871 

systems). The CA concept envisions loosely coupled architectures that allow aircraft, networks, 872 

subnets, and ground systems to evolve at different rates. To meet that objective, standardization and 873 

regulatory processes need to evolve to reflect the increasing cadence of change in the telecom 874 

market. 875 

6.2 Importance of Interoperability and Standardization 876 

It is expected that the A/G connectivity environment for ATS will operate in a mixed mode for an 877 

extended period of time. Aircraft equipage, ATSU automation upgrades, and rollout of new 878 

subnetworks will inevitably occur on differing time scales.  879 

Interoperability is critical to achieving widespread adoption of these capabilities. The methods for 880 

achieving interoperability need to account for airlines’ desire to operate their fleets efficiently, 881 

transparent to the A/G subnetworks in use. One means of achieving interoperability is to 882 

standardize CA services without reference to the underlying data link technology. Such standards 883 

would include service functional descriptions, end-to-end performances, and operational safety 884 

assessments without any reference to the communication path, enabling stakeholders or CSPs to 885 
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select the best data link technology for the service. Automation systems and aircraft need to operate 886 

seamlessly with adjacent FIRs and varying types of A/G subnetworks available.  887 

7 Regulatory Considerations 888 

7.1 Overview 889 

A fundamental premise of the CA concept is that, provided expected performance is assured, the 890 

use of COTS technologies and services to provide a data communications capability is required to 891 

keep pace with AUs’ demand for connectivity. Access to data (i.e., SWIM and data 892 

communications) is key to TBO, and the demand for connectivity will grow over time as more 893 

applications are developed. The expectation is that commercial technologies will enable improved 894 

capabilities to be adopted faster and at a much lower cost to the industry than a technology created 895 

to a prescriptive technical standard. In order to support this concept, regulations need to support 896 

means of compliance with sufficient flexibility to allow new technologies to be brought forth for 897 

approval and at a pace consistent with commercial technologies. 898 

To fully realize the benefits of the CA concept, global, cross-border operations are envisioned. To 899 

support the States in this environment, they should be supported by global standards and regulatory 900 

guidance across all necessary areas. 901 

7.2 Ground and Air Networks 902 

There is an understanding among stakeholders that reliance on commercial communications 903 

infrastructures will rise as our reliance on data increases. To compensate, monitoring, reporting, 904 

and qualification requirements can be considered to support the required system performance. An 905 

operational authorization approach should be considered for these services. An aircraft user will 906 

determine what mix of network and subnet services to which it subscribes (circumscribed by what 907 

is needed to ensure they meet interoperability constraints) and the user seeks operational 908 

authorization for that service bundle. 909 

7.2.1 Aircraft Avionics 910 

The CA concept does not envision changes to the integrity or certification methods for aircraft 911 

avionics. The allocation of functions may change between avionics and COTS equipment, but the 912 

resulting architecture maintains acceptable integrity commensurate with the safety objectives. 913 

7.2.2 A/G Communications Systems 914 

Significant work has been done in the industry on defining performance requirements of A/G 915 

communication systems (e.g., PBCS Manual) to support ATS. Creation of advisory material 916 

should be considered by the regulator to document the required performance levels of 917 

communications solutions. The complexity of the A/G subnetwork under consideration will drive 918 

the level of scrutiny necessary in the approval process, but the general process of operational 919 

authorizations used today should still apply. 920 
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Considerations also need to be made for regulatory support for interoperability between aircraft 921 

and ATSU automation systems. As stated earlier in this document, a key tenet of CA is that it is 922 

always connected. Mixed equipage of aircraft and variability in FIR capabilities should be 923 

considered. Regulations should also support innovative network management concepts to the CA 924 

objectives. 925 

Additionally, current safety services operate over protected spectrum, as defined by ICAO and the 926 

ITU radio regulations. This includes VHF, HF, parts of the C-band (for Aeronautical Mobile 927 

Airport Communication Systems (AeroMACS)), and L-band SATCOM. Many of the IP data links 928 

do not operate in these frequency bands. If safety information will be exchanged over these links, 929 

regulators may need to provide additional guidance as there may be new performance requirements 930 

necessary.  931 

Data communication systems envisioned for CA are primarily created in whole or in part for non-932 

aviation markets. Considerations should be made about what performance guarantees, if any, can 933 

be made by the suppliers. Business volume from aviation relative to non-aviation markets may 934 

limit the level of investments in networks to supply services beyond a “best efforts” level.  935 

7.2.3 EFB and Application Considerations 936 

The success of COTS technology is the speed with which new capabilities can be brought to the 937 

flight deck. Performance-based standards for COTS technology will enable broader applications 938 

in the area of data communications. Since many of the envisioned use cases require some form of 939 

human interface, a reasonable path to operational authorization (as described below), will continue 940 

to be required so as to not negate the efficiencies and value gained when implementing the CA 941 

capabilities described in this concept. Safety is essential, so considerations need to be made of 942 

hazards and associated impacts of new applications of COTS technology. 943 

Operational authorizations have proven effective thus far. They consist of a combination of design 944 

considerations for fault mitigation, testing, operational trials, and operational mitigations. This 945 

concept and methodology should be embraced in future applications.946 
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Appendix A Example Communication Paths 947 

An example of the alternative communication paths available to the ATM system with CA is 948 

provided in Figure 14. A basic assumption is that voice communications between the ATCO and 949 

flight crew will remain available as they are today. The figure also illustrates a gradual evolution 950 

of communications paths as follows. 951 

• Traditional – In the traditional exchange, aviation-specific paths are described between 952 

the flight deck and both flight operations and ATC. These include the use of dedicated 953 

aviation-specific networks and associated aviation-specific spectrum for both terrestrial 954 

and satellite-based communications to the flight. Onboard the aircraft, dedicated design-955 

assured receivers provide the data to a communication management function, allowing 956 

further distribution across the relevant design-assured avionics systems. Present-day 957 

CPDLC applications represent an example using traditional communications paths. 958 

• Transitional – Initial implementation of IP-based exchanges are expected to occur through 959 

the application of the IPS layered atop the traditional aviation-specific paths described 960 

above.  961 

• Connected Aircraft (CA) – The CA is expected to leverage commercial pathways and 962 

subnetworks for connectivity to the aircraft. A subset of these may elect to adopt layered 963 

IPS standards for applications requiring such assurance on information exchanges. 964 

Connectivity to the flight deck via commercial pathways will leverage commercial 965 

receivers, in turn providing data for operationally approved applications and possibly 966 

across boundary gateways to design-assured avionics systems. 967 
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 968 

Figure 14. Example of Alternative Communication Paths in the CA969 
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Appendix B Glossary 970 

Airline Administrative Control (AAC) – Provides relevant administrative information such as 971 

the passenger information list, which contains information such as passenger connections, 972 

available seats, etc. 973 

Aeronautical Operational Control (AOC) – Communication required for the exercise of 974 

authority over the initiation, continuation, diversion, or termination of flight for safety, regularity, 975 

and efficiency reasons. 976 

Aeronautical Telecommunications Network (ATN) – A global inter-network architecture that 977 

allows ground, Air/Ground (A/G), and avionic data subnetworks to exchange digital data for the 978 

safety of air navigation and for the regular, efficient, and economic operation of Air Traffic 979 

Services (ATS). 980 

Aircraft Communications Addressing and Reporting System (ACARS) – Digital data link 981 

system for transmission of short messages between aircraft and ground stations via air band radio 982 

or satellite. ACARS as a term refers to the complete air and ground system, consisting of a service 983 

provider and aircraft/ground equipment. 984 

Air Traffic Management Service Provider (ASP) – A generic term meaning variously, air traffic 985 

services unit, air traffic flow management unit, and/or Flight and Flow – Information for a 986 

Collaborative Environment (FF-ICE) services unit. 987 

Air Traffic Services Unit (ATSU) – A generic term meaning variously, air traffic control unit, 988 

flight information center, or air traffic services reporting office. 989 

Airspace Users (AUs) – Organizations operating aircraft and their pilots, which includes the 990 

aircraft, airborne platform, flight crew, and flight operators. 991 

Commercial off-the-Shelf (COTS) – These are products that are packaged solutions, which are 992 

then adapted to satisfy the needs of the purchasing organization, rather than the commissioning of 993 

custom-made, or bespoke, solutions. 994 

Controller-Pilot Data Link Communications (CPDLC) – A means of communication between 995 

controller and pilot, using data link for ATC communications. 996 

Data Link – For the purposes of this document, a data link is a means of digital communication 997 

between the ground and the airborne platform. 998 

Electronic Flight Bag (EFB) – An electronic information system, comprised of equipment and 999 

applications for flight crew, which allows for storing, updating, displaying, and processing of EFB 1000 

functions to support flight operations or duties. 1001 

Internet Protocol (IP) – A network level protocol (part of the internet protocol suite) governing 1002 

the exchange of information across network boundaries.  1003 

Internet Protocol Suite (IPS) – A set of ICAO, Radio Technical Commission for Aeronautics 1004 

(RTCA)/European Organisation for Civil Aviation (EUROCAE), and Airlines Electronic 1005 

https://en.wikipedia.org/wiki/Bespoke
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Engineering Committee (AEEC) technical documents using COTS IP standards that are profiled 1006 

specifically for aviation safety communications, including both ATS and Aircraft Operational 1007 

Control (AOC) messaging. 1008 

Minimum Aviation System Performance Standards (MASPS) – Specific characteristics that 1009 

are useful to designers, installers, manufacturers, service providers and users of systems intended 1010 

for operational use within a defined airspace. 1011 

Minimum Equipment List (MEL) – A list which provides for the operation of aircraft, subject 1012 

to specified conditions, with particular equipment inoperative, prepared by an operator in 1013 

conformity with, or more restrictive than, the Master Minimum Equipment List (MMEL) 1014 

established for the aircraft type. 1015 

Required Communications Performance (RCP) Specification – A set of requirements for ATS 1016 

provision, aircraft capability, and operations needed to support performance-based communication 1017 

within a defined airspace. 1018 

Required Communication Technical Performance (RCTP) – An RCP allocation that specifies 1019 

the maximum technical time for relevant parts of the unit’s system, aeronautical station’s system, 1020 

the network systems, and the aircraft system, for which there is no human contribution to the 1021 

communication transaction performance. 1022 

Service Provider – An organization or entity providing a service. In this document, this refers to 1023 

ATM Service Providers (ASPs) or vendors that provide network or other value-added services. 1024 

This is distinct from an information provider. 1025 

Trajectory Based Operations (TBO) – Represents a shift from clearance-based to trajectory-1026 

based control. Aircraft will fly negotiated trajectories and ATC moves to trajectory management. 1027 

The roles of pilots/controllers will evolve due to the increase in automation support. 1028 



 

C | 1  

 

Appendix C References 1029 

1. ICAO Doc 9854, Global Air Traffic Management Operational Concept (GATMOC), First 1030 

Edition, 2005.  1031 

2. ICAO Doc 9882, Manual on Air Traffic Management System Requirements, First Edition, 1032 

2008. 1033 

3. ICAO Doc 10039, Manual on System Wide Information Management (SWIM) Concept, 1034 

Advanced Edition.  1035 

4. ICAO Doc 9750, Global Air Navigation Plan, Sixth Edition, 2019.  1036 

5. ICAO Doc 9869, Performance-Based Communications and Surveillance (PBCS) 1037 

Manual, Second Edition, 2017. 1038 

6. M. Elliott, “Honeywell App to Crowdsource Weather Data.” Flying Magazine, February 1039 

9, 2017. https://www.flyingmag.com/honeywell-app-to-crowdsource-weather-data/ 1040 

(accessed September 27, 2021). 1041 

7. ICAO Doc 10020, Manual of Electronic Flight Bags (EFBs), Second Edition, 2018. 1042 

8. RTCA Document 178, Software Considerations in Airborne Systems and Equipment 1043 

Certification, 2012. 1044 

9. RTCA Document 254, Design Assurance Guidance for Airborne Electronic Hardware, 1045 

2005. 1046 

10. ARINC Specification 834-8, Aircraft Data Interface Function (ADIF), 2020. 1047 

11. ARINC Characteristic 759, Aircraft Interface Device (AID), 2014. 1048 

12. International Telecommunication Union (ITU), Radio Regulations, Edition of 2020. 1049 

13. ICAO Doc 4444, Procedures for Air Navigation Services — Air Traffic Management 1050 

(PANS-ATM), including up to Amendments 10, 2021. 1051 

14. RTCA Document 264, Guidelines for Approval of the Prevision and Use of Air Traffic 1052 

Services Supported by Data Communications, 2000. 1053 

15. Society of Automotive Engineers (SAE) Aerospace Recommended Practice (ARP) 4761, 1054 

Guidelines and Methods for Conducting the Safety Assessment Process on Civil Airborne 1055 

Systems and Equipment, 1996. 1056 

16. SAE ARP 4754, Guidelines for Development of Civil Aircraft and Systems, 2010. 1057 

17. FAA Advisory Circular (AC) 120-76D, Authorization for Use of Electronic Flight Bags, 1058 

2017. 1059 

https://www.flyingmag.com/honeywell-app-to-crowdsource-weather-data/


 

C | 2  

 

18. FAA Order 8900.1, Flight Standards Information Management System, 2007. 1060 

19. ARINC Project Paper 858, Internet Protocol Suite (IPS) for Aeronautical Safety Services 1061 

– Technical Requirements, 2020. 1062 

20. ICAO Doc 9965, Manual on Flight and Flow – Information for a Collaborative 1063 

Environment (FF-ICE), First Edition, 2012. 1064 

21. ICAO Doc 10130, Global TBO Concept, Version 0.11.  1065 

22. ICAO Doc 9883, Manual on Global Performance of the Air Navigation System, First 1066 

Edition, 2009. 1067 

23. ICAO Doc 10037, Global Operational Data Link (GOLD) Manual, First Edition, 2017. 1068 

24. RTCA Document 200, Standards for Processing Aeronautical Data, 2015. 1069 



 

D | 1  

 

Appendix D Acronyms 1070 

Acronyms used throughout this document are provided in Table 6. 1071 

Table 6. Acronyms 1072 

Acronym Definition 

3D Three-Dimensional 

4D Four-Dimensional 

4DT Four-Dimensional Trajectory 

AAC Airline Administrative Control 

AAM Advanced Air Mobility 

AC Advisory Circular 

ACARS Aircraft Communications Addressing and Reporting System 

ACD Aircraft Control Domain 

ADIF Aircraft Data Interface Function 

ADIRU Air Data Inertial Reference Unit 

ADS-C Automatic Dependent Surveillance – Contract 

AEEC Airlines Electronic Engineering Committee 

AeroMACS Aeronautical Mobile Airport Communication System 

A/G Air/Ground 

AID Aircraft Interface Device 

AISD Airline Information Services Domain 

AMDAR Aircraft Meteorological Data Relay 

AOC Aircraft Operational Control 

ARP Aerospace Recommended Practice 

ASP ATM Service Provider 

ATC Air Traffic Control 

ATCO Air Traffic Controller 

ATIS Automatic Terminal Information Service 

ATM Air Traffic Management 

ATMRPP ATM Requirements and Performance Panel 

ATN Aeronautical Telecommunications Network 

ATS Air Traffic Services 

ATSU Air Traffic Services Unit 

AU Airspace User 

BVLOS Beyond Visual Line of Sight 
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Acronym Definition 

CA Connected Aircraft 

CAI Continued Airworthiness Instruction 

CDM Collaborative Decision Making 

CNS Communication, Navigation, and Surveillance 

COTS Commercial off-the-Shelf 

CPDLC Controller-Pilot Data Link Communications 

CSP Communication Service Provider 

DAL Design Assurance Level 

DO Document 

EFB Electronic Flight Bag 

ETSO European TSO 

EUROCAE European Organisation for Civil Aviation 

FAA Federal Aviation Administration 

FF-ICE Flight and Flow – Information for a Collaborative Environment 

FIR Flight Information Region 

FMS Flight Management System 

OCC Operational Control Center 

GATMOC Global ATM Operational Concept 

G/G Ground/Ground 

HAPS High-Altitude Platform System 

HF High Frequency 

HFDL High Frequency Data Link 

ICAO International Civil Aviation Organization 

IFR Instrument Flight Rules 

IP Internet Protocol  

IPS IP Suite 

ITCZ Intertropical Convergence Zones 

ITU International Telecommunications Union 

IUEI Intentional Unauthorized Electronic Interactions 

MASPS Minimum Aviation System Performance Standard 

MEL Minimum Equipment List 

MMEL Master Minimum Equipment List 

NOTAM Notice to Air Missions 

PANS Procedures for Air Navigation Services 
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Acronym Definition 

PBCS Performance-Based Communication and Surveillance 

PED Portable Electronic Device 

RCP Required Communications Performance 

RCTP Required Communication Technical Performance 

RF Radio Frequency 

RPIC Remote Pilot in Command 

RSP Radio Surveillance Performance 

RTCA Radio Technical Commission for Aeronautics 

RVSM Reduced Vertical Separation Minimum 

SAE Society of Automotive Engineers 

SATCOM Satellite Communications 

STC Supplemental Type Certificate 

SWIM System Wide Information Management 

TBO Trajectory Based Operations 

TC Type Certificate 

TSO Technical Standard Order 

TSOA TSO Authorization 

UAS Unmanned Aircraft System 

VDL VHF Data Link 

VHF Very High Frequency 

WG Working Group 

WMO World Meteorological Organization 
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