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NOTE DE TRAVAIL

TREIZIEME CONFERENCE DE NAVIGATION AERIENNE
Montréal (Canada), 9 — 19 octobre 2018
COMITE A

point 5: Questions émergentes
5.2 : Vols en-dessous de 1000 pieds

GESTION TACTIQUE DES RISQUES D’INTRUSION D’UAV NON AUTORISES

(Note présentée par les Emirats arabes unis)

RESUME

La présente note examine le modéle d’évaluation tactique des risques introduit par les Emirats arabes
unis pour gérer les cas d’intrusion d’aéronefs non autorisés tels que les véhicules aériens non habités
(UAV) dans I’espace aérien contr6lé. L’évaluation tactique des risques veille a ce que les mesures
prises soient adaptées au risque que pose I’intrus, et évite de créer des risques supplémentaires dus a
des déroutements de masse et a des restrictions de I’espace aérien.

Suite & donner : La Conférence est invitée a :

a) prendre note de la teneur du présent document ;

b) transmettre le modele au Groupe d’experts des systémes d’aéronef télépiloté (RPASP), au Groupe
consultatif sur les systémes d’aéronefs non habités (UAS-AG) et au Groupe d’experts des
opérations de gestion du trafic aérien (ATMOPSP) en vue d’un examen plus approfondi comme
élément d’orientation a I’échelle mondiale ;

C) envisager I’intégration d’un modéle de ce type dans les réglementations nationales.

1. INTRODUCTION

1.1 Les Emirats arabes unis sont & la pointe du développement et de I’innovation en matiére
de systémes d’aéronefs non habités (UAS). Plusieurs projets avancés sont en cours, et a I’issue de travaux
de recherche et développement approfondis, 1’ Autorité générale de I’aviation civile (GCAA) a adopté une
approche réglementaire flexible axée sur les risques afin d’appuyer la croissance et I’innovation tout en
assurant la sécurité.

1.2 Cependant, malgré le maintien d’un certain niveau de controle sur les vols commerciaux
et expérimentaux, la prolifération de petits UAS personnels appartenant a des particuliers est une source
de préoccupation considérable. L’intrusion de petits UAS dans 1’espace aérien contr6lé, notamment a
proximité des principaux aéroports, conjuguée au manque d’expérience des services de controle de la
circulation aérienne (ATC) en la matiere, a débouché a maintes reprises sur d’importantes restrictions
de I’espace aérien et sur des fermetures d’aéroports, elles-mémes sources de dangers supplémentaires
dans le systéme.
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2. ANALYSE

2.1 Les intrusions d’aéronefs non autorisés dans une partie de I’espace aérien contrdlé sans la
permission préalable du fournisseur de services de la circulation aérienne peuvent se traduire par des
risques multiples en mati¢re de sécurité, d’efficacité, d’environnement et de sreté. De telles violations :

a) sont dangereuses pour les autres usagers de 1’espace aérien et peuvent déboucher sur
une hausse considérable de la charge de travail des pilotes ainsi que des superviseurs
et des contrbleurs de la circulation aérienne (ATCO) : coordination renforcée,
nécessité d’interrompre une approche, modification de la séquence des aéronefs pour
’atterrissage, mise en ceuvre d’autres mesures d’urgence, etc. ;

b) peuvent augmenter les risques pour la sécurité opérationnelle d’autres aéronefs en
raison des retards en vol inattendus et prolongés, des déroutements et de la
probabilité accrue de situations d’urgence carburant ;

c) peuvent occasionner des colts inacceptables pour I’industrie, dus aux nombreux
retards et aux déroutements provoqués par les fermetures ou les restrictions
d’aéroports et de 1’espace aérien ;

d) peuvent représenter une menace de taille pour la sécurité nationale, étant donné que
ces vols non autorisés ne respectent pas les procédures normales de communication
et de surveillance, ou peuvent avoir des incidences néfastes sur I’environnement en
raison de 1’augmentation des émissions provoquée par les retards qui affectent
d’autres vols.

2.2 Par conséquent, des mesures d’urgence exhaustives, ¢laborées et mises en ceuvre a 1’issue
d’une analyse tactique des risques et d’une évaluation au moyen de processus décisionnels collaboratifs
entre la gestion ATC, les superviseurs, les ATCO et les autres membres du personnel et parties prenantes
concernés, devraient permettre de maintenir les risques de sécurité et de slreté a un niveau acceptable tout
en réduisant au minimum les incidences des aéronefs non autorisés sur les opérations normales.

2.3 En novembre 2016, la GCAA des Emirats arabes unis a publié la décision de sécurité
n° 2016-16, relative a 1’établissement d’un cadre réglementaire et d’orientations a I’intention des ANSP
sur 1’évaluation tactique des risques liés aux intrusions dans 1’espace aérien controlé, ainsi que sur les
mesures d’atténuation a prendre tout en veillant a adapter lesdites mesures au risque posé par ’intrus et a
limiter autant que possible les pressions supplémentaires sur le systéme. La décision de sécurité a été
révisée en juillet 2017 afin de fournir d’autres orientations sous la forme d’un modéle national, a la
demande des ANSP. Le processus global a porté ses fruits : les incidences négatives de I’intrusion
d’aéronefs ont été réduites et un niveau de sécurité approprié a été maintenu.

24 Le processus est décrit sommairement dans les paragraphes suivants :

2.4.1 Les organismes des services de la circulation aérienne (ATSU) élaborent, établissent,
mettent en ceuvre et maintiennent un systéme de gestion de la sécurité (SGS) qui vise a assurer :

a) la détermination proactive des dangers, afin de prévenir la pénétration d’aéronefs non
autorisés [p. ex. un véhicule aérien non habité (UAV)] dans I’espace aérien ;

b) Tatténuation efficace des risques afin de permettre la continuité et I’adaptation de la
prestation des services en toute sécurité, et, si la situation 1’exige, le déploiement
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d’un plan d’urgence qui comprend un processus d’évaluation tactique des risques en
cas de présence d’un aéronef non autorisé dans ’espace aérien. Le plan d’urgence est
activé ou désactivé en temps utile ;

une coordination adaptée et efficace avec le ou les aérodrome(s) associé(s), les ATSU
environnants et adjacents et les autorités locales compétentes, selon qu’il convient,
lors des activités visées aux alinéas a) et b).

L’évaluation tactique des risques est consignée et mise en ceuvre afin de déterminer les
mesures qu’il convient de prendre en cas de violation de 1’espace aérien, mesures qui comprennent
notamment les suivantes :

a)

b)

c)

obtenir de toutes les sources utilisables autant d’informations que possible sur le
danger induit ;

en transmettant des informations de circulation essentielles, prévenir les autres
aéronefs du danger induit ;

déterminer si des restrictions d’espace aérien, de voies aériennes ou d’aérodromes
sont nécessaires en fonction de la violation de I’espace aérien signalée ou observée.

Les ANSP fournissent aux superviseurs et aux ATCO :

a)

b)

une connaissance solide des exigences réglementaires fédérales promulguées par la
GCAA concernant I’exploitation d’aéronefs d’aviation légére sportive et d’UAS ;

des instructions adaptées pour qu’ils puissent :

1) transmettre & la GCAA les demandes d’exploitation d’UAS qui concernent leur
espace aérien ;

2) interdire I’accés a leur espace aérien a tout UAS, & moins que la personne ou
I’organisation qui utilise ’UAS soit en mesure de fournir un exemplaire de
I’approbation délivrée par la GCAA. Les exigences réglementaires ou les
approbations établies par d’autres autorités que la GCAA sont insuffisantes ;

3) renvoyer aux cartes de zones de vol d’UAS publiées par la GCAA (voir
www.gcaa.gov.ae). L’utilisation de cartes de zones de vol ou de publications
concernant les UAS qui ne proviennent pas de la GCAA est illégale,
selon I’article 20 de la législation relative a I’aviation civile (loi fédérale n° 20
de 1991) ;

4) les ANSP leur fournissent aussi une formation, des instructions et des
orientations sur la fagon de reconnaitre les interventions illicites d’aéronefs, au
moyen d’une évaluation tactique des risques, et sur la gestion de 1’utilisation non
autorisée d’aéronefs dans leur espace aérien.

Les procédures, les instructions et les orientations devraient garantir une évaluation
adaptée et tactique de tous les dangers, risques et mesures d’atténuation. Les décisions prises peuvent
comprendre des mesures de sécurité et de slreté comportant des restrictions d’aérodrome et d’espace
aérien, ainsi que le recours, selon qu’il convient, a la police, a ’armée et a d’autres autorités de siireté.
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245 Quand un ATSU prend connaissance de la présence d’un aéronef non autorisé dans son
espace aérien, il prend immédiatement les mesures suivantes :

a) fournir des informations de circulation aux autres aéronefs sur le danger posé par
I’aéronef non autorisé, quelle que soit la quantité d’informations connues. La
transmission de telles informations essentielles se poursuit pendant une période
minimale de soixante minutes, @ moins qu’il soit confirmé que 1’aéronef non autorisé
a quitté ’espace aérien avant ce délai ;

b) s’assurer que son personnel ATS a effectué une évaluation tactique des risques afin
de déterminer si une zone dangereuse doit étre établie pour protéger les autres aéronefs ;

c) une fois déterminée I’étendue de la zone dangereuse, analyser la menace que
I’aéronef non autorisé pose pour les autres aéronefs en utilisant toutes les
informations actuellement disponibles afin de déterminer les mesures d’atténuation
qu’il convient de prendre. Ces mesures peuvent comprendre les suivantes, sans
toutefois s’y limiter :

1) avertir les aéronefs a proximité de la présence de 1’aéronef non autorisé en leur
transmettant des informations de circulation essentielles (selon qu’il convient) et
les aviser de prendre une mesure d’évitement si nécessaire |

2) maintenir I’exploitation sur les pistes en service :

— en appliquant des mesures d’atténuation et en faisant preuve de prudence,
apres analyse approfondie de toutes les informations disponibles, méme si
’aéronef non autorisé peut étre jugé assez loin de la piste en service ;

— i les informations regues donnent une assurance raisonnable que ’aéronef
non autorisé n’est pas une menace pour les autres aéronefs ;

3) envisager de faire évacuer la zone dangercuse identifiée, a 1’exception des
aéronefs de police ou militaires chargés d’intercepter ou de suivre I’aéronef
inconnu ou non identifié ;

4) envisager de changer le sens d’utilisation des pistes, ou de restreindre
I’exploitation des pistes, si ’aéronef non autorisé géne la zone de montée initiale
au départ, ’approche finale a I’arrivée ou toute autre circulation a proximité
de ’aérodrome ;

d) informer les autorités compétentes, y compris la police, I’armée et les autres autorités
de slreté conformément aux procédures convenues localement ;

e) chercher a identifier I’aéronef :

1) en essayant d’établir une communication bilatérale avec 1’aéronef ou d’obtenir
des informations d’autres aéronefs présents dans la zone ;

2) en demandant a d’autres ATSU situés dans la région d’information de vol (FIR)
ou dans des FIR adjacentes des informations sur 1’aéronef en question et en
faisant appel a leur assistance dans I’établissement d’une communication
bilatérale avec ledit aéronef.
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SAFETY DECISION 2016-16
Issue 02
Date of Initial issue: 15" June 2016
Date of this Issue: 05" July 2017

SUBJECT:
CONTINGENCY MEASURES FOR UNAUTHORISED AIRCRAFT! WITHIN CONTROLLED AIRSPACE

REFERENCE PUBLICATIONS:

CAR PART Il, Chapter 10

CAR PART Il, Chapter 11

CAR Part IV (UAS)

CAR Part VIII, Subpart 4

CAR Part VIII, Subpart 10

GM-03 CONTINGENCY PLANNING FOR AIR TRAFFIC SERVICES

REASON:
The purpose of this Safety Decision is to:
- ensure civil aviation regulations are adhered to when unauthorised aircraft, either reported or
observed, affect aircraft safety, security and efficiency in controlled airspace, and
- provide decisions, recommendations and guidance on contingency measures to be
implemented by ATS Units to tactically manage the risk to safety to an acceptable level, while
limiting restrictions to other air traffic.

In the context of this document, the term ‘unauthorised aircraft’ will be used as a generic term to encompass
unknown or unidentified aircraft in controlled airspace, whether manned or unmanned, remotely piloted
or autonomous.

The penetration by an unauthorised aircraft into a portion of controlled airspace without prior permission

from the air traffic services provider may result in multiple safety, efficiency, environmental and security

risk concerns. Such infringements:

- are hazardous to other airspace users;

- may immediately result in a significant increase in Pilot’s, ATCO’s and Supervisor’s workload such as,
coordination, the need to break-off an approach, change aircraft sequence for landing or implement
other contingency measures, etc.;

! This term encompasses unknown or unidentified aircraft in controlled airspace, whether manned
or unmanned, remotely piloted or autonomous.

SAFETY DECISION 2016-16 - ISSUE 02 Page 1 of 10
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- may increase the risk to operational safety of other aircraft through unexpected extended airborne
delays, diversions and increased likelihood of fuel emergencies;

- may cause an unacceptable cost to industry, due to numerous delays and diversions incurred through
closures of or restrictions placed on airports and airspace;

- may pose a significant threat to national security since such unauthorised flights will not be under
normal communications and surveillance;

- may have adverse environmental impacts through increased emissions caused by resultant delays to
other air traffic.

Consequently, the development and implementation of comprehensive contingency measures, where the
risk is tactically analysed and assessed through collaborative decision-making processes between ATC
Management, SUPs, ATCOs and other relevant personnel and stakeholders, should manage the safety and
security risks to an acceptable level, while minimising the impact on normal operations by unauthorised
aircraft.

Any deviation from GCAA regulatory requirements is considered a violation of UAE Civil Aviation Law and
UAE National Civil Aviation Regulation with direct safety and security risk implications.

The reason of this issue 02 is to incorporate guidance material which has been developed in consultation
with Air Navigation Service Providers (ANSPs). The guidance material is hereafter attached as Appendix A

REQUIREMENTS:

REQUIREMENT No. SD 2016-16(01):

ATSUs shall develop, establish, implement and maintain an SMS to ensure:

a) hazard identification is pro-actively conducted to prevent from airspace penetration by an unauthorised
aircraft (e.g. UAS); and

b) risk mitigation activities are effectively performed to assure safe continuity and adaptability of service
provisions with, if the situation deems it necessary, the deployment of the contingency plan that includes
a tactical risk assessment process when the airspace is in the presence of unauthorised aircraft. The
contingency plan shall be activated or de-activated in a timely manner.

c) appropriate and effective coordination with associated Aerodrome(s), surrounding and adjacent ATSUs
and local appropriate authorities, as applicable while carrying out activities specified in a) and b) above.

REQUIREMENT No. SD 2016-16(02):

The tactical risk assessment process required by paragraph 1)b) above shall be documented and
implemented to determine the appropriate actions to be taken in the event of airspace infringement which
shall include the following requirements:

a) obtain as much information as possible of the induced hazard from any source;

SAFETY DECISION 2016-16 - ISSUE 02 Page 2 of 10
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b) warn other aircraft of the induced hazard through the passing of essential traffic information; and
c) determine if any restrictions are necessary within the airspace, airways or aerodromes following the
report or observation of the airspace infringement.

GUIDANCE TO REQUIREMENT No. SD 2016-16(02)a):

The following “aide-memoire” may facilitate the collection of such information:

a) An accurate position/location of the reported unauthorised aircraft is provided;

b) Was the unauthorised aircraft stationary or moving? If moving, what was the observed direction and if
possible provide an approximate speed?

c) At what altitude was the unauthorised aircraft operating? Was it maintaining level flight, or
climbing/descending?

d) What is the type of aircraft? Is it manned, unmanned, fixed wing, quad copter, gyrocopter, etc.

e) For an Unnamed Aircraft System (UAS), was the location of the UAS operator observed by the reporting
source?

f) Any other question relevant to the situation at that time, which may assist in assessing the risk to safety
and or security.

REQUIREMENT No. SD 2016-16(03):

Compliance with paragraphs 1) a) and 1) b) shall, in particular, require ATSUs to provide SUPs and ATCOs
with:
a) solid knowledge of the federal regulatory requirements for Light Sport Aircraft and Unmanned Aircraft

System (UAS) operations promulgated by the GCAA;

b) adequate instructions to ensure they can:

1) direct requests for intended UAS operations affecting their airspace to the GCAA;

2) deny access to their airspace to any UAS operation unless the individual or organisation operating
the UAS can provide a copy of the approval issued by the GCAA. Regulatory requirements and/or
approvals established by other aviation authorities than GCAA are insufficient; and

3) reference UAS flying zone maps published by GCAA (refer www.gcaa.gov.ae). The use of any UAS
flying zone maps or publications not published by the GCAA is illegal according to Civil Aviation Law
Article 20 of the Federal Act 20 of 1991; and

¢) adequate training, instructions and guidance for the recognition of unlawful interference with an aircraft
through a tactical risk assessment and the management of unauthorised aircraft operations in their
airspace.

GUIDANCE TO REQUIREMENT No SD 2016-16(03)c):

Such procedures, instructions and guidance should ensure that all hazards, risks and mitigations will be
appropriately and tactically assessed. Decision may include any safety and security measures involving

SAFETY DECISION 2016-16 - ISSUE 02 Page 3 of 10
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aerodrome and airspace restrictions, and appropriate involvement with police, military and other security
authorities.

REQUIREMENT No. SD 2016-16(04):

When ATSUs become aware of an unauthorised aircraft in their airspace, they shall immediately:

a)

b)

d)

e)

commence providing traffic information to other aircraft about the hazard posed by the
unauthorised aircraft irrespective of how little information may be known (CAR VIII Subpart 4,
4.2.7.(b).8 refers). This essential traffic information shall continue for a period of no less than 60
minutes, unless it can be confirmed the unauthorised aircraft has vacated the airspace before this
time;

ensure that its ATS personnel has executed a tactical risk assessment with the aim to determine if a
hazardous area needs to be established to protect other traffic;

once the extent of the hazardous area has been determined, analyse the threat to other aircraft
operations using all information available at that point in time in order to determine appropriate
mitigations. Such mitigations may include but are not limited to:

1) Aadvise aircraft in the vicinity of the unauthorised aircraft operation by passing essential
traffic information (as appropriate) and advise aircraft to take avoiding action if necessary.

2) Allow operation of active runways to continue:

i) with mitigation and caution after careful analysis of all available information
even if the position of the unauthorised aircraft may be deemed sufficiently
far from the active runway.

ii) If information received provides reasonable assurance that the unauthorised
aircraft is not a threat to other aircraft;

3) Consider sterilising the identified hazardous area, with the exception of the police or military
aircraft which are tasked with intercepting or shadowing the unknown or unidentified
aircraft.

4) Consider changing runway direction, or restricting runway operations if the unauthorised
aircraft affects the departure climb-out area, final approach for arrivals or other traffic in
the vicinity of the aerodrome;

5) Alert aircraft operating in Class G airspace if appropriate.

inform the appropriate authorities including police, military and other security authorities as per the
locally agreed procedures. Those procedures must be reviewed and practiced (for effectiveness
check) at least annually, through an exercise or live event which is subject to a documented debrief
review;

endeavour to identify the aircraft by:

SAFETY DECISION 2016-16 - ISSUE 02 Page 4 of 10
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1) attempting to establish two-way communication with the concerned aircraft or to obtain
information from other aircraft in the area;
2) inquiring other ATSUs within the FIR or ATSUs serving the adjacent FIRs about the concerned
aircraft and requesting their assistance in establishing two-way communication with it;
f)  promptly notify the GCAA Duty Investigator (Mobile: 050 641 4667); and
g) submit a ROSI within 3 hours from the time of the occurrence.

GUIDANCE TO REQUIREMENT No. SD 2016-16(04)a):

In some circumstances an ATIS broadcast associated with the airspace concerned may be sufficient to
provide traffic information.

GUIDANCE TO REQUIREMENT No. SD 2016-16(04)b:

The extent of this area should be based on information derived from the reporter, such as the aircraft type,
size, speed, general performance characteristics and fuel source. It may be necessary to extend this area if
the intruder cannot be identified for an extended period.

Based on the Table 1 below, as the common types of UAS normally operate within a localized area, within
Line of Sight of the operator, a reasonable assumption may be made that the UAS operation will normally
be contained within approximately a 1 nm radius of the reported position of the drone.

To assist SUPs and ATCOs in conducting the tactical risk assessment a list of common UAS/ Drone types and
performance characteristics should be provided to assist decision makers in this process. Where used, this
list should be kept updated by ATSUs to reflect current technology and known new types of UAS/ Drones
available.

SAFETY DECISION 2016-16 - ISSUE 02 Page 5 of 10
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. Max Speed|Max Service] Duration
Manufacturer Model Type Weight Knots Ceiling Ft Min
ol Phantom Quadcopter 1.2Kg 30 20,000 25
oIl Phantom 4 Quadcopter 1.2Kg 40 20,000 30
oIl Inspire 2 Quadcopter 1.9Kg 60 14,000 27
ol Mavic Quadcopter 700g 35 16,000 27
ol Matrice Hexacopter 4.0Kg 45 15,000 30
Bebop Quadcopter 1Kg 20 1,000 25
Parrot
Disco Fixed Wing 1Kg 40 1,000 40
Parrot
AR Drone Quadcopter 1Kg 20 4,000 15
Parrot
Typhoon Quadcopter 1.3Kg 20 5,000 25
Yuneec
o X6 Hexacopter 4 Kg 20 10,000 30
Aibotix
eBee Fixed Wing 700g 48 4,000 50
Sensefly
Falcon 8 Hexacopter 2 KG 30 3,000 22
Asctec
. MD4 Quadcopter 1.1Kg 25 3,000 25
Microdrones
Skyranger Quadcopter 2.4 Kg 20 500 10
Aeryon
indago uadcopter 2K 35 500 40
Lockheed Martin & Q P &
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GUIDANCE TO REQUIREMENT No. SD 2016-16(04)c):

Based on the performance characteristics of common UAS types, as contained in Table 1, it can be expected
that the average maximum flight duration of an UAS intruder may not exceed 30 minutes. Therefore,
following a period of no less than 30 minutes from the last report of the unauthorised aircraft, restrictions
relating to the identified hazardous area may be relaxed.

Note: If reports indicate that the unauthorised aircraft has a higher performance characteristic than usual,
then the above time periods should be adjusted accordingly.

The attached Appendix A is to assist ATSU’s in developing processes to achieve the intent of this SD. The
template provided is for guidance only and should be adapted by local units to suit their circumstances.

CONTACT:

General Civil Aviation Authority (GCAA)
Air Navigation & Aerodromes Department
Email: ana@gcaa.gov.ae

SAFETY DECISION 2016-16 - ISSUE 02 Page 7 of 10
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APPENDIX A
Guidance Material for the Tactical Risk Assessment of

Unauthorised Aircraft within Controlled Airspace

This tactical risk assessment template should be adapted by ANSPs to incorporate relevant local procedures,
and be accompanied by supporting documentation as deemed appropriate.

Note:
In the context of this document, the term ‘unauthorised aircraft’ will be used as a generic term to encompass
unknown or unidentified aircraft in controlled airspace, whether manned or unmanned, remotely piloted or

autonomous.
No. ACTIONS TAKEN DONE COMMENTS
INITIAL ACTIONS
1. ATC to pass essential traffic information to other
aircraft that may be affected by the Unauthorised
Aircraft.
2. Confirm there is no approval for the intended

operations affecting Name of the ATC Unit CTR/CTA.
Note 1: Deny access to Name of the ATC Unit CTA/CTR to any UAS operation unless the individual or
organisation operating UAV can provide a copy of the approval issued by GCAA.

3. REPORTED INFORMATION
3.1 Identifier of the reporter (aircraft/person etc.)
3.2 Time of initial report

3.3 LOCATION

3.3.1 Is an accurate position/location of the unauthorised
aircraft provided/available?

3.3.2 | Was the unauthorised aircraft stationary or moving?
3.3.3 Direction of flight

3.3.4 | Approximate speed

3.3.5 | Altitude

3.3.6 | Maintaining level flight/ Climbing/ Descending?

3.4 AIRCRAFT/OBJECT DESCRIPTION
34.1 What is the type?

3.4.2a » Isit manned?

3.4.2b » Isitunmanned?

3.4.3 » Fixed Wing? Multi-rotor?
3.44 » Gyrocopter?

3.45 » Other?

3.4.6 » Model (If known)

3.4.7 » Size

SAFETY DECISION 2016-16 - ISSUE 02 Page 8 of 10
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3.4.8

» Colour

3.4.9

» Fuel Source

35

For RPAS (drone) is the location of RPAS operator
observed by reporting source?

Note 2: Common types of RPAS normally operate within a localized area, within line of sight of the operator.
A reasonable assumption may be made that the UAS operation will normally be contained within approx. a 1
NM Radius of the reported position.

Note 3: Based on performance characteristics of common UAS types, it can be expected that the average
maximum flight duration of an UAS may not exceed 30 minutes.

4

Complete the local call out checklist

5

Is airspace surrounding the Unauthorised Aircraft
being sterilized? (if so, size of sterilisation area should
be considered to be expanded with increased speed
and/or unpredictable behaviour of Unauthorised
Aircraft.)

Note 4:
Consider suspending runway operations at Name of the ATC unit if the Unauthorised Aircraft is

within an area banded xXXXXXXXXXXXXX.

Consider suspending departures if the Unauthorised Aircraft is within the XXXXXXX area.
Consider suspending arrivals if the Unauthorised Aircraft is located within XNM of the extended
centreline on final approach and within X NM from touchdown for RWYxxxxxx and RWY XXXXXX.

Note 5: Runway operations may continue if information received provides reasonable assurance that the
Unauthorised Aircraft is not a threat to aircraft. Essential Traffic information shall be passed in all cases.

6

> Notification list

» GCAA Duty Investigator

Alert and inform appropriate Sectors and adjacent
ATSUs if deemed appropriate

Limit number of aircraft within name of the ATC unit
CTA/CTR if deemed appropriate.

9

Submit ROSI within 3 hours

Additional Information Required:

1.

Who reported the Unauthorised Aircraft.

» Operator/Callsign/ Name

> Any additional information available (Contact
details)

> Weather data

Was assistance provided by available police/military
aircraft to assess the situation?

Inform all concerned when normal operations resume.
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ATTACHMENT 1 — RECORD OF AFFECTED AIRCRAFT

DATE:

TIME:

LOCATION:

UNIT/SECTOR:

CALLSIGN

DELAY (if any)

COMMENTS
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SAFETY ALERT 04/2016

Issued: 29" June 2016

SUBJECT:
Contingency measures for unauthorised UAS operation or unknown/unidentified aircraft within
controlled airspace.

REFERENCE PUBLICATION:

CAR PART Il Chapter 10

CAR Part VIII, Subpart 4

CAR Part VIII, Subpart 10

GM 03 CONTINGENCY PLANNING FOR AIR TRAFFIC SERVICES

CATEGORY:
Attention and Recommendation

REASON:

The purpose of this Safety Alert is to:

- ensure civil aviation regulations are adhered to when unauthorised UAS operation or
unknown/unidentified aircraft, either reported or observed, affect aircraft safety in controlled
airspace, and

- provide recommendation and guidance on contingency measures to be implemented.

APPLICABILITY:
o UAE Air Traffic Services Units (ATSU)
e Air Traffic Controller Supervisors (SUP)
e Air Traffic Controllers (ATCOs)

DESCRIPTION:

The penetration by a manned or unmanned aircraft into a portion of controlled airspace without prior
permission from the air traffic services provider may result in multiple safety, efficiency, environmental
and security risk concerns. Such infringements:

- are potentially hazardous to other airspace users;

- may immediately result in a significant increase in ATCO’s and Supervisor’s workload such as
coordination, the need to break-off an approach, change aircraft sequence for landing or
implement other contingency measures, etc.;

- may cause an unacceptable cost to industry, incurred through closures of airports and
airspace due to numerous delays and diversions; and

- may pose a significant threat to national security since such flights will not be under normal
communications and surveillance.
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Consequently, the development and implementation of comprehensive contingency measures, which as a
minimum are analysed and assessed through collaborative decision-making processes between ATC
Management, Supervisors, ATCOs and other relevant personnel, should minimise interference by
unknown or unidentified aircraft operations with the normal operations.

Any deviation from GCAA regulatory requirements is considered a violation of UAE Civil Aviation Law and
UAE National Civil Aviation Regulation with direct safety and security risk implications.

RECOMMENDATIONS:

Recommendation 1:

ATSUs should review contingency plans to ensure safe and orderly flow of traffic in the event of a
disruption of an air traffic control service or a related support service due to airspace penetration by an
unauthorised UAS operation or, an unknown or unidentified aircraft. The contingency plan should include
the eventuality of closure or restrictions of airspace, airways or aerodromes following the report of such
type of infringement.

Recommendation 2:

The ATSU should review current procedures for ATC Supervisors and ATCOs to ensure that they have been
provided with adequate instructions, training (including awareness training of the GCAA regulatory
requirements for Light Sport Aircraft and UAS Operations as per civil aviation regulations) and guidance for
the management of authorised or unauthorised and unknown or unidentified aircraft operations and
recognition of any indication of situations of unlawful interference with an aircraft. Such instructions and
guidance should ensure that all hazards, risks and mitigations have been assessed appropriately and they
may include any safety and security measures involving aerodrome and airspace availability, and
appropriate involvement with police, military and other security authorities.

Procedures should ensure that as much information as possible is obtained from any reporting source. The
following “aide-memoire” may facilitate the collection of such information:
a) Ensure that exact position/location of the reported aircraft/UAS is provided;
b) Was the aircraft/UAS stationary or moving? If moving, could this be best described as fast/slow or
is it possible to provide an approximate speed?
c) If moving, what was the observed direction of flight?
d) At what altitude was the aircraft/UAS operating? Was it maintaining level flight, or
climbing/descending?
e) Are you able to identify the type?
f)  What size and colour was the aircraft/UAS? Was there any distinctive markings?
g) What is the location of the UAS operator if observed by the reporting source?
h) Any other question relevant to the situation at that time.
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Recommendation 3:
An unauthorised UAS operation, or an unknown or unidentified aircraft which causes an unsafe situation is
considered a serious incident with safety and security implications. ATSUs shall establish and implement a
procedure to ensure:

- prompt notification to the GCAA Duty Investigator (Mobile: 050 641 4667); and

- aROSl is submitted within 3 hours from the time of the occurrence.

Recommendation 4:

As soon as an ATSU becomes aware of an unauthorised UAS operation, or an unknown or unidentified
aircraft in its airspace, the ATSU should endeavour to establish the identity of the aircraft whenever this is
necessary for the provision of ATS or required by the appropriate military authorities in accordance with
locally agreed procedures.

The following steps may assist an ATSU to identify the aircraft:
a) attempt to establish two-way communication with the aircraft;
b) inquire of other ATSUs within the FIR about the flight and request their assistance in establishing
two-way communication with the aircraft;
c) inquire of ATSUs serving the adjacent FIRs about the flight and request their assistance in
establishing two-way communication with the aircraft;
d) attempt to obtain information from other aircraft in the area.

Recommendation 5:

ATSUs should immediately inform, in accordance with locally agreed procedures, the appropriate
authority including police, military and other security authorities, if an unauthorised UAS operation or an
unknown or unidentified aircraft may be the subject of unlawful interference.

Recommendation 6:

ATSUs should apply separation between identified aircraft and unauthorised UAS operations or an
unknown or unidentified aircraft observed, and provide avoiding instructions. If the unauthorised or the
unknown or unidentified aircraft operations cannot be observed by the ATSU, the ATSU must temporarily
create a segregated airspace around the affected area(s) and provide the applicable separation minima to
such airspace boundary.

In addition to completing a call-out list, the ATSU should analyse the threat to other aircraft operations
using the information available at that point in time. The below list of actions may assist in resolving such
situations:
a) Stop departures;
b) Airborne aircraft should avoid the affected area;
c) Attempt to establish two-way radio communication with the unknown or unidentified
aircraft, e.g. relevant frequencies and 121.5 MHz;
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Notify other ATSUs, police, military and other security authorities and request their assistance in
establishing radio contact with the unknown or unidentified aircraft and determining the aircraft’s
position, altitude, description (type, colour, markings, etc.), route and intentions;

Immediately inform affected ATSUs, police, military and other security authorities, Emirates ACC
Supervisor, GCAA Duty Investigator and others as appropriate, if unable to establish radio contact
with the unknown or unidentified aircraft and/or if radar identity cannot be established and/or
the aircraft is suspected or known to be subject to unlawful interference;

Military and other security authorities may determine that it is required to intercept or shadow
unknown/unidentified aircraft (and possibly UAS operations), which would provide a high level of
assurance on its position if this event continues for an extended period of time;

Sterilise the airspace surrounding the unknown or unidentified aircraft, with the exception of a
military aircraft which is intercepting or shadowing the unknown or unidentified aircraft. Consider
the speed/altitude/routing when determining the size of the sterilisation area to be put in place.
Increased separation from the sterilisation area should be established;

Cease runway operations if unauthorised UAS operations or an unknown or unidentified aircraft
affects the departure climb-out area, final approach for arrivals or other traffic in the vicinity of
the aerodrome;

Allow operation of active runways to continue:

i with mitigation and caution after careful analysis of all available information even if the
position of the unauthorised UAS operations or an unknown or unidentified aircraft may
be deemed sufficiently far from the active runway. Note: ATC may consider changing
runway direction; or

ii. if information received provides reasonable assurance that the unauthorised UAS
operations or an unknown or unidentified aircraft is not a threat to other aircraft;

iii. continue monitoring of the situation until information has been received that it has been

resolved.

Advise aircraft in the vicinity of the unauthorised UAS operation or an unknown or unidentified
aircraft by passing essential traffic information (as appropriate) and instruct aircraft to take
avoiding action if necessary;
Request any aircraft having visual contact with the unauthorised UAS operation (this can
potentially identify the location of the UAS operator) or an unknown or unidentified aircraft to
assist in providing further information to manage the situation;
If deemed appropriate limit the number of aircraft within the area of responsibility, e.g. CTA/CTR.
Coordinate alternative procedures as necessary;

m) Alert aircraft operating in Class G airspace if appropriate.
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Recommendation 7:
ATSUs should establish and implement processes and procedures to:
- ensure ATS personnel are trained in the promulgated federal rules prescribing UAS operations
in the UAE; and
- instruct ATS personnel to:

o direct requests for intended UAS operations affecting the ATCU’s airspace to the
GCAA;

o deny approval, accept approval, or provide no objection for UAS operations without
first obtaining relevant UAS Operational Approval from the GCAA;

o deny access to ATCU’s airspace to any UAS operation unless the individual or
organisation operating the UAS holds an approval issued by the GCAA. Regulatory
requirements and/or approvals established by other aviation authorities are
insufficient; and

o reference UAS flying zone maps published by GCAA only (refer www.gcaa.gov.ae). The
use of any UAS flying zone maps or publications not published by the GCAA is illegal
according to Civil Aviation Law Article 20 of the Federal Act 20 of 1991.

CONTACT:

General Civil Aviation Authority (GCAA)
Air Navigation & Aerodromes Department
Email: ana@gcaa.gov.ae
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