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SUMMARY
This paper presents the actions undertaken by the MID Regional
Aviation Security and Facilitation Group (MID-RASFG) in
relation to Cybersecurity, including the development and analysis
of the Cybersecurity Action Plan (CyAP) questionnaire, as well
as the Conclusion proposing the establishment of a Regional
multidisciplinary Aviation Cybersecurity Task Force.
Action by the meeting is at paragraph 3
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1. INTRODUCTION
1.1 The amendment 12 of the Annex 17 (effective 2011) included provisions to further

strengthen Standards and Recommended Practices in order to address new and emerging threats to civil
aviation, including the security of air traffic service providers. The air traffic management security is
part of Aviation Security, and it’s a national responsibility.

1.2 The ICAO Assembly Resolution A40-10 requested ICAO to develop an action plan to
support States and industry in the adoption of the Aviation Cybersecurity Strategy. Accordingly, ICAO
developed the CyAP. The first edition of the CyAP was published in November 2020, and the second
edition in January 2022.

2. DISCUSSION

2.1 The CyAP provides the foundation for ICAO, States and stakeholders to work together,
and proposes a series of principles, measures, and actions to achieve the objectives of the Aviation
Cybersecurity Strategy's seven pillars. To that end, the CyAP develops the pillars of the Strategy into
32 Priority Actions, which are further broken down into 51 tasks to be implemented by ICAO, States,
and stakeholders.
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2.2 The meeting may wish to recall that the first meeting of the air navigation service
Cybersecurity Working Group (ACS WG/1) conducted a gap analysis between CyAP and the
implementation level in the MID Region. MIDANPIRG through Conclusion 20/43, endorsed the MID
Region Action Plan and agreed that a follow-up survey should be developed.

23 The 4™ meeting of the MID Regional Aviation Security and Facilitation Group (MID-
RASFG/4, October, 2024) agreed that the ICAO-MID, in coordination with the RAFIT, develop a
questionnaire and conduct a survey to follow-up the regional implementation of the recommendations
of the Cybersecurity and Resilience Symposium. Consequently, the MID Office circulated the
Questionnaire at Appendix A.

2.4 Five (5) States replied to the Questionnaire. The analysis of the questionnaire responses
from five States highlights a concern regarding cybersecurity capacity-building programmes,
particularly the limited availability of aviation-specific cybersecurity training and the effectiveness of
current cybersecurity awareness initiatives.

REGIONAL

Pillar 1: Governance, National Strategy, Risk Management and Compliance (GRC), and Cybersecurity Maturity in Aviation
Pillar 2: Technical capabilities and infrastructure
Pillar 3: Incident Response, Emergencies, and Recovery
Pillar 4: Capacity Building and Training
m Pillar 5: Collaboration and Information Sharing
Pillar 6: Supply Chain and Cybersecurity

m Pillar 7: Communication Network Security and Emerging Threats in Aviation

2.5 The fifth meeting of the MID Regional Aviation Security and Facilitation Group (MID-
RASFG/5, Doha, Qatar, 3 - 5 February 2026), through Conclusion 5/3, agreed that:

a) States that have not yet done so, send their replies to the questionnaire at Appendix
A, to the MID Office, before 31 March 2026 to allow the RAFIT/9 meeting to
review and analyse the results of the survey and propose the next course of actions;

b) States are urged to participate in global and regional cybersecurity events and
follow-up on the development of the new Aviation Cybersecurity Manual; and

c) a Working Paper be presented by the Secretariat to the upcoming DGCA-MID/8
meeting proposing the establishment of a Regional multi-disciplinary Aviation
Cybersecurity Task Force.

2.6 The CNS SG/15 meeting supported the MID-RASFG/5 Conclusion on the establishment
of a regional multidisciplinary Aviation Cybersecurity Task Force. To avoid duplication of efforts and
to optimize the use of States’ resources, the meeting agreed to dissolve the ANS Cybersecurity Working
Group (ACS WGQG) and agreed to the following Draft Decision:

DRAFT DECISION 15/13: DISSOLUTION OF ACS WG

That, in order to address Cybersecurity and Resilience through a multidisciplinary
approach, ANS Cybersecurity Working group (ACS WG) is dissolved.
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2.7 Concerning Cybersecurity capacity-building, the CNS SG/15 meeting recalled
MIDANPIRG Conclusion 20/44 and noted that a Cybersecurity Event is planned for 2027, encouraging
States to participate actively in this event.

2.8 The CNS SG/15 meeting recalled that the UAE developed and currently hosts the ATM
Data Cybersecurity Portal (ADCS Portal). Through Conclusion 20/45, MIDANPIRG/20 encouraged
States to make effective use of the Portal and to share their cybersecurity-related experiences. The CNS
SG/15 meeting noted, however, that the Portal that designed to support the exchange of cybersecurity
experiences and best practices, has not yet been used by States. It further noted that concerns about data
confidentiality may be discouraging participation. The meeting also emphasized that ANS cybersecurity
requires specialized skills and competencies that differ from those of traditional IT cybersecurity. The
issue should be discussed in greater detail at the CNS SG/16 meeting.

3. ACTION BY THE MEETING
3.1 The meeting is invited to:

a) note the analysis of the Cybersecurity action plan implementation questionnaire;

b) urge States to participate actively in the planned Cybersecurity and resilience activity
in 2027,

¢) support the MID-RASFG/5 Conclusion in establishing a regional multi-disciplinary
Aviation Cybersecurity Task Force; and

d) dissolve the ACS WG and endorse the Draft Decision 15/13.
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Cybersecurity Symposium Follow-up Survey - Doha 2023

1: Governance, National Strategy, Risk
Management and Compliance (GRC), and
Cybersecurity Maturity in Aviation
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Does the State have a national authority specialized in
cybersecurity for the civil aviation sector

OYes
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Has a clear legal framework for aviation cybersecurity been
established

OYes
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Does the State have a national cybersecurity strategy that
includes the aviation sector

OYes
OONo
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If a national strategy exists, to what extent does it cover the
following aspects

Rate from 1 to 5, where 1 = Not covered and 5 = Fully
covered

Protection against cyber threats

Development of a secure aviation infrastructure ...............
Training and capacity building for personnel............

Risk management and emergency response............
International cooperation and information sharing.............
Compliance with international cybersecurity standards in
aviation..........
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How is the effectiveness of the aviation cybersecurity
strategy measured

OThrough regular audits
OThrough compliance assessments
OThrough incident analysis
OThere is no clear measurement
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Are laws and policies regularly reviewed and updated to
address evolving cyber threats

OYes
OONo
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Does the State have a specific governance, risk
management, and compliance (GRC) framework for
aviation cybersecurity

OYes

OONo
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What components are covered by the GRC framework for
aviation cybersecurity

(Select all that apply)

LICyber risk assessments and their impact on aviation
operations

[Development of security policies aligned with
international standards

LCompliance mechanisms with local and international
regulations

Ulnternal audits to monitor aviation cybersecurity
compliance

[Performance evaluation and continuous improvement
mechanisms
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Is there a clear mechanism to monitor compliance with
aviation cybersecurity requirements

OYes
OONo
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How effective is the cooperation between cybersecurity
authorities and aviation regulatory bodies in ensuring
compliance

[INo cooperation

LLimited cooperation

[Partial or ad-hoc cooperation when needed

[1Good and regular cooperation in some areas

LlEffective and integrated cooperation in all relevant arcas
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What is the level of cybersecurity maturity in the civil
aviation sector

[INot mature — No clear cybersecurity policies or practices
LWeak — Limited and uncoordinated initiatives exist
[LIModerate — Policies exist with some practices

[1Good — Policies are applied with continuous improvement

[Fully mature — Comprehensive and systematic
management based on best practices
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Which standards or frameworks are used by the State to
assess cybersecurity maturity in aviation
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OISO 27001 / 27005

LINIST Cybersecurity Framework

LIICAO Aviation Cybersecurity Strategy
LOther (please specify) ..o.oovevvivviininnnnn..

ISO 27001 / 27005 ks

NIST sansdl 53 )]
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To what extent does the State comply with ICAO
cybersecurity recommendations for the aviation sector

[INo compliance

[Limited and irregular compliance

[Partial compliance with some recommendations
[1Good compliance with regular follow-up

[Full and systematic compliance in line with ICAO
requirements
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Does the State have a documented national cybersecurity
policy for the aviation sector

OYes
OONo
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What are the main challenges facing the State in developing
or implementing aviation cybersecurity legislation

OLack of coordination among relevant entities
LShortage of specialized human resources
LAbsence of a unified international legal framework
OTechnical challenges related to infrastructure
OLow compliance with international standards
OOther (please specify)
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Does the State have a Security Operations Center
(SOC) to monitor cybersecurity activities related to
civil aviation

LYes

[ONo

LUnder development

A yund) ey 48 el Al lidee K e A gall elliad Ja
Sl Ol yahally Ao yall

e

Y[

L) ad[]

What is the readiness level of Security Operations
Centers (SOC) to handle advanced cyber threats

[INot ready
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COModerate readiness
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Are penetration tests conducted regularly on civil
aviation systems

OYes
CONo
LISometimes
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What types of tools and technologies are used to detect
and analyze cyber threats
(Select all that apply)

Olntrusion Detection and Prevention Systems
(IDS/TPS)

LCybersecurity Operations Centers (SOC)
UThreat Intelligence Platforms

LLog Analysis Tools

LOther (please specify) ......coooevvviiiiiiiinninnn.
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Are cyber incidents documented and analyzed, and are
reports shared with relevant entities

Yes
[OINo
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What are the main cybersecurity challenges faced in
enhancing aviation cybersecurity
(You may select more than one)

OLack of qualified technical personnel
Ulnsufficient funding and financial support for
cybersecurity

[L1Outdated systems and technologies

OLack of integration between existing cybersecurity
tools and systems

LLow cybersecurity awareness among employees
LlAbsence of clear cybersecurity policies and
procedures

LOther (please specify) ...................
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Incident Response, Emergencies, and Recovery
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Does the State have a cyber incident response plan for

Ol e glatal A el sl gall Alaid ddad Al gall sl Ja

§ il
the civil aviation sector )
OYes el
LINo Y[
OUnder development
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for civil aviation systems i
OYes el
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P skl 28]

Are regular exercises and drills conducted to simulate
responses to cyber incidents in civil aviation

OYes — conducted regularly
LlYes — but not regularly
CONo — no exercises or drills are conducted

QA\}Q&.\LA:\“\J\ EKM%J}J&JW}QL&JJEW&&
?‘;.'\JA]\ O\);:H\ 155 @‘ﬂu

]..., JL..SJ}J S :.._HJD

RESTA T
uJJlASJiQLJJJ.\SMHY—YD

What is the readiness level of cyber incident response
teams in the civil aviation sector

[INot ready
CIWeak
[IModerate
0Good

UFully ready to handle various incidents
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Have lessons learned from previous cyber incidents in
the aviation sector been documented

OYes
CONo
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Is there a clear timeline for recovery from cyber
incidents related to civil aviation

OYes
INo

A5yl &3l gl (pa ilaill el 5 ey sl llia Ja
€ il ol bl dagi yall

pai]
N




A-7

MIDANPIRG/23 & RASG/13-WP/46
APPENDIX A

What are the key challenges facing the State in
enhancing its readiness to respond to cyber incidents in
civil aviation

(Select all that apply)

LLack of specialized personnel in aviation cyber
incident response

Ulnsufficient cyber drills and exercises

LIWeak coordination between relevant entities
[LLack of a unified platform for sharing threat and
incident information

LLow cybersecurity awareness among aviation staft
OOther (please specify)
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Pillar 4: Capacity Building and Training
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Does the State have a national plan for qualifying and
training personnel working in cybersecurity for the
civil aviation sector?

OYes
[ONo

LUnder development
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Which groups or categories are targeted by training and
qualification plans in the field of cybersecurity for the
civil aviation sector

(Select all that apply)

LJAII civil aviation personnel
Technicians and specialists in air navigation and

Uaviation systems

[IPersonnel working on critical or sensitive systems
UJIT and infrastructure or network specialists
LICybersecurity professionals

[Leadership and supervisory positions
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What types of cybersecurity training programs are
currently available for the civil aviation sector
(Select all that apply)
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UlInternal training courses
UlInternational training programs
[LINo current training programs
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Are there continuous annual training plans
OYes
[INo

010 i B _yaluse )y lalad 2 55 o
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Is the effectiveness of training programs evaluated
Yes through participant surveys and feedback
[Yes through testing and performance evaluation
[INo evaluation is conducted
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How effective is the training in improving
cybersecurity awareness among civil aviation staff

LVery Poor
IPoor
[IModerate
OGood
Excellent

O ol o ) (5 siue a3 cu il Alad s L
f Sl Ol phall 3 calalall

Are there awareness campaigns or periodic bulletins
about cybersecurity in aviation

LIYes regularly
LYes but irregularly
[INo campaigns exist
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Is cybersecurity included in the basic orientation
programs for new employees

OYes
[ONo
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Is there a dedicated budget for cybersecurity training in
the aviation sector

OYes
[ONo
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What are the key challenges facing the State in
building cybersecurity capabilities for the aviation
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sector
(Select all that apply)

LLack of qualified trainers
OLimited resources

LLack of institutional interest in cybersecurity
Weak coordination between training and regulatory

bodies
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Pillar 5: Collaboration and Information Sharing
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Does the State have formal mechanisms for
cybersecurity information sharing among entities
concerned with the civil aviation sector

OYes
[INo
OUnder development
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What types of information are shared among entities in
the field of aviation cybersecurity

LIDiscovered security vulnerabilities
Olndicators of Compromise (I0OCs)
[Previous incidents and lessons learned
[Security practices and guidelines
LINo current information sharing
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Is there a national entity responsible for coordinating
cybersecurity information sharing

OYes
CONo
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How effective are the cybersecurity information-
sharing channels between government entities and the
aviation sector

LVery weak
LIWeak
[IModerate
LGood

OVery effective
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Which platforms or mechanisms does the State use to
share cybersecurity information

LICERT
OOther (please specify)....................
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LICERT

Are there obstacles that limit the sharing of
cybersecurity information with other parties

LSensitivity of information and lack of clear
information-sharing policy

LlAbsence of formal exchange channels
LLack of an information-sharing culture
LOther (please specify)....................
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Is information related to cyber incidents or threats
shared in a timely manner with relevant entities

LAlways
[ISometimes
CIRarely
[INot shared
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To what extent does the State need support or
enhancement in establishing cybersecurity information-
sharing mechanisms for the aviation sector

CIVery high
CIHigh
[IModerate
CLow

[INo current need
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Pillar 6: Supply Chain and Cybersecurity
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Does the State have a framework for assessing
cybersecurity risks related to the aviation sector’s
supply chains

LYes

INo

LUnder development
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Are cybersecurity requirements included in
maintenance and operations contracts or supplier
agreements in the aviation sector

[Yes, always
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Yes, in some cases
[ONo

Yy

Is there a list of security standards or policies that
suppliers are required to comply with

Yesd
Noll
0 Under preparation
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Is the compliance of suppliers with cybersecurity
requirements assessed regularly

OYes
[ONo

OSometimes
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Are cybersecurity audits or inspections conducted on
contracted suppliers

Yes
[OINo
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What is the maturity level of the State or organization
in applying cybersecurity practices to suppliers

IVery low
OLow
[OModerate
LJGood
CExcellent
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What challenges do you face in securing the
cybersecurity of supply chains in the aviation sector
(Select all that apply)

OLack of clear legislation or policies

LILow cybersecurity awareness among suppliers
LLimited resources for assessment and review
LlComplexity and number of involved parties
LIOther (please specify)
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Do you consider supply chains a primary cybersecurity
threat source in the aviation sector

OYes
[ONo
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Pillar 7: Communication Network Security and
Emerging Threats in Aviation
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Is there a policy in place to secure communication
networks within the aviation sector

OYes
[ONo

LlUnder development
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What types of networks are included in aviation
cybersecurity plans
(Select all that apply)

LlAirport operations and critical systems networks
LJAir navigation and aircraft communication networks
Security networks (e.g., surveillance and access control
systems)

UlInternal administrative and service networks

I Other (please specify)
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Are encryption technologies used to protect data
exchanged through communication systems

OYes
[ONo
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Is there a periodic risk assessment for communication
systems used in civil aviation

O Yes
CONo
LISometimes
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What are the main challenges facing the State in
securing communication networks in the aviation
sector

(Select all that apply)

LlOutdated infrastructure

LIShortage of qualified cybersecurity communication
specialists

OLack of updated and specialized standards

LOther (please specify)....................
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