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Who is Keysight?
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The Threat:  GNSS Interference, always changing
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The Threat:  GNSS Interference, always changing
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At least 7 active GPS spoofers, 
possibly 10
These are not the location of the spoofers. It’s the 
location they are spoofing GPS to.  Provided for 
pilot situational awareness.  March 3, 26
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The Threat:  GNSS Interference, always changing
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At least 6 active spoofers.
These are not the location of the spoofers. It’s the 
location they are spoofing GPS to.  Provided for 
pilot situational awareness.  March 6, 2026
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The Threat:  GNSS Interference, always changing
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Multiple active spoofers.
New pattern where aircraft are spoofed into static 
points along a line (light blue) and then into 
conventional circles/points of many aircraft (blue)  
March 11, 2026



7

• Most avionics use GPS L1are not deigned for jamming/spoofing resiliency

• GPS navigation fails or shows false position & loss of RNP  (safety & cost)

• Can cause FMS/IRS inaccuracy (safety)

• ADS-B Surveillance reports spoofed position & sometime residual errors (safety)

• eGPWS & TAWS can falsely alert pilots to pull-up (safety & cost)

• Incorrect ELT location (safety)

• Incorrect Wx Radar tuning (safety & cost)

• Autopilot, clock/timing/networks, AHRS also can fail (safety & cost)

• GPS may fail for the remainder of the flight even after exiting spoofing

• Reduces safety & increases cost 

• Inability to fly RNAV/RNP reduces airspace capacity

The Impact:  Economic & Safety

MFD showing GPS Spoofing
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The Solution:  Not just monitoring….
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• Patent pending detection 

of GNSS Spoofing based 

on ADSB tracks
• Detection of Spoofing

• Interference

• Teleportation

• Flights with failed GPS after being 

spoofed

• Free & Premium Accounts

• Can be integrated into 

dispatch/operations, ATC, 

EFBs, or other systems

• It is insufficient to solve 

the long term problem

Watchman Prototype
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Mitigation: Spectrum Monitoring

▪ Portable instruments 

to measure, identify, 

locate, & mitigate 

GNSS & 

Communications 

interference

▪ One or more FieldFox 

can be used together

▪ Can also be deployed 

for full-time monitoring 

of critical sites 
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CONOPS
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Watchman IGNITE CONOPS

Contributors

• Governments

• ANSPs / ATC

• Airlines

• Airports

• Aircraft OEMs / Avionics OEMs

• UAS

• Other industries

Service Outputs

• GNSS Analysis

‒ Jamming & Spoofing

‒ Area of impact

‒ Transient behavior

‒ Increasing density/localization

‒ Navigation/Time behavior 

‒ MFMC Correlation/Diff

‒ GNSS Receiever behavior

‒ I/Q Analysis & Signature Analysis

‒ Interference source determination

• Impact Analysis

‒ Impacts inside area of interference

‒ Impacts after exiting interference

‒ Impacts by device/receiver/antenna 
type

• Mitigation Plan (FieldFox)

• C-UAS & UTM Integration

• Improvement Plan

‒ Attack signatures for 
test/development

Service Benefits

• Business

‒ Enables competitors to share data 
safely

‒ Enables industries that do not interact 
to share safely

‒ Enables cost effective situational 
awareness at a level no 
industry/company could achieve in 
isolation

• Scale

‒ Multiple methods to detect

‒ Different levels of detail

‒ Global coverage

• Safety

‒ Earlier detection & mitigation

‒ Higher confidence alerts

‒ Reduced false positives

• Synergy

‒ Enables customers to add their own 
private data layers

‒ Add FieldFox handheld & fixed 
monitoring
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Improving Avionics, you can enable the industry

I Q

MP

Doppler
dB

Truth* trajectory

SimXTRACT

Field recording with full complexity of real 

environment captured, but no intrinsic 

‘knowledge’ of signals

Signal 

Decomposition

Generates 

PosApp scenario

GNSS simulator – Generates signals 

with realism of recorded environment, 

but with full flexibility and control

Signal analysis 

tools

Updated & New avionics 

resilient to GNSS attacks

Detect & Capture GNSS attacks.  Once 

mitigated, develop a defense.

PNT Virtual 

Simulator

Virtualized GNSS Simulation to scale 

development of advanced mitigation 

solutions

Real-World Data Signature Extraction Lab Simulation

Embedded SimXTRACT can also 

contribute data
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Thank you
Jeremy Bennington, PNT Strategy & Innovation

+1 408-307-1164

jeremy.bennington@spirent.com
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