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GNSS Jamming and Spoofing

Spoofing is the broadcast of GNSS-like signals that cause avionics to calculate erroneous positions and provide 
false guidance. This sophisticated form of interference can be particularly dangerous as it may go undetected by 
the receiver.
UNTERM – jamming
UNTERM - spoofing

Jamming is intentional broadcasting of radio signals to disrupt the GNSS services, posing a significant threat to 
navigation and timing applications.

https://unterm.un.org/unterm2/en/view/6b7a0f7f-0878-459d-94d2-2d1efd528c8e
https://unterm.un.org/unterm2/en/view/6b7a0f7f-0878-459d-94d2-2d1efd528c8e
https://unterm.un.org/unterm2/en/view/6b7a0f7f-0878-459d-94d2-2d1efd528c8e
https://unterm.un.org/unterm2/en/view/f81af55b-04a5-46cf-8cbf-04d6d47b49d8
https://unterm.un.org/unterm2/en/view/f81af55b-04a5-46cf-8cbf-04d6d47b49d8
https://unterm.un.org/unterm2/en/view/f81af55b-04a5-46cf-8cbf-04d6d47b49d8


ICAO Outreach

ICAO SL on the recommendations 
from ICAO EUR/MID Radio NAV 

Symposium, Antalya, 2024

ICAO-ITU-IMO Joint Declaration 
to protect GNSS from Harmful 

interference

ICAO Electronic Bulletin on recommended 
actions from ICAO APAC Radio NAV 
Symposium, New Delhi, July 2025



1st ICAO Radio Navigation Symposium

• CAAs to foster collaboration with their National Spectrum Regulators 
regarding GNSS RFI. 

• National Spectrum Regulators to locate and determine the source of 
reported GNSS RFI and attempt to resolve it, as appropriate. The GNSS RFI 
resolution may require coordination with other authorities at national or 
regional levels. 

• National Spectrum Regulators to report frequent unresolved GNSS RFI 
incidents to the Radiocommunication Bureau of the International 
Telecommunication Union (ITU), describing GNSS RFI impact as experienced 
within their national borders, or as reported by their registered aircraft. 



2nd ICAO Radio Navigation Symposium

• Objective 1: Minimize GNSS RFI occurrence through effective regulatory measures and 
enforcement. 

1.1 States should: 
1.1.1 ensure sufficient aviation representation in delegations of States to ITU WRC-27 
preparatory meetings, to progress future improvements to ITU Resolution 676 and to 
ensure that future WRC updates of Radio Regulations do not adversely impact GNSS; 
1.1.2 improve coordination with the military by facilitating the sharing of information on 
GNSS RFI testing and any relevant activities such as Counter-UAS operations; 
1.1.3 possess the necessary technical capabilities to detect GNSS RFI, conduct Radio 
Frequency (RF) measurements, and geolocate the source of the GNSS RFI; and 
1.1.4 utilise the ITU Radio Regulations (RR) escalation procedure (RR Article 15) to ensure 
proper resolution for incidents of GNSS RFI with cross-border impact that cannot be solved 
nationally or internationally through routine procedures;

Recommendations-from-Radio-Navigation-Symposium.pdf

https://www.icao.int/sites/default/files/APAC/Meetings/2025/2025%20ICAO%20APAC%20Radio%20Navigation%20Symposium%20%20Radio%20N/0-List%20of%20Recommendations/Recommendations-from-Radio-Navigation-Symposium.pdf
https://www.icao.int/sites/default/files/APAC/Meetings/2025/2025%20ICAO%20APAC%20Radio%20Navigation%20Symposium%20%20Radio%20N/0-List%20of%20Recommendations/Recommendations-from-Radio-Navigation-Symposium.pdf
https://www.icao.int/sites/default/files/APAC/Meetings/2025/2025%20ICAO%20APAC%20Radio%20Navigation%20Symposium%20%20Radio%20N/0-List%20of%20Recommendations/Recommendations-from-Radio-Navigation-Symposium.pdf
https://www.icao.int/sites/default/files/APAC/Meetings/2025/2025%20ICAO%20APAC%20Radio%20Navigation%20Symposium%20%20Radio%20N/0-List%20of%20Recommendations/Recommendations-from-Radio-Navigation-Symposium.pdf
https://www.icao.int/sites/default/files/APAC/Meetings/2025/2025%20ICAO%20APAC%20Radio%20Navigation%20Symposium%20%20Radio%20N/0-List%20of%20Recommendations/Recommendations-from-Radio-Navigation-Symposium.pdf
https://www.icao.int/sites/default/files/APAC/Meetings/2025/2025%20ICAO%20APAC%20Radio%20Navigation%20Symposium%20%20Radio%20N/0-List%20of%20Recommendations/Recommendations-from-Radio-Navigation-Symposium.pdf
https://www.icao.int/sites/default/files/APAC/Meetings/2025/2025%20ICAO%20APAC%20Radio%20Navigation%20Symposium%20%20Radio%20N/0-List%20of%20Recommendations/Recommendations-from-Radio-Navigation-Symposium.pdf
https://www.icao.int/sites/default/files/APAC/Meetings/2025/2025%20ICAO%20APAC%20Radio%20Navigation%20Symposium%20%20Radio%20N/0-List%20of%20Recommendations/Recommendations-from-Radio-Navigation-Symposium.pdf
https://www.icao.int/sites/default/files/APAC/Meetings/2025/2025%20ICAO%20APAC%20Radio%20Navigation%20Symposium%20%20Radio%20N/0-List%20of%20Recommendations/Recommendations-from-Radio-Navigation-Symposium.pdf


Reporting GNSS RFI to ITU

1.1.5 States should also consider submitting reports to the respective ICAO Regional Office, which can 
then forward those reports to the ITU Satellite Interference Reporting and Resolution System (SIRRS) 
for further action. 



Process in case of Harmful Interference

User 1     User 2

User X   

Satellite A                                          Satellite B 

Country A Country B

Settlement of Disputes : ITU CS 56
Negotiation, Diplomatic Channels
Bi / Multi Lateral Treaties

Telecomm. 
Service Provider A

Satellite Operator
             B

Notifying 
Administration B

Notifying 
Administration A

Satellite Operator
             A

Compulsory Arbitration
(ITU Optional Protocol)
Procedure in Art.41 CV

Telecomm.
Service Provider B

Wanted Signal
 Harmful Interference

= When Communication or
   Resolution btwn Adms or 
   Sat.Ops. is not possible

World
Radiocommunications

Conference
(e.g. Resolution 676 (WRC-23))

         Radiocommunications Bureau
   - RR No.15.41                  (For Information )
   - RR No.13.2 / No.15.42  (Request Assistance)

Radio Regulations Board









1.2 Radio regulatory authorities of States need to step up enforcement 
against GNSS jamming transmitters (GPS Jammers) while educating the 
public about their illegality, without unintentionally exposing system 
vulnerabilities. Law enforcement should monitor and act against online 
marketplaces selling such devices. Additionally, making the ownership of GPS 
jammers illegal will help authorities confiscate them more effectively and 
strengthen regulatory control. 
1.3 All stakeholders need to contribute to the development of further ICAO 
guidance to strengthen the link between air operator reports, air navigation 
services provider (ANSP) confirmation, and spectrum regulator engagement. 
The coordination and reporting processes must be efficient and simplified to 
ensure timely and effective management

2nd ICAO Radio Navigation Symposium



ICAO/ITU/IMO Joint Declaration

• THEREFORE, ITU, ICAO, and IMO jointly and urgently call on their 
respective Member States to:

……..

d) increase collaboration between radio regulatory, civil aviation, 
maritime, defense and enforcement authorities; and
e) report cases of harmful interference affecting RNSS to the 
appropriate telecommunication, aeronautical and maritime authorities,



ICAO 42nd Assembly Resolution

Resolution A42-8, Appendix C
(Updated Resolution A41-8)

ICAO Policy on GNSS Resilience

- 

urges States to apply necessary measures to avoid 

the commercialization/proliferation, purchase, 

possession, and the use of illegal transmitters 

 such as jammers ….: 



Approval of RESOLUTION 676 (WRC-23)

Due to the escalation of jamming and spoofing of GNSS observed in recent years, aviation experts supported by 
ICAO expert groups developed a draft Resolution, which resulted in the approval of a new ITU Resolution 
[RESOLUTION 676] (WRC-23) on the “Prevention and mitigation of harmful interference to the radionavigation-
satellite service (RNSS) in the frequency bands 1 164 – 1 215 MHz and 1 559 – 1 610 MHz”.  

The Resolution urges administrations
1. to apply necessary measures to avoid the proliferation, circulation and operation of unauthorized 

transmitters that cause or have the potential to cause harmful interference to RNSS systems…… 
2. to take the following actions to prevent and mitigate harmful interference affecting the RNSS...… without 

prejudice to the right of administrations to deny access to the RNSS, for security or defence purposes:
         ...

2.2 to encourage cooperation between aeronautical, maritime and security authorities, as well as 
spectrum regulators, as appropriate, to address interference risks to RNSS systems that may stem 
from the activities of these security authorities;

3. to report cases, as the affected administration deems appropriate, of harmful interference to the RNSS…



Action by the meeting

• The meeting is invited to:
1- Urge Member States to strengthen collaboration with their national 
radio regulatory authorities in the areas of:

 a) detecting, geo-locating, mitigating, and reporting harmful 
interference;

 b) enhancing law enforcement measures and regulatory 
frameworks to prohibit the importation, possession, purchase, 
manufacture, and use of illegal transmitters, such as jammers 
and spoofers.



Action by the meeting

2- Encourage the exchange of best practices, experiences, and technical 
expertise among Member States;
3- encourage States to report the unresolved interference case to ITU 
though ICAO MID Office;and
4- urge States to enhance the capacity of technical staff to effectively 
detect, identify, investigate, and report harmful interference;and
5- discuss means to implement articles and recommendations related 
to spectrum management mentioned in this presentation.
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Thank You
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